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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
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Introduction
This research report covers a brief summary of Internet Protocol version 6 (IPv6), and its features. Research was carried out on Internet Protocol version 4(IPv4) and Internet Protocol version 6 which has been certified as the Internet Standard.

What is IPv6?
Devices on the Internet are assigned a unique IP (Internet Protocol) address for identification and location definition. Internet Protocol version 6 (IPv6) is the most recent version of the Internet Protocol (IP). The protocol provides an identification and location system for routing traffic across networks and the Internet. IPv6 was developed by the Internet Engineering Task Force (IETF) to deal with the problem of IPv4 address exhaustion and is intended to replace IPv4.[1]

In December 1998, IPv6 became a draft standard for IETF but certified it as an Internet Standard on 14th July 2017.[2]
In 1994 the IETF began development of IPv6, and to establish the standards to be used to handle the rapid growth of internet users and expansions of networks. A study was conducted by the IETF in the early 90’s which predicted that the internet would run out of IPv4 address space between 2005 and 2011.[3]

IPv4 uses a 32-bit (232) address size and contains 4,294,967,296 IPv4 addresses.
IPv6 address space is 128-bit (2128) in size, containing 340,282,366,920,938,463,463,374,607,431,768,211,456 IPv6 addresses.[4]
IPv6 provides other technical benefits in addition to the 128-bit addressing space, it permits stateless autoconfiguration where hosts can self-generate routable addresses. IPv4’s NAT/PAT can also be eliminated because of the large number of public IPv6 addresses available and IPv6 can also eliminate the broadcast IP as it does not use Layer 3 broadcast addresses, although IPv6 does use a solicited node multicast address technique.
IPv4 and IPv6 are not designed to work together, which makes direct communication between them impossible. However, several transition tools have been created to rectify this.[3]


Main features of IPv6
IPv6 is an Internet Layer protocol for internetworking and allows end-to-end communication across multiple IP networks, closely adhering to the previous version of IPv4.
The main features of IPv6 are:

· New Format and Header
IPv6 uses a new packet format, that helps minimize packet header processing by routers. The format is achieved by placing nonessential fields to extension headers that are positioned after the IPv6 header. IPv4 and IPv6 packets are very different which makes the two protocols incompatible.[5]

· Larger Address Space
IPv6 uses a 128-bit address space. The large address space supports a total of 2128 (3.4x1038) addresses. Having this amount of space allows for improved systematic hierarchical allocation of addresses and route aggregation. [6]

· Stateless/Stateful address configuration
With Stateless address configuration, hosts can connect automatically with IPv6 addresses named link-local address which are derived from prefixes advertised by local routers.[3] On first connection to a network, the host will send a link-local router solicitation multicast request for its configuration parameters. The available router will respond to the request with a router advertisement packet that contains network-layer parameters. Once configured Hosts can communicate with each other even if there is no router available. The hosts may also use a stateful configuration with Dynamic Host Configuration Protocol version 6 (DHCPv6) or a static configuration, as IPv4.[7]

· Multicast
IPv4 provides three types of communication, unicast, multicast and broadcast. Unicast allows one to one communication, multicast is used for one-to-many communication and broadcast is one-to-all communication.[8] Broadcast addresses are not available in IPv6 but can achieve the same effect by sending a packet to the link-local all nodes multicast group at the address ff02::1.[9]

· Integrated Internet Protocol Security (IPSec)
IPSec are internet standards for internet security that use cryptographic services to provide data integrity, authentication and confidentiality.[10] Support for IPSec in IPv4 was an optional protocol but IPv6 has mandatory support for IPSec and is an integral part of the base protocol suite of IPv6. Although security is mandated in IPv6 protocol specification, IPSec is not automatically configured. IPSec must be configured and used with a security key exchange.[11]

· Neighbor Discovery Protocol
The Neighbor Discovery Protocol (NDP) is available in IPv6. NDP is based on Internet Control Message Protocol version 6 (ICMPv6) messages that manage interaction nodes on the same links. IPv6 has no Address Resolution Protocol (ARP) which is part of IPv4 but has replaced it with Neighbor Discovery Protocol (NDP)[12]

· Jumbograms
The IPv6 header uses a 16-bit Payload field length and therefore, supports a payload of up to 65,535 octets long. IPv6 hop by hop option which is referred to as a Jumbo Payload carries a 32-bit length field in order for transmission of packets between 65.546 and 4,294,967,295 octets in length which are referred to as “Jumbograms”.
This is an optional feature of IPv6, and allows packets with payloads of 2^32 – 1 (4,294,967,295) bytes by using the 32-bit field length.[5]

· Extensibility
With the ability of adding extension headers with IPv6, the size is only constrained by the size of the datagram packet, unlike the 40 bytes option of IPv4.[13]
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Conclusion.
With the rapid growth of internet connected devices across the world and the prediction that IPv4 addresses would run out between 2005 and 2011. The IETF created IPv6 to address this problem and improve on the current system. This has been delayed by NAT/PAT and other protocols but once the transition to IPv6 has been completed the problems of addresses reaching maximum capacity will be a thing of the past with the bonus of extra improvements. 
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B /21
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D /23
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F /24
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E /26
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A /27
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C /29
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	R1-R2 /30
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	R2-R3
/30
	172.16.13.108
	255.255.255.252
	172.16.13.108
	172.16.13.110
	172.16.13.111
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