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List of
conte
nts is
good.

No list
of
figure
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Useful diagram to
support your
explanation.
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This should be DLL.





The 7 layer
model has
been
explained
well and key
points
identified.

A diagram
should
have
been
used here
to show
the
encapsula
tion
headers
being
added
and
removed
as the
packet
goes
through



Good diagram to support
your explanation.

Good explanation.

The port
numbers
available
could be
included
here.

The research
could have
been better
with
diagrams to
illustrate.



Good image which captures the port
allocations.

Address classes
are allocated to the
LANs and the
WANs serial port
addresses are your
choice.









Static routing is
configured and
the images
show clearly
the direct
connection, via
and routed
connections.

The testing shows the
success if the comms
between all devices. This
proves the routing
configuration.
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RIP routing is
configured for
each router.
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Tables show
the routing
connections

Tests show that the RIP

had been configured
correctly. Each device is
tested with all other
devices.



Control router
showing the
net pools
created for
DHCP.

Test
show
s
DHC
P is
worki
ng
for
the
contr
ol
route
r.
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Helper
addresses are
configured.

DHCP is tested successful for
other routers. The device
address and gateway address
is set dynamically.



Address
exclusion
range is set
here.



The device
address is now
set outside the
exclusion
range. i.e .11





A devices are
set outside of
exclusion
range.

Th
e
rou
ter
rep
ort
sh
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the
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ad











Running config reports on the routers show all configurations
associated with that router.



Good evaluation that shows you
have identified key areas which will
help in future designs.







CIDR/28 addressing scheme is
correct.





Routin
g
tables
show
the RIP
configu
ration.

This is the VLSM
addressing scheme

CIDR/27 is correct



CIDR/30 is
configured for the
serial WAN ports.





RIP
rout
ing
tabl
es
sho
w
the
con
figu
rati
on
for
the
/27
and
/30
add
res
sin
g.

No Vlan test showing broadcast goes
to all devices.







Broadcast is only to
the devices on the
same Vlan. In this
case PC1 to PC0



This shows the broadcast goes only to
the devices on the same Vlan. Here
PC1 and PC0 are on the same Vlan.



Inter Vlan
routing is
configured
for comms
across the
Vlans.













The trunking allows the router to
become virtually many routers
with many gateways on the
same link.





The 'show run' command send a
report of all the configurations for the
router.









The Vlan tests
show successful
across the Vlans.
This proves the
inter Vlan routing
protocol
configuration.

























test
sho
ws
ACL
deni
al of
servi
ce.

Routing table shows the sub
interfaces .100 and .101 for the two
Vlan gateways.







ACL security
showing
denial of
service to ip
address
192.168.150.
65













This shows the
inter Vlan routing
configuration on
the router with
encapsulation
protocol active.



This defines the encapsulation protocol
used in inter Vlan routing.



This image
would be
better if it was
face on to
view the front
of the router
and switch.

Image shows the Vlans 100 and
101 assigned but not active. No
interfaces are assigned to the
Vlans.
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The sub
interfaces
are
shown
with the
gateways
configure
d.

This is the
router report.



Ping tests
prove the
inter Vlan
routing
configurat
ion.

This demonstrates
the comms across
the Vlans



This is the front page
of the web server
from the PLC. This is
accessed using the
device ip address of
the PLC and the
gateway.

Tes
t of
we
b
pag
e
pro
gra
m
do
wnl
oad
ed
to
PL
C.
Thi
s
sho
ws



PLC confirms settings.

Test shows as the
conditions on the PLC
change the web page
reads them and
displays the same
changes.



Test is
consistent
with
changes.

Conclusion identifies the process of
the practical setup and recognises
the HTTP protocol function.



Wireless is a
good
recommendati
on

There
should
be far
more
relevant
sources
research
ed for
this topic
area.
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GENERAL COMMENTS

Instructor

PAGE 1

PAGE 2

Text Comment.  List of  contents is good.

Text Comment.  No list of  f igures.

PAGE 3

PAGE 4

Text Comment.  Usef ul diagram to support your explanation.

Text Comment.  Good technical points made about this layer.

PAGE 5

Text Comment.  This should be DLL.

PAGE 6

PAGE 7

Text Comment.  The 7 layer model has been explained well and key points identif ied.

Text Comment.  A diagram should have been used here to show the encapsulation
headers being added and removed as the packet goes through the layers.

PAGE 8

Text Comment.  Good diagram to support your explanation.



Text Comment.  Good explanation.

Text Comment.  The port numbers available could be included here.

Text Comment.  The research could have been better with diagrams to illustrate.

PAGE 9

Text Comment.  Good image which captures the port allocations.

Text Comment.  Address classes are allocated to the LANs and the WANs serial port
addresses are your choice.

PAGE 10

PAGE 11

PAGE 12

PAGE 13

Text Comment.  Static routing is conf igured and the images show clearly the direct
connection, via and routed connections.

Text Comment.  The testing shows the success if  the comms between all devices. This
proves the routing conf iguration.

PAGE 14

Text Comment.  This is the dynamic routing protocol

PAGE 15

Text Comment.  RIP routing is conf igured f or each router.

PAGE 16

Text Comment.  The tables show the RIP conf iguration f or each router and this
determines the routing path.

PAGE 17

PAGE 18



Text Comment.  Tables show the routing connections

Text Comment.  Tests show that the RIP had been conf igured correctly. Each device is
tested with all other devices.

PAGE 19

Text Comment.  Control router showing the net pools created f or DHCP.

Text Comment.  Test shows DHCP is working f or the control router.

PAGE 20

Text Comment.  Good point made here.

PAGE 21

Text Comment.  Helper addresses are conf igured.

Text Comment.  DHCP is tested successf ul f or other routers. The device address and
gateway address is set dynamically.

PAGE 22

Text Comment.  Address exclusion range is set here.

PAGE 23

Text Comment.  The device address is now set outside the exclusion range. i.e .11

PAGE 24

PAGE 25

Text Comment.  A devices are set outside of  exclusion range.

Text Comment.  The router report shows the exclusion address ranges.

PAGE 26

PAGE 27

PAGE 28



PAGE 29

PAGE 30

Text Comment.  Running conf ig reports on the routers show all conf igurations associated
with that router.

PAGE 31

Text Comment.  Good evaluation that shows you have identif ied key areas which will help
in f uture designs.

PAGE 32

PAGE 33

PAGE 34

Text Comment.  CIDR/28 addressing scheme is correct.

PAGE 35

PAGE 36

Text Comment.  Routing tables show the RIP conf iguration.

Text Comment.  This is the VLSM addressing scheme

Text Comment.  CIDR/27 is correct

PAGE 37

Text Comment.  CIDR/30 is conf igured f or the serial WAN ports.

PAGE 38

PAGE 39

Text Comment.  RIP routing tables show the conf iguration f or the /27 and /30 addressing.

Text Comment.  No Vlan test showing broadcast goes to all devices.

PAGE 40

PAGE 41



PAGE 42

Text Comment.  Broadcast is only to the devices on the same Vlan. In this case PC1 to
PC0

PAGE 43

Text Comment.  This shows the broadcast goes only to the devices on the same Vlan.
Here PC1 and PC0 are on the same Vlan.

PAGE 44

Text Comment.  Inter Vlan routing is conf igured f or comms across the Vlans.

PAGE 45

PAGE 46

PAGE 47

PAGE 48

PAGE 49

PAGE 50

Text Comment.  The trunking allows the router to become virtually many routers with many
gateways on the same link.

PAGE 51

PAGE 52

Text Comment.  The 'show run' command send a report of  all the conf igurations f or the
router.

PAGE 53

PAGE 54

PAGE 55

PAGE 56

Text Comment.  The Vlan tests show successf ul across the Vlans. This proves the inter
Vlan routing protocol conf iguration.



PAGE 57

PAGE 58

PAGE 59

PAGE 60

PAGE 61

PAGE 62

PAGE 63

PAGE 64

PAGE 65

PAGE 66

PAGE 67

PAGE 68

Text Comment.  test shows ACL denial of  service.

Text Comment.  Routing table shows the sub interf aces .100 and .101 f or the two Vlan
gateways.

PAGE 69

PAGE 70

PAGE 71

Text Comment.  ACL security showing denial of  service to ip address 192.168.150.65

PAGE 72

PAGE 73

PAGE 74

PAGE 75

PAGE 76

PAGE 77



Text Comment.  This shows the inter Vlan routing conf iguration on the router with
encapsulation protocol active.

PAGE 78

Text Comment.  This def ines the encapsulation protocol used in inter Vlan routing.

PAGE 79

Text Comment.  This image would be better if  it  was f ace on to view the f ront of  the router
and switch.

Text Comment.  Image shows the Vlans 100 and 101 assigned but not active. No
interf aces are assigned to the Vlans.

PAGE 80

Text Comment.  Vlans are assigned interf aces.

Text Comment.  Trunk conf iguration is enabled which is needed f or inter Vlan routing. The
router can be virtually many routers using this method.

PAGE 81

Text Comment.  The sub interf aces are shown with the gateways conf igured.

Text Comment.  This is the router report.

PAGE 82

Text Comment.  Ping tests prove the inter Vlan routing conf iguration.

Text Comment.  This demonstrates the comms across the Vlans

PAGE 83

Text Comment.  This is the f ront page of  the web server f rom the PLC. This is accessed
using the device ip address of  the PLC and the gateway.

Text Comment.  Test of  web page program downloaded to PLC. This shows the inputs
read f rom PLC and the output set f rom the web page.

PAGE 84



Text Comment.  PLC conf irms settings.

Text Comment.  Test shows as the conditions on the PLC change the web page reads
them and displays the same changes.

PAGE 85

Text Comment.  Test is consistent with changes.

Text Comment.  Conclusion identif ies the process of  the practical setup and recognises
the HTTP protocol f unction.

PAGE 86

Text Comment.  Wireless is a good recommendation

Text Comment.  There should be f ar more relevant sources researched f or this topic area.

5/10

RESEARCH-INFORMED LITERATURE

KNOWLEDGE AND UNDERSTANDING

GRADING FORM: CSG-RUBIC

PHILLIP ROWE 63

Research should include more relevant sources and
images to support the explanations and findings.
Encapsulation headers cannot be explained very
well without the diagrams. 5/10



20/30

16/25

ANALYSIS

Element1. The simple network system has been
designed and implemented by defining the
requirements form the larger system. This was done
effectively using three classes of addressing for the
Lans. 7/10 Element2. The network parameters were
configured for the larger main network which
included CIDR28, VLSM 27 and 30 implementation.
This was done and tested. The six networks were all
configured correctly with good understanding
shown. The ACL part of the element was very clear
and should have been explained better. 6.5/10
Element3. Practical configuration was completed
and tested. Vlans all tested good and the PLC was
programmed from across the Vlan using TIA
software on a laptop PC. The web server was
accessed using the ip address set on the PLC.
Images were taken to prove the tests. The HTML
program was not listed or explained in this element
and the AWL tag commands needed to be
explained. The web server configuration should
have been explained. 6.5/10

Element1. The test results showed the network
operating as expected with no faults. The operation
of the network was explained reasonably well and
the images support the test results. 3.5/5 Element2.
The test results of the network configuration were
good and explained reasonably well. Each part of
the configuration was tested and explained where
needed. Some of the tests carried out should have
a heading to clarify what is being tested. 6.5/10
Element3. The results from the practical network



12/20

PRACTICAL APPLICATION AND DEP.

SKILLS FOR PROFESSIONAL PRAC.

showed that the Vlans and inter Vlan routing was
configured. This was confirmed by the programming
and control of the PLC across Vlans. Images
support the test results with this test. There should
have been an explanation of the HTML program and
the configuration of the PLC web server. 6/10

Element1. Design and implementation was achieved
using good methods by which the address scheme
of the three classes of ip address was designed first
and then applied to the network for testing. Each
LAN was tested individually. WAN networks were
configured once the LANs tested successful. 3/5
Element2. Each section of this element was done
separately. The CIDR/28 was implemented firstly
and then the VLSM which is a form of CIDR was
implemented and tested. The Vlans were an add on
for this element just to test a simulation before
element 3 practical. The ACL configuration was
implemented successfully. This was proved with
testing by sending and receiving data packets. 3/5
Element3. Vlans were configured on the Cisco
router and switch. The PLC program was done
using a laptop on a separate Vlan. The PLC server
was downloaded with a htm file and using the ip
address of the PLC this was tested. No HTML
program or web server was explained. 6/10

Element1. The quality of this element is good apart



10/15from the lack of sources researched and there was
no list of figures. 2.5/5 Element2. This element
covered all that was required but should have made
some parts of implementation and testing clearer..
3/5 Element3. This element covered all areas and
the tasks followed the correct pattern. There were
however some parts missing. 2.5/5
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