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Abstract
The increasing availability of AI tools have made it possible for almost anyone to build and deploy code. It can be genuinely useful but it also raises security concerns nobody has addressed yet: does it matter who is holding the tool? This pilot study investigates whether the technical background of the person directing an AI development tool produces a measurable difference in the security of the system they build with it. Eight participants, four with no professional technical background and four with a minimum of three years of experience in software-related roles, will be given full independency to build and deploy a three-tier web application using Claude and Claude Code under identical conditions. All deployed systems will be evaluated by an independent third-party security professional using static code analysis, dynamic application testing (Burp Suite), infrastructure misconfiguration review , and pentesting. Every finding will be scored using CVSS v3.1 and categorised against the OWASP Top 10. Given the sample size, findings will be treated as exploratory rather than definitive. The study’s primary contribution is not statistical certainty but a replicable methodology and a first empirical dataset on a question that current literature has raised but not tested.
Index Terms — AI-assisted development, software security, developer expertise, vulnerability assessment, CVSS, penetration testing


1. Introduction
1.1 Background
Generative AI tools have made software development accessible to almost anyone. Tools like GitHub Copilot, ChatGPT, and Claude can make it easier for anyone to request any code to be written and build their own software, set up deployment scripts, and infrastructure configuration with minimal effort from the person asking [1]. For experienced engineers, this is a powerful boost. For everyone else, it raises a question that has not been studied in any controlled way: what happens to the security of the systems being built when the person directing the AI has no technical background to support them?
A three-tier web application, the type that handles user accounts, stores personal data, and exposes an API to the internet, it’s not a simple architecture to follow. It carries an attack surface that spans authentication design, input validation, database access controls, secrets management, and network configuration. Getting any of those wrong in a way that creates a vulnerability is easy even for experienced developers [2]. 
AI tools are increasingly being used by more technically experienced developers, but even then it can still contain security issues. With the use of AI, software engineers increased the speed of their deliveries, also causing deadlines to get shorter. Stakeholders, directors, product managers will want to deliver more features faster, putting more pressure on the developers, causing them to overlook common security issues in order to deliver faster.
1.2 Research Problem
The research problem is straightforward to state but has not been tested: does the technical expertise of the person using an AI development tool influence the security of the system they produce with it? The question is not focused on the AI model itself. Many studies have repeatedly shown that current tools generate code containing exploitable vulnerabilities at a non-trivial rate [2][3][4]. What has not been studied is how differently those outputs land depending on who is receiving them.
A non-expert user and an experienced solutions architect given the same AI tool and the same task will produce very different systems, not because the AI behaves differently, but because the experienced practitioner will bring prior knowledge to bear on the outputs they receive. They are more likely to catch an insecure pattern, more likely to apply additional controls the AI did not suggest, and more likely to configure their deployment environment with some security awareness. Whether this translates into a statistically meaningful improvement in security posture is what this study will measure.



1.3 Research Aim and Objectives
This research aims to empirically compare the security posture of AI-assisted three-tier software systems built by non-technical users against those built by technically experienced practitioners, using independent security assessment under controlled conditions.
To reach that aim, the following objectives structure the work:
1. Recruit 8 participants and assign four to Group A (no professional technical background) and four to Group B (minimum three years of professional experience in software development, solutions architecture, cybersecurity, or a comparable discipline).
1. Produce a controlled task brief requiring all 8 participants to independently design, build, and deploy a three-tier web application using Claude and Claude Code as the primary development tools, under identical constraints.
1. Get an independent third-party security assessment of all eight deployed systems covering static code analysis, dynamic application testing, infrastructure misconfiguration review, and penetration testing.
1. Measure and compare the security posture of each group using CVSS v3.1 scoring, OWASP Top 10 categorisation, vulnerability counts by severity band, and the presence of specific high-risk conditions such as hardcoded credentials and exposed services.
1. Determine whether technical expertise is a meaningful predictor of security outcome in this context.
1. Produce recommendations for secure AI-assisted development practice applicable to both individual users and the organisations that deploy AI tools across mixed-expertise teams.
1.4 Why This Study Matters
The security implications of this are not theoretical. Systems built without security awareness and deployed to production create real exposure for the organisations running them and for the users whose data those systems handle.
Academically, the study contributes the first controlled empirical comparison of AI-assisted development security outcomes across a defined expertise spectrum. The independent assessment methodology, grounded in CVSS scoring and OWASP classification, ensures findings are expressed in terms that are directly comparable with existing literature and applicable beyond the scope of this study. The recommendations produced will have practical value for security governance, AI tool policy, and the design of developer onboarding processes in organisations where AI-assisted development is already standard practice.


2. Literature Review
2.1 Scope
This review covers three bodies of research that together provide the foundation for this study. The first is the empirical literature on security vulnerabilities in AI-generated code. The second is research on automation bias and how users interact with AI systems, particularly when they lack the expertise to independently evaluate what those systems produce. The third is literature on infrastructure and cloud misconfiguration risks, which extends the scope of the security problem beyond the application code to the environment in which that code runs.
2.2 Security Vulnerabilities in AI-Generated Code
The most cited study in this space is Pearce et al. [2], which evaluated GitHub Copilot against scenarios drawn from the MITRE CWE Top 25 and found that roughly 40% of generated code samples contained at least one exploitable vulnerability. The weaknesses identified included SQL injection, buffer overflows, and insecure cryptographic implementations. 
Perry et al. [3] took this further by running a controlled user study in which participants with AI assistance produced more vulnerable code than those working without it, while rating their own code as more secure. That combination, worse outcomes paired with higher confidence, is a troubling pattern. It suggests that AI assistance does not just fail to improve security in some cases, it may actively reduce the scrutiny users apply to their own work by fostering overconfidence and reinforcing pressure to produce outputs quickly, avoiding the verification that security review requires. Tihanyi et al. [10] reached a similar conclusion across multiple language models, finding that security awareness does not scale with model capability and that the responsibility for catching security problems remains with the user regardless of which tool is used.
A consistent limitation across all of this research is that it evaluates code in isolation rather than assessing the security of a fully deployed system. Vulnerabilities in real applications frequently arise not from a single insecure function but from how components interact across an integrated deployment. None of the studies reviewed deploy and test complete systems, and none treat the expertise of the user as an independent variable.
2.3 Automation Bias in AI-Assisted Development
Automation bias is the tendency to over-rely on automated outputs and reduce independent scrutiny even when errors are present [5]. This dynamic is increasingly visible in newer generative AI contexts, where users with no technical background tend to accept model outputs as correct without verification. The parallel with AI-assisted software development is direct. Romeo and Conti [6] confirmed this pattern persists in contemporary AI collaboration contexts, finding that users with moderate AI familiarity are particularly susceptible, as sufficient knowledge to trust the system but insufficient knowledge to critically evaluate its outputs creates the conditions in which bias is most pronounced.
Empirical support for this in a software context comes from Perry et al. [3], whose participants showed elevated confidence in AI-generated outputs despite producing more vulnerable code. That confidence comes especially from environments or teams that rush the software engineers to push more and more code to achieve shorter deadlines. Research on trust dynamics in AI-assisted development has found that developers assign trust to AI suggestions based on surface-level plausibility rather than correctness [7], which means that code which compiles and appears functional will usually be adopted even if it contains embedded security weaknesses that would only become apparent under adversarial conditions.
The level of expertise is generally understood to moderate automation bias [8]. The extent to which expertise translates into better security outcomes in AI-assisted development practice is an open empirical question, and one that this study is specifically designed to test.
2.4 Infrastructure Security and Misconfiguration
The security risks of AI-assisted development do not stop at the application code. When a developer deploys a three-tier system, they should configure the network exposure, the database access controls, the authentication requirements, the encryption settings, and the handling of secrets and credentials. Each of these decisions shapes the security posture of the deployment, and none of them appear in the code-level evaluations reviewed above.
Cloud misconfiguration has been consistently identified as one of the leading causes of security incidents involving cloud-hosted systems [9]. Exposed databases, publicly accessible administrative interfaces, accidental ports left open, and overly permissive access policies appear repeatedly across incident analyses, and many of these failures involve configurations that a security-aware practitioner would have recognised as problematic. Khoury et al. [10] found that ChatGPT-generated code frequently relied on insecure defaults, omitted authentication controls, and used deprecated cryptographic functions across multiple languages. The same patterns apply to infrastructure: a user who asks an AI to configure a database connection is unlikely to specify encryption, access restrictions, or authentication requirements unless they know to ask for them, and the AI is unlikely to add those controls unless prompted [11], and even if it defaults to some level of security awareness, it would also depend completely on how the infrastructure is provided as well as the scope for the project in hand.
Meli et al. [12] found that secret leakage across public GitHub repositories was widespread and systematic, reflecting a pattern of developer behaviour rather than isolated mistakes. If you search for examples, such as OPENAI_API_KEY you will find multiple cases of developers who failed in making their repositories private and ended up pushing sensitive keys. In an AI-assisted context, a non-expert user who receives a working database connection example with hardcoded credentials may have no way of recognising that as a security problem before deploying it. Another possible issue that could occur is at repository creation the user might make it public rather than keeping the repository private, increasing the risk of environment variables and/or credentials leaking. War et al. [13] further demonstrated that infrastructure-as-code environments are particularly susceptible to this class of vulnerability, as a single misconfigured template propagates the same weakness across an entire deployment.
2.5 Technical Frameworks
Three established frameworks will be used to measure and classify findings in this study. The Common Vulnerability Scoring System (CVSS) v3.1, maintained by FIRST, provides a standardised severity score between 0.0 and 10.0 based on exploitability and impact characteristics [14]. CVSS Base Scores will serve as the primary severity metric across all eight systems and will enable group-level comparison of average severity, total risk exposure, and severity distribution. The OWASP Top 10 [15] provides a taxonomy of the most critical web application security risks and will be used to categorise findings by type across both groups. The MITRE CWE catalogue provides the classification system used by Pearce et al. [2], enabling direct comparison of vulnerability type distributions between this study and prior work in the field.
2.6 What the Literature Does Not Answer
The studies reviewed above have produced useful and credible findings, but they share a structural limitation. They treat the AI model as the subject of investigation and the developer as a neutral instrument. The assumption is that any user will interact with the model in broadly similar ways, and that security outcomes therefore reflect the model's behaviour rather than the user's. That assumption becomes harder to defend as AI tools reach a broader population, one that includes people with no technical background who are building and deploying systems with no prior experience of secure development best practices. Esnaola et al. [16] demonstrated that non-programmers using generative AI can produce functionally comparable outputs to programmers working without it, which makes the security dimension of that equivalence a pressing open question.
No controlled study has compared the security posture of fully deployed AI-assisted systems across users of different technical backgrounds. This study addresses that gap directly. By defining two participant groups based on professional experience, applying identical task conditions across both, and assessing all eight deployments using standardised independent security testing, it produces empirical evidence on a question the existing literature has raised but not answered. The user is the variable and the AI is a constant. The question is what difference the person makes.

2.7 Summary
The literature says that AI tools tend to produce vulnerable outputs at a consistent rate, that users over-trust and get overconfident in those outputs in ways that suppress the scrutiny that might catch security problems, and that the risks extend from application code to the full configuration of the deployment environment. What it does not establish is whether the expertise of the person directing the tool changes any of that in a measurable way, which is what this study will determine.


3. Research Design and Methodology
3.1 Study Design
This study uses a comparative design. Two groups of participants build and deploy identical software systems under controlled conditions, and the resulting deployments are assessed independently for security. The design isolates user expertise as the variable of interest by holding the task, the tools, the time constraints, and the evaluation methodology constant across these groups.
The design is observational rather than experimental in the strict sense, because group assignment is based on pre-existing participant characteristics rather than random allocation. The use of independent third-party assessment and standardised scoring addresses the primary validity concern of this design, which is evaluator subjectivity. The findings will be treated as exploratory rather than definitive, with the intent of establishing a replicable methodology and generating preliminary evidence that can inform and scale into larger subsequent studies.
3.2 Participants
8 participants will be recruited through professional networks, university contacts, relevant online communities, and personal networks. Each candidate will complete a questionnaire covering their educational background, years of professional experience, job roles held, and any exposure to security concepts.
· Group A will consist of 4 non-technical users: individuals with no professional employment in software development, solutions architecture, cybersecurity, DevOps, or any directly related technical field. Incidental or hobbyist exposure to coding excludes a candidate from Group A, as such experience may develop instincts around security and performance that someone with no coding background would not have.

· Group B will consist of 4 technically experienced candidates: individuals with a minimum of three years of continuous professional experience in a software-related role. This threshold maps to what the industry broadly considers mid-level seniority, the point at which a practitioner has typically completed multiple full development cycles and begun making independent technical decisions. Qualifying roles include software developer, solutions architect, DevOps engineer, cybersecurity analyst, and systems engineer.
Participants will be told that the study involves building a web application using AI tools and that the resulting system will be reviewed upon completion. They will not be informed that the review focuses on security, nor that they are being compared against participants from another group. Both forms of concealment are deliberate: disclosing the security focus would prime participants to seek guidance they would not ordinarily consult, and disclosing the comparative structure would introduce performance pressure that could alter how they work. 

3.3 Development Task
All eight participants will receive the same task brief. They are required to design, build, and deploy a three-tier web application consisting of a user-facing frontend, a backend application server, and a connected relational database. The application must support user authentication, accept and store user-submitted data, and expose some form of data retrieval interface. This scope is chosen because it requires non-trivial implementation decisions across all three tiers and creates a realistic attack surface for assessment [17].
There will be no specific programming language and tools assigned to the participants, the choice of database, frontend and backend will be entirely up to the candidates to choose. The security assessment will start at the choice of architecture, seeing that even the language could potentially affect the security levels. The cloud environment provided will be 2 AWS accounts for both groups. They will be provided with a root user and password and the decisions from that moment will be up to them.
The brief will not specify any security requirements. This is intentional. In a real-world scenario, a non-expert user would not receive security guidance alongside a development task, and adding it would give Group A participants knowledge they would not ordinarily have access to, undermining the validity of the comparison. Participants may consult any documentation, package registries, or reference materials they would ordinarily use during development. No restriction is placed on hosting platform or technology stack.
Claude and Claude Code will be used as the designated AI-assisted development tools by all participants. The same time constraint will apply to both groups to prevent differential investment of effort from becoming a confounding factor. On completion, each participant will provide access to their deployed application, source code repository, and infrastructure configuration files, which form the basis for the assessment phase.
3.4 Security Assessment
The security assessment of all eight deployed systems will be carried out by an independent third-party security professional. This is not a compromise option, it is a methodological requirement. Independent assessment eliminates researcher bias from the evaluation phase and ensures that all eight systems are held to the same standard. The assessor will not be told which participant belongs to which group until all assessments are complete, and the order of assessment will be randomised.
The assessment will cover four areas. Static code analysis, using tools such as Semgrep,Bandit and SonarQube, will examine each codebase for known vulnerability patterns, insecure coding practices, hardcoded credentials, and the use of deprecated or vulnerable dependencies. Dynamic application testing, conducted through Burp Suite, will interact with each running application to identify vulnerabilities that only manifest at runtime, including injection points, broken authentication, session fixation, and improper error handling. Infrastructure misconfiguration review, using Prowler, AWS native tools or an equivalent cloud security posture management tool, will examine each deployment environment for exposed services, missing encryption, overly permissive access controls, and insecure default configurations. Penetration testing will follow from the findings of the preceding three phases, targeting confirmed weaknesses to establish exploitability and realistic impact under adversarial conditions.
Every finding will be assigned a CVSS v3.1 Base Score and categorised against the OWASP Top 10 and MITRE CWE. All findings will be recorded using a standardised format across all eight systems to ensure comparability.
3.5 Data Collection and Analysis
The following metrics will be recorded for each system and used as the basis for group-level comparison:
1. Number of vulnerabilities identified;
1. Severity distribution across CVSS bands: Low (0.1-3.9), Medium (4.0-6.9), High (7.0-8.9), Critical (9.0-10.0)
1. Average CVSS Base Score per system and per group
1. Vulnerability type distribution mapped to OWASP Top 10 categories
1. Number and severity of infrastructure misconfiguration findings
1. Presence of hardcoded secrets or exposed credentials
1. Number of services publicly accessible beyond application requirements
Group-level analysis will compare the mean and distribution of these metrics between Group A and Group B. Given the sample size of four participants per group, statistical significance testing will use appropriate non-parametric methods. As noted in section 3.1, this study is designed as a pilot investigation and findings will be treated as exploratory. The primary analytical question is whether technically experienced practitioners produce systems with fewer or less severe vulnerabilities than non-technical users when both groups use the same AI tools under identical conditions.
3.6 Ethical Considerations
Ethics approval will need to be approved before participant recruitment begins. The partial concealment of the study's comparative nature from participants will be disclosed and justified in the ethics application. All other standard procedures apply: informed consent before participation, the right to withdraw without consequence at any stage, full debrief following the assessment phase, and anonymisation of all participant data in reported findings. No sensitive personal data beyond what is required for group assignment and contact will be collected or retained after the study is complete.


4. Expected Outcomes
The most likely finding is that Group B systems will exhibit lower vulnerability severity than Group A systems, reflected in a lower average CVSS score and a smaller proportion of High and Critical findings. This expectation follows from the literature: experienced practitioners with technical background are better positioned to identify insecure patterns in AI-generated outputs, apply controls the AI did not suggest, and configure their deployment environments with some degree of security intent. However, this study is built to test that expectation rather than confirm it. Results that run counter to it would be equally significant and arguably more interesting, as they would suggest that AI tools are effective enough at producing functional systems that expertise no longer meaningfully differentiates security outcomes.
A secondary expectation is that infrastructure misconfigurations and credential exposure will be more prevalent in Group A systems. Non-expert users are less likely to specify security requirements in their prompts and less likely to notice when the AI's output omits them. Group B participants with backgrounds in solutions architecture or DevOps are more likely to apply hardening steps as part of normal practice, even without being prompted to do so by the task brief.

5. Project Timeline
The study is organised into six sequential phases. Ethics approval must be in place before recruitment begins, and participant data collection cannot proceed in parallel with assessment given the need for completed deployments. The time gap between the ethics submission and the start of the research is due to my part-time studies that have a different timeline. The timeline below shows those dependencies.

TABLE I. PROJECT TIMELINE
	Phase
	Activity
	Period

	1
	Ethics application submission and approval
	Weeks 1-2 (May 2026)

	2
	Participant recruitment, screening, and group assignment
	Weeks 3-4 (May-June 2027)

	3
	Controlled development task: all participants build and deploy systems
	Weeks 5-7 (June 2027)

	4
	Independent third-party security assessment of all eight deployments
	Weeks 8-10 (July 2027)

	5
	Data analysis and group-level comparison
	Weeks 11-13 (July-August 2027)

	6
	Thesis writing, supervisor review, and final submission
	Weeks 14-20 (August-September 2027)



The assessment phase has the most external dependency, as its timing is partly determined by the availability of the third-party assessor. Some contingency has been built into that phase to absorb scheduling delays without compressing the analysis and writing phases that follow.
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