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Vigilant Trust & Asset Management (VTAM) finds itself in an increasingly hostile online environment. In fact, certain events that occurred in the realm of information security, including the bypassing of email filters by sophisticated phishing and an attempted ransomware infection, are an important warning. Indeed, the so-called “castle and moat” model of security, in which implicit trust is extended to those who are inside and who are presumed trustworthy, having entered the castle, is no longer realistic.
This report describes an overall plan for the migration of VTAM to a Zero Trust Architecture [1]. By complying with the NIST Cybersecurity Framework (CSF) 2.0 and ISO 27001 norms and using threat intelligence provided by CISA and ENISA, this plan is meant to move from reactive security to proactive security [2] [3] [7]. This plan emphasizes high-risk threats like Ransomware-as-a-Service and AI-based social engineering to ensure the CIA triad for securing the integrity of client resources [4][5].
[bookmark: _Toc216880816][bookmark: _Toc216904714]2. Identification of Modern Threats
The financial services industry remains a prime target for determined threat actors. Based on our threat landscape analysis, conducted within the framework of the ENISA Threat Landscape 2024, we have determined there are four key threat vectors targeting VTAM [4].
[bookmark: _Toc216880817][bookmark: _Toc216904715]2.1 Ransomware-as-a-Service (RaaS) and Double Extortion
Ransomware has evolved from basic encryption attack methods to more complex forms of ransomware-as-a-service (RaaS) attack frameworks. Under this model, the initial creators of the malware distribute the kits to affiliates who then deliver the attack.
· The Threat: Viruses such as LockBit and BlackCat employ double extortion tactics. Apart from encrypting data, they steal sensitive financial information of the clients before encrypting the data to threaten public release of the financials if the ransom is not paid.
· Relevance to VTAM: A successful attack would cause an instant breakdown and considerable reputation damage, potentially leading to regulatory consequences under the GDPR or SEC rules.
[bookmark: _Toc216880818][bookmark: _Toc216904716]2.2 AI-Powered Social Engineering (Vishing & Deepfakes)
 The popularity of generative AI has made social engineering more accessible.
The Threat: Today, attackers use AI-generated voices of senior officials (vishing) or create grammatically correct phishing emails with awareness of content domains, which bypass traditional syntax filters [5].
· Scenario:  In this instance, an employee in the finance department is contacted via WhatsApp by someone posing as their Chief Financial Officer (CFO), using a cloned voice that requests an urgent transfer of funds to what appears to be a new vendor. Traditional security awareness training is ineffective in terms of combating high-fidelity social engineering [5].
[bookmark: _Toc216880819][bookmark: _Toc216904717]2.3 Supply Chain Compromises
As demonstrated by the MOVEit Transfer attack, which the CL0P ransomware group used, the trend is emerging where attackers target the providers of third-party applications in order to evade the hardened defences of financial organization [8].
· The Threat: Attackers obtain unrestricted network access to VTAM's internal network infrastructure without physically breaching the company's firewalls by taking advantage of an issue in a vendor relationship or a trusted software update procedure.
· Relevance to VTAM: Our reliance on various SaaS platforms for asset and customer relationship management creates vulnerabilities in implicit trust that need to be addressed.
[bookmark: _Toc216880820][bookmark: _Toc216904718]2.4 Cloud & Hybrid Work Risks
The speed of cloud technology (AWS\ Azure) and the frequency of working from anywhere have degraded the classical concept of the network perimeter [6].
· The Threat: Misconfigured cloud storage (e.g., public S3 buckets), weak identity management (Shadow IT), and unmanaged home networks create a fractured attack surface [6].
· Analysis: If there is no integrated visibility layer, a compromised home device can serve as a means of entry into the VTAM corporate cloud [6].


[bookmark: _Toc216880821][bookmark: _Toc216904719]3. Strategic Framework: Zero Trust & Policy Modernization
To mitigate these risks, VTAM must put into place a Zero Trust Architecture (ZTA) that conforms to NIST Special Publication 800-207. “Never Trust, Always Verify” is the guiding ethos of this approach where no user or any device can ever be trusted regardless of where the device is in relation to the corporate network [1].
[bookmark: _Toc216880822][bookmark: _Toc216904720]3.1 Zero Trust Policy Principles
We will restructure our Information Security Policy (ISP) to align with ZTA and ISO 27001:2022 controls [3]:
1. Identity-Centric Access Control (NIST CSF - Protect):
· Policy: Access to resources is granted on a "per-session" basis.
· Mechanism: Evaluation of Subject (User), Asset (Device Health), and Context (Time/Location) before granting access to the Resource (Data).
· Alignment: ISO 27001 Control A.5.15 (Access Control).
2. Least Privilege & Micro-segmentation:
· Policy: Users are granted the minimum access necessary to perform their job functions.
· Implementation: The network will be segmented so that a compromise in the "Marketing" VLAN cannot traverse to the "Trading Platform" database.
3. Continuous Validation:
· Policy: Authentication is not a one-time event at login. Re-authentication is triggered by risk anomalies (e.g., downloading large volumes of data or accessing from a new country).
[bookmark: _Toc216880823][bookmark: _Toc216904721]3.2 Mapping to NIST CSF 2.0
· GOVERN: Establish a risk management strategy monitored by the Board.
· IDENTIFY: Maintain a real-time inventory of all hardware, software, and data assets (SaaS included).
· PROTECT: Implement safeguards like MFA and Encryption.
· DETECT: Deploy continuous monitoring capabilities (SIEM).
· RESPOND: Execute practiced incident response plans.
· RECOVER: Restore capabilities via immutable backups.

[bookmark: _Toc216880824][bookmark: _Toc216904722]4. Technical Mitigation Measures
We present a list of proposed technical controls in the order of their efficacy in defending against the identified risks.
[bookmark: _Toc216880825][bookmark: _Toc216904723]4.1 Identity and Access Management (IAM)
· Measure: Phishing-Resistant Multi-Factor Authentication (MFA).
· Implementation: We will move from one-time passwords sent via SMS to hardware key methods such as FIDO2/WebAuthn hardware keys (e.g., YubiKeys) for all employees because such methods make it impossible for hackers to intercept login credentials via phishing attacks. 
· Justification: Minimises the risk of AI-phishing and credential theft (Threat 2.2)
[bookmark: _Toc216880826][bookmark: _Toc216904724]4.2 Cloud Security Posture Management (CSPM)
· Measure: Automated Cloud Configuration Monitoring [6].
· Implementation: Use a Cloud Security Posture Management solution such as Wiz or Prisma Cloud to continuously check the Azure and AWS environments against the compliance baselines of CIS Benchmarks. The solution automates the corrective action of risks such as open ports for RDP or unencrypted databases found in the cloud.
· Justification: Mitigates Cloud Misconfigurations (Threat 2.4) [6].
[bookmark: _Toc216880827][bookmark: _Toc216904725]4.3 Endpoint Detection and Response (EDR)
· Measure: Next-Generation Antivirus (NGAV) combined with EDR.
· Implementation: Install agents (such as CrowdStrike or Sentinel One) on all workstations and servers. As opposed to traditional antivirus programs, endpoint detection response tools rely on behavioural elements to detect ‘living off the land’ tactics in which attackers use trusted system tools like PowerShell to distribute ransomware.
· Justification: Mitigates RaaS and Supply Chain lateral movement (Threat 2.1 & 2.3).
[bookmark: _Toc216880828][bookmark: _Toc216904726]4.4 Vulnerability Management (CISA KEV)
· Measure: Risk-Based Patch Management.
· Implementation: We will incorporate the KEV list provided by CISA into our system for scanning vulnerabilities[2].
· Policy: Any vulnerability listed in the CISA KEV catalogue that is found in our environment is required to be addressed within 48 hours of discovery, trumping typical patch cycle times [2].
· Justification: It proactively remediates against the most likely paths of attacker access.
[bookmark: _Toc216880829][bookmark: _Toc216904727]4.5 Data Integrity & Recovery
· Measure: Immutable Backups.
· Implementation: To follow the 3-2-1-1-0 backup best practice, it means having three copies of data on two different forms of media, with one copy stored offsite, protection of one of those copies through immutability/air-gapping, and zero errors reported. This ensures that backup files cannot be deleted or encrypted due to administrator lockout through immutability.
· Justification: The ultimate insurance against Ransomware Double Extortion.

[bookmark: _Toc216880830][bookmark: _Toc216904728]5. Proactive Monitoring and Incident Response (IR)
To determine threats that are not addressed through defensive measures, VTAM requires constant round-the-clock coverage. Accordingly, an up-to-date Security Operations Centre (SOC) process will be established.
[bookmark: _Toc216880831][bookmark: _Toc216904729]5.1 The Architecture: SIEM + SOAR
A Security Information and Event Management (SIEM) tool will be used to incorporate data from all sources (firewalls, endpoint detection and response (EDR), Office 365, and cloud) [6]. This SIEM capability will be combined with Security Orchestration, Automation, and Response (SOAR) to deal with high-volume alerts.
[bookmark: _Toc216880832][bookmark: _Toc216904730]5.2 The Process Flow
1. Ingestion: SIEM collects logs (for example "Failed Login," "PowerShell Execution").
2. Correlation: The SIEM engine correlates these distinct events into a likely Ransomware alert.
3. Automation (SOAR):
· Step A: Check IP address against Threat Intel feeds (e.g., VirusTotal).
· Step B: If malicious, instruct the EDR to Isolate the Host immediately.
· Step C: Open a ticket for the Human Analyst.
4. Human Response: The analyst verifies the containment and initiates the recovery playbook.
[bookmark: _Toc216880833][bookmark: _Toc216904731]5.3 Ransomware Incident Response Plan
Aligned with NIST SP 800-61r2, our specific ransomware playbook includes:
1. Preparation: Pre-approved "Disconnect Authority" for the SOC Manager.
2. Detection & Analysis: Confirming the strain of ransomware.
3. Containment: Severing network links; DO NOT REBOOT (to preserve RAM evidence).
4. Eradication: Reimaging infected machines from bare metal.
5. Recovery: Restoring data from immutable backups; scanning data during restore to prevent re-infection.
6. Post-Incident Activity: Forensic analysis and updating the threat model.

[bookmark: _Toc216880834][bookmark: _Toc216904732]6. Continuous Training and Security Culture
Human error remains the most dominant source of breaches of security. "Compliance" training is going to shift and emphasize "Competence" through the training program.
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· Phishing Simulations: These campaigns will be run every month. They have different levels of difficulty. Examples of these are: "Urgent Invoice" (Finance), "Resume Attachment" (HR), and "Password Reset" (For all departments).
· AI-Vishing Drills: Selected employees will, after prior notice to the management, be subjected to simulated vishing to test the wire transfer verification processes.
[bookmark: _Toc216880836][bookmark: _Toc216904734]6.2 Role-Based Training
· Executives/Board: Briefings on "Whaling" and risks of travel/public Wi-Fi.
· IT/Developers: Training is centred around the OWASP Top 10 and how to securely code, protecting against supply chain attacks.
· General Staff: "Cyber Hygiene" focuses on password managers and identifying social engineering cues.
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We will start a "Security Champions" initiative and find supporters in different departments. We will make phishing email reporting game-like; employees are rewarded for reporting actual phishing emails, and security becomes an important concern for all of us.

[bookmark: _Toc216880838][bookmark: _Toc216904736]Conclusion
Vigilant Trust & Asset Management is operating in a state of high volatility in the world of cybersecurity, which is driven by financially motivated actors. "The status quo is the problem." By adopting the Zero Trust model, we are lining up our approach to cyber protection to match the state of the digital world.
The technology infrastructure of FIDO2 MFA, CSPM, and Immutable Backups is a strong defence mechanism against a breach. The operational infrastructure of 24/7 SIEM/SOAR operations ensures that during a breach, detection and remediation take place within minutes, not days. Last, through empowering our workforce through training through simulations, we make our people a strong defence mechanism.
This plan is not only an IT refresh; it is a basis for a major business warranty. It protects the reputation of VTAM and secures clients' assets in a tighter and tighter regulatory financial environment.
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Protecting Client Assets in an Al-Driven Threat Landscape
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Executive Summary: Why We Must Act Now ’

Vigilant Trust & Asset Management has successfully defended against recent sophisticated attacks, including a targeted phishing
campaign and a ransomuware attempt. However, these near-miss incidents have exposed critical vulnerabiltties in our traditional
perimeter-based security model. With §1.2 billion in managed assets and an increasingly hybrid workforce, our current approach s no
longer adequate for today's threat landscape

Current Reality

Recent attacks exposed gaps in our perimeter defense strategy despite successful mitigation
51120.85% /\//
-] o=

The Driver

Hybrid work and cloud adoption have eliminated our traditional security boundaries

The Goal

Transition from reactive defense to proactive resilience using Zero Trust architecture.

Strategic Value

v =%

Preserve dient trust and maintain SEC/GDPR regulatory compliance
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The Evolving Threat Landscape

Today's cybersecurity threats are fundamentally different from those we faced even two years ago. Attackers have industrialized their
operations, leveraging artificial intelligence and sophisticated business models. Understanding these threats and their potential business
impact is critical to appreciating the urgency of our Zero Trust transformation.

1

Ransomware-as-a-Service
(RaaS)

Technical: Data encryption and
exfiltration by organized crime
syndicates

Business Impact: Operational paralysis
preventing trading for days, double
extortion with public data leaks,
potential regulatory sanctions

2

Al-Driven Vishing &
Deepfakes

Technical: Voice cloning of executives
enabling social engineering at
unprecedented scale

Business Impact: Fraudulent wire
transfers, unauthorized transactions,
severe reputational damage, loss of
client confidence

3

Supply Chain Attacks

Technical: Compromise of trusted
vendor software creating backdoor
access

Business Impact: Third-party liabilifv
exposure, breach through tri*
partners, cascading failure
ecosystem
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Zero Trust Architecture

Old Model: Castle & Moat

“Trust averyone inside the builing’

[ S ———
Implcitrust for intarnalusers.
Vinerable to phishing and insider hreas

Lataral movement unreswicid

: A Paradigm Shift

New Model: Zero Trust

Never Trust. Always Verlty

Iaentiy-canic scuriey model
Continuous verfeaton rezuired

Micosegmentaton prevents spresd

daptive sccess conwols





image8.PNG
Strategic Technology Investments

Our Zero Trust transformation centers on three critical technical pillars that address the most significant vulnerabilities in our current
infrastructure. Each investment delivers measurable security improvements while supporting our operational efficiency and regulatory

compliance objectives.

Identity Security: The Front
Door

Implementation: FIDO2 Hardware Keys
(YubiKeys) for all employees and privileged
access

Result: Eliminates password-based attacks,
renders phishing attempts ineffective,
provides phishing-resistant multi-factor
authentication

Cloud Defense: Infrastructure
Protection

Implementation: Cloud Security Posture
Management (CSPM) with automated
remediation

Result: Continuous compliance monitoring,
automated guardrails fix misconfigurations in
real-time, reduces human error by 90%

Resilience: The Safety Net

Implementation: Immutable backups
following 3-2-1-1 strategy (3 copies, 2 media
types, 1 offsite, 1 immutable)

Result: Eliminates ransomware leverage,
ensures business continuity, guara""
recovery without paying crimi
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24/7 Proactive Monitoring & Rapid Response

Speed is the essence of security. Modern threats move in minutes, not days. Our enhanced Security Operations Center (SOC) will leverage
artificial intelligence and automation to detect, analyze, and respond to threats faster than any human team alone could achieve. This
capability transforms our security posture from reactive to predictive.

© @ ¢

Continuous Detection Al-Powered Analysis Automated Response

24/7 visibility across all endpoints, SIEM & SOAR tools correlate millions of Immediate isolation and containment,

networks, and cloud environments using events, identifying threats with 95% reducing attacker dwell time from weeks

advanced threat intelligence accuracy and minimal false positives to minutes

O CISA KEV Alignment: We prioritize patching based on the Known Exploited Vulnerabilities catalog, focusing resources A

exploited threats rather than theoretical risks. This intelligence-driven approach ensures maximum protection with o
allocation.
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Building a Human Firewall: Culture as Defense

Technology alone cannot secure an organization people remain both our greatest ¢
asset and our most significant vulnerability. With over 80% of successful breaches
involving human error, transforming our workforce into an active defense layer is
mission-critical. Our enhanced security awareness program uses the same Al tools
attackers employ, preparing our team to recognize and report sophisticated
threats.

Our Multi-Layered Training Approach

+ Al Attack Simulations: Realistic deepfake audio and sophisticated phishing GEZD CED G GEZD GEZD
campaigns test employee vigilance

+ Gamification & Incentives: Security Champions program rewards
departments with best performance

+ Role-Based Training: Customized content for executives, finance team, IT staff,
and general employees '\

+ Continuous Testing: Monthly simulations with personalized feedback and
coaching
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Investment Request & Strategic ROI

This Zero Trust transformation represents a strategic investment in VTAM's operational resilience, regulatory compliance, and competitive positioning. The financial ask is
substantial but proportionate to the risks we face and significantly less than the cost of a single major breach or regulatory penalty.

$2.5M $45M 18:1

Total Investment Average Breach Cost ROI Ratio
FY26 budget for complete Zero Trust implementation Financial services industry average for a major data Cost avoidance versus investment, excluding
across infrastructure, tools, and training breach (IBM Security Report 2025) reputational damage and dlient attrition

Comprehensive Value Proposition

Minimizes downtime risk, ensures business continuity, protects trading Aligns with SEC cybersecurity disclosure rules, ISO 27001 standards, an!

operations and lient servicing capabilities satisfies cyber insurance underwriting requirements

Operational Resilience ’ I Regulatory Compliance

Demonstrates to clients that their wealth is protected by industry-leading Expected 20-30% reduction in cyber insurance premiums |

security posture and risk mitigation

Competitive Differentiation Insurance Premium Reduction
security, strengthens our position in RFP processes
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Next Steps & Board Action Required

To move forward with Project Zero Trust and position VTAM as a cybersecurity leader in asset management, we require formal board approval on two critical items. These decisions will enable
immediate implementation and ensure we meet our aggressive Q2 2026 go-live timeline.

Approve FY26 Security Budget Authorize Policy Framework
Authorization of $2.5M capital allocation for Zero Trust infrastructure, tools, and training Adoption of Zero Trust security policies, including mandatory hardware authentication and
programs least-privilege access controls

Implementation Timeline

Q12026 Q32026
Hardware key deployment, CSPM implementation, SOC infrastructure Optimization and fine-tuning, third-party security audit, IS0 27001
buildout certification pursuit

Q2 2026 Q42026 N
Full Zero Trust architecture activation, enhanced training program Full operational maturity, board effectiv
launch communication (ampa.

"This investment is not just about buying software—it is about ensuring VTAM remains a trusted, resilient fortress for our clients’ assets in an increasingly dangerous di,
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Questions?

Thank you for your attention to this critical strategic initiative. | welcome questions regarding implementation details, specific risk vectors,
technical architecture decisions, or timeline considerations.

Contact Information:

Haider Ali
2426727@student.uwtsd.ac.uk | Student ID : 2426727

Supporting documentation, detailed technical specifications, and vendor proposals are available upon request.





