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Abstract
Aero Link Logistics (ALL) is a global supply-chain firm whose business relies on a great deal of cloud services. Nonetheless, its cybersecurity and governance have not kept up the pace. About 88% of its infrastructure is outsourced, unmanaged remote-access devices are being used, and the company has suffered breaches involving customer shipping data and PII. The ALL organisation’s lack of a governance and security system means it has a high exposure level.
This document Compare NIST CSF 2.0, ISO/IEC 27001:2022, COBIT 2019 and ITIL 4. NIST CSF 2.0, ISO/IEC 27001:2022, COBIT 2019 and ITIL 4 are examined for their strengths and suitability to ALL security and compliance needs. The author suggest an integrated approach that uses ISO/IEC 27001 certification and information security management standards, NIST for practical and real-world cybersecurity controls and COBIT to enhance governance between business and IT.  They also recommend the adoption of zero trust, supplier risk, and business continuity.
In conclusion, the research paper discusses the need for constant updates in cyber security controls as technology, cyber threats and laws constantly change. If you stick to the same security approach, it will age quickly. The recommended course of action would aid ALL in constructing a cybersecurity environment that is more secure, auditable and adaptable, while fulfilling GDPR and ISO/IEC 27001 compliance needs.
[bookmark: abstract]
[bookmark: introduction]1. Introduction
The transport sector has transformed by digitalization, but cybersecurity risks still remain. The incorporation of Cloud Computing, IoT and AI enhances visibility and efficiency. However, it also gives rise to an increasing array of systems, data connections and access points that attackers can exploit1. The security and governance processes of Aero Link Logistics (ALL) are developing more slowly than its technologies. The organization currently does not have any single security framework, centralize risk-management process, or formal auditing of GDPR or ISO/IEC 27001 compliance. So far, this has resulted in customer shipping data and personal information data breaches.
According to ALL, almost 88% of its infrastructure is outsourced and the problem has become even more complex. Responsibility for security is shared between ALL and several external providers. Their involvement can make accountability more difficult to manage.#Employees, suppliers and logistics partners can access systems remotely using unmanaged devices with remote working. The traditional network boundary is less efficacious due to this. Thus, all strategic and business decisions must integrate cybersecurity into their processes.

The report tackles these issues in three specific areas. Initially, the paper will conduct an analysis of NIST CSF 2.0 compared to ISO/IEC 27001:2022, and COBIT 2019 and ITIL 4. It will focus on the strengths and contribution of each framework. Secondly, it utilises these results to outline a security and governance strategy that will be tailored to ALL’s weaknesses readings in compliance, risk management, access control, supplier management and business continuity. Ultimately, the report lays out the reasons why security standards and regulations need to be regularly updated due to evolving technology, cyber threats and global compliance requirements. Before concluding, the paper also explains the key assumptions used in the analysis.
[bookmark: research]2. Research into Security Frameworks and Models
A security framework provides organisations with guidelines, controls and processes to manage cybersecurity risks in a structured way. Instead of responding to threats only after they happen, frameworks help organisations identify and manage risks in advance. The frameworks discussed below have different purposes, ranging from overall business and IT governance to practical security controls and IT service management.

[bookmark: NIST]2.1 NIST Cybersecurity Framework (CSF) 2.0
NIST Cybersecurity Framework was updated to version 2.0 in 2024. According to NIST risk management framework governs cyber security plan to help data breach mitigate [1]. It is a flexible, risk-based framework that includes six functions: Govern, Identify, Protect, Detect, Respond and Recover [2]. Version 2.0 saw one of the major updates, which was the new governance function, which emphasizes the importance of leadership, policies, responsibilities and supply-chain security. NIST CSF 2.0’s strengths are flexible and a clear approach to all kinds of cyber risks. While it does give an idea of some possible control measures, it does not tell the organisation in detail how to implement each control. Therefore, organisations need to decide how to apply it to their own need.
[bookmark: ISO]2.2 ISO/IEC 27001:2022 and the 27000 Series
The standard ISO/IEC 27001:2022 introduces protocols for developing and operating information security management systems (ISMSs) that make use of 93 Annex A controls. The control measures are categorised into four areas; organisational, people, physical and technological. One of its key benefits is that organisations can independently certify themselves, providing recognised proof of their security practices to customers and regulators. Nevertheless, to get and maintain the certification necessitates regular documentation, audits and management involvement, which is difficult for an organisation like ALL with a low level of security maturity.


[bookmark: COBIT]2.3 COBIT 2019
COBIT 2019 is a framework designed by ISACA that manages and governs information for businesses. There are 40 objectives classified under five categories as it distinguishes governance from management. Its strength lies in linking IT and security activity to business goals through a goals cascade and in offering design factors that tailor the governance system to an organisation's context, risk profile, and threat landscape. Because COBIT addresses accountability, decision rights, and value delivery rather than technical controls, it directly answers ALL's central deficiency: the absence of clear ownership and coordination of security responsibilities. 

[bookmark: ITIL]2.4 ITIL 4
ITIL 4 is a service-management framework built around a Service Value System and four dimensions of value co-creation. While not a security framework in itself, its practices—especially information security management, change enablement, incident management, and supplier management offer the operational discipline to make security policy a repeatable day-to-day practice [3]. For a heavily outsourced organisation, ITIL's supplier and service-level orientation is particularly valuable in translating vendor obligations into measurable service commitments. 

[bookmark: positioning]2.5 Positioning the Frameworks
The four frameworks are best understood as layers rather than alternatives. COBIT governs ISO/IEC 27001 assures and structures the management system; NIST CSF operationalise risk-based controls; and ITIL 4 delivers repeatable service execution. Table 1 summarises this layering. 

Table 1. Layered positioning of the reviewed frameworks (governance to execution)
	Layer DOCX
	Framework DOCX
	Primary contribution for ALL DOCX

	Governance 
	COBIT 2019 
	Accountability, decision rights, business-aligned security objectives 

	Assurance / ISMS 
	ISO/IEC 27001:2022 
	Certifiable management system; client and regulator credibility 

	Operational risk 
	NIST CSF 2.0 
	Control objectives: Govern-Identify-Protect-Detect-Respond-Recover 

	Service execution 
	ITIL 4 
	Repeatable incident, change and supplier management practices 




[bookmark: comparative]3. Comparative Evaluation and Framework Selection
No single framework can address all of ALL’s security problems. NIST CSF can improve operational security but does not fully address governance. ISO/IEC 27001 can provide certification, but there is a risk of focusing too much on documentation. COBIT can improve accountability and governance, but provides less practical technical guidance. Therefore, combining the frameworks is a better approach than choosing just one. Table 2 compares the frameworks based on ALL’s main weaknesses.

Table 2. Comparative evaluation against ALL's requirements (H = high fit, M = moderate, L = low
	Requirement DOCX
	NIST CSF DOCX
	ISO 27001 DOCX
	COBIT 2019 DOCX
	ITIL 4 DOCX

	Clear security accountability 
	M 
	M 
	H 
	M 

	Certifiable external assurance 
	L 
	H 
	L 
	L 

	Risk-based control outcomes 
	H 
	H 
	M 
	L 

	Vendor / SLA governance 
	M 
	M 
	H 
	H 

	Incident & continuity practice 
	H 
	M 
	M 
	H 

	Speed / low cost to adopt 
	H 
	L 
	M 
	M 



The evaluation supports a combined approach rather than relying on one framework. COBIT 2019 can provide the main governance structure, while NIST CSF 2.0 can guide risk management and security controls. ISO/IEC 27001:2022 can provide certification for customers and regulators, and ITIL 4 can support incident, change and supplier management. This combined approach is developed further in the next section.

[bookmark: Proposed]4. Proposed Security, Governance and Compliance Design for ALL
The architecture proposed uses five main areas, with each one addressing a particular weakness in ALL.  It adopts a risk-based approach, directing resources first toward the most important assets including customer PII and shipment data. A data breach here has the potential to cause serious business and regulatory harm.
[bookmark: Governance]4.1 Governance and Strategic Planning
A Security Governance Board, comprising senior management, will oversee the security strategy of ALL through an evaluate-direct-monitor approach based on COBIT. A clear CISO will also be appointed and a RACI matrix will establish who is responsible for what security area. Objectives in cybersecurity will align with business objectives so that any investment will support significant logistics’ operations rather than considered as optional types of costs.
[bookmark: Compliance]4.2 Compliance (Laws and Ethics)
GDPR requirements apply to ALL’s any activity involving the personal data of EU residents. The appointment of a Data Protection Officer, as well as a Record of Processing Activities (ROPA) and procedures for lawful processing, data-subject rights and breach notification inside 72 hours [4]. Standard Contractual Clauses govern cross-border transfers. The design is ethically largely based on privacy-by-design and data-minimisation principle by default, where AI analytics function only on the minimum PII essential. Obtaining the ISO/IEC 27001 certification will demonstrate proof of compliance to all external parties.
[bookmark: Risk]4.3 Risk Management and Assessment
A centralised, continuous risk-management process replaces the current ad-hoc approach. Assets are inventoried and classified threats and vulnerabilities are assessed using a repeatable methodology aligned with ISO/IEC 27005, and hazards are rated in a likelihood-impact matrix which guides prioritised treatment options (accept, ameliorate, transfer, or avoid). A living risk register, reviewed by the Governance Board, ties each significant risk to an owner and a treatment plan. Table 3 illustrates the treatment of ALL's most pressing risks. 


Table 3. Illustrative risk register extract for ALL
	Risk DOCX
	Rating DOCX
	Primary treatment DOCX

	Unauthorised access to PII via unmanaged devices 
	High 
	Zero Trust access, MFA, device posture checks, conditional access 

	Weak vendor accountability (88% outsourced) 
	High 
	Tiered vendor assurance, security SLAs, right-to-audit clauses 

	Unencrypted client shipment data 
	High 
	Encryption in transit and at rest; centralised key management 

	Inadequate incident response 
	Medium 
	ITIL-based IR plan, SIEM monitoring, tested playbooks 

	Business disruption from cloud outage 
	Medium 
	BCP/DR with defined RTO/RPO and multi-region resilience 



[bookmark: Protection]4.4 Protection Mechanisms and Access Controls
Given the dissolved perimeter and unmanaged devices, a Zero Trust Architecture is at the heart of the architecture, where the idea of ‘never trust, always verify’ is applied to every access request regardless of origin [5]. This translates in practice to enforced multi-factor authentication, least-privilege role-based access management, micro-segmentation of workloads, and continuous device-posture and identity verification through conditional access. Client shipping data and PII are encrypted in-transit (TLS 1.3) and at-rest (AES-256) with cryptographic keys stored in a centralized, organisation-controlled key-management service, rather than entrusted to individual vendors. Table 4 displays the tiered defence-in-depth model. 








Table 4. Defence-in-depth layers protecting ALL's critical data
	Layer DOCX
	Representative controls DOCX

	Identity 
	MFA, single sign on, restricted access, privileged access management 

	Device 
	Posture assessment, endpoint detection and response, patch enforcement 

	Network 
	Micro-segmentation, secure web gateway, encrypted tunnels 

	Application 
	Least-privilege RBAC, secure development, API security 

	Data 
	AES-256 encryption, classification, DLP, centralised key management 

	Monitoring 
	SIEM, continuous logging, anomaly detection over AI pipelines 



[bookmark: Vendor]4.5 Vendor and SLA Management
Because outsourcing dominates ALL's estate, vendor governance is treated as a first-order control rather than a procurement detail. Vendors are tiered by the sensitivity of the data they touch. High-tier providers are subject to security due diligence, contractual security SLAs with measurable targets, right-to-audit and breach-notification clauses, and mapping of the shared-responsibility model so that no control falls into the gap between ALL and its providers [6]. ITIL 4 supplier-management practices operationalise ongoing performance review, closing the current accuntability gap. 

[bookmark: Contingency]4.6 Contingency and Business Continuity Planning
The organisation will set up a formal Business Continuity Plan (BCP) and Disaster Recovery (DR) capacity according to the principles of ISO 22301A Business Impact Analysis (BIA) will identify Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs) for critical logistics services. Multi-region cloud systems and tested backups will help reduce disruption, while incident-response and business-continuity plans will be tested at least once a year. Key security policies, including acceptable use, access control, incident response and data classification, will be approved by the Governance Board, communicated through staff training and reviewed regularly. [7]




[bookmark: Implementation]4.7 Implementation Roadmap
Because ALL currently has a low level of security maturity, the plan is divided into three phases. This allows the organisation to deal with the most serious risks first while gradually improving its overall security capabilities.
· Phase 1 (0–3 months): Establish governance board and CISO; appoint DPO; inventory and classify assets; enforce MFA and encryption on PII and shipment data. 
· Phase 2 (3–9 months): Introduce Zero Trust access, SIEM monitoring and a centralised risk register. Review and classify suppliers, add security requirements to contracts, and formalise security policies and business continuity and disaster recovery plans.
· Phase 3 (9–18 months): Mature the ISMS and pursue ISO/IEC 27001 certification; embed ITIL incident and supplier practices; run continuous improvement and audit cycles. 

[bookmark: Critical]5. Critical Analysis: The Case for Continuous Regulatory and Standards Updating
A security design can become outdated as technology, threats and regulations change. Therefore, regularly updating security standards and regulations is essential for organisations like ALL, rather than simply being a maintenance task. This section looks at three main factors: new technologies, changing cyber threats and global compliance requirements. It also considers some of the arguments against continuous updates [8].

[bookmark: Emerging]5.1 Emerging Technologies Outpace Static Controls
The very technologies that create ALL's competitive advantage also erode the assumptions behind fixed controls. AI analytics introduce risks—such as data poisoning, model inversion, and inference attacks on PII—not foreseen by standard control catalogues, resulting in new instruments such as the EU AI Act and NIST’s AI Risk Management Framework. IoT sensors multiply weakly secured endpoints, and the maturing threat of quantum computing already drives standards bodies toward post-quantum cryptography [9].





[bookmark: The]5.2 The Threat Landscape Is Adversarial and Adaptive
Unlike natural hazards, cyber threats are the product of intelligent, financially motivated, and continuously innovating adversaries. Attackers weaponise new techniques—such as supply-chain compromise, ransomware-as-a-service, and living-off-the-land intrusions—faster than static defences can be redesigned [6]. This creates a co-evolutionary dynamic in which any defence eventually invites a countermeasure 


[bookmark: Fragmented]5.3 Fragmented and Shifting Global Compliance
As a multinational, ALL is exposed simultaneously to GDPR in Europe, sectoral and state laws in the United States, and an expanding patchwork of national data-protection and data-localisation regimes. These regimes not only differ but move. GDPR requirements continue to develop through new regulatory guidance and court decisions. Rules for international data transfers have also changed several times, meaning organisations like ALL need to regularly review and update their compliance practices.

[bookmark: Counter]5.4 Counter-Arguments and a Balanced Judgement
Continuous updating can be costly. Too many changes can create extra work, audit fatigue and confusion for staff, while smaller organisations may not have enough resources to monitor every update. Therefore, updates should be continuous but based on risk. ALL can use regulatory alerts, information-sharing groups and a clear change-management process to identify which changes are most important. Although this requires ongoing effort, it is still better than leaving security controls outdated and facing the much higher cost of a data breach or regulatory penalty [10].

[bookmark: Assumptions]6. Assumptions
The recommendations above are based on the following assumptions:
· Size and reach: ALL is a large multinational enterprise with sufficient client volume to justify ISO/IEC 27001 certification and a dedicated CISO and DPO. 
· Budget: A moderate but not unlimited security budget exists, requiring risk-based prioritisation rather than simultaneous implementation of all controls. 
· Existing technology: ALL already operates the described cloud, IoT, and AI estate, so the design augments rather than replaces this environment. 
· Regulatory environment: ALL processes EU-resident PII, making GDPR applicable, alongside other regional regimes typical of a global operator. 
· Security maturity: The organisation is at a low initial maturity level, justifying the phased roadmap and the emphasis on governance and accountability first. 
· Vendor cooperation: Major IaaS/SaaS providers will accept security SLAs and right-to-audit terms at contract renewal. 

[bookmark: Conclusion]7. Conclusion
AeroLink Logistics' increasing dependence on digital technology is creating a growing gap with its digital cybersecurity and governance capabilities. This gap has already caused breaches of shipping data and customer’s PII.
 The findings of this report suggest that no one framework can fix all of these issues. An alternative stronger approach would actually be to combine COBIT 2019 for governance with NIST CSF 2.0 for security controls, ISO/IEC 27001:2022 for certification and ITIL 4 for service management.
The new design helps with accountability via Governance Board and CISO, protects important data with Zero Trust and encryption, improves supplier security using risk-based assessments and security SLAs, and enhances recovery through tested business-continuity plans. Implementing the measures in phases will enable ALL to enhance its security progressively while concentrating on the most significant risks first.
The also analysis indicates that the security approach of the ALL is regularly updated. Organisations need to ensure the implementation of their controls remains up with the pace of change in their environment. Consequently, ALL should review and modify its security standards based on risk AS REQUIRED. If this approach is implemented correctly, it can help ALL move from a reactive security position to a more mature, auditable and adaptable system that meets expectations of customers and regulators.
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