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Database Handling in PHP

Skip to Database Handling using PDO Objects if you aren’t interested in the history of database handling in PHP.

Old Style mysql Functions

The old style PHP database, PHP4 and MySQL4 or earlier, used mysql functions and required five stages to execute an SQL statement:

1. Open a connection to the database

$dbServer = "localhost";
$dbName = "TestDatabase";
$dbUName = "root";
$dbPassword = "";

// Returns connection resource if OK or false if error
$connection = mysql_connect($dbServer, $dbUName, $dbPassword);
if($connection == false)
{
    die("Unable to open connection to database server" 
        .  mysql_error());
}


2. Select the database we want to use

// Select the database or return an error if it doesn't exist.
$selected = mysql_select_db($dbName);

if($selected == false)
{
    die("Unable to open database " . mysql_error());
}



3. Create and execute the SQL statements


// Execute SQL query, for SELECT returns resource 
// on true or false if error
$records = mysql_query("SELECT * FROM Student");
if($records == false)
{
    die("Query contains error");
}



4. Read the results of the SELECT statement

// Fetch an array representing the result row.
// Returns row or false if end of rows reached
while($record = mysql_fetch_array($records))
{
    // Output the results
    // echo() and print() will both work...only print will return
    // result to let you know if it worked.
    // Both are language constructs not functions, so the 
    // brackets are not required.
    echo "row: name=" . $record["Name"] 
         . " age " . $record["Age"] 
         . " course " . $record["Course"] 
         . "<br/>";	
}


Each row in the database is returned in an associative array, with keys corresponding to the names of the database table fields (See Appendix 1).

5. Finally close the connection (PHP should automatically do this at the end of the page but you may not want to rely on it).


// Close the connection.
// Note: PHP help says you don't need to specify the
// connection because it will close the last opened link,
// however I found that this crashes so don't do it.
// Note2: This call is not required because PHP will automatically
// close link at end of script, but this would be a bit of
// an act of faith.
// Returns true if closed or false if error.
$closed = mysql_close($connection);
if($closed == false)
{
    die("Connection closed failed " . mysql_error());
}


New Style mysqli Functions

The “i” in mysqli stands for improved, and this offers two modes either procedural or OOPs. Given the procedural mode is so similar to the old style method, so I will present it here with little additional comment:

// Set up variables for the database
$dbServer = "localhost";
$dbName = "TestDatabase";
$dbUName = "root";
$dbPassword = "";

// Returns connection resource if OK or false if error
// You don't have to specify $dbName, in which case you
// will need to call mysqli_select($dbName) instead.
$connection = mysqli_connect($dbServer, 
                             $dbUName, 
                             $dbPassword, 
                             $dbName);        Database name
if($connection == false)
{
    die("Unable to open connection to database" . mysqli_error());
}

// You can use mysqli_select($connection, $dbname) to connect to another database if you need to.

// Execute SQL query, for SELECT returns resource 
// on true or false if error
$records = mysqli_query($connection, "SELECT * FROM Student");
if($records == false)
{
    die("Query contains error");
}

echo "mysqli procedural approach<br/>";
echo "Display all records<br/>";

// Fetch an array representing the result row.
// Returns row or false if end of rows reached
while($record = mysqli_fetch_array($records))
{
    // Output the results
    echo "row: name=" . $record["Name"] 
         . " age " . $record["Age"] 
         . " course " . $record["Course"] . "<br/>";	
}

$closed = mysqli_close($connection);
if($closed == false)
{
    die("Connection closed failed " . mysqli_error());
}


Using the OOPs method, the call to mysqli() creates a PHP object and we then use the methods on this object to complete the five stages:

// Open a connection to the database server
$mysqli = new mysqli($dbServer, $dbUName, $dbPassword, $dbName);

/*
 * This is the "official" OO way to do it,
 * BUT $connect_error was broken until PHP 5.2.9 and 5.3.0.
 */
if ($mysqli->connect_error) 
{
    die("Connect Error (" . $mysqli->connect_errno . ")" 
       . $mysqli->connect_error);
}


$mysqli is a variable that now contains a PHP object, notice how we use attributes on this object to check for an error and recover the error details.

We execute an SQL SELECT statement like this:

// Try another query
$enteredName = "Tom";	// Pretend the user entered this

// Execute SQL query, for SELECT returns resource 
// on true or false if error
$records = $mysqli->query("SELECT * FROM Student WHERE Name LIKE '" . PreventSqlInjection($mysqli, $enteredName) . "'");
if($records == false)
{
    die("Query contains error");
}

The PreventSqlInjection() function is used to prevent an SQL Injection attack, which is an exploit used by hackers to break the SQL statement and hence execute commands they shouldn’t. Here’s the code:

// Prevent hacker typing something nasty into a Form
// and performing an SQL injection attack.
function PreventSqlInjection($mysqli, $text)
{
    // Magic Quotes can be turned on in php.ini to protect
    // beginner PHP coders from SQL injection attacks.
    // e.g. "It's good" after applying magic quotes
    // becomes "It\'s good".
    // Not all GET and POST data needs to be escaped,
    // so experienced coders turn this off.
    // When writing to MySQL, remove 
    if (get_magic_quotes_gpc())		// Is magic quotes on? 
    {
        $text = stripslashes($text);	// Remove the slashes added
    }
	
    // If using MySQL, escape special characters	
    return $mysqli->real_escape_string($text);
}

Displaying the records is identical to the procedural approach:

// Fetch an array representing the result row.
while($record = mysqli_fetch_array($records))
{
    echo "row: name=" . $record["Name"] 
        . " age " . $record["Age"] 
        . " course " . $record["Course"] . "<br/>";	
}

Closing the connection involves calling the  close() method on the object:

$closed = $mysqli->close();
if($closed == false)
{
	die("Connection closed failed " . mysqli_error());
}


An SQL INSERT statement would be executed like this:

// Perform an INSERT query
$enteredName = $_POST["nameTextBox"];   Posted from HTML Form
$enteredAge = $_POST["ageTextBox"];
$enteredCourse = $_POST["courseTextBox"];

$mysqli = new mysqli($dbServer, $dbUName, $dbPassword, $dbName);
if ($mysqli->connect_error) 
{
    die("Connect Error (" . $mysqli->connect_errno . ")" 
                          . $mysqli->connect_error);
}

$result = $mysqli->query(
         "INSERT INTO Student(Name, Age, Course) VALUES(" 
            . "'" . PreventSqlInjection($mysqli, $enteredName)
            . "',"
		. PreventSqlInjection($mysqli, $enteredAge)
		. ",'" . PreventSqlInjection($mysqli, $enteredCourse) 
            . "')"
          );
if($result == false)
{
	die("Query contains error");
}

echo "Rows added = " . $mysqli->affected_rows . "<br/>";
echo "Primary Key (int) ID of inserted row = " 
     . $mysqli->insert_id 
     . "<br/>";

$closed = $mysqli->close();
if($closed == false)
{
	die("Connection closed failed " . mysqli_error());
}




Database Handling using PDO Objects

The PHP Data Objects (PDO) extension defines a lightweight, consistent interface for accessing databases in PHP. Each database driver that implements the PDO interface can expose database-specific features as regular extension functions. 
Note that you cannot perform any database functions using the PDO extension by itself; you must use a database-specific PDO driver to access a database server. PDO provides a data-access abstraction layer, which means that, regardless of which database you're using, you use the same functions to issue queries and fetch data.
WAMP enables the PDO for mysql by default.

Using the PDO class we create a PDO object for accessing the database like this:

$dsn = 'mysql:host=localhost;dbname=TestDatabase';
$dbUName = "root";
$dbPassword = "";

$dbh = new PDO($dsn, $dbUName, $dbPassword);

A couple of points before we begin, it is worth mentioning that if there is a connection error and exception is thrown and by default the full connection string including username and password are displayed. Not good for a production environment. So always catch the exception or use the wrap the PDO class within your own class e.g. create a new class called SafePDO which looks like this:

class SafePDO extends PDO 
{
    public static function exception_handler($exception)
    {
        // Output the exception details
        die('Uncaught exception: ' . $exception->getMessage());
    }
	
    public function __construct($dsn, 
                                $username='', 
                                $password='', 
                                $driver_options=array()) 
    {
        // Temporarily change the PHP exception handler while we . . 
        set_exception_handler(array(__CLASS__, 'exception_handler'));
		
        // . . . create a PDO object
        parent::__construct($dsn, 
                            $username, 
                            $password, 
                            $driver_options);
		
        // Change the exception handler back to whatever 
        // it was before
        restore_exception_handler();
    } 
}

Then the above code becomes:

$dsn = 'mysql:host=localhost;dbname=TestDatabase';
$dbUName = "root";
$dbPassword = "";
$dbh = new SafePDO($dsn, $dbUName, $dbPassword);

Another point worth mentioning is that many web applications will benefit from making persistent connections to database servers. Persistent connections are not closed at the end of the script, but are cached and re-used when another script requests a connection using the same credentials. The persistent connection cache allows you to avoid the overhead of establishing a new connection every time a script needs to talk to a database, resulting in a faster web application.

$dbh = new PDO($dsn,       or SafePDO(....
               $dbUName, 
               $dbPassword, 
               array(PDO::ATTR_PERSISTENT => true));


Executing a SQL SELECT statement and reading each record now looks like this:

$dsn = 'mysql:host=localhost;dbname=TestDatabase';
$dbUName = "root";
$dbPassword = "";

$dbh = new PDO($dsn, $dbUName, $dbPassword);

foreach($dbh->query('SELECT * from Student') as $record)
{
    echo "row: name=" . $record["Name"] 
        . " age " . $record["Age"] 
        . " course " . $record["Course"] . "<br/>";	
}

// Note: You can execute the statement again
// Close the cursor, enabling the statement to be executed again.
// Also, do this if you haven't read all the rows for a previous
// statement and want to execute a new statement. Close the
// previous statement first.
$stmt->closeCursor();	

// PHP will automatically close the connection when the script ends,
// but you can do it explicitly.
$dbh = NULL;	// Close the connection by deleting the object

Again, PHP will automatically close the connection but I suggest you force it to close by setting the last reference to the object (i.e. the variable containing it) to NULL. I’ve also include a closeCursor() call, again this is not strictly necessary but I wanted to demonstrate its use and mention that this call allows you to modify the SQL statement or create a new one which can then be executed without closing the connection.

Prepared statements in PHP prevent SQL injection attacks and provide performance benefits because the query can be parsed once but the parameters can be changed multiple times. When the query is prepared, the database will analyze, compile and optimize its plan for executing the query. By using a prepared statement the application avoids repeating the analyze/compile/optimize cycle. This means that prepared statements use fewer resources and thus run faster.

Professional PHP programmers are always looking to optimise their code in this way.

There are two approaches to using prepared SQL statements in PHP, either named placeholders or positional placeholders.

Here’s an example using named placeholders that I recommend you always use when possible:

$searchName = "Bob";    Find Bob

$stmt = $dbh->prepare("SELECT * FROM Student WHERE name = :name");
$stmt->bindParam(':name', $searchName);

if($stmt->execute())
{
    while($record = $stmt->fetch())
    {
        echo "row: name=" . $record["Name"] 
            . " age " . $record["Age"] 
            . " course " . $record["Course"] . "<br/>";		
    }
}

The :name here is a named placeholder, where a value will be added later by the bindParam() method. In the above, the value “Bob” replaces :name in the SQL statement before we execute it. You can be more explicit about the value type or length during the bind if you want to be extra safe:

$stmt->bindParam(':name', $studentName, PDO::PARAM_STR, 50);
$stmt->bindParam(':age', $studentAge, PDO::PARAM_INT);

Unfortunately, we can’t always use named placeholders in prepared statements, a common example of this is when wild cards are needed as in a SQL SELECT statement using LIKE. In this case, we have to use positional placeholders instead and in this case you pass the values in the order you want them to be used. A common approach is to pass them to the execute() method as an array.

$searchName = "Bob";
$searchAge = 22;

$stmt = $dbh->prepare("SELECT * FROM Student 
                      WHERE name LIKE ? AND age > ?");	 

if($stmt->execute(
                  array(
                        "{$searchName}%",   % = SQL wild card
                        $searchAge
                       )
                  ))
{
    while($record = $stmt->fetch())
    {
        echo "row: name=" . $record["Name"] 
            . " age " . $record["Age"] 
            . " course " . $record["Course"] . "<br/>";		
    }
}

The positional placeholder is represented by a question mark, and indicates the position at which a value will be placed. Since no names are provided for the placeholders the corresponding values are substituted in the order they are provided i.e. first placeholder gets first value, etc. The result looks like this:

SELECT * FROM Student WHERE name LIKE ‘Bob%’ AND age > 22


You may also use positional placeholders like this:

$calories = 150;
$colour = 'red';

$sth = $dbh->prepare('SELECT name, colour, calories  FROM fruit 
                     WHERE calories < ? AND colour = ?');

$sth->bindParam(1, $calories, PDO::PARAM_INT);
$sth->bindParam(2, $colour, PDO::PARAM_STR, 12);

$sth->execute();

However, in this case you gain nothing over using named parameters which are much clearer to read and use i.e.

$sth = $dbh->prepare('SELECT name, colour, calories  FROM fruit 
                   WHERE calories < :calories AND colour = :colour');

$stmt->bindParam(':calories, $calories);  Much more readable
$stmt->bindParam(':colour, $colour);


Here’s an INSERT query example:

$name = $_POST["nameTextBox"];    POSTED from HTML Form
$age = $_POST["ageTextBox"];
$course = $_POST["courseTextBox"];


$stmt = $dbh->prepare("INSERT INTO Student(name, age, course) VALUES  
                     (:name, :age, :course)");

$stmt->bindParam(':name', $name);
$stmt->bindParam(':age', $age);
$stmt->bindParam(':course', $course);

$stmt->execute();

$stmt->closeCursor();	

$dbh = NULL;


Odds and Ends

If you want to validate an email address, try this:

/**
Validate an email address.
Provide email address (raw input)
Returns true if the email address has the email 
address format and the domain exists.
http://www.linuxjournal.com/article/9585?page=0,3
*/
function ValidEmail($email)
{
   $isValid = true;
   $atIndex = strrpos($email, "@");
   if (is_bool($atIndex) && !$atIndex)
   {
      $isValid = false;
   }
   else
   {
      $domain = substr($email, $atIndex+1);
      $local = substr($email, 0, $atIndex);
      $localLen = strlen($local);
      $domainLen = strlen($domain);
      if ($localLen < 1 || $localLen > 64)
      {
         // local part length exceeded
         $isValid = false;
      }
      else if ($domainLen < 1 || $domainLen > 255)
      {
         // domain part length exceeded
         $isValid = false;
      }
      else if ($local[0] == '.' || $local[$localLen-1] == '.')
      {
         // local part starts or ends with '.'
         $isValid = false;
      }
      else if (preg_match('/\\.\\./', $local))
      {
         // local part has two consecutive dots
         $isValid = false;
      }
      else if (!preg_match('/^[A-Za-z0-9\\-\\.]+$/', $domain))
      {
         // character not valid in domain part
         $isValid = false;
      }
      else if (preg_match('/\\.\\./', $domain))
      {
         // domain part has two consecutive dots
         $isValid = false;
      }
      else if(!preg_match('/^(\\\\.|[A-Za-z0-9!#%&`_=\\/$\'*+?^{}|~.-])+$/',
                 str_replace("\\\\","",$local)))
      {
         // character not valid in local part unless 
         // local part is quoted
         if (!preg_match('/^"(\\\\"|[^"])+"$/',
             str_replace("\\\\","",$local)))
         {
            $isValid = false;
         }
      }
      if ($isValid && !(checkdnsrr($domain,"MX") || checkdnsrr($domain,"A")))
      {
         // domain not found in DNS
         $isValid = false;
      }
   }
   return $isValid;
}



Appendix 1. Resolving Field Names

If you have two database tables you are joining together which both have contain a field with the same name then a potential problem arises if you need to read the value of this field from one of the tables. For example, say we have a Student table and a Course table each with a primary key field Id and linked by a foreign key CourseId in the Student table.

Student						Course
{PK}	Id : Int (auto-increment)			{PK}	Id : Int (auto-increment)
Name : Text					CourseName : Text
Age : Int
{FK}	CourseId : Int

To use a natural join on these tables we would use the SQL statement:

SELECT * FROM Student, Course WHERE Student.CourseId = Course.Id

Executing this statement works fine and joins the tables, if we read the Id field we find that the value contains the primary key of the Course table.

$record["Id"]  Return the Course.Id value

A problem arises if you want to read the Student.Id value instead, because the PHP array only contains one value for the Id. 

$record["Student.Id"]  X Doesn’t work !!

You can reorder the tables in the SQL statement because the Id value reflects the field in the last table in the sequence i.e. FROM Course, Student would hide Course.Id instead. But a better solution is to alias the name of the Student.Id field in the SQL statement like this:

SELECT *, Student.Id As StudentId from Student, Course 
WHERE Student.CourseId = Course.Id
	

Now the Student.Id can be read using the alias StudentId :

$record["StudentId"]  The alias works, value is Student.Id




















