
 

 

 

 

Introduction 

For many years, security has always been the main need 

when creating a home network. However, recently they have 

become the primary target for malicious activity, where the 

attacker manipulates the network to possess data stored or 

even control the connected devices for their own personal 

gain. This investigation consists of analysing Internet Service 

Provider routers that are present in modern day home 

networks. 
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After analysing the results that were gathered in 

the Testing Phase, ISP routers still sustained forms 

of vulnerabilities. This study enforced that ISPs 

must introduce new randomised configurations 

and make it more apparent to their consumers 

how fundamental security is on their network. 

 

 

 

 

 

 

 

Further research would be the implementation of 

Software Defined Networks in home networks. By 

adapting Machine Learning, ISPs can benefit from 

the security elements and analysing the traffic 

patterns of attacks against routers, in turn 

deploying counter measures. 

Objectives 

• To develop an understanding of existing security problems with 

home networks by analysing the research gathered in the 

Literature Review. 

• To replicate a home network and test the security that is 

implemented on the ISP routers, to be able to produce results and 

compare them against own understanding that has been learned 

from the literature review. 

• To critically analyse the results gathered from the experiment to 

provide recommendations. 

Testing 

In this experiment the following was carried out, the first step 

must gather a variety of routers to be able to detect any 

vulnerabilities that could be exploited by attackers. 

 

 

 

 

 

 

 

With the use of Routersploit to analyse the network, the 

experiment made it clear that even connected devices can allow 

a chance of attacks against network systems, showing that any 

device that get allowed access on the home network, would have 

to be configured from their defaults settings. 

 

 

 

 

 

 

 

 
During testing of an ISP router, there became an interference of 

anti-virus (Norton), blocking attacks on a connected device on 

the mini network created. Further testing was carried out to 

compare the benefits of a paid subscription vs a free version. 

Method 
The best method to ensure that research was conducted 

effectively is by following the standards of quantitative data 

methods, as it is used to establish facts about a certain 

area. For this experimental study, the use of two ISP routers 

were used; there were limitations faced due to the current 

climate. 
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