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Data Protection legislation
in May 2018
You may have already heard something about this in the media over the last year but, if not, you will over the coming months.  Meanwhile there's a brief explanation below about what this is and what it might mean to you.

What's happening?
On 25 May 2018, the General Data Protection Regulation, otherwise known as GDPR, will replace the current Data Protection Act 1998.  The GDPR is an EU regulation, which seeks to harmonise the rights, protections and remedies of all EU citizens in relation to the processing of their personal data.
The GDPR specifically excludes processing personal data for the purpose of law enforcement, but there is a new piece of legislation coming into effect on 6th May 2018 called the Law Enforcement Directive (LED).
These, along with the processing of data for national security matters, will be covered across the UK by a new Data Protection Bill, which is currently going through Parliament, and will eventually form the new Data Protection Act 2018.

Law enforcement
Described under these changes as the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties and includes safeguarding against and the prevention of threats to public security; the ‘law enforcement’ element of our work will fall under the new Act.  The remainder of our business will fall under GDPR and whilst the provisions of both are similar there are some important differences.

Will Brexit make a difference?
The short answer is ‘no’, as the UK will still be a member of the EU when GDPR takes effect.  Also, when the UK leaves the EU on 29 March 2019, the regulation will form part of UK law, under the Data Protection Act 2018, and that will help to facilitate continued trade with the EU by offering comparable safeguards to the processing of personal data.

What does this change mean in practice for the police service?
The police service will have to comply with the GDPR, the Law Enforcement and, eventually, the new Data Protection Act 2018.  This is because the police service processes personal data for a number of business purposes other than law enforcement, such as HR and Finance.  It is going to feel a bit strange at first with some areas of business working to different legislation for data protection purposes.
We are confident that our relationships and arrangements with partners and other agencies, particularly in relation to information sharing, will continue into the future albeit there will no doubt be a need to make some practical adjustments in order to achieve and demonstrate compliance.  This area will be informed by NPCC and other national guidance and by developing a shared understanding and approach with our partners.
For many of us the changes will have little immediate or obvious impact on our working lives.  However, the GDPR introduces an accountability principle which, put simply, means that it is not enough to be compliant; organisations will need to be able to actively demonstrate their compliance through policy, procedures and practice; providing further opportunity to enhance trust and confidence within our communities.

How does the GDPR differ from the current Act?
The GDPR builds on the current Data Protection Act 1998 and encapsulates a lot of the best practice that has been published by the ICO over recent years.  The changes the GDPR brings are predominantly around firming up current data management practices, revising current procedural guides and privacy notices.  Organisations will need to be more aware and transparent about what personal data is collected, what it is used for, who it is shared with and how long it is necessary to keep it for.

How will the new Data Protection Act differ from the GDPR?
The new Data Protection Act has yet to receive royal assent and therefore still subject to amendment as it makes it passage through Parliament.  Expected to largely mirror GDPR; the big difference is that it will only relate to the processing of personal data for the purposes of law enforcement and national security.

Will I receive training?
Yes.  Data protection training for the police service is currently being revised by the College of Policing.  A national group is coordinating the development of a number of practical work packages to prepare the police service for the changes, to provide a consistent message and to avoid the duplication of effort across the 43 Home Office police forces.
The Data Protection section of the Authorised Professional Practice (APP) for Information Management is being rewritten and will provide a comprehensive guide for the police service.

Next steps
The police service is working with the Information Commissioners Office and the Home Office to develop guidance and further our understanding of the changes.  The next national meeting is scheduled for March.
The changes affect all organisations across the UK and EU, not just the police service.  Everyone is working towards developing an understanding of the legislation and what it means in practice.  This understanding will mature over time in the light of experience.
If you want to know a little more at this stage a range of general guidance material is available on the Information Commissioner’s website at:
https://ico.org.uk/fororganisations/

Alternatively, you can contact the South Wales Police Data Management and Disclosure Unit (DMDU) at the following email address:
DataProtection@south-wales.pnn.police.uk
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