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1. Element 1

1.1 Research

1.1.1 OSI 7 Layer and 4 Layer models

To ensure national and worldwide data communication, a standard must be used to maintain
the compatibility of communication between devices and networks. The standard which has
been developed and is now used, is called international organization of standardization, which
is also known as ISO. It is called a model for open system interconnection (OSl), so it is
therefore referred to as the OSI model. (studytonight, 2020) The OS| model is a 7-layer model,

where these layers are:

Application Application Protocol APDU - Application Protocol Data Unit
Presentation Presentation Protocol PPDU - Presentation Protocol Data Unit
Session Session Protocol SPDU - Session Protocol Data Unit
Transport Transport Protocol TPDU - Transport Protocol Data Unit
Network Network layer host-router Protocol Packet
Data Link Data link layer host-router Protocol Frame

Physical Physical layer host-router Protocol Bit

Good table that supports explanation
Figure 1 - OSI 7 layer

The function of each layer is explained below:

Layer 1 — Physical Layer

This layer activates, deactivates, and maintains the physical connection. It sends and receives
the data, as well as defining the voltages and rates at which the data transmits and receives

in the physical layer.

Layer 2 — Data Link

Error free data transmission from one node to another is the main purpose of this layer. It
recognises network protocols, does error checking, and synchronises frames; and Media
Access Control (MAC).




Layer 3 — Network

The network layer serves two primary purposes. One method is to divide segments into
network packets and then reassemble the packets on the receiver. The alternative method is
to route packets by determining the optimum path over a physical network. To send datato a

destination node, the network layer employs network addresses.

Layer 4 — Transport

This layer reassembles the segments on the receiving end and tums it into data that the
session layer can use. It controls the rate at which the data is sent to ensure it matches the
connection speed from the receiving device. Also, if data wasn't received correctly, then it will

request it again.

Layer 5 — Session

Management of opening and closing sessions of data transfer, also carrying out checkpoints
during the transfers, so in the case of loss of transfer, then it can re-start from the latest

checkpoint, as opposed to starting over again.

Layer 6 — Presentation

Prepares the data for the application layer by transforming the data into a form which is

acceptable for the application layer.

Layer 7 — Application

The services provided by this layer are things like mail, directory, network resource etc. It
transfers files to the end user and holds the applications to act on the data it has received

and/or transmitted.

(imperva, 2020) Good and accurate explanation




Four Layered TCP/IP Model
- -1
- -J

Figure 2 - TCP/IP 4 Layer Model

Image supports explanation

The above image shows the 4 different layers for the TCP/IP protocol. Below is an explanation

of the role of each layer.

Layer 1 — Network Access

This describes how bits are electrically or optically indicated by hardware devices that interface
directly with a network media, such as coaxial cable, optical fibre, or twisted pair copper wire,

and how data is physically transmitted via the network.

Layer 3 — Transport

Main protocols used in this layer are the Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP). The function of this layer is to allow devices to carry on
communicating with each other. It defines the connection status and the service level when
transmitting and receiving data.
Layer 4 — Application

This can be described as the combined high level layer
This layer defines how host programs interface with the network to transmit and receive the
required data. It uses a variety of high-level protocols, such as DNS, HTTP, DHCP, Telnet,
SMTP etc. (OmniSecu, 2020)

1.1.2 Encapsulation
This is a fundamental of Object-Oriented Programming (OOP), it bundles data and the

methods working on the data in a defined unit/class. The idea behind it is to provide read or

This explanation is not accurate




write access to allow specific information to be hidden, if so desired, and to control the access.
(Janssen, 2022)

Data Application
UDP | UDP
Transport
header| data 4 ) ) )
The image is correct but the explanation
P does not support this
IP dat i
e e ata Internet
Frame Frame .
Fr dat Link
header S footer m

Figure 3 - Encapsulation
1.1.3 Broadcasting

This is used for sending information to a high number of devices that sit on the same LAN, or
potentially across multiple networks. It is an ‘all-to-all’ model where every device on the

network will receive the same information. It can be explained clearly in the image below.

i- Broadcast Sender
=i

i ' Routers Good supporting image
> | D

Receivers in - Receivers in
| the domain = | the domain

Figure 4 - Broadcasting

It ensures faster delivery of information as all devices are getting it, so it minimises the

processing overheads. However, it can't accommodate a very high number of devices, and it

10 Explanation is correct, however the domain can
be any size but is undesirable. Smaller domains
are more reliable and faster




won't allow personalisation on messaging, as all devices will receive the same message.
(Moumita, 2019)

1.1.4 Port Allocation

The port numbers can vary from 0 to 65535, however only port numbers 0 to 1023 are
classified as well-known ports and are kept for specific services. The server process's contact

port is specified by the following list of well-known port numbers.
Some well-known ports are HTTP — port 80, FTP — port 20 and DNS - port 53.

The port is an endpoint to the communication, in computer networking terms. However, in
software terms, the port number is a logical construct that identifies itself with a specific type
of network service. The ports are identified for each protocol and the addresses are a
combination of 16-bit unsigned number, which refer to as the port number. TCP and UDP are

the protocols that most commonly use the port numbers. (bytesofgigabytes, 2020)

TCP.UDP And IP Packet Schematic

B > Port allocation is identified
Sequence nusber, Ack
TCP Source Port - nusmber Aegs et
Scurce Oesticaton check

vop Part - sum Length

2 Byles 2 Dytes

- -

4 Byes 4 Byt
3 VersoninfoTTL myoiseol | Soumselp | Derumeten

[ 1

Protozol determines Type
TCP«d Secimal
UOPSTT decinal

Figure 5 - Port Allocation
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1.2 Routing

1.2.1 Network Address Configuration
The network was set up with 3 routers, 3 network switches and 3 PC’s. Each router can be
seen to be connected via serial links and the PCs are connected to the routers via the network

switches using the Local Area Network (LAN).

The IP addresses for the network can be seen in the figure below, showing the 3 different

network classes (A, B and C).

10.0.00-classA

11.0.0.0 - class B
FE ® Se0/0 5e00 @ Se0/ Se0/0
e iy

Lo e zpon

4 Rogter1 Roy Fa0/0
Fao/1 el

Py Fa0/1 Fa0/1

192.168.7.0-class C 57.0.0.0-classA 170.7.0.0 - class B

Switfh DT Sw‘lr“ LA
Swil Fali Swil Fa1/1

Fa0

T Fa0
J

yp—rj

PC-PT A,

PCO PC-PT
PC1

Figure 6 - Network Setup Element 1
The IP addresses for the network can be seen below, showing the network addresses,
gateway addresses and the device addresses. All 3 classes of IP addressing have been used,

as can be seen.
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Class C:
192.168.7.0 — Network Address
192.168.7.254 — Gateway Address

192.168.7.1 - Initial Device Address

Class B:
170.7.0.0 — Network Address
170.7.254 — Gateway Address

170.7.0.1 — Initial Device Address

Class A:
57.0.0.0 — Network Address
57.0.0.254 — Gateway Address

57.0.0.1 — Initial Device Address

Figure 7 - Element 1 IP addresses

Serial Addresses:

10.0.0.0 — Network Address

10.0.0.1 — Serial0/0 Router 0

11.0.0.1 — Serial 0/1 Router 1

Serial Addresses:

11.0.0.0 — Network Address

10.0.0.2 — Serial0/0 Router 1

11.0.0.2 — Serial 0/0 Router 2

Address scheme is correct and can be used in the
implementation
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1.2.2 Static Routing

The images below show the static routing for all 3 routers.

»
N

Physical Conﬁg cu

GLOBAL
Settings
Algorithm Settings
ROUTING
Static
RIP
INTERFACE
FastEthernet0/0
Serial0/0
Serial0/1

Attributes

Static Routes
Network )

Mask _
Next Hop

Network Address

57.0.0.0/8 via 10.0.0.2

170.7.0.016via 10.0.0.2

Figure 8 - Static Routing Router 0

W

A Y

Physical Config CLl  Attributes

GLOBAL
Settings
Algorithm Settings
ROUTING
Static
RIP
INTERFACE
FastEthernet0/0
Serial0/0
Serial0/1

Static Routes
Network

Mask
Next Hop

Network Address

192.168.7.0/24 via 10.0.0.1

170.7.0.0/16 via 11.0.0.2

Figure 9 - Static Routing Router 1
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? [

Physical _Config  CLI  Attributes

GLOBAL
Settings
Algorithm Settings
ROUTING
Static
RIP
INTERFACE
FastEthernet0/0
Serial0/0
Serial0/1

Figure 10 - Static Routing Router 2

Network

Static Routes

Mask
Next Hop

Network Address

57.0.0.0/8 via 11.0.0.1

192.168.7.0/24 via 11.0.0.1

Add

Remove

Static routing is
configured

Testing was carried out for the static routing by sending messages from each PC to each

other. This tested that the routing was set up correctly in the routers to allow communication

between the PCs. This can be seen below.

Fire  Last Status

Successful
Successful
Successful
Successful
Successful
Successful

Figure 11 - Static Routing Testing

Source Destination

PCO
PC1
PC1
PC2
PCO
PC2

PC1
PCO
PC2
PC1
PC2
PCO
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Type Color

ICMP
ICMP m
ICMP

ICMP
ICMP W
ICMP

Static routing protocol
test evidence proves
network credibility




1.2.3 RIP Routing

The images below show the IP configuration and routing for each router.

#® Router O

Physical Config CLI  Attributes

108 Command Line Interface

Router>enable

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #

Router (config) #no ip route 57.0.0.0 255.0.0.0 10.0.0.2
Router (config) #no ip route 170.7.0.0 255.255.0.0 10.0.0.2
Router (config) #

Router (config) #router rip

Router (config-router) #°2

Router#

%5¥S5-5-CONFIG_I: Configured from console by console

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #router rip

Router (config-router) #ver 2

Router (config-router)#net 192.168.7.0

Router (config-router) #net 57.0.0.0

Router (config-router) #net 10.0.0.0

Router (config-router) #

Figure 12 - RIP routing and IP config Router 0

[ a

A

Physical Config CLlI  Aftributes

108 Command Line Interface
ROUCEL (CONIIGI NG 1P IOULE I9Z2.160.7.0 255.253- SO IV.U.U.T
Router (config) #no ip route 170.7.0.0 255.255.0.0 11.0.0.2
Router (config) #
Router (config) frouter rip
Router (config-router) #
Router (config-router) #end
Routerfconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #
Router (config) #
%SYS-5-CONFIG_I: Configured from conscle by console

Router (config) #net 57.0.0.0
~
% Invalid input detected at '*' marker.

Router (config) #conf t

%Invalid hex wvalue

Router (config) #router rip

Router (config-router) $ver 2

Router (config-router)#net 57.0.0.0
Router (config-router)#net 10.0.0.0
Router (config-router) #net 170.7.0.0
Router (config-router)#net 11.0.0.0
Router (config-router)#net 192.168.7.0
Router (config-router) #

Figure 13 - RIP routing and IP config Router 1
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L 4
~

Physical Config CLI Afributes

10S Command Line Interface

Router>conf t
&
% Invalid input detected at '*' marker.
Router>router rip
a
% Invalid input detected at '"' marker.

Router>en
Router#conf t

Enter configuration commands, one per line.

Router (config) #router rip

Router (config-router) #ver 2

Router (config-router) #net 170.7.0.0
Router (config-router)#net 11.0.0.0
Router (config-router) #net 57.0.0.0
Router (config-router) #

End with CNTL/Z.

Figure 14 - RIP Routing and IP config Router 2

Dynamic routing is configured fir the
addresses in the schematic

The routing tables for each router can be seen below. The ‘R’ type shows the RIP routing

configuration, and the IP addresses used for their next hops.

Type Network Port H'i:TP Metric
Cc 10.0.0.0/8 Serial0/0 - 0/0
R 11.0.0.0/8 Serial0/0 10.0.0.2 1201
R 57.0.0.0/8 Serial0/0 10.0.0.2 1201
R 170.7.0.0116  Serial0/0 10.0.0.2 120/2
Cc 192.168.7.0/24 FastEthemnet0/0 --- 0/0

Figure 15 - Router 0 RIP Routing Table

17




Type  Network Port H';E"I‘P Metric
C 100008  Serial0/0 — oo
C 110008  Serial0/t — oo
C 570008  FastEthemeto0 — 010
R 1707.0016 Serial0/t 11002 1201
R 1921687.0/24 Serial0/0 10.00.1 1201

Figure 16 - Router 1 RIP Routing Table

Type  Network Port H':g"ltp Metric
R 10.0.0.0/8 Serial0/0 11.0.0.1 1201
C 11.0.0.0/8 Serial0/0 0/0
Reports show the connected addresses and routed
R 57.0.0.0/8 Serial0/0 11.0.0.1 12011
C 170.7.0.016 FastEthermet0/0 — 0/0
R 192.168.7.0/24 Serial0/0 11.0.0.1 120/2

Figure 17 - Router 2 RIP Routing Table

The following images show the RIP configuration for each router, which shows their IP route.

Router>en
Router#show ip route

Codes: C - connected, & - static, I - IGRP, R - RIP, M -
mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF

inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA
external type 2

El - OSPF external type 1, E2 - OSPF external type 2,

E - EGP

i - Is-Is, L1 - IS-IS level-l, L2 - IS-IS level-2, ia
- IS-IS inter area

* - candidate default, U - per-user static route, o -
ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 connected, Serial0/0

11.0.0.0/8 [120/1] via 10.0.0.2, 00:00:08, Seriald/0
§7.0.0.0/8 [120/1) wvia 10.0.0.2, 00:00:08, Serial0/0
170.7.0.0/16 [120/2] wvia 10.0.0.2, 00:00:08, Serial0/0
192.168.7.0/24 is directly connected, FastEthernet0/0

is directly

nmom=o0

Figure 18 - Router 0 RIP Config IP Route
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Router>en
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M -
mobile, B - BGP

D - EIGRP, EX - EIGRP external, O — OSPF, IA - OSPF
inter area

N1l - OSPF NSSA external type 1, N2 - OSPF NSSA
external type 2

El - OSPF external type 1, E2Z - OSPF external type 2,
E - EGP

i - 1Is-1Is, L1 - IS-IS level-1l, L2 - IS-IS5 level-2, ia
- IS-IS inter area

* - candidate default, U - per-user static route, o -
ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, Serial0/0

11.0.0.0/8 is directly connected, Serial(/1

57.0.0.0/8 is directly connected, FastEthernet0/0
170.7.0.0/16 ([120/1) via 11.0.0.2, 00:00:04, Seriall/1
192.168.7.0/24 [120/1] wia 10.0.0.1, 00:00:03, Serial0/O

mEmOOQ

Figure 19 - Router 1 RIP Config IP Route

Router>en
Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M -
mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF
inter area

Nl - OSPF NSSA external type 1, N2 - OSPF NSSA
external type 2

El - OSPF external type 1, E2 - OSPF external type 2,
E - EGP

i - Is-I8, L1 - IS-IS level-1, L2 - IS-IS level-2, ia
= IS-IS inter area

* - candidate default, U - per-user static route, o -
ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 [120/1] via 11.0.0.1, 00:00:18, Serial0/0
11.0.0.0/8 is directly connected, Serial(/0

57.0.0.0/8 [120/1)] wia 11.0.0.1, 00:00:18, Serial0/0
170.7.0.0/16 is directly connected, FastEthernet0/0
192.168.7.0/24 [120/2] wia 11.0.0.1, 00:00:18, Serial0/O0

waowaow

Figure 20 - Router 2 RIP Config IP Route
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Testing was carried out to check that the RIP routing was configured correctly, allowing

communication between the PCs on the different routers. The table below shows that it was

working correctly, by proving the ping commands between the PCs were successfully

communicating.

Fire  Last Status
Successful
Successful
Successful
Successful
Successful
Successful

Figure 21 - RIP Routing Test Table

Source Destination

PCO
PC1
PC1
PC2
PCO
PC2
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PC1
PCO
PC2
PC1
PC2
PCO

Type Color
ICMP ‘
ICMP

ICMP

ICMP
ICMP m
ICMP

RIP routing test evidence supports network
functionality




1.2.4 Dynamic Routing
The 3 routers were then configured for dynamic routing using DHCP. Router 0 was configured
to be the control router, and routers 1 & 2 were configured without helper addresses for

dynamic addressing with DHCP.

The Command Line Interface (CLI) for Router 0 can be seen below.

Router (config) §ip dhcp pool netl

Router (dhcp—config) $net 152.16€8.7.0 255.25
Router (dhep-config) $¢default-router 152 _1€8.7.
Router (dhcp-config) $dns—-server 192_1€8.7
Router (dhcp-config) #exit

Router (config)$

Router (config) $ip dhcp pool net2

Router (dhcp-config) #net 100.0.0.0 255.0.0.0 DHCP is configured
Router (dhcp—config)$énet 57.0.0.0 255.0.0.0

Router (dhcp-config) $§default-router 57.0.0.254

Router (dhcp-config) $§dns—-server 57.0.0.254

Router (dhcp-config) $exit

Router (config)$

Router (config) g8ip dhcp pool net3

Router (dhep—config) ¢net 170.7.0.0 255.255.0.0

Router (dhcp-config) $default-router 170.7.0.254

Router (dhcp-config) #dns-sexrver 170.7.0.254

Router (dhcp-config) $exit

Router (confiqg) $

Figure 22 - Router 0 CLI for DHCP

Before the helper addresses were configured to routers 1 & 2, the DHCP IP address
configuration should be successful for PCO, and it should have failed for PC1 and PC2. This
is proven in the images below.

e

Physical Config Desk‘toE Programming  Aftributes

IP Configuration

Interface FastEthernet0 bt
IP Configuration
© DHcP () static DHCP request successful.
IPv4 Address 192.168.7.11

Subnet Mask
Default Gateway 11

DNS Server

Figure 23 - PCO pre-helper address
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Physical Config Desktop Programming Attributes

Interface FastEthernet0
IP Configuration

© DHeP () static DHCP failed. APIPA is being used.
IPv4 Address 169.254.13.171

Subnet Mask 255.255.0.0
Default Gateway 0000

DNS Server 0.0.0.0

Figure 24 - PC1 pre-helper address

v Test prior to helper addresses
Physical Config _Deskiop  Programming  Aftibutes configurations indicate the failure
IP Configuration
Interface FastEthernet0 e5

IP Configuration

O oHcP () static DHCP failed. APIPA s being used

IPv4 Address 169.254.233 226

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

Figure 25 - PC2 pre-helper address

A default address was set for PC1 and PC2 as the router needs a helper address to
communicate across the network.

The helper address was then added to the routers, as seen below.

Router>en

Routerfconf t

Enter configuration commands, one per line.
Router (config) #int £0/0

Router (config-if) #ip helper-address 10.0.0.1
Router (config-if) #

Router (config-if) #exit

Router (config) #

End with CNTL/Z.

Figure 26 - DHCP Router 1 Helper Address
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Router>
Router>en
Router#conf t

Router (config) #int £0/0

Router (config-if) #ip helper-address 10.0.0.1
Router (config-if) #

Router (config-if) #exit

Router (confiq) #

Figure 27 - DHCP Router 2 Helper Address

Enter configuration commands, one per line. End with CNTL/Z.

Helper addresses are configured

Once these helper addresses were added, PC 1 & 2 were now able to have dynamic

addressing.

o DHCP (} Static DHCP request successful.
IPv4 Address 57001

Subnet Mask P ).0.0

Default Gateway 57.0.0.254

DNS Server 57.0.0.254

Figure 28 - PC1 Post-Helper Addressing
[

LS

Physical Config DeskroE Programming  Aftributes

P Configuration

Interface FastEthernet0 v
IP Configuration
© DHCP () static DHCP request successful.
IPv4 Address 170.7.0.11
Subnet Mask 255.255.0.0
Default Gateway 170.7.0.254
DNS Server 170.7.0.254

Figure 29 - PC 2 Post-Helper Addressing

The test proves the helper
addresses solve the problem.

The exclusion configuration is missing
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The following images show the running configuration of each router after the helper addresses
and the IP DHCP excluded addresses were added.

Routergshow run
Building configuration...

Current configuration : 1ll€€ bytes

i

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

i

hostname Router
I

ip dhcp excluded-address 152.1€68.7.0

ip dhcp excluded-address 192.1€68.7.1 192.1¢8.7.10

ip dhcp excluded-address 170.7.0.1 170.7.0.10 Exclusion addresses are set here but this is missing in
ip dhcp excluded-address 192.1€8.7.10

P Y A T o NN the cor7f1g section. The DHCP should be tested with
| and without exclusion addresses
ip dhep pool netl

network 192.168.7.0 255.255.255.0

default-router 152.1€8.7.254

dns-server 152.1€8.7.254

ip dhcp pool net2

network 57.0.0.0 255.0.0.0

default-router 57.0.0.254

dns-server 57.0.0.254

ip dhcp pool net3

network 170.7.0.0 255.255.0.0

default-router 170.7.0.254

dns-server 170.7.0.254

Figure 30 - Router0 running configuration
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interface FastEthernet0/0
ip address 152.1€8.7.254 255.255.255.0
duplex auto
speed auto
)
interface Seriald/0
ip address 10.0.0.1 2585.0.0.0
clock rate €4000
!
interface Seriald/l
no ip address
clock rate 2000000
shutdown
)
router rip
version 2
network 10.0.0.0
network 57.0.0.0
network 152.1€8.7.0

ip classless
!
ip flow-export version 9

line con 0

'

line aux 0

]

line vey 0 4
login

!

]

1

end

Figure 31 - Router0 running configuration

Routergshow run
Building configuration. ..

Current configuration : €89 bytes
1

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

hostname Router

no ip cef
no ipve cef

Figure 32 - Router 1 running configuration
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interface FastEthernetd/0
ip address 57.0.0.254 255.0.0.0
ip helper-address 10.0.0.1
duplex auto
speed auto
1
interface Seriald/0
ip address 10.0.0.2 2585.0.0.0
1
interface Seriald/l
ip address 11.0.0.1 255.0.0.0
clock rate €4000
1
router rip
version 2
nectwork 10.0.0.0
network 11.0.0.0
network 57.0.0.0
network 170.7.0.0
network 152.1€8.7.0
1
ip classless
1

ip flow-export version S

line con 0
1

line aux 0

]

line vty 0 4
login

H

1

1

end

Figure 33 - Router 1 running configuration
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Routergshow run
Building configuration...

Current configuration : 884 bytes

1
version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec

no service password-encryption
1

hostname Router

!

!

ip dhcp pool netl

network 192.168.7.0 255.255.255.0

default-router 152_1€8.7.254
dns-server 152.1€8.7.254
ip dhcp pool net2

network 57.0.0.0 255.0.0.0
default-router 57.0.0.254
dns-server 57.0.0.254

1

1

i

no ip cef

no ipve cef

Figure 34 - Router 2 running configuration

interface FastEtheznet0/0

ip addzess 170.7.0.254 255.255.0.0
ip helper-address 10.10.10.1
ip helper-address 10.0.0.1
duplex auto

speed auto

1
interface Seriald/0

ip addzess 11.0.0.2 255.0.0.0
'

interface Serialld/1l

no ip address

clock rate 2000000

shutdown

1

router rip

vezsion 2

network 11.0.0.0

network §7.0.0.0

network 170.7.0.0

ip classless
'
ip flow-export version &

line con 0
1

line aux 0

!

line vey 0 4
login

]

'

'

end

Figure 35 - Router 2 running configuration
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1.3 Evaluation

The different methods of routing and IP address classes was explored in this element. This
explored the simple routing method, which was static routing, and it ended with DHCP routing,
which was the most complex to implement initially, however it was then far easier to use when
adding devices as the IP address was being assigned to them automatically. It also allowed
for excluding certain addresses if it was desired.

Evaluation is only brief
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2. Element 2

2.1 Introduction

This element is based on the knowledge gained from the research and the tasks carried out
in element 1. This element is based on classless inter-domain routing, which is commonly
known as CIDR. CIDR/27, CIDR/28, and CIDR/30 subnetting will be used in the following
tasks. To connect all networks together as an individual broadcast domain, the Virtual Local
Area Networks (VLANs) will be implemented. To prevent certain devices communicating with

other networks, an Access Control List (ACL) will be written. Intro shows the understanding of the brief

2.2 Design Requirements
This system contains 3 routers (Rome, London, and Paris) connected in a friangular topology,
with each router having an individual network switch and 2 PCs connected to the switch. There

are 3 Local Area Networks in this system.

2.2.1 CIDR/28 Design Requirements
The image below shows the network topology for the CIDR subnetting for all tasks carried out

in this element.

Met 192 168.7.80
Seld

Met 192 168.7.% Fa0r1 245 T ] ¥ 00 F_nn.g {4 MNet 192 168.7 48 5
A > Se0t Bu g,
Fan / Fa0iz g e \ 192108743
| 80
e Fa0
182168732 = Net 192,166,796
o4 PC-PT 56010 A =
80 PGD L PC-PT PCRT
[ Rk ey PCS5
Fa0i h"’f‘
- Net 192.168.7.16
Falil 250 ., -
g/ Fal2y 182186716 Network diagram indicates the
J B4
PCFT PCPT 9% ) )
P2 R address configuration

Figure 36 — CIDR Subnetting Network Topology
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The tables below show the addressing scheme used for the CIDR/28 subnetting for the LANs

on this system.

Subnet mask is identified

CIDR/28 — London — Network 3 — LAN Address 16

Subnet mask 1 i1|j0f0o|0]0O 255.255.255.240 /28
0|0 ojojofo]|o0O Not used
Net Address 16 0|0 1|o0|jofjo|1 Lowest host address 17 192.168.7.17
Net Address 16 0|0 i({ojoj1]0 Next host address 18 192.168.7.18
Default gateway 0|0 1|1|1|1| 0| Fastethernet0/0 address 30 192.168.7.30
0|0 1(1]1]1]1 Broadcast 31

Table 1 - CIDR/28 London LAN Addressing

Correct address config

CIDR/28 - Rome — Network 1 - LAN Address 32

Subnet mask 1 1 1|/0|0 |0 |0 | 255255.255.240 /28
0 0 0|0|0 |0 |0 | Notused
Net Address 32 0 0 0|0 |0 |0 | 1] Lowesthostaddress33 192.168.7.33
Net Address 32 0 0 0|0 |0 (1[0 | Nexthostaddress34 192.168.7.34
Default gateway 0 0 01|11 |0 | FastEthernet0/0 address46 | 192.168.7.46
0 0 0 (1|1 |1]1] Broadcast47

Table 2 - CIDR/28 Rome LAN Addressing

Table is correct for net address 32

CIDR/28 — Paris — Network 2 — LAN Address 48

Subnet mask 1 1 1|0|0|0 (0| 255.255.255.240 /28
0 0 0|0 |0 |0 | O | Notused
Net Address 48 [ 1 {0 (0|0 |1]| Lowesthostaddress49 192.168.7.49
Net Address 48 [ 1 ({0 (0|10 | Nexthostaddress50 192.168.7.50
Default gateway 0 0 1 (11|10 | FastEthernet(/0address62 | 192.168.7.62
0 0 111111 | Broadcast63

Table 3 - CIDR/28 Paris LAN Addressing
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The tables below show the addressing scheme used for the CIDR/28 subnetting for the WANs
on this system.

London — Rome Network &6 Network address 64

London Router 0 1|0]|0]|1]|1]|0]| 1| Serial0/0 address 77 192.168.7.77

Rome Router 0 1|/0(0|1]|1|1]0 | Serial0/1address78 192.168.7.78

Correct for address 64
Table 4 - CIDR/28 London - Rome WAN Addressing

Rome — Paris Network 4-Network address 80

Paris Router 0 1101|110 1| Serial 0/0address 93 192.168.7.93

Rome Router 0 1011 ]|1]|1]0 | Serial0/0address 94 192.168.7.94

rr r r
Table 5 - CIDR/28 Rome - Paris WAN Addressing Correct for address 80

Paris —London Network 5 Network address 96

Paris Router 1] 1/1]0]|1]|1]|0]| 1| serial0/1address109 192.168.7.109

London Router 0 1|1(0]|1|1]|1]0 | Serial0/1address110 152.168.7.110

Table 6 - CIDR/28 Paris - London WAN Addressing Correct for address 96

Tables are correct and follow a logical design
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2.2.2 Implementation of CIDR/28 RIP

Below, the images of the routing tables and RIP Routing configuration for each router using
CIDR/28 can be seen.

Rome (config) #router rip

Rome (config-router) #ver 2

Rome (config-router) #net 192.168.7.32
Rome (config-router) #net 192.168.7.64
Rome (config-router) #net 192.168.7.80
Rome (config-router) #exit

Figure 37 - Rome RIP Configuration Element 2

Type Network Port HI:IJEXItP Metric
R 192.168.7.16/28 Serial0/1 192.168.7.77 1201
c 192.168.7.32/28 FastEthernet0/0 — 0/0
R 192.168.7.48/28 Serial0/0 192.168.7.93 12011
Cc 192.168.7.64/28 Serial0/1 - 0/0
Cc 192.168.7.80/28 Serial0/0 - 0/0
R 192.168.7.96/28 Serial0/0 192.168.7.93 1201
R 192.168.7.96/28 Serial0/1 192.168.7.77 1201

Figure 38 - Rome Routing Table CIDR/28

Paris (config) #router rip

Paris (config-router) #ver 2

Paris (config-router) #net 192.168.7.48
Paris (config-router) #net 192.168.7.96
Paris(config-router)#net 192.168.7.80
Paris(config-router) #exit
Paris(config) #

Paris(config) #end

Figure 39 - Paris RIP Configuration Element 2
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Next

Type Network Port Hop IP Metric
R 192.168.7.16/28 Serial0/1 192.168.7.110 12011
R 192.168.7.32/28 Serial0/0 192.168.7.94 12011
Cc 192.168.7.48/28 FastEthernet0/0 — 0/0
R 192.168.7.64/28 Serial0/0 192.168.7.94 12011
R 192.168.7.64/28 Serial0/1 192.168.7.110 12011
Cc 192.168.7.80/28 Serial0/0 — 0/0
Cc 192.168.7.96/28 Serial0/1 — 0/0

Figure 40 - Paris Routing Table CIDR/28

London (config) #router rip

London (config-router) #ver 2

London (config-router) #net 192.168.7.16
London (config-router) #net 192.168.7.64
London (config-router) #net 192.168.7.96
London (config-router) fexit

London (config) #

London (config) #end

Figure 41 - London RIP Configuration Element 2

Type  Network Port H’:ﬁfp Metric
G 192.168.7.16/28 FastEthemet0/0 — 0/0
R 192.168.7.32128 Serial0/0 192168.7.78 120/
R 192.168.7.48/28 Serialo/1 192.168.7.100 120/1
C  192.168.7.64/28 Serial0/0 - 0/0
R 192.168.7.80/28 Serialo/t 192.168.7.109 120/1
R 192.168.7.80/28 Serial0/0 192168.7.78 120/1
C  192.168.7.96/28 Serial0/ = 0/0

Figure 42 - London Routing Table CIDR/28
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The routing tables prove that they have been configured correctly for the CIDR/28 as each
network address ends in /28. This proves that the router identified that CIDR/28 was in use
due to the subnet used.

The table below proves that the RIP configuration was correct as all PCs on the different
networks were able to communicate successfully with each other using the messaging tool on
Cisco Packet Tracer. This is a simulation of what a ‘ping' command would do on a PC.

PDU List Window

Fire  Last Status Source Destination Type Color Time(se¢ Periodic Num Edit

@ Successful PCO PC2 ICMP m 0.000 N 0 (edit)
@ Successful PC3 PCO ICMP m 0.000 N 1 (edit)
@ Successful PC3 PC4 ICMP m 0.000 N 2 (edit)
@ Successful PC5 PC2 ICMP m 0.000 N 3 (edit)
@ Successful PC1 PC4 ICMP 0.000 N 4 (edit)
@ Successful  PC5 PCO ICMP m 0.000 N 5  (edit)
Figure 43 - CIDR/28 Testing RIP Routing Tests prove the configuration

The ‘show run’ command for each router was used, and the results can be seen in Appendix
2.1.
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2.2.4 CIDR/27 and CIDR/30 Networking

CIDR/27 is used for the LANs on the system, and CIDR/30 is used for the Wide Area Network

(WAN). The addresses used can be seen in the tables below.

Subnet mask is identified

CIDR/27 — Networks 1, 2 and 3
Subnet mask 1{1(1|0|0|0O(0O|0| 255.255.255.224
0]0(0|0|0|0)|0O| 0| Notused

Net Address 32 0]0|1|0|0]0]|0]| 1| LowestHost Address33 Rome 1 192.168.7.33
Net Address 32 0|0(1|0|0|0]1|0| NextHostAddress34 Rome2 192.168.7.34
Net Address 32 0|0|1|1]1]1]1]0 | HighestRouter Address 62 Rome Router 192.168.7.62
Net Address 64 0]1|0|0|0]0]|0] 1| LowestHost Address 65 London 1 152.168.7.65
Net Address 64 0]1(0|0|0]|0]1|0| NextHostAddress66 London 2 192.168.7.66
Net Address 64 0]1(0)1]1]|1]1]|0 | HighestRouter Address 94 London Router 152.168.7.94
Net Address 96 0{1|1(0]|0]|0|0]1| LowestHostAddress97 Paris 1 192.168.7.97
Net Address 96 0]1|1|0|0]|0]|1]|0 | NextHostAddress 98 Paris 2 192.168.7.98
Net Address 96 0]1(1)1|1|1)1]|0 | HighestRouter Address 126 Paris Router 192.168.7.126

Correct table of addresses for /27

Table 7 - CIDR/2T7 Addressing

CIDR/30 is used for WANs as there are several networks used, but less devices, which suits

the CIDR/30 better than the CIDR/27.

CIDR/30 — Networks 4, 5 and 6.

Subnet mask 1{1]1(1|1|1]|0(0] 255255.255.252

0|0(0|0|0|0]|O|0O(MNotused

Net Address 4 0j0f{0|0|0|1]|0|1]| Lowestinterface Address S Rome serial 0/0 192.168.7.5

Net Address 4 0j0|0|0O|0|1]1]|0 | Highestinterface Address 6 Paris serial 0/0 192.168.7.6

Net Address 8 0{0|(0|0[1]|0]0]| 1| Lowestinterface Address 8 Rome serial 0/1 192.168.7.9

Net Address 8 0|0[{0|0|1|0]1|0 [ Highestinterface Address 10 London serial 0/0 152.168.7.10

Net Address 12 0({ojO|(0]1[1]|0/1]Lowestinterface Address 13 London serial 0/1 192.168.7.13

Net Address 12 0{0j0|0[1|1]1]|0 | Highestinterface Address 14 Paris serial 0/1 192.168.7.14
Table 8 - CIDR/30 Addressing Table is correct for /30

35




2.2.5 Implementation of CIDR/27 and CIDR/30 RIP

The RIP routing configuration was the same for this task as was used for the CIDR/28,

however the CIDR class changes were detected automatically from the subnet mask used.

The Routing Tables for each router prove that this is correct.

Type  Network Port HNOETP Metric
C  1921687.4/30 Serial0/0 0/0

C  192168.7.8/30 SerialoA 0/0

R 192.1687.12/30 Serial0/0 19216876 12001
R 192.168.7.12130 Serial0/1 192.168.7.10 120/1
C  192.168.7.32127 FastEthernet0/0 — 00

R 192.168.7.64127 Serial0/1 192.168.7.10 120/1
R 192.168.7.96/27 Serial0/0 19216876 120/1

Figure 44 - Rome Routing Table CIDR/27 and CIDR/30

Type  Network Port H':ETP Metric
C  1921687.4/30 Serial0/0 010
R 1921687.8/30 Serial00 192.168.75 120/1
R 192168.7.8/30 Serial0/ 192.168.7.13 120/1
C  192.1687.12/30 Serial0/1 010
R 192.1687.32127 Serial0/0 192.168.75 120/1
R 192.1687.64/27 Serial0/1 192.168.7.13 120/1
C 192168796127 FastEthemet0/0 — 010

Figure 45 - Paris Routing Table CIDR/27 and CIDR/30
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Type Network

R

R

Port

192.168.7.4/30 Serial0/0

192.168.7.4/30 Serial0/

192.168.7.8/30 Serial0/0

192.168.7.12/30 Serial0/1

192.168.7.32/27 Serial0/0

Next

Hop IP Metric

192.168.79 1201

192 168.7.14 12011
0/0
0/0

192.168.79 1201

192.168.7.64/27 FastEthernet0/0 - 0/0

192.168.7.96/27 Serial0/1

192.168.7.14 1201

Figure 46 - London Routing Table CIDR/27 and CIDR/30

The testing table below shows that the communication between devices on each LAN was

successful.

Tables are correct for /27 and /30

Fire  Last Status

Successful
Successful
Successful
Successful
Successful
Successful

Source Destination  Type Color

PCO
PCO
PC5
PC2
PC4
PC5

PC2 ICMP m
PC4 ICMP m
PC3 ICMP m
PC4 ICMP

PC1 ICMP =
PC2 ICMP

Figure 47 - CIDR/27 and CIDR/30 Testing
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Time(se¢ Periodic Num

0.000
0.000
0.000
0.000
0.000
0.000

Tests prove the /27 and /30 configurations

N

=
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2.3 Design Requirements for VLAN

2.3.1 VLAN for CIDR/27 sub network

Virtual Local Area Networks (VLANSs) are used for the transmitting and receiving of data
packets across devices connected to the LAN. A VLAN is several networks that communicate
with each other, just like in a LAN, but the VLAN is in one or several different segments of a
LAN. It is a form of separating certain areas of a network but keeping them on the same LAN.
They are separated using a router or a switch, where all devices on that LAN can receive
information from each device, but none outside of the VLAN. It is used to prevent needless

traffic on the network. The switch is the main component for VLAN. The
router is only for trunk protocol config

The switch configuration can be seen below.

London#show vlan

VLAN Name Status Ports
1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8

Fa0/9, Fa0/10, Fa0/11, Fa0/12

Fa0/13, Fa0/14, Fa0/15, Fa0/16

Fa0/17, Fa0/18, Fa0/19, Fa0/20

Fa0/21, Fa0/22, Fa0/23, Fa0/24

2 vlan2 active Report shows VLANSs active but not configured
3 vlan3 active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Trans1 Trans2

1 enet 100001 1500 - - - - - 00

2 enet 100002 1500 - - - - - 00

3 enet 100003 1500 - - - - - 00
1002 fddi 101002 1500 - - - - - 00
1003 tr 101003 1500 - - - - - 00

1004 fdnet 101004 1500 - - - ieee -0 0
1005 trnet 101005 1500 - - - ibm - 0 0

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Trans1 Trans2

Remote SPAN VLANs

Primary Secondary Type Ports

Figure 48 - London Switch VLAN Config
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London#conf't

Enter configuration commands, one per line. End with CNTL/Z.
London(config)#int f0/2

London(config-if)#switchport mode access
London(config-if}#switchport access vlan 2
London(config-if}=exit

London(config)#mt f0/3 VLANSs configured and ports assigned
London(config-1f)#switchport mode access
London(config-if)#switchport access vlan 3
London(config-if)#exit

London(config)#"Z

London#

%SYS-5-CONFIG I: Configured from console by console

London#show vlan

VLAN Name Status Ports

1 default active Fa0/1, Fa0/4, Fa0/5, Fa0/6

Fa0/7, Fa0'8, Fa0/9, Fa0/10

Fa0/11, Fa0/12, Fa0/13, Fa0/14

Fa0/15, Fa0/16, Fa0/17, Fa0/18

Fa0/19, Fa0/20, Fa0/21, Fa0/22

Fa0/23, Fa024

2 vlan2 active Fa0/2 Ports assigned
3 vlan3 active Fa0/3

1002 fddi-default active

1003 token-ring-default active
1004 fddinet-default active

1005 tmet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Trans1 Trans2

1 enet 100001 1500 - - - - - 00
2 enet 100002 1500 - - - - - 00
3 enet 100003 1500 --- - - 00

1002 £4di 101002 1500 - - - - - 00
1003 tr 101003 1500 - - - - - 00

1004 £dnet 101004 1500 - - - jeee - 0 0
1005 tmet 101005 1500 - - - ibm - 0 0

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Trans1 Trans2

Remote SPAN VLANs

Primary Secondary Type Ports

Figure 49 - London Switch VLAN Config (1)
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London#show interface trunk
Port Mode Encapsulation Status Native vian
Fa0/24 on 802.1q trunking 1

Port Vlans allowed on trunk
Fa0/24 1-1005

Port Vlans allowed and active in management domain
Fa024123

Port Vlans in spanning tree forwarding state and not pruned
Fa0/24 none

Figure 50 - London Switch VLAN Config (2)

The London router was then configured for VLAN. This is shown below.

London>en

London#conf't

Enter configuration commands, one per line. End with CNTL/Z.
London(config)#int f0/0

London(config-if)#no 1p address

London(config-if)#exit

London(config)#nt f0/0.2

London(config-subif)#

%LINK-5-CHANGED: Interface FastEthemet0/0.2, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthemet0/0.2, changed state to
up

London(config-subif)#encapsulation dot1Q 2

London(config-subif)#ip address 192.168.7.94 255.255.255.224
London(config-subif)#no shutdown

London(config-subif)#exit

London(config)#

London(config)#int f0/0.3

London(config-subif)#

%LINK-5-CHANGED: Interface FastEthemet0/0.3, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthemet(/0.3, changed state to
up

London(config-subif)#encapsulation dot1Q 3

London(config-subif)#ip address 192.168.7.158 255.255.255.224

London(config-subify*no shutdown Two gateways are configured with protocol
London(config-subif)#exit

London(config)*"Z

London#

%SYS-5-CONFIG_I: Configured from console by console

London#show ip int brie

Interface IP-Address OK? Method Status Protocol

FastEthemet0/0 unassigned YES manual up up

FastEthenet0/0.2 192.168.7.94 YES manual up up
FastEthernet0/(.3 192.168.7.158 YES manual up up
FastEthernet0/1 unassigned YES unset administratively down down
Senal0/0 192.168.7.10 YES manual up up

Serial0/1 192.168.7.13 YES manual up up

Figure 51 - London Router VLAN Config
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The routing table below shows the VLAN routing setup.

Type Network Port H';f,’?p Metric Trunk config evidence is missing and no
R 192.168.7.4/30  Serial0/0 192.168.79 120/ explanation for the trunk connection

R 192.168.7.4/30  Serial0/1 192.168.7.14 120/1

Cc 192.168.7.8/30  Serial0/0 0/0

c 192.168.7.12/30 Serial0/1 0/0

R 192.168.7.32/27 Serial0/0 192.168.79 120/

c 192.168.7.64/27 FastEthernet0/0.2 — 0/0

R 192.168.7.96/27 Serial0/1 192.168.7.14 120/1

C 192.168.7.128/27 FastEthernet0/0.3 - 0/0

Figure 52 - VLAN Routing Table

To test the VLAN network, messages were sent between PCs on the VLAN. This is proven to

be successful below.

PDU List Window

Fire Last Status Source Destination  Type Color Time(sec Periodic Num

@ Successful  PC2 PC3 ICMP 0.000 N 0
& Successful  PC2 PC4 ICMP B 0.000 N 1
@ Successful  PC2 PC1 ICMP m 0.000 N 2
@ Successful  PC3 PC4 ICMP 1 0.000 N 3
@ Successful  PC3 PCO ICMP m 0.000 N 4

Test proves the configuration is working
Figure 53 - VLAN Testing

41




2.4 ACL

An Access Control List (ACL) was set up in the Paris router to prevent receiving signals from
a VLAN network that was configured in one of the previous tasks. In this task, the Paris router
is configured to restrict access from the London devices to the Paris PCs. The CLI
configuration for the Paris router can be seen below, where it is denying access to
192.168.7.129.

Paris>en

Paris#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Paris(config)#¥hostname Paris

Paris(config)#access-list 1 ?

deny Specify packets to reject

permit Specify packets to forward

remark Access list entry comment
Paris(config)#access-list | deny 192.168.7.129 0.0.0.0
Paris(config)#access-list 1 permit any

Paris(config)#

Paris#

%SYS-5-CONFIG _I: Configured from console by console

ACL config is correct

Figure 54 - Paris Router ACL Config

Paris#show run
Building configuration...

Current configuration : 756 bytes
]

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

hostname Paris
1

no ip cef

no ipv6 cef

1

interface FastEthernet0/0

ip address 192.168.7.126 255.255.255.224
duplex auto

speed auto

1

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

1

interface Serial0/0
ip address 102.168.7.6 255.255.255.252
1

interface Serial0/1

ip address 192.168.7.14 255.255.255.252
clock rate 64000
1

router rip

Figure 55 - Paris Router ACL Config (1)
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version 2

network 192.168.7.0
!

ip classless

!

ip flow-export version 9
!

access-list 1 deny host 192.168.7.129

access-list 1 permit any Report confirms configuration
!

line con 0

!

line aux 0

!

line vty 0 4

login

|

end

Paris#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Paris(config)#int £f0/0

Paris(config-if)#ip access-group 1

% Incomplete command.

Paris(config-if)#1p access-group 1?

in inbound packets

out outbound packets

Paris(config-if)#1p access-group 1 out

Paris(config-1f)#

Paris#

%SYS-5-CONFIG _I: Configured from console by console

Figure 56 - Paris Router ACL Config (2)
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Once the ACL was configured on the Paris router, testing was carried out to confirm that the

VLANSs that shouldn’t have access were denied access, and that the rest were allowed access.

The ping command was used to test this, as can be seen below.

Pinging from pc4 to London PC’s

C-\>ping 192.168.7.129
Pinging 192.168.7.129 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.7.129:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss),

C-\>ping 192.168.7.65

Pinging 192.168.7.65 with 32 bytes of data:

Reply from 192.168.7.65: bytes=32 time=7ms TTL=126
Reply from 192.168.7.65: bytes=32 time=1ms TTL=126
Reply from 192.168.7.65: bytes=32 time=17ms TTL=126
Reply from 192.168.7.65: bytes=32 time=10ms TTL=126
Ping statistics for 192.168.7.65:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 17ms, Average = 8ms

Figure 57 - ACL Testing PC4 to London PCs
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Pinging from PC5 to London PC’S

C:\>ping 192.168.7.129
Pinging 192.168.7.129 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.7.129:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss),

C:\>ping 192.168.7.65
Pinging 192.168.7.65 with 32 bytes of data:

Reply from 192.168.7.65: bytes=32 time=13ms TTL=126
Reply from 192.168.7.65: bytes=32 time=7ms TTL=126
Reply from 192.168.7.65: bytes=32 time=1ms TTL=126
Reply from 192.168.7.65: bytes=32 time=1ms TTL=126

Ping statistics for 192.168.7.65:

Packets: Sent =4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 13ms, Average = Sms

Figure 58 - ACL Testing PC5 to London PCs

Pinging from PC5 to Rome PC:

C:\>ping 192.168.7.33
Pinging 192.168.7.33 with 32 bytes of data:

Reply from 192.168.7.33: bytes=32 time=13ms TTL=126
Reply from 192.168.7.33: bytes=32 time=13ms TTL=126
Reply from 192.168.7.33: bytes=32 time=10ms TTL=126
Reply from 192.168.7.33: bytes=32 time=10ms TTL=126

Ping statistics for 192.168.7 33:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 10ms, Maximum = 13ms, Average = 11ms

Figure 59 - ACL Testing PC5 to Rome PCs
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2.5 Evaluation

The understanding and implementation of CIDR, VLAN and ACL networking types have been
proven in this element by building the networks on Cisco and then testing them using the ping
commands to ensure the integrity of the network is correct as per specification.

Limited evaluation
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3. Element 3

The network topology for this element can be seen below. This shows that a cisco router and

a cisco switch was used, as well as the PC for configuring the network, a PC for PLC web

server, and the PLC terminal.

Natwork configuration Terminal

P - 192 168.1.65

Mask - 265 265 265 224

Gateway - 192.168.1.94

VLAN 2 F

Natwork Termnal Fa0/o ==

26200

Siemens PLC Web Senver London Router

WP - 192 168 1.130

Mask - 4
ask - 255 255 2565 22, Cisco 2950 Switch

T 1
Gateway - 192 168.1.158 FO/1 for Trunk Network

VLAN 3 iail)

Semens PLC

- PLC Terrenal
PCPT IP-192.168.1.129
PLC Terminal Mask - 255 255 255 224

Gateway - 192 168 1.158
VLAN 3

Figure 60 - Element 3 Network Topology

3.1 Router and Switch Configuration

The VLAN configuration can be seen below.

Switch>enable

Switch#conf t

Switch(config)#vlan 2
Switch(config-vlan}#name vlan2
Switch(config-vian)#exit
Switch(config)#vlan 3
Switch(config-vlan}#name vlan3
Switch(config-vlan)#exit
Switch(config)#"Z

Switch#show vlan
ST 11111 fveport on vian configd/f{f11111111 11111101
Switch#conf t

Switch(config)#int f0/2
Switch{config-if)#switchport mode access
Switch(config-if)#switchport access vlan 3

Switch(config-ifj#exit

Figure 61 - VLAN Configuration
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Switch(config)#int f0/3
Switch(config-ifj#switchport mode access
Switch(config-if}#switchport access vlan 3

Switch(config-if)#exit

Switch(config)#int fo/4
Switch(config-ifj#switchport mode access
Switch(config-ifj#switchport access vlan 2
Switch(config-if)#exit

Switch(config)#"Z

Switch#

Figure 62 - VLAN Configuration (1)

Switch#fshow vlan

/11111{/[report shows vians with port config///////{/I{1//111//I/

End of VLAN configuration

Figure 63 - VLAN Configuration (2)
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Inter VLAN routing
Switch config:
Switch#conft
Switch(config)#int f0/1
Trunk is set
Switch(config-if)#switchport mode trunk
Switch(config-ifj#"Z
Switch#

Switch#show interface trunk

/1111111111 [report shows trunk config/////1/111111]

J1111111111/1/might have to show this again after router config///////////11/1////

Router config:

Router>enable

Router#conf t
Router(config)#int f0/0
Router(config-if}#no shutdown
Router(config-if)#exit
Router(config)#int f0/0
Router(config-if}#no ip address

Router(config-if)#exit

Router(config)#int f0/0.2
Router(config-subif)#encapsulation dot1Q.2
Router(config-subif)#ip address 192.168.1.94 255.255.255.224

Router(config-subif)#no shutdown

Figure 64 - Inter VLAN Router/Switch Config
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Router(config-subif)#exit

Router(config)#int f0/0.3

Router(config-subif)#encapsulation dot1Q 3
Router(config-subif)#ip address 192.168.1.158 255.255.255.224
Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#rZ

Router#ishow ip interfaces brie
1111111!1{{/report int status for f0/0.2 and f0/0.3///////1////I/

Router#show run

/1111111111111 {running config for router////////{/1/1//]/

Figure 65 - Inter VLAN Router Config

Gateway configured

Once the router and switch were configured, the physical connections between the devices

were tested using the ‘ping’ function in the command prompt. Both images below prove that it

was all correct.

+ Command Prompt

X
sply From 1
y from 1

nd trip time
s, Maximum = 1ims.

IC:\DocumeﬂtS and Settings~Administrator?ping 192.168.7.129

Reply From 192.168.7.129: bhytes=32 time=1ns
Hgglb from 192.168.7.129: bytes=32 time=ims
eply from 192_168.7.129: bytes=32 time=ims
eply from 192.168.7.129: bytes=32 time=ims

i statistics for 192.168.7.129:
1n9Pacﬂe:s= Sent = 4, Received = 4, Lost =

Approximate round trip times in milli-sec
Minimum = ims,. Maximum = 1ims. Average

:\Documents and Settings“Administwrator>

Figure 66 - Ping Testing
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Command Prompt

Ping statistics for 192.168.7.65: )
Packets: Sent = 4, Received > lost = @ (e% loss),

“:\Users\Leila>ping 192.168.7.138

Pinging 192.168.7.130 with 32 bytes of data:
Reply from 192.168.7.130: bytes=32 time=3ms
Reply from 192.168.7.130: bytes=32 time=1ms
Reply from 192.168.7.13@: bytes=32 time<lms
Reply from 192.168.7.130: bytes=32 time<lms TTL=38

ping statistics for 192.168.7.130:

Packets: Sent = 4, Received = 4, Lost = @ (@% loss),
iApproximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 3ms, Average = 1ms

-\Users\Leila>ping 192.168.7.65

Pinging 192.168.7.65 with 32 bytes of data:

Reply from 192.168.7.65: bytes=32 time=2ms TTL=127

Reply from 192.168.7.65: bytes=32 time<lms TTL=127
192.168.7.65: bytes=32 time<ims TTL=127
192.168.7.65: bytes=32 time<lms TTL=127

ping statistics for 192.168.7.65: :
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = 2ms, Average = @ms

:\Users\Leila>

Figure 67 - Ping Testing (1)

3.2 Siemens PLC Web Server Configuration

Tests proves comms across
VLANs

The web server had to be activated for the PLC on TIA Portal. This is shown below.

i > [100%

b S

|

| S properties |’ Info L

%! Diagnostics

General | I0tags | System constants | Texts |
Cycle e
Communication load Web server =

System and clock memory

General
General "
Automatic update [ Activate web server on this module
r T * - r:
User management [T Permit access only with HTTPS
w User-defined pages =
Advanced

Automatic update

User interface languages

Figure 68 - Web Server Activation

The file extensions needed to be added next. The file extensions used were htm, html and js.
Where HTM is an allowable short version of HTML, HTML is Hypertext Markup Language and

js is javascript.
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|| General | 10tags | System constants | Texts

| webserver al W arced
General
= Automaiic update
- User management | Files with dynamic content: | htm_heml;js
TAerCeted pages ! WebDB number: | 333
User interface languages i Fragment DB s@rt number. | 334
Time of day
w Protection & Security
. Access level

@ [o

[<]
T

Figure 69 - PLC File Extensions ) ) ] )
Web server is activated and file extensions

The tags were created for the motor control and monitoring. dec/ared

efault tag table

Name Data type Address
< Motor Speed PWM Word %QW1000
£ | Motor RUN Bool %I10.4
<0 Motor PYWM output Beol %Q1.1

Figure 70 - Motor Tags

Then the tags that would be used for the web server needed to be added in to the webdata
data block.

-

1M 4 Motor_PWM Int

|3 4l = web_ok Int

Figure 71 - Webdata Tags

The motor PWM function block was added in to the ‘main’ block.

~  Network 9:
HDB11
“CTAL_PiANA_ DE*
CTRL_PWWa
EN EnO
265 BUSY —tF3lse
*Locol-Pulze_1" — Pivm STATUS — 1620
Wo.4
"Matar RUN"
F—— F———nanie
¥ Network 10:
MOVE
EN
w000 “webdata®
“Motor Speed 3 QuT] — Motor_Puni
PN — N

Figure 72 - Motor PWM Main

52




WEER contrd vian » PLC_1 [CPU 1212C AC/DC/Aly] * Program blocks + Main [OB1]

Devices

* 1 wEB contrlvian ~ S
& Add new device i = {7 S
g Devices & networks
~ (8 PLC_1 [CPU1212C ACIDCI.
Y Device configuration
% Onfine & diagnostics *  Metwork1:
= [l Program blocks om
| Add new block
& Main[0B1]
+ ' System blocks Wiww
+ [§ Technology objects

* Block title: “Main Program Sweep (Cycle)”

ENO
+ 5 Extemal source files 333 #ok P
- [ PLC tags e e Server block is implemented
%a Showall tags

| Add new tag table
S nefauit tan tahle 1381

Figure 73 - Web Server in the Main Block

The index .html page with the http:// source for the index page was downloaded to the PLC.

Lycie
Communication HTML directory: | \UzerFiles I |
System and clock .. . Default HTML page: | Mator Switch htm I 1
v Vieb server I -
sl =, Application name: |JSON_TEST |
r |

Automatic up... IF: Status:

User manage... f

Generate blocks | Delete blocks ]

» lizardefined

Figure 74 - html index

The webpages are held in the ‘userfiles’ folder.

MName
Js
.| 10Counter.json
L 10result3
 10write
&) led0
| ledl
e Motor Switch

Web files are identified

Figure 75 - userfiles folder

In the images below are the explanations for the files in the above image.

IOwrite.htm:
<l-- AWP_In_Variable Name="'"Motor Speed PWM"' -->:="Motor Speed PWM":

This is the variable that holds the set value of the PWM sent to the motor. This is
called from the ‘Motor Switch.htm’ file using its ID name.

Figure 76 - [Owrite file
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10result3.htm:
:="webdata".Motor_PWM:

This is the variable that stores the PWM value for the motor and is read from the
‘Motor Switch.htm’ file using its ID name .

Figure 77 - [Oresult3 file

10Counter.json;
"Motor Speed PWM" : ":="Motor Speed PWM":",
"Motor PWM" : ":="webdata".Motor PWM:",
"Motor RUN" : ":="Motor RUN":"

This assigns the ID names to the PLC tags which are then called in the main ‘Motor

Switch.htm’ file.
Data tags and ID's are identified

Figure 78 - I0Counter file

All html program code can be seen below.

£IDCCTYPE homl®
Sl<htmllang="en">
ad>

netacharsec="u

<meta T con ; initial-scale=1.0, maximum-scale=1.0">

body {
text-align: center;

#agl |
width:500px; height:350px;
display: inline-block:
margin: lem;
title: "Result 1";

I

e {
display: block:
width: 450px;
margin: Zem auto;
text-align: left:

32 - </style>

Figure 79 - HTML MotorSwitch

54




values between the <body> and </body> tags is dis

1§ inside the <

38 [l<body bgeol 999959">

cycle § valpe—->»

"450px" font size="16" face="calibri®" cellspacing="10">
3 | <th><hZ>Duty Cycle Percent Power:</h2»</th>
| <td><h2><label id="Motor PWM">0</label></h2></td>
| <td><h2>%</h2>¢/td>
I </te>

; cyele b=

using Javascript & postback—>

id="setvar' type="text" style="width: 150px: height: 30px: background-color:white:color:black:"/>
"height: 70px" width="70px"> SET PWM BATE </button»</td>

—IT

ources which are given libraries—
js/jgnery-2.0.2.min. j8"></script>
js/raphael.2.1.0.min.)8"></script>
" js/justgage.1.0.1 . min. js"></sczipt>

Figure 80 - HTML MotorSwitch (1)

&80

61

62 < Give an id to the gl dynamic guage variable contained inside a <div> tag
63 FH<div style="float: center">

64 <table>

65 <er>

66 <td><div id="gl"></div></td>

67 + <ftr>

68 r </table>

69 F</div>

70

71 H<'--Give id to the variables for reading the digital value for the MOTOR RUN state LED.
72 |>The img wariable will hold the red or green LED images—3»

73 Hedivs

74 <table>

75  H<tr>

16 <th><h3>Motor Run State:</h3></th>

71 <td><label id="Motor RUN"></label></td>

18 <td><label id="img9"></label></td>

78 F</tz>

80 r</table>

81 F</div>

83 F</body>

84

85 H<'--End of the <body> tag. Eve . here on are function call which will send data values
86 to all the ID tag names in the -

Figure 81 - HTML MotorSwitch (2)
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<script type="text/javascript">
/fAll ajax and JSON is held in
& (document) . ready (function()

his document.

J/ajax JSON to read the PLC Tag values
§.ajaxSetup({ cache: false }):
setInterval (functian()
=

J_IS. getJSON ("I

. function(result)

} .texc (resulc
) .text (resule[

10
1

nditio

GREEN for 'Motor RUN'

Tag.

Eif{zreanle["

ffchange image to

S4# %'} html ('
}
2 else
=H
i nags image to
LIL Gy . heml(’
11€ }

ms.

//Refresh rate in

//this
//If this
//1f this

ing value is c
is too =

cal for ti
11 the write miss

//END OF THE JSON FUNMCTION CALL

var gl:

[Hvar gl = new JustGags({

Figure 83 - HTML MotorSwitch (4)
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&!-—Initialise the guage dynamic variables. Omly gl, g2 and g3 used. gl and

on file,

g3 are dynamic variables form PLC Tags->




144
145 ///f/ajax cell function for gl dynamic wvariable which is linked to Motor FWM tag in file IOresult3 in PIC directory//////
146 [fcall the ajax function. This can easily be converted to JSON if necessary
1427 $.ajexSetup({ cache: false });
148 gsetlnterval(fr.mctimﬂ {

H§.get("I0resule3. htm®, function(result)

151 gl.refresh (parseint (reault));

154 FH:

156 },1000); //END OF THIS AJAX FUNCTION CALL

160 //modify the counter walue from button. This is the part that writes to the PLC Tag variable i.e.Motor Speed PWH
161 //This is the function that writes the FWM values and sends using the buttomn

62 H S({"button") .click{function()

163 url="I0writ tm® ;

L5 iz 1) Ly The function calls need to be explained

166 sdata=escape (name)+'='+ial:
167 §.post{url,sdata, fupction(result){}) ;
168 document . getElementById(" setvar') .valae="";

175 F<fscript>
176
177 “</heml>

Figure 84 - HTML MotorSwitch (5)

Below are images of the WebServer on the PC which shows the HMI for the PLC, indicating
the percentage of power the motor is running at and an LED to prove the digital output of the
motor being on. The watch tables show the value changing from false to true when the motor
is on/off.

Figure 85 - WebServer HMI Testing
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Figure 86 - WebServer HMI Testing (1)

PE 2 FL L2 TR

A Name Address Displey forme i
| *Moter Speed ... %QW1000

| *Motor RUN" %I0.4 O

I *webdata® Motor... DEC+- 0

Figure 87 - Watch table for motor OFF

i“ u?j.% F.%ﬂ.'“‘

‘Name. | Address  Display format =1
*Motor Speed . @ %QW‘IODO Hex

"Motor RUN"

“webdata®.Motor... DEC+-

Figure 88 - Watch table for motor ON
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3.3 Conclusions and Evaluation

The final element of this portfolio proved how a web server can be used as a HMI to show the
conditions of the equipment that the PLC is running, with a basic HTML program. The benefit
of the web server is that a hard-wired connection doesn’t need to be made from the PLC to
the HMI, if there is an IP Address then the HMI can be viewed, and the plant could potentially
be controlled from a remote place. This is one of the concepts of Industry 4.0. The final task
showed aspects of all the learnings from this course and brought it together at the end.
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Appendix

Appendix 2.1

London>"Z
London>EN
LondonzSHOW RUN
Building configuration...

Current configuration : 699 bytes
)

;'ersion 122

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname London

!

no ip cef

no ipv6 cef

!

interface FastEthernet0/0

ip address 192.168.7.30 255.255.255.240
duplex auto

speed auto

1

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

)

interface Serial0/0

ip address 192.168.7.77 255.255.255.240
)

interface Serial0/1
ip address 192.168.7.110 255.255.255.240

router rip

Figure 89 - London Show Run CIDR/28 (1)

version 2
network 192.168.7.0
network 192.168.30.0

ip classless
ip flow-export version 9
line con 0

line aux 0
line yty 0 4
login

end

Figure 90 - London Show Run CIDR/28 (2)
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Paris>"Z

Paris>sEN

Paris#SHOW RUN
Building configuration...

Current configuration : 716 bytes

!

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

ﬁosmame Paris

!

no ip cef

no ipvé cef

!

interface FastEthernet0/0

ip address 192.168.7.62 255.255.255.240
duplex auto

speed auto

!

interface FastEthernet0/1

no 1p address

duplex auto

speed auto

shutdown

!

interface Serial0/0

ip address 192.168.7.93 255.255.255.240
!

interface Serial0/1

ip address 192.168.7.109 255.255.255.240
clock rate 64000

1

Figure 91 - Paris Show Run CIDR/28 (1)

router rip

version 2

network 192.168.7.0
network 192.168.30.0
!

1p classless

|

ip flow-export version 9
!

line con 0

!

line aux 0

|

line vty 0 4

login

end

Figure 92 - Paris Show Run CIDR/28 (2)
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Rome>en
Romezshow run
Building configuration...

Current configuration : 732 bytes

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

hostname Rome

no ip cef
no ipvé cef

interface FastEthernet0/0

ip address 192.168.7.46 255.255.255.240
duplex auto

speed auto

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

interface Serial0/0
ip address 192.168.7.94 255.255.255.240
clock rate 64000

interface Serial(/1
ip address 192.168.7.78 255.255.255.240
clock rate 64000

Figure 93 - Rome Show Run CIDR/28 (1)

router rip

version 2

network 192.168.7.0
network 192.168.30.0
ip classless

ip flow-export version 9
line con 0

line aux 0

line vty 0 4

login

end

Figure 94 - Rome Show Run CIDR/28 (2)
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Text Comment. Extensive list of figures

PAGE 8

Text Comment. Good table that supports explanation

PAGE 9

Text Comment. Good and accurate explanation

Text Comment. Image supports explanation

Text Comment. This can be described as the combined high level layer



Text Comment.

This explanation is not accurate

PAGE 10
Text Comment. The image is correct but the explanation does not support this
Text Comment. Good supporting image
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PAGE 30

Text Comment.

Text Comment.

Text Comment.
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Correct for address 48

PAGE 31

Text Comment. Correct for address 64
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protocol config
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PAGE 40
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PAGE 41
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