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[bookmark: _Toc224681432]1. Introduction 
This report is an in-depth exploration of the specific structure of a secure and operation network in two different sites: Birmingham and London. Emphasis is placed on the critical areas like routing setup, domain services, VPN setup, IIS web server setup and user management. The network architecture will entail the introduction of Routing and Remote Access Services (RRAS), the setup of Active Directory (AD) in order to have a centralized control, the establishment of VPN connectivity between the two sites, the establishment of DHCP to provide dynamic IP addresses, and the provision of smooth remote desktop connections to the occupants in both sites.
The main aim of this assignment is to come up with a robust network infrastructure that is secure and operational and in which both the London and the Birmingham networks communicate smoothly, as well as offers secure domain management and assures that resources are accessed effectively and that the users are authenticated in both locations.
[bookmark: _Toc224681433]2. Routing Configuration
[bookmark: _Toc224681434]2.1 Routing in Birmingham Network
Objective:
The initial assignment was to set up Routing and Remote Access Service (RRAS) on the Birmingham network that would permit ICMP traffic between the networks. This was necessary to confirm the connectivity of the network and check whether the basic routing and traffic flow were working as desired.
Implementation:
RRAS role was deployed in the server at Birmingham and then the proper routing protocols were configured to permit traffic to flow between the Birmingham network and the London network.
[image: ]
Figure 1: Selecting the Remote Access role in the Add Roles and Features Wizard on the Birmingham server.

[image: ]
Figure 2: Selecting DirectAccess and VPN (RAS) role services during RRAS installation.

[image: ]
Figure 3: Successful installation of the Remote Access role and RRAS services on the Birmingham server.

 The windows firewall was also changed so that ICMP traffic (ping requests and ping replies) could be allowed in to allow the network to be checked in terms of connectivity. [image: ]
Figure 4: Configuring Windows Defender Firewall inbound rules to allow Routing and Remote Access traffic.

 Ping tests were used to verify the connectivity of the networks, and this proved that the RRAS and firewall settings had worked out.
[image: ]
Figure 5: RRAS setup wizard – LAN routing.
Analysis:
The routing setup was verified by testing the ping between the two networks on the Internet after making a successful modification of the firewall and configuration of the RRAS role. Firewall configurations were done to enable the necessary ICMP traffic and routing between Birmingham and London was in place to meet the requirements of the task.
[bookmark: _Toc224681435]2.2 Routing in London Network
Objective:
The assignment in the London network was to have Persistent IP Forwarding so that the packets could be correctly and consistently routed even after rebooting the system. This was necessary to ensure that there is connectivity between two networks.
Implementation:
The London server was configured to perform persistent IP forwarding which allowed the server to forward packets between the two networks without having to manually reconfigure the server after each restart. There was also setting up of the static routes to provide correct traffic routing between London and Birmingham.
[image: ]
Figure 6: Enabling IP forwarding in Debian server.

[image: ]
Figure 7: Applying IP forwarding using sysctl command.

[image: ]
Figure 8: Adding a static route on the Debian server.

[image: ]
Figure 9: Adding a static route on Windows server.

[image: ]
Figure 10: Ping test confirming network connectivity.

Analysis:
Routing tests following the set up of Persistent IP forwarding indicated that routing was constantly initiated between the two networks. Traffic flow was not disrupted during the rebooting of the system, which is an indication of the effectiveness and reliability of the setting.

[bookmark: _Toc224681436]3. Domain Server Configuration
[bookmark: _Toc224681437]3.1 Domain Creation and Forest Setup in Birmingham Network
Objective:
The objective was to create a new Active Directory Forest named taishee.acca into the Birmingham network and secure password policies to make sure that user authentication and security over the domain is strong.
Implementation:
Birmingham Domain Controller had the Active Directory Domain Services (AD DS) role installed and the server was then promoted to a Domain Controller (DC). taishee.acca was the domain name and Group policy was set to implement strong password policies. Passages policies were to be established in order to enforce the use of complex passwords, minimum password length, and account lockout policies with the aim of securing the system.

[image: ]
Figure 11: Selecting Active Directory Domain Services role.

[image: ]
Figure 12: Creating new forest taishee.acca.



Analysis:
The domain was established successfully with strong security settings. The Group Policy environment made sure that the users followed the best practices in the area of security by ensuring the use of strong and complex passwords. The forest was set up to enable crucial domain services, implying safe authentication and resource regulation to the both user and machine of the network.

[bookmark: _Toc224681438]3.2 DNS Configuration and Reverse Lookup Zones
Objective:
To obtain the required DNS resolution, it was desired to establish required A records (to look forward, 3) and PTR records (to look backward, 3) of all servers in both the London and the Birmingham networks. Such records guarantee ease of communication and trouble shooting.
Implementation:
DNS zones were made so as to have forward and reverse lookups. Each critical server of the Birmingham and London networks were added to records so that domain names could be resolved to their respective IP addresses. Also, PTR entries were established to support reverse DNS to allow the mapping of IP addresses to hostnames.
[image: ]
Figure 13: Creating DNS primary zone.
[image: ]
Figure 14: DNS Manager showing taishee.acca zone.

[image: ]
Figure 15: Creating DNS host

[image: ]
Figure 16: DNS host records in taishee.acca zone.

[image: ]
Figure 17: Creating reverse lookup zone.

[image: ]
Figure 18: Configuring reverse DNS network ID.

[image: ]
Figure 19: Reverse lookup zone in DNS Manager.

[image: ]
Figure 20: Creating PTR record for reverse DNS.

[image: ]
Figure 21: Additional PTR record in reverse DNS zone.

[image: ]
Figure 22: Nslookup test for DNS resolution.


Analysis:
The DNS zones were configured successfully and forward, as well as reverse DNS resolution, were checked. The PTR records generated correct reverse lookups and this enhanced troubleshooting and gave normal communication between the servers and the clients. The DNS setup was such that both networks could resolve addresses and names, as well as, names in a dependable manner to serve the whole network.


[bookmark: _Toc224681439]4. Encrypted Site-to-Site VPN Configuration 
Objective:
A safe Site-to-Site VPN was created between the Birmingham and the London networks to facilitate encrypted communication. IKEv2 was the encryption in VPN, which guaranteed that all the traffic between the two places was safe and confidential.
Implementation:
Both the Birmingham and London routers had the VPN connection set up with AES as an encryption method to protect data and IKEv2 as a key exchange mechanism. VPN tunnel was created to safeguard all the data traffic between the two sites so that any form of communication between the network was encrypted and set against any possible eavesdropping or any form of tampering.
[image: ]
Figure 23: Installing StrongSwan VPN on Debian server.

[image: ]
Figure 24: StrongSwan VPN configuration in ipsec.conf.

[image: ]
Figure 25: Configuring VPN pre-shared key in ipsec.secrets.


Analysis:
After configuration of the VPN, the connection was tested by using ping tests between London and Birmingham and vice versa. The findings proved that all the data was safely sent through the tunnel of the VPN, and no data was lost or accessed without permission. The encryption algorithms (AES and IKEv2) served the purpose of securing communication well, and it gave an uninterrupted and predictable path of communication between the two networks.

[bookmark: _Toc224681440]5. User Management
Objective:
The aim was to create user accounts in bulk in the domain taishee.acca using an excel file. To automate this, user account creation was automated through PowerShell scripts; therefore, to ensure that every account user account was in the proper SAM account naming format.
Implementation:
The user data of the given Excel file was taken to a PowerShell script. The script created user accounts automatically in active directory (database) such that all the user accounts were created in bulk and all according to the SAM account naming convention. The PowerShell allowed the process to be automated; it also reduced chances of human error which could have been created by hand writing.

Analysis:
The bulk user creation was effective and it saved a lot of time and effort on the part of administration. The PowerShell script made sure that all accounts were created in a similar manner, and with the right SAM account names. This auto mechanism was more efficient particularly with big numbers of users and was in line with best practices of providing user in a domain environment.

[bookmark: _Toc224681441]6. Domain Membership 
Objective:
The L-CD, ClientS1, and ClientL1 were successfully added to the taishee.acca domain. This was to be carried out by ensuring the client machines are configured to authenticate by the Birmingham domain credentials so that they would be properly integrated and secured.
Implementation:
Each client machine was setup with the ability to join Birmingham domain by accessing to the System Properties and by filling the domain credentials. The machines were rebooted after inputting the right details of the domain and authentication was done to implement the domain settings. After the machines were back online they were fully registered into the domain and could be opened by users with their domain credentials.
[image: ]
Figure 26: Client computer joining taishee.acca domain.
[image: ]
Figure 27: Domain user login on client computer.

[image: ]
Figure 28: Client desktop after domain login.

Verification:
To check the process of domain joining was successful, the domain login tests were made to the client machines. These tests proved that the client machines could authenticate to the Birmingham domain and this was the confirmation that the domain membership was configured appropriately. The process was appropriate in that the clients were able to securely access the resources of the network and comply with the security policies of the domain.

[bookmark: _Toc224681442]7. DHCP Configuration
[bookmark: _Toc224681443]7.1 Configuring DHCP on B-DC
Objective:
The B-DC was set as DHCP server of the Birmingham network and it is administering dynamic assignment of IP addresses in the X.X.X.10 -X.X.X.20 range.
Implementation:
DHCP scope was developed on the B-DC detailing the IP address range, lease time and network parameters of the Birmingham network. DHCP settings were also given including default gateway and DNS settings. The DHCP service was then tested after configuration to make sure that clients would be automatically assigned IP addresses within the specified range when they connected.
[image: ]
Figure 29: DHCP server installation completed.

[image: ]
Figure 30: Authorising DHCP server in Active Directory.

[image: ]
Figure 31: Creating DHCP scope.

[image: ]
Figure 32: DHCP scope configured in DHCP Manager.

[image: ]
Figure 33: Client receiving IP address from DHCP server.


Analysis:
The DHCP setup was successful and clients in the Birmingham network were automatically allowed to allocate the IP address of the B-DC. The lease terms and network choice were appropriately utilized and it gave smooth network operation.



[bookmark: _Toc224681444]7.2 Configuring DHCP Relay on L-CD
Objective:
The L-CD was set to be a DHCP relay server, and it would send DHCP requests by clients of the London network to B-DC in Birmingham.
Implementation:
The agent of DHCP relay was configured in the L-CD that would then relay the requests of DHCP to the B-DC in the London network. This setup had the advantage of making sure that the IP addresses of the clients in London would be provided by the Birmingham DHCP server.
Verification:
The London network clients were able to obtain IP addresses of the B-DC, which proved that the DHCP relay was operating as expected.
[bookmark: _Toc224681445]8. Disk Drive Configuration 
Objective:
The second disk was attached to E:\BirminghamFiles and appropriate permissions were set such that only Domain Users would have full access but not network users.
Implementation:
The disk was installed and shared on E:BirminghamFiles so that the networked systems could access the shared storage. The permissions were such that the Domain Users had a full control over the files and the network users could only read. This design aided in establishing the safety of the information on the disk and management of the same.
[image: ]
Figure 34: Initializing new disk in Disk Management.

[image: ]
Figure 35: Creating new volume in Disk Management.


Verification:
The disk was available on the Birmingham and the London networks. The permissions were also tested to ensure that Domain Users were allowed to do everything whereas other users could read only. The setup was effectively implemented in both networks.

[bookmark: _Toc224681446]9. IIS Web Server Configuration
Objective:
The aim was to set up the IIS web server to serve the webs.taishee.acca site such that it was only accessible to users of the domain through windows in-house authentication.
Implementation:
The IIS web server has been configured with the purpose of hosting the webs.taishee.acca, and it has been equipped with the SSL certificates to make sure that it has secure HTTPS communication. In order to enforce security, windows internal authentication was activated whereby the users would be required to authenticate using their domain credentials before they could access the site. The web site was tailored to show a simple message of greeting, Welcome to Birmingham website, at the home page of the web site, to help in ensuring the user has a personalized and secure experience. The site was defined to receive received users where an authenticated user was also a security benchmark since fewer people could access internal network users.
[image: ]
Figure 36: Editing index.html for IIS website.

This web site was testable and it was successfully hosted in the IIS web server with the HTTPS protocol which ensured an encrypted communication between the users and the web server. The welcome message was also appropriately shown with credentials of the authenticated users, which proved that the authentication mechanism was operating as intended. The domain authentication was tested and found to be functioning properly and solely domain-joined users had access to the site. This configuration ensured the security level required besides easy access to internal resources via IIS web server.
[image: ]
Figure 37: Creating website in IIS Manager.

[image: ]
Figure 38: IIS website accessed in browser.

[image: ]
Figure 39: Configuring HTTPS binding in IIS.


[image: ]
Figure 40: HTTPS rule enabled in Windows Firewall.

Analysis:
The setup was secure and only authenticated users could access the resources by using windows internal authentication and using the ssl certificates which ensured that the site was secure. Encryption, as well as unauthorized access prevention, were achieved with the help of the HTTPS and internal authentication, which increased the security of the entire network. The site was also put to the test and it proved that the server was able to support internal sites without compromising on security and also according to the needs of the organization.


[bookmark: _Toc224681447]10. Remote Desktop Services Configuration
Objective:
This task was aimed at configuring Remote Desktop Services (RDS) so that it will be able to access the B-DC remotely by any other machine in the network securely. The RDS log in page was set to be accessible through the URL https://rds.taishee.acca, so that only legitimate domain users could gain access to the server over the net.
Implementation:
The RDS role was installed on the B-DC in order to allow access over the network. SSL certificates had been set up to ensure the RDS login page could be secured with the help of HTTPS that would guarantee an encrypted traffic between the client machine and the server. The RDS managed to allow only authenticated domain users to connect to the RDS, which was secured by windows authentication. This setup was such that only the authorized users could access the remote desktop session and unauthorized access attempts would not occur to the server. The RDS configuration was also confirmed by testing the process of remote logging in on a client machine in the network.
[image: ]
Figure 41: Installing Remote Desktop Services role.
Verification:
The address used to access the RDS login page successfully was the https://rds.taishee.acca address. The secure HTTPS protocol was used to make sure that the communication was encrypted and it was not vulnerable to attacks. Once the domain credentials were entered, users could remotely access the B-DC which indicated that the RDS configuration was working. The authenticity of the connection was verified by the use of the SSL certificates and no unauthorized access was availed since only authenticated users were permitted to log-in remotely.
[image: ]
Figure 42: Desktop Web Access login page.

[image: ]
Figure 43: Desktop rules enabled in firewall.
Analysis:
The Remote Desktop Services (RDS) configuration enabled a free and secure access to the B-DC by any machine in the network. The encryption of the data with the help of the SSL and internal authentication according to the Windows standards was used to guarantee security as well as the convenience of use to those admiring the setup or being remote employees. This strategy avoided unauthorized access, which offered an effective means of controlling and monitoring servers remotely and also ensuring that the network is not compromised. The testing established that the RDS configuration solved all the requirements and worked as expected to provide a secure remote access to the B-DC.

[bookmark: _Toc224681448]11. Testing and Troubleshooting
Objective:
This aimed at checking the whole network set up and solving problems that would occur along the way.
Steps:
· The network connectivity and routing between London and Birmingham were checked using ping tests and tracert.
· Troubleshooting was done to address any problem, which was associated with DNS resolution, VPN connectivity, or DHCP settings.
[image: ]
Figure 44: VirtualBox configuration for Windows Server VM.

Analysis:
The network tests were done and it was guaranteed that the VPN, routing settings, and DHCP relay were functional. Any connectivity problems were sorted out by changing firewall settings, making sure the routing tables were right, and re-establishing VPN connections. Problems were resolved in time, and the network was operational.
[bookmark: _Toc224681449]12. Conclusion
The Birmingham network and London network setup was done successfully, including the VPN, DHCP, IIS, and the Remote Desktop Services setup. The networks are fully operational, secure, and it is easily managed.
The current project lays emphasis on the need to have good configuration and testing that will render the network service provision efficient and secure. The effective deployment of a strong network infrastructure evidences how important the best practices are in domain management, remote access and data security of networks that are geographically distributed.

[bookmark: _Toc224681450]References
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Space needed: 4,333 kB / 17.8 GB available

Get:l htip://deb.debian.org/debian trixie/main amdsd libstrongsuan amded 6.0.1-6+debisuz [444 kB]
http://deb.debian.org/debian trixie/main amd64 strongswan-swanctl amdsd 6.0.1-6+debi3u2 [195 kB]
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http://deh.debian.org/debian trixie/main amd6d libipdtce amdsd 1.8.11-2 [20.0 kB]
http:/sdeb.debian.org/debian trixie/main amdé libstrongsuan-standard-plugins amdé¢ 6.0.1-6+debi3u2 [116 kBl

Get:8 http://deb.debian.org/debian trixie/main andsd strongsuan all 6.0.1-6+debiauz [94.7 k8]
Fetched 1,406 kB in @s (6,430 kB/s)
Selecting previously unselected package 1ibstrongsuan.
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Preparing to unpack .../1-strongsuan-swanctl_6.0.1-6+deb13u2_and64.deb ...
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Preparing to unpack .../2-strongsuan-1ibcharon_6.9.1-6+deb13uz_amdsd.deb ...
Unpacking strangsuan-libcharon (6.0.1-6+deb13u2)
selecting previously unselected package charon-sustemd.
Preparing to unpack .../3-charon-sustemd_6.6. 1-6+deb13uz_amdsd.deb ...

Unpacking charon-systend (6.0.1-6+deb13u2) ...

selecting previously unselected package libcharon-extauth-plugins.

Preparing to unpack .../4-libcharon-extauth-plugins_6.0.1-6+deb13u2_amded.deb ...
Grammrly Unpacking 1ibcharon-extauth-plugins (6.0.1-6+deb13u2)

Selecting previously unselected package libipdtce:amdsd.

Preparing o unpack .../5-1ibip4tce_1.8.11-2_andsd.deb ...
unpacking 1ibipdtce:andd (1.6.11-2) ...
Selecting previously unselected package libstrongsuan-standard-plugins.
Preparing to unpack .../6-libstrangswan-standard-plugins_6.0.1-6+debi3uz_amdsd.deb ...
Arc Unpack ing Libstrongsuan-standard-plugins (6.0. 1-6+deh13u2)
selecting previously unselected package strongsuan.
Preparing to unpack .../7-Strongsuan_.e.1-6+debi3uz_all.deb ...
Unpacking strongswan (6.6.1-6+deb13u2)
Setting up libipdtce:amded (1.8.11-2) .
Setting up libstrongsuan (6.0.1-6+deb13u2)
Setting up strongsuan-Libcharon (6.0.1-6+debl3ug) ...
Setting up libcharon-extauth-plugins (6.6.1-6+deb13u2)
Setting up Strongsuan-swanctl (6.9.1-6+deb13u2)
Setting up libstrongsuan-standard-plugins (6.6.1-6+deb13u2)
Setting up charon-sustemd (6.8.1-6+debl3u2)
Created sunlink '/etc/systemd/sustem/strongsuan-swanctl.service' - '/usr/lib/systend/sustem/strongsuan.service'.
Created sunlink '/etc/systemd/sustem/multi-user.target.uants/strongswan.service' - '/usr/lib/systemd/sustem/strongsuan.service'.
Setting up strongsuan (6.0.1-6+deb13u2) ...
Processing triggers for libc-bin (2.41-12+deb13ul)
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