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[bookmark: _Toc165582517]Introduction
In this report, I will be discussing the research that I conducted within the topics of the NIST Cyber Security Framework, tools that are commonly used for attacks/testing attacks and mitigation strategies, strategies used that cyber criminals commonly use and diving into the network topology and hardware/software that can enhance security on the network.
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[bookmark: _Toc165483753][bookmark: _Toc165582519]NIST Cyber Security Framework
a) 
[bookmark: _Int_jlbyxJhw]The NIST Cyber Security Framework plays such a crucial role in today’s society especially for small/large businesses or government agencies/organizations [1]. The NIST Cyber Security Framework provides you with a guide to follow to help an organization, “Understand, Access, Prioritize and Communicate Cyber Security Risks” [2]. There are 6 different functions to the NIST Cyber Security Framework: Identify, Protect, Detect, Respond, and Recover.
Identify
[bookmark: _Int_QaBFer6i][bookmark: _Int_UMPCLUlc]First of all, you need to identify and give your organization a deep audit of all the equipment that your organization uses which can include software, laptops, computers, smartphone, tablets, or any devices [3]. An organization has to first understand what their assets are, exactly what needs to be protected and any weaknesses that the organization may have that could lead to a potential threat. 
Protect
Now that the organization understands and has covered exactly what parts of assets need to be protected and how to be protected, the organization can put systems in place to protect any weak points or sensitive areas. The organization also must ensure that only authorized users can access certain assets of the company and that all employees must be aware of their surroundings and be observative of aspects of the security of the company [4]. Now that the organization understands what their potential weakness points are and no have protected those weak points, cyber criminals will have a much harder time trying to gather information on the target and will have difficulty in trying to find any access points to the organization.
Detect
After all assets are being protected, cyber criminals may go on to the weaponization stage to try and create/find tools to execute an attack to discover any potential access points/weaknesses. In the detect function, organizations try to identify if there has been any suspicious/irregular activity within their assets. If there is any abnormal activity, then it should be alerted. Using IDSs and event monitoring are greatly used for identifying and fighting back any malicious behavior [5].
Respond
[bookmark: _Int_lliy5wuH]The next function is respond. This is a plan that is set up just in case of an attack to reduce as much damage as possible and to bounce back into a positive direction. This could include investigating the attack, contacting anyone who may have been affected by the attack and reporting the attack. Cyber criminals will take actions to ensure that the organization doesn't find out who did the attack and tries to leave their trace in the dust. The organizations try their best to track and find out who did the attack, how and why it happened.
Recover
This function is solely dedicated to repairing anything that may have been damaged during the attack. An organization ensures that anything that has been impacted negatively has been restored and that they have learned what was wrong with their procedure so that it is improved for next time and won’t happen again [6].




[bookmark: _Toc1188352276][bookmark: _Toc165582520]Reconnaissance

b) 

Nmap
[bookmark: _Int_FPcHu7DG][bookmark: _Int_Al19u9dv]Nmap is a foot printing tool that cyber criminals use to gather information about their target. However, Nmap is a loud tool, this means that is easily detected when cyber criminals are trying to scan information from an organization. Therefore, cyber criminals must use the tool anonymously and as quiet as possible to go under the radar when trying to scan and collect information from the target [7]. A scan technique that cyber criminals can use to go undetected when scanning is ‘-b <FTP bounce proxy>’. This scan is used to mislead FTP servers into outputting port scans and is great for getting past restrictive firewalls [8].

Wireshark
Wireshark is a sniffing software that tracks and analyses network packets. It can be used to troubleshoot and test if an organization's software or network device has any weak points that can lead to an attack and it can identify if there is any malicious behavior going on, on the network [9]. Cyber criminals can use this in the Reconnaissance stage by firstly selecting a network interface they want to capture traffic on. They then collect the packets, save it and analyze the captured traffic [10].
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c i)

[bookmark: _Int_OUd5WcI1]WannaCry was an attack made by cybercriminals to collect crypto currency off random computers on the internet [11]. The criminals found a weakness in windows which was called “eternal blue”. Victims of the attack were locked out of their computer and told that all their files were encrypted and that they must pay 300 dollars' worth of bitcoin in order to gain back control of their computer [12].  Some effective mitigation strategies would be to implement data encryption mechanisms therefore, if a cybercriminal accesses data, they won’t be able to take control and use it as they would need to get passed data encryption keys. Also having continuous monitoring for detecting any potential threats is a must to prevent an attack as quickly as possible and to have a response and recovery plan in case an incident like this happens again [13].
TeleRAT specifically attacks android devices and operates by using telegrams API bot to collect and steal users' information like files, SMS, call history and can take control of the entire device [14]. A mitigation strategy that can be used here is to have strong access controls. Implementing a multi-factor authentication prevents criminals from gaining control and therefore, only authorized users have control and access.
Describe the implementation of the phishing attacks known as Whaling and Pharming and discuss effective strategies to mitigate the risks associated with them.

c ii)
Whaling
The process of whaling begins with a cyber-criminal doing extensive research about a company they want to target. They then try to find out what staff are responsible for transferring all the funds or staff who work in accounts payable. Once the cyber-criminal gathers personal information about the victim, they then pretend to be someone higher up in the company of the victim like a boss or senior executive (someone that the victim thinks very highly off) and sends them an emergency email asking the victim to transfer them money immediately and if they don't, they continue to place pressure until they do [15]. Some strategies to mitigate the risk of whaling are to train your staff about attacks like these. They should always be thinking if they were expecting an email like this, if there’s anything suspicious about the email and looking out for spoofed email addresses and names. Another great way to minimize the risk is for executives to be careful about what they post on social media. This is because cyber criminals can use that information to trick you. Another fantastic way to not fall victim to whaling is to get the IT department of your company to flag any emails that may have come from outside of your network. This ensures that if it is not coming from the network, it is a scam if the email is saying they are a senior executive otherwise the email would have come from the same network as they work in the same organization [16].

Pharming
The process of a pharming attack begins when a cyber-criminal compromises the DNS server which changes the DNS query to the criminal's IP address instead of the authentic one. With an untrained eye, the attack may seem like nothing even happened because some systems don’t make it too obvious that they are redirecting victims to a fraudulent site. The cyber criminals then steal information like log in credentials so that they can gain access to their funds and steal their money or identity. Because attackers target and focus on the DNS server, a good mitigation strategy to reduce the risk would be to DNS Security systems which can add extra layers of protection because of additional authentication procedures. Also, by keeping antivirus and firewall protection updated, it provides good protection against any pharming exploitation. Having multi factor authentication is also a great practice as even if attackers collect login info, they will have a hard time gaining access to the account [17].
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Here I am using 4 pcs, 2 switches and a router to create this network topology. I first connect the PCs and the switches by using the copper straight through cable. And then by using Gigabit ethernet bolts I connected the switches to the router. As displayed in the diagram above, there are red arrows between the two switches and the router which means that there is no connection available between them. To establish a connection between the two, I needed to do some configuration to turn the red arrows, green.
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To do this I needed to configure the router. I started by going onto the CLI mode and changed to the privilege mode by entering ‘enable’ in the user execution mode. To start configuring, I then changed to the global configuration mode by entering ‘configure terminal’. Then I entered interface and the name of the interface o configure the interface. I then entered assigned the Ip address and subnet mask and finally entered ‘no shutdown’ to change the interface state to up therefore the router has now been configured.
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Now I had to exit the interface mode so the other interface can be configured. Here I am basically doing the exact same process as the first but for the other interface. Now that both interfaces have changed state to up, we can move on to the PCs.




	
[image: ]














Next was configuring the PCs. To do this I went to the PC desktop and entered an IP Address and the default gateway which was the exiting router. I then did the same for the second PC.
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Now for the other two PCs I did the exact same except change a small detail for the default gateway as it is connected to a different network.
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After configuring the PCs and the router, you can see that the red arrows have now turned green and now has a successful connection.
[image: A diagram of a computer network
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[image: ]I then tried to test out if the connection was successful by sending messages across the PC to the router, the other side of the network PC to the router and finally one PC across the network to the other PC. As you can see down below all connections were successful and messages got received.
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b) 
Firewalls
A firewall is a great technology that can be used to enhance network security during an operation. It can either be hardware, which is a piece of equipment placed between the gateway and the network or software which is a program that can be installed onto your computer. Essentially, a firewall acts like a gate, it provides protection to your computer by only allowing certain traffic to your network by filtering out the network. It analyses which traffic is welcome and which traffic is forbidden by working on a set or regulations based on the information of the network packets such as the source address/destination address/port numbers. Only trusted sources and Ip addresses are allowed to pass the firewalls which makes this technology crucial for providing security within your network and preventing cyber criminals from attacking [18].
VPN (Virtual Private Network)
A VPN is software that also enhances your security on the network, especially a public one. Once you install the VPN client to your device, it immediately connects to the Wi-Fi and to the internet service provider. To ensure that the data is secure, it encrypts the data using VPN protocols like PPTP/SSTP/OpenVPN etc. The VPN then creates a secure passage in the public network to provide a barrier between your device and a cyber-criminal. The VPN disguises your location and can switch your server to a different country which spoofs your location so a cyber-criminal can’t locate your authentic IP Address which adds an additional layer of security within your network [19].
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[bookmark: _Toc165582528]Conclusion
In conclusion, I have learned a lot more now about how cyber criminals operate and even strategies that can be implemented in an organization to prevent or to come back from these attacks. I’ve also completed certificates which enhanced my knowledge further and will continue to do more certificates to improve and strengthen my knowledge. Overall, I gained a lot of new knowledge and excited to take it with me to future occasions.
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