Task 1 report
After scanning 10.0.2.10, which was attached to a Windows Server 2012 system, 7 vulnerabilities were found, although none were genuine risks to the actual integrity and security of the network.
Vulnerability list
SEVERITY: INFO
Nessus SYN scanner:
· Port 135/tcp was found to be open
· Port 139/tcp was found to be open
· Port 445/tcp was found to be open
· Port 1027/tcp was found to be open
· Port 1031/tcp was found to be open
· Port 3389/tcp was found to be open
Host Fully Qualified Domain Name Resolution
· 10.0.2.10 resolves as “WIN8PCHOSTNAME”.
Mitigation Plan
The host has fully established itself to the Nessus GUI, presenting with the hostname attached to the Windows Server 2012 system. This indicated that there are no security concerns with the communication between Nessus, and the host in question.
However, the SYN scanners, which attempt to query half-open ports, have stated that if the client’s firewall is not robust enough, security issues may arise, especially if the network is under load. Proper mitigation of these issues involves integrating IP filters, to impose necessary restriction leading to these ports. 
For the target OS, Windows Server 2012 includes this type of configuration setting in Windows Firewall. Using “netsh” is good for automating the port blocking procedure. “netsh” is more likely to resolve this, as some TCP/IP filtering options are less accessible than simply configuring the ports mentioned [1]
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