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Introduction
The automotive brake system is a fundamental component of vehicle safety, crucial for ensuring that cars can slow down and stop effectively under a variety of conditions. As vehicles become more sophisticated—with the integration of advanced technologies such as electronic and hybrid braking systems—the complexity of the brake system's supply chain has also dramatically increased. Current braking systems incorporate a combination of mechanical components such as callipers and rotors, as well as sophisticated Electronic Control Units (ECUs) that communicate within the vehicle network, manipulating braking force applications in real time Shreejith (n.d.) Milhim et al., 2023).
Manufacturers face numerous challenges in producing reliable brake systems, ranging from the need for high-quality materials to ensure durability and performance to the necessity of maintaining compliance with increasingly stringent regulatory standards for safety. Furthermore, automakers must navigate a global supply chain that is susceptible to disruptions from multiple sources, including geopolitical conflicts, natural disasters, and cybersecurity threats that can target in-vehicle networks. Given the critical nature of brake systems in ensuring passenger safety, mitigating these risks through effective management strategies is essential.
Failure Mode and Effects Analysis (FMEA) serve as a systematic approach to identify potential failure modes within the brake system supply chain, assess their impacts, and propose preventive measures. The methodology emphasises the need for initiative-taking risk management to enhance the reliability and safety of brake systems, thereby mitigating potential liabilities that could arise from product failures. By comprehensively analysing risks using FMEA, manufacturers can prioritise interventions that uphold safety standards and ensure operational efficacy.
This report aims to provide an in-depth FMEA analysis of automotive brake systems, highlight the associated risks, and recommend actionable strategies for bolstering supply chain resilience. As the automotive landscape evolves with the introduction of electric and autonomous vehicles, the analysis will also consider how advancements in technology impact supply chain dynamics and risk exposure.
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FMEA Analysis
FMEA Table
The following Failure Mode and Effects Analysis (FMEA) specifically addresses the automotive brake systems, detailing various potential failure modes, their effects, severity ratings, and recommended mitigation strategies:
	Failure Mode 
	Potential Effects 
	Severity (1-10) 
	Potential Cause(s) 
	Occurrence (1-10) 
	Detection (1-10) 
	RPN (Severity × Occurrence × Detection) 
	Recommendations 

	Component Failure 
	Complete brake failure resulting in an accident 
	9 
	Manufacturing defects, material fatigue, design flaws 
	6 
	5 
	270 
	Conduct regular inspections, use advanced materials, and enhance quality control processes 

	Supply Disruption 
	Delays in production, increased lead times 
	8 
	Supplier bankruptcy, natural disasters, accidents 
	5 
	4 
	160 
	Diversify suppliers, implement dual sourcing strategies, and establish buffer inventory 

	Regulatory Non-compliance
	Fines, recalls, and production stoppage 
	7 
	Changes in automotive safety regulations, lack of compliance monitoring 
	4 
	6 
	168 
	Implement continuous compliance monitoring, conduct regular audits, and maintain updated training for workers 

	Inadequate Testing 
	Inferior performance leading to vehicle accidents 
	8 
	Lack of stringent testing protocols and insufficient laboratory facilities 
	4 
	6 
	192 
	Introduce enhanced testing methodologies, utilise Hardware-in-the-Loop (HiL) systems, and conduct simulations 

	Cybersecurity Vulnerability
	Data breaches or software malfunctions in braking systems 
	9 
	Insufficient IT security measures, lack of encryption 
	5 
	5 
	225 
	Invest in advanced cybersecurity protocols, conduct regular penetration testing, and train employees on security protocols 

	Logistical Delays 
	Increased costs and customer dissatisfaction 
	7 
	Transportation strikes, regulatory changes, or accidents 
	5 
	4 
	140 
	Use real-time tracking systems for inventory and coordination, and develop proactive communication with logistics partners 

	Inadequate Supplier Standards
	Inadequate quality components leading to performance issues
	8
	Suppliers not adhering to quality specifications or having inadequate quality control
	5
	4
	160
	Implement strict supplier qualification criteria and continuous audits of supplier performance (Berger et al., 2021; Teng et al., 2006)

	Obsolescence of Parts
	Production halts due to unavailability of outdated components
	7
	Rapid technological advancement or legislative changes
	5
	4
	140
	Develop a phased obsolescence strategy with early identification of parts that may become obsolete (Zhu et al., 2020; Vinodh & Santhosh, 2012)

	Environmental Risks
	Manufacturing disruptions due to extreme weather events
	6
	Climate change impacts, severe weather phenomena
	5
	3
	90
	Create contingency plans that account for climate change impacts, including supply chain mapping and risk evaluation (Henni et al., 2024; Talluri et al., 2013)

	Labor Disputes
	Strikes leading to production stoppages
	7
	Labor negotiations, unfavourable working conditions
	6
	4
	168
	Foster labour relations through proactive engagement, improved labour conditions, and conflict resolution strategies (Sun et al., 2022; Sudan & Taggar, 2022)

	Ineffective Communication
	Delayed responses to potential issues and failures
	6
	Poor information flow between departments, suppliers, and customers
	5
	5
	150
	Establish comprehensive communication protocols and investment in collaborative platforms for transparency (Ponis & Koronis, 2012; Wieland & Durach, 2021)



Detailed Analysis of FMEA Components
1. Component Failure: Component failures in brake systems can have catastrophic consequences, including complete brake failure during operation, which can lead to severe accidents and fatalities. The severity is rated at nine, given the potential impact on consumer safety. Common causes of component failure include defects during manufacturing, material fatigue from repeated use, and inadequate design for the specific stresses applied during braking operations. The combination of a moderate occurrence rating of six and a detection rating of five results in a high RPN of 270, clearly indicating that this failure mode requires immediate attention. Recommendations include regular inspections, utilisation of advanced materials with higher fatigue resistance, and enhanced quality control processes throughout the manufacturing stages.
2. Supply Disruption: Disruptions in the supply chain can cause production delays and increased lead times for brake systems, significantly impacting manufacturers' ability to meet consumer demand. The severity impact of an eight reflects the operational challenges posed by such disruptions. Causes range from supplier insolvency to natural disasters impacting logistics networks. With an occurrence rating of five and a detection score of four, the RPN is 160, warranting strategic responses including diversification of suppliers, implementation of dual sourcing strategies, and clever inventory management practices to maintain adequate stock levels during disruptions.
3. Regulatory Non-compliance: The automotive industry is governed by stringent safety regulations, and failure to comply can result in heavy fines, recalls, and significant production stoppages. The severity is rated at seven, reflecting potential financial and reputational risks. Common causes of non-compliance include evolving regulations and insufficient monitoring mechanisms across manufacturing processes. The RPN calculated at 168 emphasises the importance of instituting continuous compliance monitoring protocols and conducting routine training to keep staff updated on relevant regulations.
4. Inadequate Testing: The reliability of brake systems is critically dependent on thorough testing. Inadequate testing could lead to vehicles underperforming in critical braking situations, thus posing a severe risk to safety, rated at eight for severity. Causes can include a lack of stringent testing protocols and inadequate laboratory resources for comprehensive analysis. The combination of moderate occurrence and detection scores results in a significant RPN of 192, underscoring the need for accelerated testing improvements. Recommendations include enhanced testing methodologies utilising Hardware-in-the-Loop (HiL) systems and advanced simulation tools to evaluate performance under varied conditions.
5. Cybersecurity Vulnerability: With the advent of connected and autonomous vehicles, the importance of cybersecurity cannot be overstated. Cybersecurity vulnerabilities in electronic brake control systems pose risks of data breaches and operational malfunctions, with severity rated at nine. Such incidents can arise from insufficient cybersecurity measures and poor system architecture. Given the occurrence and detection ratings, the resultant RPN of 225 signifies the urgent need for automotive manufacturers to invest in advanced cybersecurity solutions, conduct regular penetration tests, and foster a culture of security awareness among employees.
6. Logistical Delays: Logistical delays can hinder the timely delivery of essential brake system components, potentially leading to production slowdowns or customer dissatisfaction. The severity impact is rated at seven, with moderate occurrence and detection ratings resulting in an RPN of 140. Causes could stem from transportation strikes, unanticipated regulatory changes, or other external events. Recommendations include employing real-time tracking systems to manage inventory and develop initiative-taking relationships with logistics partners, enabling better forecasting and responsiveness to disruptions.
7. Inadequate Supplier Standards: Failures relating to inadequate supplier standards can significantly hinder the quality and performance of automotive brake systems. This failure mode is critical given that reliance on external suppliers to meet established quality specifications is common in the automotive industry. The severity of this failure is rated at eight, as the performance of components sourced from inadequate suppliers can lead to unsafe braking conditions. Common causes include suppliers lacking established quality control processes or failing to adhere to rigorous quality standards mandated by automotive manufacturers. With an occurrence rating of five and a detection score of four, the RPN of 160 accentuates the urgency of implementing strict supplier qualification and monitoring protocols. Manufacturers should prioritize the development of comprehensive supplier audits and a clear set of quality requirements to ensure adherence to operational standards (Berger et al., 2021; Teng et al., 2006).
8. Obsolescence of Parts: Part obsolescence represents a growing challenge within the automotive sector, particularly with the rapid pace of technological advancements. An obsolescence failure mode can lead to production delays if critical components become unavailable, impacting the completion of brake system assemblies. This failure mode's severity is assessed at seven due to its potential to disrupt production lines. Causes can arise from technology shifts driven by regulatory demands or the introduction of more advanced braking technology that renders current components outdated. The RPN calculated at 140 underscores the necessity of proactively managing obsolescence. Implementing a phased obsolescence strategy that includes continuous evaluation of part relevance and availability, along with advanced planning for future technologies, will facilitate smoother transitions as part of new product development (Zhu et al., 2020; Vinodh & Santhosh, 2012).
9. Environmental Risks: Environmental risks associated with the manufacturing process can have profound implications on supply chain operations, especially in light of changing weather patterns resulting from climate change. The severity of this failure mode is rated at six, reflecting the serious operational impact that extreme weather events can have on production continuity. Opportunities for increased unpredictability in raw material availability and transportation disruptions arise when adverse weather conditions occur. With an occurrence rating of five and a detection rating of three, the RPN comes to 90, indicating that while the immediate risk might seem moderate, it warrants careful observation. Manufacturers should devise contingency plans accounting for potential climate-induced disruptions in their supply chain, ensuring that alternative sourcing strategies and risk evaluations are readily available to uphold production schedules (Henni et al., 2024; Talluri et al., 2013).
10. Labor Disputes: Labor disputes present a significant vulnerability in the automotive supply chain, specifically in areas related to production and operations. Strikes can lead to significant halts in production and pose a threat to the timely shipment of brake systems. The severity impact of this risk is rated at seven, given its potential to disrupt operations on a large scale. The causes often stem from ongoing labour negotiations, instances of worker dissatisfaction, or unfavourable working conditions. The occurrence rating of six and a detection rating of four yield an RPN of 168, emphasizing the necessity of effective labour management strategies. Manufacturers must proactively engage with labour forces to foster strong relationships and ensure satisfactory working conditions, while also establishing conflict resolution mechanisms to address employee grievances promptly (Sun et al., 2022; Sudan & Taggar, 2022).
11. Ineffective Communication: Ineffective communication within the automotive brake systems supply chain can lead to delays in addressing potential issues and negatively impact overall product quality. The severity of this failure mode is rated at six, as the ramifications of miscommunication can ripple across departments, leading to poorly coordinated responses. A lack of information flow between departments, suppliers, and customers can exacerbate risks associated with the timely identification of failures. With an occurrence rating of five and a detection rating of five, the RPN of 150 indicates that manufacturers should prioritize establishing clear communication protocols. Implementing collaborative platforms that enhance transparency and facilitate real-time information sharing among stakeholders can bolster communication efforts and help mitigate risks effectively (Ponis & Koronis, 2012; Wieland & Durach, 2021).

Steps to Enhance Supply Chain Resilience
To bolster resilience within the automotive brake systems, supply chain, manufacturers must take several initiative-taking and strategic measures. Below are detailed recommendations aimed at addressing key vulnerabilities identified in the FMEA analysis.
1. Component Quality Enhancement: Enhancing the quality of components is of paramount importance for the overall safety and reliability of automotive brake systems. Establishing rigorous quality assurance programs that focus on continuous quality inspection and assurance throughout the entire supply chain is essential. Methods such as Six Sigma, Total Quality Management (TQM), and ISO 9001 certification can be employed. Frequent inspections and testing of raw materials, coupled with advanced manufacturing techniques, will significantly reduce the risk of defects. Collaboration with suppliers to ensure they meet stringent quality standards and educational training on quality control best practices can further enhance component reliability and performance.
2. Supply Chain Diversification: Diversifying the supply base provides automotive manufacturers with increased leverage and resilience against potential disruptions. This can be accomplished by identifying and qualifying additional suppliers for critical components, thereby reducing dependency on any sole source. Manufacturers must also design a strategic procurement strategy that includes dual sourcing, allowing them to switch suppliers rapidly should issues arise with one. Establishing relationships with regionally diverse suppliers can help mitigate risks associated with local disruptions, such as natural disasters or economic downturns, ensuring that production can continue uninterrupted.
3. Integration of Technology: The application of cutting-edge technology is crucial for enhancing risk management strategies in the automotive brake systems supply chain. Deploying Internet of Things (IoT) devices enables real-time monitoring of component performance and enhances feedback mechanisms across the supply chain. Predictive analytics can utilise machine learning algorithms to analyse historical performance data, providing actionable insights that can anticipate potential failures and guide timely interventions. Additionally, utilising advanced simulation tools allows manufacturers to experiment with different braking scenarios to ascertain performance metrics under various conditions, enhancing predictive maintenance capabilities.
4. Regulatory Compliance Management: Regulatory compliance is essential in the automotive industry, especially concerning safety and environmental standards. Establishing a compliance framework that incorporates continuous monitoring and regular internal audits is vital for ensuring adherence to ever-evolving regulations. Also, manufacturers should maintain transparent communication with regulatory bodies to receive real-time updates on any changes. Building an internal compliance team qualified to oversee regulatory requirements and provide training to all employees on compliance matters is also critical. Emphasising a culture of compliance throughout the organisation ensures that all staff understands the importance of adhering to safety and regulatory standards.
5. Investment in Cybersecurity: With the integration of advanced electronic systems and connectivity in vehicles, cybersecurity issues have become paramount. To safeguard against cyberattacks and vulnerabilities, automotive manufacturers must invest heavily in cybersecurity measures. This includes implementing robust encryption protocols for data transmission, utilising firewalls, and regular security assessments of electronic systems and software. Creating an incident response team equipped for fast reaction to potential cybersecurity threats, regular staff training on cybersecurity awareness, and collaborating with external cybersecurity experts to conduct vulnerability assessments are strategies that can enhance the overall security posture of automotive brake systems.
6. Enhanced Logistics Coordination: Advanced coordination management is essential for reducing delays and improving the overall efficiency of supply chain operations involving automotive brake systems. Implementing real-time tracking and inventory management systems can ensure that manufacturers have up-to-date visibility of their stock levels and supply chain performance. Developing strong partnerships with logistics providers can enable automotive manufacturers to leverage shared resources and expertise to improve delivery performance. Furthermore, utilising predictive analytics to forecast potential disruptions in the supply chain will allow for quicker strategic adjustments to minimise risks.





Conclusions and Suggestions for Further Work/Research
In conclusion, the FMEA analysis of the automotive brake systems supply chain has identified critical vulnerabilities that necessitate meticulous attention. The data reveals that component quality, supply disruptions, regulatory compliance, inadequate testing, cybersecurity vulnerabilities, and logistical delays are pressing challenges that automotive manufacturers must address to maintain safety and reliability.
Employing an initiative-taking risk management strategy based on the FMEA framework enables automotive stakeholders to prioritise their interventions effectively. By investing in component quality enhancement, diversifying the supply chain, integrating technology, managing regulatory compliance, strengthening cybersecurity, and improving logistical coordination, manufacturers can significantly bolster the resilience of their brake systems supply chains.
Future research should focus on the integration of emerging technologies such as Artificial Intelligence (AI) and Machine Learning (ML) in automating risk management processes, particularly in predictive maintenance for brake systems. Additionally, studies examining the impacts of environmental sustainability practices on the brake systems supply chain could provide valuable insights into developing greener alternatives and minimising ecological footprints.
As the automotive landscape transitions toward electrification and increased automation, understanding the inherent risks associated with these advancements will be essential for maintaining the integrity and reliability of brake systems, which remain critical to automotive safety.
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