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[bookmark: _Toc68767241]Worksheet 3 

1. [bookmark: _Toc68767242]Screen Captures

The user started by logging into the admin account made previously, NWT-SD (Shaun Davies). The new folder was created “Dept_Important_Docs” and a text document “Very_Important_File” was created within the folder.
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The user then began to change the permission of the folder, firstly by editing the permissions, however when the user attempted to delete the Authenticated Users group, they were presented with a warning, notifying them they could not as the permissions were being inherited. Inherited permissions would need to be turned off.
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The user NWT-SD was then granted full control under the permissions category.
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The “Very_Important_File” then inherited the access control settings from the “Dept_Important_Docs” folder.
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The user then granted access to an additional user but with restricted permissions.
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To demonstrate the permissions set for each user, NWT-SD opens the Very_Important_File and adds text to the document and is able to save these changes.
[image: ]














NWT-SD then logged off and logged back in as NWT-JJ and attempted to modify the file which they could. The user established that there was an error in the instructions provided whereby the options advised still included write permissions, this was then rectified and the NWT-JJ could no longer write to the folder.
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The user created a new folder share on server 1 via the server manager. SMB share quick option is chosen as this is sufficient for the needs of the user given that the client will need minimal options and has a Windows OS. If there was a requirement to add clients with other requirements or differing OS then advanced options are available.
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The path is chosen and the share is named, this is important as the user would need tot know this in order to access the files via the network form another machine.
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Share settings were configured including access based enumerations, this allows users to access the files they have access to in the share, even when offline, by caching the files on the clients local machine accessing the share.
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NWT-SD admin account was added to the share and given full access, NWT-JJ user was also added to the share but was granted read and execute access only.
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The settings were confirmed and the share was created.
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To access the share without searching for it every time, the user created a Mapped Drive via Client 1. The default drive letter was accepted and the server name and file share name was input.
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The user confirmed the mapped drive had been created by opening the file explorer.
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The user created an additional organisational unit (OU) and named it Non Admin Users and then created a non admin user NWT-SS and added them to the OU. This was created in order for the user to demonstrate applying Network Group Policy Objects.
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The user created the Group Policy Object and enabled the policy “Prohibit access to Control Panel and PC settings”.
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In order to force the active directory to test the settings which have been created the user inputs the command gpupdate /force within the command prompt window.
[image: ]

The user logged in as NWT-SS and attempted to access the control panel and the action was cancelled as per the Group Policy created.
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The user then created another GPO in order to restrict access of non admin users to command prompt. 
[image: ]
As with the first GPO created the policy is enabled and applied.
[image: ]

The gpupdate /force command was used by the admin in order to force the policy update which was successful.
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NWT-SS non admin user was logged in and attempted to access command prompt and was denied as per GPO.
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Removable media drives are a threat to the network as they are common transport mediums for viruses and malware. The user created a GPO in order to deny access for removable media devices to all no admin users.
[image: ]
The policy was forced via the command prompt.
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A USB device was connected however this was no accessible by the non admin user NWT-SS and was not visible.
[image: ]














In order for the user to restrict unauthorised software installations, an additional OU is required. The user creates an OU named NWClient Computers.
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The NSW-1 computer is moved to the NWTClient Computers OU.
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Then a GPO named NounauthSoftInstallS is created and enabled.
[image: ]
The gpupdate /force command is input and successful.
[image: ]
The user was unable to install any software.
The user then instigated a password policy as this is an integral part of safeguarding a network. By enforcing minimum complexity requirements in relation to users passwords, it assist in preventing network breaches. The user ensured the following settings were set for the Password policy. This was then enforced via command prompt.
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The user then created a new user NWT-DD and attempted to use a password below the required character length of 10 which was not accepted.
[image: ]
The user then used the password “Userisnew1” using a passphrase in a sentence so that it meets the complexity requirements of the password policy but is also easier for the user to remember.
2. [bookmark: _Toc68767243]Observational Tasks

2.1 [bookmark: _Toc68767244]Local permissions and File permissions

New Technology File System (NTFS) is a standard file system used with Windows, it allows the user to create and manage permissions relating to the data stored with the NTFS file systems. By using NTFS permissions this will effect users on network and locally. This is in contrast with share permissions which will only effect folders which are shared over a network and not users who log on locally. 
The main difference apart form the users aspect is that whilst share permissions are easier to manage and apply, NTFS permissions allow for more advanced options to be applied which allows the administrator to more efficiently control the contents of the folders. [1]



[bookmark: _Toc68181732][bookmark: _Toc68767245]2.2 Group Policy Management

By using group policy management it allows administrators to efficiently manage their network and computers on that network more efficiently and without physically accessing those computers. For example in a large company there will be many devices on a network and possibly in more than one location. To effectively manage the users and access to files, folders, software etc. on the network, it would be virtually impossible for administrators to attend at every device and personally set the required permissions.
Group Policy allows admins to set policies which can then be applied to those devices/users across the network. Such policies could include only certain users to have access to a folder and then certain restrictions to what the user can do within the folder such as read and write only or full control. Password policies help to maintain the networks vulnerability by ensuring users regularly change their passwords and have to abide by the minimum settings set by the policy. The admin could restrict the times users are able to log on, what they have access to and what settings are enabled. 
If there was a requirement to restrict access to the internet for the users the admin could do this through the group policy manager. They then select no internet and apply this to the relevant group. They could then add specific users to this group which would then deny them access to the internet whilst not effecting the users who are permitted.
By using group policy the admins are able to edit these permissions with ease and can add or remove policies as is required. Group policy helps protect the network by preventing possible threats from occurring. [2]

[bookmark: _Toc68767246]2.3 Password Principles

Modern network environments are always vulnerable to threats, some of those include threats from the users themselves due to bad password habits. This can be prevented by setting strict password settings within the password policy. A minimum length of characters should be applied, with an option for those users who create longer passwords to be able to retain that password for a longer period of time. This would encourage users to create longer, more complex passwords as they would not be requested to change them as frequently.
Settings enabling passwords not to be re-used force the user to completely changing their passwords regularly and encourages good password management. Users should not be allowed to store their passwords using any reversible encryption options such as those offered by google and apple as these can potentially be vulnerable to attack and if the users device is left open then it allows other persons to access systems/files without requiring the password. [3]
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