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Digital forensics has become one of the most important areas within cyber security due to the increasing reliance on digital systems, cloud service and connected technologies across modern organisations. As cybercrimes continue to evolve, organisations are not only expected to protect their systems but also investigate incidents, recover evidence and maintain the integrity of digital information. The field of digital forensics focuses on the identification, collection, preservation and analysis of digital evidence which can be used to support investigations whether it be for legal proceedings, security concerns etc. However, due to the rapid development of technologies such as cloud computing, IoT devices and mobile platforms the complexity of said investigations has significantly increased and has created newer challenges for investigators and organisations.
[bookmark: _Toc229176103]2.Current state of the field & forensic tools
The current state of digital forensics demonstrates a field that has expanded beyond traditional computer investigations. According to Al-Dhaqm et al. [7], digital forensics now includes multiple specialised subdomains such as:
· Mobile forensics
· Cloud forensics
· Network forensics
· Malware forensics
· IoT Forensics
These areas have been developed because modernised organisations no longer rely on singular systems or platforms but rather operate through high level connected environments where data is constantly being transferred and stored in multiple locations. This has resulted in digital forensic investigators to need more advanced tools and techniques to be capable of handling large amounts of digital data and evidence.
Modernise forensic tools are specifically designed to support the acquisition of evidence, recover data, analyse malware and also be able to reconstruct a timeline of events and generate reports on the analysed data all while maintaining the integrity of the presented evidence throughout an investigation. Luciano et al. [1] explains that forensic tools are increasingly adding automation and artificial intelligence tools in their programs to improve the speed and efficiency of investigations. This is critically important to investigators as they are now expected to analyse significantly larger volumes of data than in the past.
However, despite these improvements, a lot of forensic tools still struggle with dealing with encrypted systems, cloud environments and decentralised technologies which limits the effectiveness of investigations. Raghavan [8] further highlights that the field has shifted away from simple disk analysis toward handling distributed and real-time environments which also require continuous adaptation from investigators and organisations.
[bookmark: _Toc229176104]3.Intersection of Digital forensics and Cybersecurity
There is a strong bond of intersection between the two fields of digital forensics and cybersecurity as both areas heavily depend upon each other in order to manage cyber threats effectively. Cybersecurity mainly focuses on preventing attacks and the protection of systems while digital forensics focuses on the investigation of incidents and identifying evidence after the occurrence of a security breach. As organisations experience increasing numbers of cyber-attacks such as ransomware phishing and insider threats, digital forensics has become a critical part of any incident response and the recovery process. Ysado and Osgod [2] explain that forensic investigators are now commonly placed inside of cybersecurity teams because of the close relationship of the fields and they help organisations determine how attack has occurred, what systems have been made vulnerable and what evidence can be collected for legal purposes.
The relationship of both fields has become more important now than ever due to the increase of cloud services, remote working environments and mobile devices. Organisations are expected to demonstrate that they have proper security controls and incident response procedures implemented within their systems, in particular when handling data such as customer information or intellectual properties. Luciano et al. [1] argues that organisations need to develop forensic readiness by ensuring that their own systems are capable of preserving and analysing evidence immediately after a breach has occurred. As without this preparation organisations are at risk of losing important evidence which can negatively impact their investigations and the recovery process and most importantly legal proceedings.
[bookmark: _Toc229176105]4.Emerging trends in Digital forensics
Several emerging trends are now shaping the future direction of digital forensic. One of the most significant changes is cloud forensics due to the growing demand and dependence on cloud computing across industries. Cloud environments crate major challenges because investigators often do not have direct access to the physical infrastructure and evidence may be distributed across multiple locations [7]. This creates both technical and legal difficulty in regard to evidence collection, ownership and legal jurisdictions.
Another important trend is the rise of IoT forensics. The internet of things devices such as smart appliances, wearable technologies such as smart watches fit bits etc generate a large amount of data that can potentially be used evidence during an investigation. However the large majority of these devices contain limited storage capacities, weak security controls and proprietary OS which makes the analysis of these technologies very difficult.[5]
Artificial intelligence and machine learning are also becoming increasingly integrated within forensic investigations. Luciano et al. [1] predicts that AI technologies will improve evidence classification, anomaly detection and automated analysis processes which will help investigators manage large amounts of data more efficiently.
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Despite massive growth and development in the field, digital forensics still continues to face major challenges. One of the biggest challenges is the increasing volume and complexity of digital evidence. Fakhouri et al. [3] explains that investigators commonly struggle to process and analyse large volumes of data within a limited timeframe which increases the likeliness of increased costs and delays to forensic investigations.
Encryption technologies also create massive barriers because many devices and communication system now use advanced encryption technologies which prevent investigators from accessing relevant evidence [4]. This becomes a major issue for investigators because important information may be inaccessible even when legal authority has been granted to a device.
Legal and organisational challenges also remain a growing concern whin the field. Karie and venter [6] explain that cloud computing and international data centres create issues related to jurisdiction and privacy regulations. IN addition, the lack of a standardised forensic procedure and relevant tools can result in inconsistent investigation outcomes in different jurisdictions which may weaken the credibility of evidence during an investigation. [4]
[bookmark: _Toc229176107]6.National and international Job market
The job market for digital forensics continues to expand both nationally and internationally due to the increasing number of cyber threats and digital investigations. Organisations across the public and private sectors require specialist capable of conducting forensic investigations, whilst also responding to cyber threats and supporting operations. Common career roles include digital forensic analyst, incident responder, cybercrime investigator and forensic consultant. [2]
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