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The labs given within this module are geared to assist you in carrying out vulnerability assessments and penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. This is similar to what an attacker would do or what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.


Task: Surveying the Attack Surface using Shodan

Identifying what parts of systems are exposed to potential threats on the Internet is considered as the starting point of any ethical hacking activity. This exercise is a part of your training assignment at Covert Intelligence Inc. and shall guide you on how to use Shodan for ethical intelligence gathering and reconnaissance.
IMPORTANT! Before you begin
1. You shall agree to the Ethics & Safety rules: do not access, authenticate to, exploit, or scan devices you do not own, have explicit written permission, or legal authorization from the system owners to interact with them. Only observe publicly indexed data. Violations may be illegal and may result in severe consequences.
2. Record your name, team members (if any), and the exact local date & time for each task run.
3. Save raw export CSV/JSON results for every task and include them within your documentation write up.

Deliverables
For every numbered task below, you are required to document the following items unless specified otherwise:
· Exact search query executed: A short sentence stating the task, its significance, and the search query.
· Count/summary: Number of results returned by the search. If results are too many, report the top 100 and note that the result set was truncated.
· Top 10 sample rows: For each sample, include the IP, port, product (if present), version (if present), organization/ISP, city/country. Do not copy or save screenshots with information about identifiable people.
· Observations (3-5 bullets): Short factual notes about what you observed.
· Limitations/assumptions (1-2 bullets): Possible false positives, sampling bias, or filter limits.
· One remediation suggestion appropriate to the observed problem (short bullet).
Along with the report, you may also include a ZIP file containing raw export files and a CSV of consolidated samples.

Tasks:
NOTE: Perform only the action described; do not attempt to connect to or alter discovered devices.
Before starting launch the Firefox browser
a. In the browser go to https://www.shodan.io/
b. Create an account.  To have benefits like premium user, please use your university email address to create your account.  Note if you use your private email address, you will need to pay subscription to have more benefits other than the basics given.  See url https://help.shodan.io/the-basics/academic-upgrade
c. Once you sign up, you are now ready to carry out the exercises below.
d. Click on the account tab to the top right of the Shodan screen, this will take you to the dashboard.
1. City-wide asset inventory
Produce an inventory of Internet-facing assets. In the search bar type:  country:"GB". 
i. Report the counts by service type and lists the top 10 service types.

2. Server software prevalence
Identify the top 3 web server software products reported in the following search:
· country:"GB" product:"nginx"
· country:"GB" product:Apache
· country:"GB" product:IIS

i. Report the counts and lists the top 10 sample hosts per product (IP, version if present).

3. Consumer smart devices
Search for consumer smart devices (e.g., cameras, DVRs, smart printers) indexed in the following search:
· country:"GB" product:webcam
· title:DVR country:"GB"

i. Report the device types, counts, and the 5 most common models you see.

4. Industrial & OT exposures
Identify any ICS/SCADA-related devices or services (e.g., Modbus, DNP3, Siemens products) that appear in your search:
· port:502 country:"GB"
· product:Siemens country:"GB"

i. Report the device types, exposed port(s), and counts.

5. Open databases
Find occurrences of publicly exposed database services (e.g., Elasticsearch, MongoDB, CouchDB) in the following search:
· product:mongodb country:"GB"
· product:elasticsearch country:"GB"

i. Report the counts, and whether authentication metadata appears present or absent in the banners.

6. Remote access endpoints
Enumerate exposed remote admin endpoints (RDP, SSH, Telnet) from the following search:
· port:3389 country:"GB"
· port:22 country:"GB"

i. Report the counts and the top 10 sample hosts with any banner/OS details available.
7. TLS/HTTPS certificate hygiene
Examine HTTPS endpoints in the following search:
· ssl.cert.issuer.cn:"Let's Encrypt" country:"GB"
· ssl.expired:true country:"GB"
for certificate issues visible in Shodan metadata (expired, self-signed, mismatched CN). 

i. Report the number of such certificates and list sample hosts.

8. Cloud console & storage exposures
Identify cloud admin consoles or publicly exposed S3-compatible storage endpoints (or equivalents) visible from the following search:
· http.title:"AWS Management Console" country:"GB"
· product:Minio country:"GB"

i. Report the counts and whether bucket or container names are discoverable (do not access contents).

9. Passive vulnerability flags
Using Shodan’s metadata, list the top 5 CVEs (Common Vulnerabilities and Exposures) that appear most frequently against assets from the following search:
· vuln:"CVE-2021-44228" country:"GB"
· vuln:"CVE-2020-0796" country:"GB"

i. For each CVE, report how many assets show that tag.

10. Sector comparison
Choose 2 industry sectors from the following search:
· org:"University" country:"GB"
· org:"Hospital" country:"GB"
Example education vs. healthcare. 
i. Compare the 3 most common exposed services in each sector and report the differences.

11. Hosting concentration analysis
Determine whether public-facing websites from:
· hostname:"ac.uk" country:"GB"
· hostname:"co.uk" country:"GB"
· org:"BT" country:"GB"
· org:"Virgin" country:"GB"
· org:"Sky" country:"GB"
are hosted across many ASNs (Autonomous System Numbers) or concentrated in a few. 
i. Report top 5 ASNs by site count and comment on single points of failure.

12. Camera screenshot privacy check (non-visual)
Identify cameras from the following search:
· cam has_screenshot:true country:"GB"
· camera has_screenshot:true country:"GB"

i. Select available screenshots from the Shodan lists. 
ii. Do not view or save any images. 
iii. Report the counts by brand/model and note whether authentication appears required.

13. Trend snapshot
For one chosen service type (e.g., SSH or HTTP), capture a snapshot of its counts over the first and the last day in a 7-day interval from the following search:
· port:22 country:"GB"
· port:80 country:"GB"

i. Report the delta and possible explanations for change.

14. Patch-priority mapping
From the CVEs and vulnerable service versions you observed, propose a prioritized remediation list of up to 8 items. 
i. For each item, include a one-sentence justification for priority.

15. Risk scoring exercise
Select 10 representative assets you discovered. For each asset, assign the following scores between 0–10 for the following: 
i. Internet exposure, 
ii. service criticality, 
iii. known vulnerability presence, 
iv. default-credential likelihood. 
v. Sum the scores and produce a ranked remediation priority list with one-line remediation steps.
Additional Notes
· Be factual: do not claim exploitation or access. State only what Shodan shows.
· Cite timestamps and include exact queries or search descriptions used (but not answers).
· Explain limitations: if a search returned ambiguous banners or too-broad results, state that.

Ethics & Reporting Guidance
· If you encounter critical safety exposure (hospital ICS, life-safety device), stop and notify your instructor immediately; do not attempt further reconnaissance.
For responsible disclosure, include only non-sensitive evidence: IP, port, timestamp, and suggested fix. Don’t use screenshots with people or sensitive data.


Now write full documentation of your findings, providing references.  Try to find credible sources to help with your written documentation and provide a full reference listing using the IEEE referencing for both in-text citation and reference listing.

image1.png
School of
Applied Computing




image2.jpeg
PRIFYSGOL CYMRU
Y Drindod Dewi Sant
UNIVERSITY OF WALES

Trinity Saint David

SWANSEA - ABERTAWE





