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This project uses three methodologies: 
1. Experiment: involving the design of a virtual network, as well as practice and elaboration of four DNS attacks: DNS poisoning, DNS DDoS, DNS tunnelling and DNS “water torture”.
2. Software development: involving two Python scripts written by the author of this project with the help of libraries provided by Scapy. These were used for the DNS DDoS and DNS “water torture” attacks.
3. Literature review: consisting of DNS defense methodology research of all DNS attacks covered in this project.
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5. Conclusion
One can confidently further assert that DNS constitutes a very critical part of the Internet’s infrastructure. A single large-scale attack has the potential of interrupting essential services for a very large number of users due to its place in the hierarchy of the Internet.  
A successful attack, for example, could interrupt the operation of services for millions of users across an entire country or across the world. For this reason, knowledge of DNS security is essential for the security engineer, network administrator, and/or researchers of Internet security in general.
4. Results
The results of attacks covered by experiment are as follows:
· DNS poisoning: Spoof stored or in transit DNS data with the scope of malicious redirection. Defenses include DNSSEC, as well as other cryptography based solutions.
· DNS DDoS: Transmit large amounts of DNS data to a target victim with the intention of overwhelming the device’s resources. Defenses: rate-limiting. IDS/IPS, etc.
· DNS tunnelling: Use DNS “TXT” messages for carrying TCP traffic. Defend by blocking “TXT” messages, as well as anomaly-based traffic monitoring.
· DNS “water torture”: Similar to DNS DDoS except with non-existent, randomly-generated subdomains. Defenses are highly similar to those of DNS DDoS.
More details regarding: domain hijacking, Zone poisoning, NXDOMAIN hijacking and DNS rebinding, as well as defense methodologies, are covered in the main work.
2. Aims and Objectives
The aim of this project is to research DNS attack and defense methodologies. Regarding this aim, the following objectives were completed:
· Undertake and present a review of previous literature on the topic of DNS attacks
· Design a virtual network environment for the purpose of experimentation
· Attempt to put into practice and succeed in launching several of the attacks
· Present a theoretical research of defense and mitigation methodologies regarding each attack
· Evaluate the results of both experiment and research stages, presenting the risks and implications of each
1. Introduction
The 2018 DDoS attack onto Dyn’s DNS infrastructure illustrates the importance of DNS security.  A DDoS-type attack launched against a US DNS provider’s infrastructure, it prevented millions of users from accessing essential services such as Twitter, Facebook, and Netflix. [1] [2]
This project researches DNS and its operation, as well as means of using it maliciously, followed by research of defense and mitigation methodologies. This project also serves to further prove that DNS is a critical and fragile component of the Internet’s infrastructure.
It is considered that this project will contribute to current literature on DNS, as well as useful research for network administrators, security engineers and anybody else interested in securing DNS.
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DNS DDoS amplification/reflection attack [3]
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