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Abstract

This report will cover certain aspects of computer forensic methods used to find, analyze and recover. Files on an evidence drive.  This document will follow john throughout his process following the three investigation phases carried out by a digital forensic professional. The stages are as follows:
· Pre-Investigation Phase
· Investigation Phase
· Post investigation Phase
In the investigation, the investigation named John has been asked to investigate a suspected terrorist laptop and retrieve any important information that could possibly relate to the investigation case. After the collection of the data is complete the proper procedure for the presenting of the information must be completed to show the results to the client.
There will be a list of different opensource and commercial tools most commonly used by computer forensic professional. There is a wide range of tools for a lot of different applications so there is no wonder why there is so many, With the way tools are constantly changing there is not one tool to rule them all.
The report will be emulating a computer forensics case investigated on a windows 10 operating system and try to only use opensource software to Acquire, analysis and process the data
The evidence file is an emulated case and does not reflect any case in any way.
[bookmark: _Toc5286857]
Introduction:

John has been asked to extract evidence from a laptop of a suspected terrorist attack, the terrorist was shot down at Heathrow international airport and he was planning to bomb the mason international airport at Fiji. His appearance matched with a record on the terrorist database. When he was confronted by the police, he tried to run away but was shot down. On his possession was a laptop briefcase.
A phone call was made to John from Mr. Mark Wales, the chief investigator at Heathrow police department asking John who is a detective in a professional investigations service to investigate the items in the briefcase and its contents.
This document will follow john throughout his process following the three investigation phases carried out by digital forensic professionals. The stages are as follows:
· Pre-Investigation Phase
· Investigation Phase
· Post investigation Phase
For the rest of this documentation, you will be expected to find the different forensics methods carried throughout the case. This would be for the forensic methods used on the digital evidence and on the physical evidence that is provided by Mr. Mark Wales.
At the bottom of the document, there are sections that refer to the related tasks are implemented for proof of forensic method for the reader of this document.
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[bookmark: _Toc5286858]Section 1.
John received the laptop briefcase from Mr. Mark Wales which contained a Dell Laptop[36]  (Figure 1 [36]), along with the laptop was a series of photographs of the crime scene that matched the fingerprints of the terrorist.
[image: ]
[bookmark: _Toc5012989][bookmark: _Toc5247321]Figure 1 [36]
[bookmark: _Toc5286859]Section 2.
John found out that the computer was in standby mode. 
[bookmark: _Toc5286860]Section 3. 
[image: ]Throughout the investigation, John will be using a Cannon Digital camera [28] (Figure 2) to take pictures of the evidence on the computer. John is using a Camera to take pictures of the computer screen for evidence, John also used the camera to take photos of the physical evidence to establish the chain of custody and ensure that the device is authentic. Everything must be tagged, ladled and sealed and recorded on an information evidence collection form.
[bookmark: _Toc5247322]  Figure 2 [28]


[bookmark: _Toc5286861]Section 4. 
The laptop was running Windows XP professional service pack 2.
[bookmark: _Toc5286862]Section 5. What is the other process or forensic methods John would have taken/used before he then prepared a chain-of-custody document and stored the original hard disk in a secure location?

John would have taken a couple of more processes before preparing a chain-of-custody document.
John would have taken the laptop to antistatic and dust free environment in order to ensure that the laptop is kept safe and minimize the potential of data corruption throughout the investigation. The original evidence must have adequate protection from environmental hazards and is stored in a safe environment. 
John would have also taken measures to ensure that none of his fingerprints get on the evidence by wearing a pair of gloves.
Taking notes john would have documented a few things before proceeding with the creation of a chain-of-custody form.
John would have:
· Acquired an Electronic Storage Device Search Warrant, this allows John to continue with the investigation in a lawful manner.
· Documented the time and date he received the evidence along with who he received the evidence from.
· He would make notes on the device such as Make, Model, Serial Number, and Capacity.
Write blocker
John would need to ensure that the original evidence doesn’t get contaminated or modified in any way to ensure the integrity of the findings. This can be achieved by using a write blocker or a write blocker tool on the original evidence disk.
 A write blocker can be implemented in many ways. Some software already has a write blocker incorporated with the program while others don’t. 
FTK toolkit [3] by access data is a great example of a commonly used tool that futures a built-in write block.
A tool provided by ForensicSoft [11] called SAFEBlock allows the users to write block any physical media connected to the PC on a software level. This would be handy if the investigator wanted to use various tools for the investigation as it doesn’t require each individual program to contain a write blocker. This is a commercial option that is simple and easy to use.
Another option would be to change the software properties of the device you are using. For example, if the investigator is using a Windows operating system for the investigation they could change the registry values to disable writing to a device at a low level in the registry. (Figure 3)
This option is free, but it is time-consuming and it is easy to make a mistake upon setting up the write block. [image: ]
[bookmark: _Toc5247323]Figure 3
Making a copy of the original disk
John would need to create a bit by bit copy of the original drive. In order to do this, he would have used a piece of storage media acquisition software that is able to make a copy of raw data files. One of the most commonly used tools by data forensics is the FTK Imager software [3]. 
The original disk should first have the hash values calculated and documented; this can be used to check the copy image against the original one to ensure that it is a true raw copy. Some images of the steps taken to create the bit-by-bit copy can be found in Appendix 1.
[image: ]
[bookmark: _Toc5247324]Figure 4
Figure 4 Shows the hash calculation from the original file and confirms that the new copy image is a match.
Now John can store the hard drive in a safe and secure location and prepare the chain of custody form.
[bookmark: _Toc5286863]Section 6. 
Upon the creation of the new image, John needed to start analyzing the disk to look for any information relating to the investigation.
To do this john would need to use a storage media analysis and reporting tool such as FTK toolkit [3]  or Autopsy [24] etc. These tools allow the user to analyze the files within the disk.
[bookmark: _Toc5286864]Section 6.1
John was asked to collect the following files related to the case. 
· MS Word
· Excel
· PDF
· Images Files (JPEG, GIFF, BMP, TIFF)
· Video Files (avi,MPEG,dat,mov)
· Audio Files (MP3, WAV, RM)
[bookmark: _Toc5286865]Section 6.2
He was also asked to collect the following information.
· MS Outlook Contacts
· Email messages
· Messenger Chat history
· Cache files
· Temporary internet file

[bookmark: _Toc5286866]Section 7.
[bookmark: _Toc5286867]How would John go about retrieving these? 

John would have had to figure out a process of retrieving these items ask for by Mr. Mark Wales. Luckily there are quite a few options for John to use. 
Tools such as the FTK toolkit [3], EnCase [1] and autopsy are good all-around tools that at good for a variety of different common uses. Such as gathering up some basic files such as the types of files stated in 6.1. 
In figure 5 you can find a screenshot of autopsy displaying the various file types and category’s that were found during the ingestion of the data drive.
[image: ]
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As you can see this allows the user to easily and very efficiently find the files they are looking for. This is a common feature for FTK toolkit [3] and EnCase [1] also.
If a file extension has been modified to hide its contents such as hiding a word document as an image. These tools search for mismatch file extensions Figure 6 and suggest the format the proper extension[image: ]
[bookmark: _Toc5247326]Figure 6
FTK[3], EnCase [1] and Autopsy all have a built-in media viewing module that allows the user to view the form of media without the need for extraction to an external program. This applies for any video, image, PDF and text files.
To search for any contacts and email addresses John would have searched for files based upon the Mbox format. Mbox is a generic file structure that is used to hold a collection of email messages. Outlook uses the file format of .pst which is unique to outlook. 
On autopsy there is a plugin allows email analysis that parses Mbox. This is how it identifies what could possibly be an email message by following a set format. (Figure 7)
[image: ]
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In the above figure, autopsy has analyzed the drive and will point out any email and messages across multiple different platforms such as messenger and twitter for example.
In order for John to receive the temporary files he would need to run a memory-capturing software such as Belka soft live ram capture, this is important if the computer was left in standby mode as there could be some valuable information sorted in the currently running processes.
[bookmark: _Toc5286868]Section 8.

Whilst John was searching the drive, he found a few videos that might be of interest to the chief of police.
a.
There were two videos that were discovered contained contents relating to the 9/11 bombings that took place in 2001. Although the videos at not related to the case it could prove useful to aid the case and it is notable.
b.
The next video showed terrorists practicing in a terror camp. 
c.
The killing of the kidnapped hostages’ video will be an important piece of evidence that proves that the terrorist has a certain curiosity with the acts of terrorism. 
d.
Speeches from leaders of terrorist outfits were discovered and show to be motivational endorsing acts of terrorism. This can also aid in the investigation by proving that the attacker has been influenced by terrorist propaganda. 
e.
Personal videos of the attacker are not required for the investigation and should be ignored because it has no relevance to the case.
f. 
Two thirty-minute videos were discovered, the videos showed the layout of both Heathrow and mason airport. Using these videos 
g. 
The last video to be discovered shows the suspect in a hotel room along with 6 other individuals.
[bookmark: _Toc5286869]Section 9. Would he make a detailed list of the videos and prepared a document explaining each of the videos in brief? Justify your answer.

John would make a detailed list of all the relevant videos for the case and create a short brief description of each one to outline the basic content of the video. This is important when handing back the evidence to Mr. Mark Wales.
By creating brief descriptions of each video John would have summarised the content of said videos and show the relevance to the case. This will allow Mr. Mark Wales to get a clear understanding of the evidence that he is presented with and allow the investigator to filter out the information that is less relevant.
This should be provided through evidence forms stating the file path and the file extension.  Along with the time of acquisition.
To generate a good report is to carry out the following forensic processes.
· Identifying
· Gathering
· Analyzing
· Preserving
· Reporting
When a detailed report has been carried out correctly this provides a clear correlation between the evidence that has been found and the crime events allowing the court of law to easily prosecute based upon the information.
[bookmark: _Toc5286870]Section 10.
Whilst John was scrubbing through he found two detailed images of two airports. John deducted that this was this confirmed their intentions of the terrorist group of which he was affiliated with.
Both image files were changed in order to hide the true contents of the files. 
[image: ]The Heathrow airport image was under the name “London.wav”, .wav is a file extension that supports audio playback. As this file is not really a .wav the only response from the audio player would be that the file is corrupt, or an error has occurred. Looking at the metadata and the text strings of the file it shows that the file is a jpeg file. The simple process of changing the file extension allows the file to be viewed and will show a birds-eye view Heathrow airport. (Figure 8) (figure 10)[bookmark: _Toc5247328]Figure 8

The second file that contains the image of the birds-eye view of Mason airport based at Fiji, the name of this file is called “mason1.jpg”. (figure 9)
[image: ]
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[bookmark: _Toc5247330]Figure 10
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John found some pictures that were logos of a certain terrorist group.
[bookmark: _Toc5286872]Section 12.  
John found some pictures that contained documents related to “how to make a chemical bomb”, How to prepare for jihad”, “how to be a suicide bomber”. These files were deleted

[bookmark: _Toc5286873]Section 13.
And had to be recovered using a file carving method. File carving is a method that finds files based on their information and structure alone without the information of an indexing table found in the operating system. This entry’s in deleted from the table when the suspect tried to remove the files from the computer. These files are still present since the operating system hasn’t rewritten over the file storage location on the hard disk drive.
John proceeded to read the document ladled how to bomb the mason international airport and he was more than assured of the suspect's involved in the crime.
[bookmark: _Toc5286874]Section 14. What software did John use to get the list of contacts in the terrorist’s MS Outlook? 

To find Ms outlook contacts, Autopsy carried out a keyword search on email addresses that followed a standard format. The contacts were stored as an .xml file such as “[any character] @ [any character]. The contact file was stored as a spreadsheet by the outlook application and was easily extracted and viewed.
The contact names shown the contacts.xml file matched the ones found in earlier documents.
[bookmark: _Toc5286875]Section 15. 
John found a file labeled “bank.xlsx”, This document was easily found but had one slight problem. The file itself was password protected using Microsoft Enhanced RSA and AES cryptographic provider. This meant that when the document was attempted to be opened the user would be presented with a dialog box telling them to enter the password.
There are a couple of tools that can be used to recover the password of this file, most of these tools tend to be commercial tools. For the example, FTK’s Password Recovery tool was used to brute force attack the password in order to find the right combination of characters to access the file.
A brute force attack is a method of password cracking that is based on trial and error. This can be set up to go through every letter, every symbol, and every number in order to gain access. This method does work but can be very time consuming especially if there is a very strong password set on the file. This method could possibly take weeks or months for the user to get a result.
After running some password recovery software John found that the password for the file was “money”, He then discovers two individuals bank details and names associated with the account.
[bookmark: _Toc5286876]Section 16.
The laptop contained a few more documents and visas which proved that he had links to other terrorist organizations.
[bookmark: _Toc5286877]Section 17. Prepared a report of John forensics analysis to be given to Mr. Mark Wales along with an invoice for his professional service.

After John was satisfied that he had collected and analyzed all the evidence that he could extract on the drive, he then proceeded to prepare a report for Mr. Mark Wales using the report generator built into the data acquisition software. This report could be presented in many ways dependent on the client's needs and requests. Here are the multiple output formats for the report:
· HTML Report
· Excel Report
· Plain text format
· CASE-UCO
· TSK body file for timeline view
· STIX 
· KML For google earth positioning (Only on certain files)
For the example, the following report was created in HTML to allow ease of use. (figure 11)
[image: ]
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John also needed to create an invoice for the professional service that he carried out. (figure 12).

[image: ]
[bookmark: _Toc5247332]Figure 12
After creating the forensic report and the professional invoice john must picece together all of the infmation, that includes the found files and all of the evidence forms to accompamny them. This then should all be handed back to Mr Mark Wales to close the case and convict the suspected terrorist.


[bookmark: _Toc5286878]Conclusion for the report

Throughout the report, the author of this document tried to achieve the same results as john with the use of opensource software. It has proven to be quite simple to acquire, analyse and report upon the data using open source tools. Although I can very tool to tool the experience using the opensource variants of the tools has proven to be quite positive with only certain hiccups here and there
For example, a lot of the opensource tools wasn’t able to crack the passwords on the locked files, For that section, the FTK PRTK had to be used in order to achieve the correct password.
The thing to take away from this report is that it is utmost important to understand your limitations as a computer forensic investigation and never claim that you have the knowledge to carry out a job. Never ever assume, That is not your job as an investigator, you have to look at the facts and make a decision. It's also important to follow the data laws in your country as one little slip up could mean that you are unwillingly breaking the law and made the evidence null. 












[bookmark: _Toc5286879]Comparison table for opensource and commercial computer forensic tools

	Hashing tools
	
	
	
	
	
	
	
	
	
	

	Name
	Type of Liecence
	Platform
	Price
	MD2
	MD4
	MD5
	Sha-1
	Sha-256
	Sha-384
	sha-512

	IgorWare Hasher [30]
	Freeware
	Windows, 10, 8, 7, Vista, XP, 2000
	Free
	x
	x
	√
	√
	x
	x
	x

	Hash Generator
	Freeware
	Windows, 10, 8, 7, Vista, XP, 2003
	Free
	x
	x
	√
	√
	√
	√
	√

	HashMyFiles [35]
	Freeware
	Windows, 10, 8, 7, Vista, XP, 2003, 2000.
	Free
	x
	x
	√
	√
	√
	√
	√

	MD5 & SH-1 Checksum Utility [33]
	Freeware
	Windows 10, 8, 7, Vista, XP
	Free
	x
	x
	√
	√
	x
	x
	x

	ComputeHash [31]
	Freeware
	Windows 10, 8 ,7, Vista
	Free
	x
	x
	√
	√
	√
	√
	√

	HashCalc [37]
	Freeware
	Windows, 95, 98 ,Me, NT, 2000, XP
	Free
	√
	√
	√
	√
	√
	√
	√





	
	
	
	
	
	
	
	
	
	
	
	

	crc-32
	sfv
	BASE64
	LM
	NTLM
	ROT13
	RIPEMD
	ALDER32
	HAVAL
	WHIRLPOOL
	TIGER
	PANAMA

	√
	√
	x
	x
	x
	x
	x
	x
	x
	x
	x
	x

	√
	√
	√
	√
	√
	√
	√
	√
	√
	√
	x
	x

	√
	x
	x
	x
	x
	x
	x
	x
	x
	x
	x
	x

	x
	x
	x
	x
	x
	x
	x
	x
	x
	x
	x
	x

	x
	x
	x
	x
	x
	x
	x
	x
	x
	x
	x
	x

	√
	x
	x
	x
	x
	x
	√
	√
	x
	x
	√
	√

	 

Multipurpose Forensics Tools
	
	
	
	
	

	Name
	Type of licence
	Discription
	Platform 
	Price
	GUI or CLI

	Autopsy with Sleuth kit[24]
	open source
	Program
	Windows 64/32 bit, Linux, Osx
	free
	GUI

	SANS SIFT [10]
	open source
	Dedicated OS, With multiple programs installed such as Autospy with Sleuth kit
	32/64 bit ubuntu 
	free
	GUI

	PlainSight [6]
	open source
	Deadicated Os.
	32/64 bit ubuntu 
	free
	GUI

	FTK Toolkit[3]
	Comercail
	Windows based toolkit
	Windows server 2016, server 2012 r2, windows 10, windows 8.1, windows 7 64-bit
	Price: Perpetual license: $3,995 and yearly support is $1,119; one-year subscription license: $2,227 and yearly support included at no additional cost.
	GUI

	EnCase [1]
	Comercail
	Windows based toolkit
	Windows server 2016, server 2012 r2, windows 10, windows 8.1, windows 7 64-bit
	$3,594 including first year of support.
	GUI

	XWF(X-Ways) Forensics[5]
	Comercail
	Windows based toolkit
	Windows XP/2003/Vista/2008/7/8/8.1/2012/10*, 32 Bit/64 Bit
	 £799 Each
	GUI


 
	Reports
	File Sorting
	CheckSum Validation
	Email Analysis
	Media playback
	Extension Mismatch
	Keyword Search
	Write Protection
	Hex View
	Disk Image support

	√
	√
	√
	√
	√
	√
	√
	x
	√
	√

	√
	√
	√
	√
	√
	√
	√
	√
	√
	√

	√
	√
	√
	√
	√
	x
	√
	x
	√
	√

	√
	√
	√
	√
	√
	√
	√
	√
	√
	√

	√
	√
	√
	√
	√
	√
	√
	√
	√
	√

	√
	√
	√
	x
	x
	√
	√
	√
	√
	√


 

	Local Drive
	Physical Disk Support
	Mobile Forensics
	Timeline
	Network analysis
	Memory analysis

	√
	√
	√
	√
	x
	√

	√
	√
	√
	√
	x
	√

	√
	√
	x
	x
	x
	√

	√
	√
	√
	√
	√
	√

	√
	√
	√
	√
	√
	√

	√
	√
	x
	x
	√
	√


 

	Memory Forensics
	
	
	
	
	
	
	
	

	Name
	Type of licence
	Description 
	OS required
	Price
	GUI or CLI
	Memory Format Support

	Volatility[7]
	Open source
	Open souce memeory forensics framework
	Windows and linux
	Free
	CLI
	Raw Memory, Firewire, Windows crash dump, Windows hibernation, Vmware saved state, HPAK format, QEMU memory Dumps,  LiMe Foumat

	Windows SCOPE[2]
	Commercial
	A live version tool that allows forensics analysis to be performed on a mobile device
	Windows, MacOs
	$7,699 – $16,299
	GUI
	Raw Memory, Firewire, Windows crash dump, Windows hibernation, Vmware saved state, HPAK format, QEMU memory Dumps,  LiMe Foumat

	Belka soft Live RAM capturer[4]
	Open source
	Live version launched from usb
	Windows
	free
	GUI
	Windows dumpfile Recovery and live data recovery


  


	Password recovery tools
	
	
	
	

	FTK PRTK [20]
	Comercail
	Conducts a brute force acctack on locked files
	Windows
	Licence based

	Nitsoft Password Tools [23]
	Open source
	A vast range of tools for password recovery
	Windows
	Free

	HashCat [12]
	Open source
	A powerful free tool that supports a vast range of files and attacking methods
	Windows, Mac, Linux
	Free

	Passware Kit forensic [18]
	Comercial
	A easy to use password decrypter that supports a wide range of functions
	Windows
	From $49 to $1,095
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Steps taken to create a bit-by-bit copy from an original disk.
Noting the original hash values
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