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Abstract— This document will research the range of security issues faced when implementing an IoT system. As well as reviewing literature based on IoT security, a number of Lab Exercises will be analysed and documented. Email tracking, Proxy server usage, social engineering and device security will be explored in the Lab Exercises. Information gathered from both the literature review and Lab analysis will then be used to create a solution to the security issues faced when implementing a system to protect the services and resources of a University campus. 	Comment by Carlene Campbell: 
Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.
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 Introduction
The world of cybersecurity is forever growing. The need for cybersecurity to be innovative and flexible in order to continue to defend computer systems all over the world is increasing year by year. At the same time, malicious hackers are working tirelessly to discover the next big security breach in order to capitalize and exploit weaknesses before they are found/patched. [1,2]
Businesses around the world rely very heavily on a number of services provided by internet, communication systems and the many services required to maintain IoT systems (Internet of Things). This document will aim to research and analyse the security issues that affect the use of IoT systems in a business, and the damage that can be caused should such a system be compromised.  [2,3]
IoT incorporates a range of devices both wired and wireless to accomplish the needs of a network system. To achieve these goals, a number of devices must be incorporated into the network in order to monitor the correct information that must be sent/received across the network. This data that can be captured using sensors of various kinds that can provide accurate data, which in turn can be used to control other devices on the network.
In addition to the research and analysis mentioned above, a number of lab exercises will be examined, with results and situations analysed and documented. The data gathered from the labs will be discussed and analysed in an attempt to give insight into how the targets security systems have performed, as well as how they can be improved in the future.
The results of the lab exercises can aid the task of improving system security defenses by highlighting vulnerabilities present in the system which can be patched to prevent further system breaches.
The information gained from the literature review and further examination of lab exercises will be used to design and simulate security measures that can be used to protect resources and services that are used by the university campus.
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Literature Review	Comment by Carlene Campbell: 
This aspect only focus on IoT sensors, much more on IoT security could be done.
The use of IoT systems has been growing at a tremendous pace over the past decade and continues to grow. The capabilities of IoT have revolutionized the way companies around the world conduct business. From the designing of new factories, updating of current offices, and even down to the workforce required for running these new systems. IoT has positively impacted businesses around the world massively. [5]

However, with these new great systems allowing higher productivity, easier management of computer systems, streamlined monitoring of performance and business operations comes an increased need for security. [5]

All the above advancements come at the cost of incorporating possible hundreds of sensors dotted around the factory monitoring anything from: [6]

· Temperatures (classroom, server room temps or production line temps)
· Motion (Lighting, security alarms)
· Proximity (Entry/exits, parking sensors)
· Pressure (Production, vehicle tyre, medical)
· Weight (Production, lifts, cranes)

Incorporating any of the above and other unmentioned sensors into your network adds another avenue of attack to an outside malicious hacker. Each new sensor or device added to the network requires another layer of security to ensure the devices are not tampered with. Whether that be within usage policies of your business or specific security measures such as anti-virus capabilities, anti-tampering lockouts and physical security to prevent access to such devices. [6,7]

Although hacking into an IoT lighting system may seem harmless, it may be possible to use that breach as a means of gaining further access into the network, or accessing other data flowing through the network. This means that securing your IoT lighting system is just as important as securing any other part of your network. [7]
The list of sensors mentioned above will now be expanded to detail the uses and security risks that may come with an unsecured network/sensor.

Temperature sensor [6]

A temperature sensor allows action based on the temperature of a certain object/area.

A production line can use it for producing food or certain materials that benefit from working at or between certain temperatures. This will cut down on wasted food/materials that have been ruined due to operating at temperatures outside the normal range.

An air conditioning system can monitor and adjust the temperature of a room to fit certain needs. For example, a classroom setting can be kept at a comfortable temperature for the day, whereas a server room can be kept at a consistent cooling temperature to ensure no hardware is overheating which can affect performance.

If this system was compromised, other than the escalation of access possible from breaching the network through the sensor there may be other consequences. A businesses production operation could be exposed if temperature sensors were compromised. Confidential information such as material amounts for certain products or food recipe amounts may be leaked, production operations may be sabotaged by being fed wrong information resulting in money lost due to ruined product and potential ruined equipment.


Motion sensor [6]

A motion sensor allows action based on detected motion in an area.

A simple usage for motion sensors is an IoT lighting system. An efficient method of automating lighting for a building by turning lights on and off based on sensors detecting motion in a certain area. This results in lowered energy costs due to lights turning off when a room is empty without the need of human input.
Motion sensors can also be implemented into security systems as a means of activating CCTV cameras or sounding alarms should a sensor detect a presence in unauthorized areas.

Should a motion sensor system be compromised, other than the network being breeched which could lead to further access to the network by a malicious hacker, many problems could be caused for a business.

A motion sensor could be fed incorrect data to allow criminals to access certain unauthorized areas undetected due to malfunctioning sensors. A more elaborate plan could involve criminals analyzing sensor data allowing detailed mapping of a building and what rooms/areas are empty at certain times of the day. This could give criminals detailed information on what areas of the building would be easier to gain unauthorized access to.

Proximity sensor [6]

A proximity sensor allows action based on the distance between objects.

A proximity sensor can be used in a range of situations. On a building site it can be used in potentially dangerous vehicles to prevent crashing into buildings, fixtures, workers or other vehicles, thus increasing workplace safety. Heavy duty machinery such as forklifts and cranes that operate using precision movements can allow precise placement of objects through the use of proximity sensors, increasing the quality of work.

Similarly, the same technology can be used in every day use motor vehicles to allow auto-parking capabilities in newer cars or reverse parking systems that can be fitted older cars.

A compromised proximity sensor system could lead to malfunctioning sensors on heavy duty machinery, which could lead to serious injury or even death on a work site. On top of personal injuries, malfunctioning sensors could lead to destruction of products or property damage should a forklift or crane drop materials or crash into a building.
Compromised parking sensors may also cause injury and/or vehicle damage should they not detect a person walking behind a car that is parking or cause a car to react unpredictably due to incorrect sensor data.


Pressure sensor [6]

A pressure sensor allows action based on the pressure of either a gas or a liquid.

There are many uses for pressure senses, a lot of which interlink with other kinds of sensors. Boilers, radiators and water heaters can all incorporate some kind of pressure sensor to act on the information fed to them by temperature sensors within a system. This allows modulation of temperature in a building or factory.

Pressure sensors can be found in modern medical devices to detect blood pressure. Modern cars also make use of pressure sensors to warn the driver of low tyre pressures, indicating that maintenance is required.

Should a pressure sensor be compromised, other than a compromised network there could be more problems to deal with. Incorrect data could be fed to the sensor in order to force a boiler or radiator to increase heat. This will end up costing the owners money in wasted energy as well as reaching potentially dangerous operating temperatures which could damage equipment.



Weight sensor [6]

A weight sensor allows action based on weight limits.

A weight sensor can be found in numerous practical everyday items as well as heavy duty machinery. This can include shop tills to weigh fruit and veg, weighing scales, elevator limits and heavy-duty worksite vehicles like forklifts and cranes. 

Weight sensors are especially helpful when weight can be a point of failure for a machine/device, as it provides warnings and potentially seizes action until the weight is lowered. For heavy duty machinery such as forklifts and cranes that are only designed to carry up to a certain weight, a weight sensor is invaluable as it reduces the chance of failure in a workplace which can result in building damage, injury or death. Similarly, Lifts are designed to carry up to a certain amount to operate safely and will not operate if above this limit.

If a weight sensor is compromised, aside from a compromised network there may be fatal consequences as a lot of weight sensors are in place to prevent action if a weight limit is exceeded. If a malicious hacker was to compromise a weight sensor of a heavy-duty machine, the machine may fail to seize action when overloaded and cause vehicle damage, property damage, serious injury or death.

Overall IoT sensors can automate a wide range of processes found in small households all the way up to large scale factories. IoT systems increase efficiency due to fine tuned sensors and applications, as well as streamlining operations due to ease of monitoring and controlling processes. IoT increases safety levels in factory or worksite environments due to failsafes that can seize action of machinery or heavy-duty vehicles due to sensor data, preventing disasters.












Analysis of lab exercises

Lab 1 – Foot printing & Reconnaissance and scanning networks

Lab 1 demonstrates email tracing using a program called eMailTrackerPro.

[image: ]An email account has been created in order to carry out the Lab.
[image: ]

[image: ]This is the first email received by the created email address. Below is the header information being entered into eMailTrackerPro.

Here is the email header information being entered into eMailTracker Pro
[image: ]Here are the results from the email tracing:

The full report offers detailed information including a route map, each hop along the route and further owner details. 

[image: ]Here is the map route from the USA to the UK.



[image: ]This image includes all hop addresses between sender to recipient. 

As shown above, the eMailTrackerPro program has shown a lot of useful information that can aid in the protection of a business or home network. 

By showing the route that an email takes to your inbox its possible to identify unfamiliar devices along the route which may be intercepting email information.

Identifying dangerous emails, or spam emails from certain senders/addresses/countries can aid in the cleaning up of a business’s email traffic by restricting traffic from offending sources. This reduces email clutter speeding up productivity of business employees, on top of increasing security due to a reduced amount of dangerous emails flowing through the business.

Keywords can be added to block lists should they become an identifier for harmful emails. Emails containing certain file types can also be restricted to minimize chances of employees navigating to malicious websites or downloading suspicious files/programs unwillingly.

Email tracking can also be used to ensure no employees are using business emails for non-work activities.

Email tracking can be used to provide metrics of performance for certain job types such as sales or customer support. It is possible to monitor received to opened to reply times for certain cases as well as ensuring information has been relayed where required. This is ideal in situations where businesses are required to reply to customer requests within certain time frames to prevent being penalized. 

Email tracking is a valuable tool for advertising campaigns. It allows businesses to view a “hit count” of how many emails were received by recipients. 

For example, 20% of a 100,000 email “mail shot” are received and a potential 3% of those that received the email became a customer. This information is invaluable to the marketing team of a business as it is able to place a value on the success of certain marketing campaigns. 

This information can be used to evaluate if a certain marketing method is successful and should be used going forward, or if anything can be changed to improve the marketing strategy such as reduce or increase targets for the “mail shot”.








Lab 2 Scanning Networks – Anonymous browsing using CyberGhost

Lab 2 uses the program CyberGhost to allow anonymous browsing through the use of proxies. Proxy servers allow you to browse using an IP address that is not your own, preventing the tracking of browsing activities.

[image: ]Below is the IP address before connecting to a proxy:

Here is a speedtest using speedtest.net while using no proxy service to allow comparison.
[image: ]







































































Here CyberGhost has connected through a Swedish Proxy 1,600 Km away. Confirmed once more using public IP address in google. 

[image: ]
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[image: ]Here is a speedtest carried out using speedtest.net while connected to a Swedish proxy server using CyberGhost.




Here are the performance analytics from inside the CyberGhost program.
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[image: ]Here you can see an IP from a server 7,600 Km away in New York, US is being used as a proxy. Confirmed by using google to show public IP address. 
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Here is a speedtest carried out using speedtest.net while connected to the US proxy server using CyberGhost
[image: ]












Here are the performance analytics from inside the CyberGhost program.
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[image: ]Here CyberGhost has connected to a Proxy server 18,340 Km away in Auckland New Zealand. Ip confirmed by public Ip address in google.
[image: ]

Here is a speedtest carried out using speedtest.net while connected to a proxy server in Auckland, New Zealand using CyberGhost.
[image: ]






Here are the performance analytics from inside the CyberGhost program.

[image: ]





[image: ]







Above is a table containing all performance data gathered from using the CyberGhost program to connect to proxy servers, allowing anonymous browsing through hiding personal IP addresses.

As expected, as the distance between servers increases, the performance of the connection declines in different ways. 

Connection speed (ping) increases as the connection has further to travel. A ping increase from 14ms to 46ms will be almost unnoticeable to the average person and would be just fine for almost all activities using the internet. 

The 187ms ping of the USA connection may feel slow at times but should be sufficient for usual internet browsing. 

The 286ms ping to New Zealand will be quite frustrating during activities which require low latency such as online gaming or media streaming. But may be just fine for normal website browsing. 

Proxy servers that are closer in distance would be recommended so that the connection doesn’t suffer as much in performance, while still achieving the intended goal of anonymous browsing. For example, a circle perimeter of around 2,000Km from the UK would include many countries in Europe with similar connection speeds as Sweden.

Download speed also suffers, however does not go below unusable speeds. Normal every day internet browsing, and occasional downloading would be just fine even at the lowered speeds of 96 Mbps.

Upload speeds are rarely required for regular internet browsing, and activities such as video calling require less than 2Mbps of upload speed to function.










Overall, the process of using CyberGhost to allow anonymous browsing was successful and provided a range of useful data from a variety of possible proxy servers.

Although a proxy server allows anonymous browsing, it can also be used by malicious hackers to attack servers with an untraceable IP making it harder to track down attackers.

Anonymous browsing is also regularly used on the dark web to facilitate anonymous transactions of potentially illegal products. With the use of bitcoin and other crypto currencies, anonymous browsing allows almost fully untraceable transactions to take place over the dark web.

By using a proxy server to disguise a machines IP address, businesses can reduce the chances of a public ip being exposed and potentially targeted in an attack which could lead to confidential information or destruction of important data within the businesses network. 

DDoS attacks also require a target IP in order to launch an attack, so using a proxy server is an extra line of defense against this type of attack.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.















Lab 3 Sniffing login credentials using social engineering toolkit
[image: ]
Lab 3 attempts to use phishing to gain usernames and passwords using Credential Harvester inside Kali Linux.

Social engineering remains the easiest most effective way to gain unauthorized access to a system. Why spend time breaking into a likely secured system when you can simply trick employees into giving you the information willingly?

A strong defense to social engineering is a strong and enforced operation policy. Following set procedures to ensure no information is given out unless in controlled conditions to authorized personnel. Procedures such as requiring con

 Those in the tech industry should be privy to such attempts and may have even experienced training to be able to identify such attempts.

The “Social Engineering attacks” option is selected from the exploit menu.
[image: ]





“Website attack vectors” is selected from the menu.
[image: ]“Credential harvester attack method” is selected.

[image: ]This lab will attempt to use the “Site Cloner” to phish for login credentials.
[image: ]Attempting to clone www.facebook.com using the ip of the kali linux machine 10.0.2.15

[image: ][image: ]Disguising the phishing address “10.0.2.15” as a Facebook invitation and emailing to to a target
[image: ]



Target received phishing email. The address is disguised to look like a real address when it actually links to the cloned Facebook site.
[image: ]
The target believes they are logging into the read Facebook.com and inputs their actual username and password.

[image: ]The phishing attempt was successful, login details have been stolen
The phishing attempt was successful and login details of the target were stolen. The site cloning capabilities are very deceptive and will only be caught by the most vigilant of targets who are privy to such attacks.

[bookmark: _Hlk7653859]This type of attack can be used to clone any site to gain login credentials depending on what the malicious hacker wishes to attempt to gain access to. 

Some more important sites such as online banking for example use further steps of verification. Extra steps such as authenticator apps which utilize randomly generated keys which change every so many seconds. Some methods include a number of randomly selected characters from a long string of characters given to the account owner.

Unexpected emails should always be seen as suspicious no matter the source. It is advisable to not open any emails and/or files or visit any links from unexpected emails.

Using stored bookmarks for important regularly used sites that you have saved from previous visits using correct web addresses is advisable as it reduced the chances of clicking on potentially dangerous links. 

It is wise to be extra cautious when entering login details into websites, ensuring that the website is legitimate. Some antivirus programs have inbuilt website scanners that can be used to warn users of potentially harmful websites.

If a website is behaving strangely or is asking you to log in manually when you are usually logged in automatically through saved passwords, this could be seen as a red flag. The best action in this situation is to exit the site and try to reaccess the site through saved website links and try again.











Lab 4 Securing android devices from Malicious Applications

Lab 4 uses the Sophos mobile security app to scan for and uninstall malicious applications or files on an android device.

Below is the Sophos mobile security application that will be used to secure an android device from malicious applications.
[image: ]

Download of Sophos mobile security is pending.
[image: ]

Sophos requests access to carry out in depth scans and actions.
[image: ]










More access permissions requested in order for the app to perform required actions
[image: ]
[image: ]


Sophos succesfully installed
[image: ]














Available Sophos security options

[image: ]










Pre scan screen

[image: ]

[image: ]Scan is succesful and no threats are found

Should a scan find any threats, Sophos will inform the user of what kind of threat the application poses. Some apps can have harmful effects based on the permissions that they have. 

For example, apps with permission to storage can modify or delete stored files, as well as install unwanted potentially harmful applications. 

Applications with access to SMS can send and/or read messages without the users knowledge. This can result in unexpected charges.

Applications with system access can change settings of the targeted device to potentially allow further harmful applications or actions to be performed/installed.In the event of a suspicious or unwanted app being detected, Sophos will guide the user to uninstalling the application.
As well as malicious or untrusted applications, Sophos will scan for malicious files which may be remnants of malicious applications or results of settings that allowed files to be stored on the device. These malicious files can be detected and deleted by the user through guidance by the Sophos application.


[image: ]Using the security advisor feature of Sophos, the user can control various settings of the applications security measures.



Here you can see the apps that can be altered in the app sources section.

[image: ]












Here you can see the unknown app sources shown as secure due to no apps being able to install apps other than the Google Play store, increasing security.


[image: ]


On an official Android device it would be possible to go through each setting and achieve a green secure icon for each section, however due to this lab being performed on VirtualBox, some settings are impossible to secure such as the Root status due to having a modified Android emulator installed and not a certified factory version of Android. 





















There are many free antivirus applications for use on android devices however, similar to a PC, having more than 1 active can cause problems due to the programs clashing with each other. It is advisable to choose the most effective app for your uses and stick with that.

Android more so than Apple has more potential for exploitation due to the nature of the app store and user privileges available to the user. Apple devices are usually more secure however do not allow the user as much freedom to access or change device files (unless jailbroken or rooted).

Regular scanning of Android devices should keep your device clear of unwanted applications or files. Only installing the applications that you need is also a strong defense to unwanted apps/files. Sticking to trusted, well known applications is also a good precaution to take when installing applications

The website scanning capabilities of some antivirus programs such as Sophos allow safe browsing knowing that websites you visit are safe. Web content may also be filtered to prevent access to certain websites or types of websites.

For devices that are to be used in work environments by employees, there are also antivirus apps which incorporate business monitoring and blocking to ensure work devices are only used for work and not games or non-work-related activities. These apps perform similar to parental control apps but suited to a business environment.

Device security is a high priority where the potential damage of one malicious app could escalate into multiple hardware/software problems for the user. One undetected mistake from one user on the network can affect the whole network, downtime may be inevitable in some cases while the problem is resolves, resulting in loss of productivity, loss of income for a business and potentially lost customers as they go elsewhere for services.

As a network manager, any application that reduces the chances of employees downloading malicious apps or files is invaluable. Certain settings can prevent careless use to an extent for example not allowing apps to be downloaded (either at all or without admin privileges), restriction of activity including app/web usage and activity monitoring.

It is also advised that all applications that don’t need to access files or download applications and/or files are configured so that they cannot. Applications that are seemingly harmless may have experienced breeches of their own network security which could result in malicious files being passed on through these applications. 

For example, a malicious hacker could target common applications that have recently surged in popularity but may not have the security qualities of other common everyday used apps such as Twitter and Facebook. If a hacker was to target these apps it could be possible to feed malicious files through the application to end users’ devices. 

Not only could a malicious hacker feed files to users’ devices, it could steal data from the target’s device through the compromised apps. Data such as contact info, pictures, messages/emails and more personal/confidential information. This is another reason to control what applications have access to.

There is no need for applications that do not use microphone/camera capabilities to be allowed to use those features, so it makes sense to not allow access to those features in these applications to prevent these privileges being abused.

Some antivirus applications such as Sophos allow tracking of lost devices. This aids in the finding of devices that could have been lost on a worksite or even stolen. It is also possible to remotely wipe devices to protect confidential/personal information being accessed.


Synthesizing a solution to a potential real life scenario

A network has been designed in packet tracer with security as one of the main focuses.

There are multiple areas that have been considered as security risks with measures in place to counteract the security risks of each part of the network. 

Each feature of the network will require the ability to be remotely accessed by staff and collaborative partners to allow work from home and remote monitoring.

Classroom Management

Classroom management involves the use of smart technology to ensure class activities are run smoothly and as intended. This can include hardware such as Smart Whiteboards which allow interactive activities during lab exercises or tutorials. Classrooms will also benefit from other forms of IoT technology such as heating/lighting and potentially BYOD capabilities.

Car Parks

The car park will benefit from an IoT CCTV system which will record footage of the carpark. The CCTV footage will be accessible from any place at any time providing the user has correct login credentials.

The car park will also benefit from an automated access system. The university carpark has separate parking allocated for students and staff. RFID cards will be handed out to student and staff which will allow entry into the allocated section of the carpark. This will increase security of the car park as well as ensure that there are spaces available for the students and staff when required.


Heating/Lighting

The university will be equipped with fully functional IoT heating and lighting capabilities. This can range from fully automated heating plans throughout the day based on classroom presence/utilization, to on the fly modification of aircon or heating during classroom use. 
Lighting will also be controlled by IoT sensors that allow the turning off of lights in unoccupied areas of the campus to save energy and money.

Smart Garden

The Smart garden that is to be built at the campus will be self-maintained due to the clever use of IoT technology. This includes watering at a set intervals of time at certain time of the day, as well as reacting to the weather to prevent overwatering during rain or increasing watering during hot sunny days to prevent drying out. This system will be automated with the option of manual control via remote access when needed.

BYOD

The university supports a BYOD policy. Each device that intends to use the university network/Wi-Fi must login using their university credentials given to them on request. This allows access control at the user level. Users will be identifiable due to there user accounts whether it be staff, student or guests (site workers etc.). Users will only be able to access the content they are allowed to access with there usual student logins. 

Usage of these devices will abide by the network policy issued to the student/staff when originally granted network access.




Security Measures

As IoT uses a number of sensors both wired and wireless to capture information that the IoT technology is to work from, it is essential that these sensors are protected both physically and cybersecurity wise. All steps that can be taken to reduce the chances of IoT devices being tampered with must be taken.

There is a range of physical security methods that can be used to protect IoT devices. Steel cabling can be used to secure devices and prevent theft. Installing sensors in discreet areas or high up to prevent ease of access to prevent theft/tampering. Unused ports (USB/Ethernet) can be locked down both physically and through software configuration.

A strong physical access policy will be in place to ensure no unauthorized access to high security areas such as server rooms. Staff and student cards will be programmed to allow access to course relevant teaching/lecturing areas.

A firewall will be implemented to include integrated intrusion prevention capabilities to the network. The firewall will monitor all traffic traveling in and out of the network, blocking perceived threats to the network.

In the event that the firewall integrated IPS has been compromised, an intrusion detection system will alert network managers of network breaches to allow swift resolution of attacks.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Key concepts of research explained but lack diversity of sources. You could expand the scope of reference sources and referencing throughout the report. However, appropriate referencing done throughout your report. (Grade mark: 66.66%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]30

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]The lab exercises were explained giving an account of the purpose for the results.  You have discussions how company could be proactive to prevent/protect their communication system and the Internet.  (Grade mark: 71.11%)
	[bookmark: totalANA]45
	[bookmark: markANA]32

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Can communicate professionally and confident in a suitable format. Some minor errors (Grade mark: 80.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]8

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]70%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	Depth of research need strengthen, you need to explain and analyse the scenarios you derived for the campus from your chosen research area(s) in a more meaningful way (Grade mark: 60.00%)
	20
	12

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	You have explain resources, devices used for your chosen design but no in-depth analysis of your chosen solution.  A conceptual diagram could be used to aid this discussion. (Grade mark: 60.00%)
	20
	12

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: _GoBack]Your Packet Tracer design worked but could add more security measures such as VPN etc. (Grade mark: 63.33%)
	60
	38

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	62%

	
	Up to four weeks late
	
	

	
	First Attempt?
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Original Message

Message ID <771dbc5e2b57c3ee91653ecabdca0c0fce46163d-20063660-110386742@google.com>
Created at Tue, Apr 23, 2019 at 5:28 PM (Delivered after 11 seconds)

From: Google Community Team <googlecommunityteam-noreply@google.com>

To: rossemailtrackertest@gmail.com

Subject: ross, welcome to your new Google Account

SPF PASS with IP 209.85.220.69 Learn more

DKIM: 'PASS' with domain google.com Learn more

DMARC: 'PASS' Learn more

Download Original

Delivered-To: rossemailtrackertest@gmail.com
Received: by 2062:a2e:824 :0:6 with SMTP id j7csp3g61071jh;
Tue, 23 Apr 2019 €9:28:43 -6700 (PDT)
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Identification Report for 'ross, welcome to your new Google Account'

Computer 209.85.220.69 has been found. It is almost certainly located in USA as it has an exact match in the
eMailTrackerPro database.

I (more info)

Click here to show the in-depth information on this em:

© The sender's IP was - 209.85.220.69

« The sender of this email appeared to have the address googlecommunityteam-noreply@google.com. This
information is easily faked so should not be treated as conclusive.

Click here to show the route map (more info;
Click here to show information on each hop along the route (more info,
Is (more info;
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ication Report for 'ross, welcome to your new Google Account’

burchase & product liense

Computer 209.85.220.69 has been found. It is almost certainly located in USA as it has an exact match in the
eMailTrackerPro database

« The sender's IP was - 209.85.220.69
« The sender of this email appeared to have the address googlecommunityteam-noreply@google.com. This

information is easily faked so should not be treated as conclusive.

=] ( )

The following map shows the route between you and the entity to which you traced. A solid line represents a hop
to a known location, and a dotted line represents a hop to a guessed location.
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Your public IP address
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Proxy Used Public L.P Distance from Ping (ms) Download | Upload speed
Address Host (Km) speed (Mbps) (Mbps)
None (UK) 84.36.231.141 0 14 165.91 10.20
Sweden, Stockholm 46.246.65.188 1,600 46 158.15 9.17
USA, New York 195.181.169.108 7.600 187 133.40 3.60
New Zealand, Auckland | 103.231.91.134 18.340 286 96.66 248
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Terminal

Terminal _Help
There is a new version of SET available.
Your version: 7.7.9
Current version: 8.8

Please update SET to the latest before submitting any git issues.

Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener
5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector
9) Powershell Attack Vectors

10) SMs Spoofing Attack Vector

11) Third Party Modules

99) Return back to the main menu

set> 2
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Terminal

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.com/trustedsec/ptf to update all your tools!

There is a new version-of SET available.
Your version: 7.7.9
Current version: 8.0

Please update SET to the latest before submitting any git issues.

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit
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Terminal

rch Terminal Help
ate however when clicked a window pops up then is replaced with the malicious Lil
nk. You can edit the link replacement settings in the set config if its too slow|
/fast.

The Multi-Attack method will add a combination of attacks through the web attack
menu. For example you can utilize the Java Applet, Metasploit Browser, Credenti
al Harvester/Tabnabbing all at once to see which is successful

The HTA Attack method will allow you to clone a site and perform powershell inje|
ction through HTA files which can be used for Windows-based powershell exploitat
ion through the browser

1) Java Applet Attack Method

2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) Full Screen Attack Method

8) HTA Attack Method

99) Return to Main Menu

set:webattack>3





image25.png
Terminal

rchTerminal Help
8) HTA Attack Method

99) Return to Main Menu

set:w ack>3

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you

should only have an index.html when using the import website
functionality.

1) Web Templates
2) site Cloner
3) Custom Import

99) Return to Webattack Menu

set:webattack>2
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Terminal

rch  Terminal

Help
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
‘this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

ebattack> IP address for the POST back in Harvester/Tabnabbing [16.0.2.15]:

o

[-] SET supports both HTTP and HTTPS
[-] Example: http://www.thisisafakesite.com
set:webattack> Enter the url to clone:www.facebook.com

[*] Cloning the website: https://login.facebook.com/login.php
[*] This could take a little bit...

The best way to use this attack is if username and password form
fields are available. Regardless, this captures all POSTs on a website
[*] You may need to copy /var/www/* into /var/www/html depending on where your d|
irectory structure is.

Press {return} if you understand what we're saying here.]|
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Edit Link

Text to display: [nttp/wwvefacebook com/invitation] ]
Link to:

To what URL should this link go?
® Web address. [100215 ]

| Emalasdeas Test this link

Not sure what to putin the box? First, find the page on the web that you want ©o
fink to. (A search e

Jine might be useful) Then, copy the web address from the
box in your browser's address bar, and paste it into the box above.
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Terminal

display=
enable profile selector=
isprivate=
legacy return=o
profile selector ids=
return_session=
POSSIBLE USERNAME FIELD FOUND: skip api login=
PARAM: signed next=
PARAM

yJ31j0X0TM2LCI0Tj03N] TSIMF3Tj0X0TM2LCIhaCI6NZMILCT  TjoyNHO=
54531_jsya
1gnj5=1556665953
POSSIBLE USERNAME FIELD FOUND: ossemailtrackerpro@gmail.com
POSSIBLE PASSWORD FIELD FOUN

PARAM: prefill contact point=

PARAM: prefill_source

PARAM: prefill_typ

PARAM: first prefill source=

PARAM: first prefill_typ:

PARAM: had_cp_prefilled=false

POSSIBLE PASSWORD FIELD FOUND: had_password prefilled=false

PARAM: ab_test data=AMZyZ1ZM/ALZMANAMMMMMAAAAAAAAAAANAAAAAAAS /KGAADAAARCEG
[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.
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This permission is required to use Sophos Mobile Security
B storage

‘Sophos Mobile Security must access the storage provider to detect and delete malware and to
write trace and log information to the USB storage and/or the SD card.
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