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1/Abstract
The paper will introduce the reader to Bring Your Own Device (BYOD). It will cover the advantages and drawbacks and will advise Coffee Capsule of the policies that they should implement when adopting BYOD. It will suggest security measures that will need to be implemented and recommend and explain a suitable Mobile Device Management (MDM) Software.

[bookmark: _Toc26901317]2/ Introduction
BYOD allows employees to bring their personal devices such as mobile devices, tablets and laptops and use these to achieve their work objectives. In recent years, numerous countries across the globe have introduced BYOD within the workplace due to the extensive list of advantages it poses. Fulton [1] researched Ovum's 2013 Multi-Market BYOX Employee Survey which discovered “…68.8% of smartphone-owning employees bring their own smartphone to work, and 15.4% of these do so without the IT department's knowledge.” By introducing policies and procedures around BYOD, companies can reduce the security risk which is unfortunately introduced when adopting BYOD. 

[bookmark: _Toc26901318]3/ Advantages and Disadvantages of BYOD
BYOD poses numerous advantages combined with a few risks when implementing and employing within a workplace. Arguably the greatest advantage employers benefit from when adopting BYOD is the reduced cost. By implementing BYOD, it means that employers no longer have to fork out to supply all employee with devices to suit their needs. Optimus Learning [2] suggests that the average tablet will cost around £150 and therefore confirms a huge saving for any company if they were to adopt BYOD. They also mention cost savings on device repairs, as people usually treat their own devices with much more care.  Another advantage addressed by RTI [3] is employee satisfaction and technology familiarity as employees have had the option to choose their preferred device, and also tend to be more comfortable with using their own device. RTI suggest that this increase in employee satisfaction could also lead to an increase in productivity. It omits the need to train employees on a new device and should filter out potential human error due to lack of training on the device. Disterer and Kleiner in their article ‘BYOD Bring Your Own Device’ [4] explain that BYOD supports the shift towards flexible working hours and allows employees the opportunity to work “anywhere” and at “any time” which also has the potential to create an increase in productivity. This is an attract trait for any company to offer to their employees. 

Although BYOD has a long list of advantages, a few risks do coincide. BYOD does pose a security threat and can be a culprit to data leakage. According to Tech Advisory [5], data leakage is one of the main reasons why companies may be wary to implement BYOD. Companies lose the ability to monitor and control where an employee can access sensitive data which can pose a security threat if the right security measures are not in place. Not only are their implications towards the business, the employee may also have concerns about implementing BYOD. Lerner [6] suggests that employees may have concern regarding the safety of their personal data. They feel that the company may be able to access personal data and also have the ability to wipe that data at any point. 

[bookmark: _Toc26901319]4/ Evaluation 
BYOD offer several advantages as shown above and although the amount of disadvantages seem minor in comparison, implementing effective security can be difficult. For a company such as Coffee Capulus who benefit from a large global market, BYOD fits perfectly. Coffee Capulus will need to focus on adopting the correct security measures where they can then reap the rewards. Analysis of the business needs for Coffee Capulus proves that implementation of such would be beneficial for both the company and clients. BYOD is most certainly on the rise with Global Market Insights [7] reporting “BYOD market size is estimated to be valued at USD 366.95 Billion by 2022.” This is a huge increase from the market size in 2014 which Global Market Inc state to have been valued at around USD 30 billion. Lazar [8] relays that Cisco reported that 69% of IT Professionals rate BYOD as it has the potential to save employees valuable time. He also states that CISO Research reported that 53% of employees feel more efficient when using their own device to fulfil work duties. 


[bookmark: _Toc26901320]5/ Implementation
Coffee Capulus will need to implement a network which contains routers and switches which connect all devices, such as PCs, together. Due to Coffee Capulus operating 95% wirelessly, the network must contain a wireless router which will allow users to connect without an Ethernet cable. The wireless router will also be the gateway that allows users to access the network from their own personal devices. 

[bookmark: _Toc26901321]5.1/ Redundancy 
There must be at least one redundancy switch to minimise the risk of outage by omitting a single point of failure. Industry standards recommend systems should be available 99.999% of the time and therefore users should only experience 5.26 minutes of downtime, whether that be planned or unplanned. Certain companies may feel the cost of redundancies are too high, however, due to Coffee Capulus’ massive online and social media presence it would be sensible. Please see appendix A for network diagram. 

[bookmark: _Toc26901322]5.2 Back-Up Strategies 
Many argue that having a back-up strategy is vital for any organisation that handles data in some form.  Due to the ever growing malware threats, having a back-up strategy could potentially save a company from losing huge amounts of data. Backup strategies are not only in place to protect from malware however, they are also vital due to the concern regarding hardware failures. Dobran [9] suggests that “45% of all unplanned downtime is due to hardware failure.” Therefore, this could have been avoided if the company had a backup strategy in tow. A successful back up plan needs to be tested before the disaster happens. It should include a software which allows for continuous back-up to ensure that if disaster strikes, no data is lost. This should also be monitored daily to ensure that the back-up is successful. According to Ward [10], a successful back up plan identifies the critical data that needs to be backed up and ensures that it is done so on a regular basis. Due to the global scale of Coffee Capulus, ‘Tape Storage’ would be the most useful as it can retain large amounts of data. The backup device needs to be in a separate place entirely, which should account for natural disasters, for example.  
[bookmark: _Toc26901323]6/ Security
Coffee Capulus network should contain several security measures to avoid any malicious attacks on both business and users personal devices along with any potential data leaks. According to CTI [11] it is estimated that more than 4000 ransomware attacks happen daily and that 46% of customers suggest that they would not repurchase from a company where they have felt unsafe using their website. This highlights the importance of internet security not just for the safety of employee and customer data but for profit also. This stat suggests that if customers are not happy with their experience there is a good chance that they won’t return and potentially warn off other potential customers. 

[bookmark: _Toc26901324]6.1 Malware
Regan [12] defines malware as a piece of software which is developed with the aim to damage and/or steal valuable data, usually for money. Over the years, malware has expanded, and hackers are constantly developing new ways to attack. Below is brief outline of common forms of malware which every employee should be aware of.

[bookmark: _Toc26901325]6.1.1 Ransomware
Ransomware is discussed by Fruhlinger [13] as a malware which encrypts files and requests ransom, usually in the form of cryptocurrency, in return to decrypt the files. Very often this ransom is paid by the victim to the hacker with the promise of decryption, which isn’t always the case. Once the hacker has received the ransom, their job is done. Kon [14] hits with an astonishing statistic that “more than 70 percent of companies hit by ransomware attacks find themselves out of business within six months.” 

[bookmark: _Toc26901326]6.1.2 Virus
Potentially the most well-known, viruses are a self-replicating piece of malware designed to infest a victim’s device. Named after it’s contagiousness, Torres [15] explains that viruses are a piece of code which corrupts and destroys data.   

[bookmark: _Toc26901327]6.1.3 Worms
According to Fruhlinger [16] worms transfers copies of itself from computer to computer without the need for human intervention. It is invisible to users which makes it almost impossible to detect until it is too late.

[bookmark: _Toc26901328]6.2 Anti-Virus 
According to ‘TechTarget’ [17], anti-virus software is vital as it “prevents, detects, and removes malware infections on individual computing devices, networks and IT systems.” Gupta [18] takes it a step further and suggests that some anti-virus software offer their own password protection and can also block any suspicious incoming or outgoing data. A reliable and robust anti-virus software which would be suitable for Coffee Capulus would be Norton AntiVirus Plus.

 
[bookmark: _Toc26901329]6.3 Password Protection
Arguably the most important yet simple form of security is password protection. According to Hoffman [19] a password should ideally be 12 characters or more and contains a mix of different characters such as capital and lower-case letters, numbers and symbols. Within the network model in Appendix A, a local password has been implemented for every switch. It will then have a privileged EXEC password before gaining access to the switch. By setting these passwords, it protects the switch by ensuring only those who should have access, can access. It is important that not only the switches are password protected, but the routers as well including the wireless router. Again, this means that access is restricted. The data flow diagram below shows ideal password protection scenario:
[image: ]

[bookmark: _Toc26901330]6.4 Telnet and SSH
Telnet and SSH are both internet protocols that allow devices to connect to a network. However, one of the main and most important differences between these two protocols are the security measures in place. SSH.com [20] state that the lack of security in telnet means that it should be avoided due to the risk of eavesdropping as telnet is not encrypted. This makes it very easy for hackers to discover usernames and passwords. Due to this difference, all routers will be enabled with SSH to ensure passwords and identities are safe from snooping attacks.  	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.

[bookmark: _Toc26901331]6.5 Wireless Security
There are three main Wi-Fi protocols; WEP, WPA and WPA2. According to Fitzpatrick [21] WEP is the most commonly used across the globe however there are several security issues surrounding WEP and many believe it is highly vulnerable with hackers being able to download free software to crack it. For this reason, Coffee Capulus will be using WPA2 which is the second generation of WPA. It is believed to be much more secure than WEP and ensures the use of AES. 	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.

[bookmark: _Toc26901332]6.6 Firewalls
Another security measure that has been implemented are firewalls. Cisco [22] defines firewalls as follows:

“A firewall is a network security device that monitors incoming and outgoing network traffic and decides whether to allow or block specific traffic based on a defined set of security rules.”

By implementing firewalls, Coffee Capulus can benefit from another security measure which will block any suspicious and unwanted access. Firewalls can block malware and according to Hooper [23] also monitors traffic entering the network. 

[bookmark: _Toc26901333]7/ Mobile Device Management Software
A boost in BYOD has corresponded with a shift in the need for Mobile Device Management Software (MDM). MDM is a management tool introduced by a company to manage and introduce security measures when personal devices such as mobiles and tablets are used for business applications. According to Stephenson [24], a rise in the use of mixing personal devices with business needs introduces a requirement to implement security protocols. Stephenson believes MDM is “…the way forward when mobile devices become part of the enterprise.” IT PRO [25] argues that MDM is so attractive due to the ability to protect a whole range of devices from mobiles and tablets to PCs. If a device is infected with malware, an MDM Software is able to wipe or treat that device of any malware, before spreading across company software.  

Due to the high presence that Coffee Capsule possess, they will be retaining sensitive data that will need a high level of security. This data could include client identifiable and banking details. The large presence means that they will need to ensure a high level of security for a wide range of different operating systems such as android, iOS, Windows etc. Arguably one of the best MDM Software currently available is Cisco Meraki.

[bookmark: _Toc26901334]7.1/ Cisco Meraki 
Cisco Meraki is an MDM Software which allows a business to protect every type of device, ideal for a company as large as Coffee Capulus. According to Cisco Meraki itself [26], it is one of a kind stating “Cisco Meraki offers the only solution that provides unified management of mobile devices, Macs, PCs, and the entire network from a centralized dashboard.” The dashboard can be monitored by IT staff and will give an overview of the current status of every managed device within the network. PCH Technologies [27] admit that this is advantageous as it informs the company immediately when a device is lost or stolen. It boasts automatic device configuration meaning that IT staff can determine from phone to PC without any configuration. Cisco Meraki also allows the company to benefit from application control. If a user has not been granted access to an application, it will not download, which can allow for different users to access different applications. Similarly, if a company has ceased using an application, this can be wiped from the device. The need to wipe an application is vital due to the risk of a stolen or lost device. Coffee Capulus may wish to restrict access for mobile devices only, for example, which Meraki allows. These device specific policies can be automatically implemented and restrict certain access.  
It also offers IT staff the chance to monitor who is connected, and the band-width they are using which will be useful for Coffee Capulus due to the large staff and customer base and may help to determine the root cause of some network issues. Cisco Meraki has a huge list of advantages it has to offer to a company such as Coffee Capulus however some may argue that due to the price tag, it may be enticing to choose a less costly MDM. For smaller businesses this may in fact be an smart decision, however for Coffee Capulus, which will be retaining sensitive data for both employees and clients who will be using an extensive range of differing applications on different devices, Cisco Meraki is the sensible choice.

[bookmark: _Toc26901335]8/ Security Policy
Coffee Capulus, if not already, should implement a security policy to protect the company and employees. This policy will outline how the company should use their devices and this will apply to everyone within the organisation. It will advise on what to do when using a personal device for work duties, and when to do it. A policy is supplied by an IT professional however it is up to management to enforce the policy and ensure it reaches the relevant employees. Please see Appendix B for the policy.

9/ Conclusion
To conclude, BYOD is attractive to both an organization and their employees due to the flexibility of working practice. It’s granted that there is an element of risk when implementing BYOD due to the security threats, however an effective security policy in circulation combined with the correct MDM and security measures, a company such as Coffee Capulus will thrive.

10/ Future Work
Future work could include further analysis into the importance of firewall and the advantages and disadvantages to implementing these. Future work will also include developing Packet Tracer skills. This will be done using the following resources: 
· https://itexamanswers.net/cisco-packet-tracer-tutorial-for-beginners-how-to-use-packet-tracer
· https://www.netacad.com/courses/packet-tracer/introduction-packet-tracer
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[bookmark: _Toc26901338]Appendix B – Security Policy
BYOD SECURITY POLICY

Document Author: Katie Rees
Approval Date: 09/12/2019
Review Date: 09/12/2020

1. Statement
Coffee Capulus must protect their intellectual properties as well as customer and employee sensitive and personal data. The policy therefore outlines a set of guidelines to ensure the safe use of personal devices within and outside the workplace whilst fulfilling working duties.

2. Scope 
This policy should be applied to all employees who use a personal device such as a PC, mobile or tablet to fulfil work requirements and have access to the Coffee Capulus network. 

3. Aims and Objectives
BYOD compliments Coffee Capulus’ working practices and introduces flexible working for employees. However, as BYOD poses a security threat, the aim of this policy is to minimise the risk as much as possible.

4. Requirements 
· All devices must be the most up to date operating system.
· All devices must be protected by a password containing more than 12 characters and must be a mixture of numbers, symbols and upper and lower-case letters.
· Devices will lock after two failed password attempts.
· All devices must connect through a VPN to access the network.
· Coffee Capulus have the right to restrict access to certain applications.
· Devices will be blocked if suspicious activity is suspected.
· Devices will be removed from the network entirely if believed to be lost or stolen. 
· Devices can be wiped clean if concern is raised over threat to company data.

5. User Obligations
· Employees must only request access to applications needed to fulfil work requirements.
· Passwords and pins must be keep private and under no circumstances are they to be shared. They must be changed when advised by applications and/or an IT professional.
· If the user suspects any virus threats, they must report it immediately to the network team. 
· Lost/stolen devices must be reported to the networking team immediately.
· Users must not download or access any illegal content. 
· Users must contact the networking team if they no longer need access to the network from their personal devices. 


	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]A diversity of current credible sources and material used. Applied the appropriate referencing convention. Excellent referencing (Grade mark: 80.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]12

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Demonstrated the relevant knowledge and understanding on the chosen assignment areas. (Grade mark: 80.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]12

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discuss the relevant areas of the underlying concepts and principles as well as inter-relate with the case study.  You have also written policy, MDM, conclusion and future work. Well done! Try to use less quotes to avoid plagiarised flag.  (Grade mark: 85.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]34

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have implemented a working diagram with the relevant security measures as well as include firewall to the external network.  It would be good to put some annotation of what each section represent. (Grade mark: 77.50%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]15.5

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Your work flow excellently but could do with some justified alignment. Spell out all acronyms used first time. (Grade mark: 80.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]8

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]82%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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