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Installing remote access service using Power Shell
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Setting it to start the service upon system boot
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Enabling tcpip (ip routing)
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Verified Routing is installed
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Verified remote access is installed
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Client still able to ping server.
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Enabling IP forwarding on the Debian server
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Configuring Network Interfaces
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Created the drew.acca forest.
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Record created for all servers and clients.
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Swansea Reverse Lookup Zone
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London Reverse Lookup Zone
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Swansea Reverse lookup new pointer
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Forward and Reverse lookup records set up successfully
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Setting up the VPN.
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VPN Active
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Successfully pinged the Debian (L-DC) end of the VPN.
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Debian (L-CD) successfully pinged the Swansea (S-DC) end of the VPN.
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Powershell script for creating users from the Excel list. 
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Users being created from the powershell script.
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L-CD searching for the forest.
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L-CD joining the forest.
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Proof from S-DC that L-CD had joined the forest.
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Successfully joining the forest from CL-1.
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Proof from S-DC that CL1 had joined the forest.
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Installing DHCP features to S-DC.
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Assigning the Swansea Network.
[image: ]
Assigning the London Network.	
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Installed and configuring DHCP relay on L-DC.
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DHCP relay active and running.
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Both the IP address table and IP routing table on CL1 (London client)
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L-DC IP addressing table.
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L-DC IP routing table.
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L-DC IP forwarding enabled.
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L-DC NAT table displaying NAT policies.

S-DC
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S-DC displaying IP config.
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S-DC showing its routing table.
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S-DC remote access feature enabled and running.
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S-DC DHCP address pool.
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S-DC successfully pinging L-DC.

Client-S1
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CS1 displaying its IP config.
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CS1 successfully pinging both S-DC and drew.acca forest.

CL1
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CL1 displaying its IP addressing table.
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CL1 showing its IP routing table.
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CL1 successfully reaching Debian.org.
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CL1 successfully pinging L-DC
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Configuring the new attached storage.
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Formatting the new unallocated storage volume.
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E: Disk formatted and now accessible by S-DC.
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Setting up the E: disk permissions for the server, Everyone can read its contents but only approved users can write/edit.
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As mentioned above.
[image: ]
Allowing any drew.acca domain members full access to the E: drive.
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Setting up the website using IIS manager.
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Assigning the website host’s name, domain name, and IP address.
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Enabling Windows Authentication.
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Simple HTML website working.
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Configuring remote access for S-DC.
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Allowing only a specified user (system admin) access to remote into S-DC.
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CS1 remoting into S-DC
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S-DC log in screen using remote desktop from CS1.
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PS C:\Users\Administrator> Enable-NetFirewallRule -Name FPS-ICMP4-ERQ-In

PS C:\Users\Administrator> Get-WindowsFeature Routing

Display Name

[X] Routing

L3

PS C:\Users\Administrator>

Name

Routing

Install State

Installed
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PS C:\Users\Administrator> Get-Service RemoteAccess

Status  Name DisplayName

Running RemoteAccess Routing and Remote Access

3

PS C:\Users\Administrator> _
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& Client -51 (Snapshot 2) [Running] - Oracle rtualBox

File Machine View Input Devices Help

Recycle Bin

ommand Prompt

Microsoft Windows [Version 10.0.19045.6466]
fgr(c) Microsoft Corporation. All rights reserved.

C:\Users\Admin>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
Minimum = ©ms, Maximum = @ms, Average = Oms

C:\Users\Admin>
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Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

drew@LCDOHost : ™% sudo sysctl -w net.ipvd.ip_forward=1

[sudo] password for drew:

net.ipvd.ip_forward = 1

drew@LCOHost: ™%
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GNU na

# %his fiie describes the network interfaces available on your system

# and how to activate them. For more information, see interfaces{(S).

source setc/network/interfaces.d/x

# The loopback network interface

auto lo
iface lo inet loopback

# The primary network interface

allow-hotplug enposs3
iface enpes3 inet dhcp

# this is intlon
allow-hotplug enposs
iface enp@s8 inet static
address 192.168.2.1
netmask 255.255.255.0

# this is external
allow-hotplug enpess
iface enp@s9 inet static
address 20.0.0.2

netmask 255.255.255.252




image11.png
] Active Directory Users and Computers

File Action View Help

¢ 2@ 000 HEEIPRtETESR

[ Active Directory Users and Com
5 [ Saved Queries
v #j drew.acca

> (] Builtin
7] Computers [}
[Z1 Domain Controllers
[] ForeignSecurityPrincipalt
7] Managed Service Accour
1 Users

Name
[ Builtin
[ Computers

5] Domain Con...
[ ForeignSecu...
[] Managed Se...

[ Users

Type
builtinDomain
Container

Organizational...

Container
Container
Container

Description

Default container for up...
Default container for do...
Default container for sec...
Default container for ma...
Default container for up...





image12.png
e

2, DNS Manager - ] X
File Action View Help

e | nFEXE o HmE 8§ @&

£ DNS
v F s-DC
v [] Forward Lookup Zones
> 5] _msdcs.drew.acca
> g drew.acca
> [] Reverse Lookup Zones Fully qualified domain name (FQDN):
> [Z] Trust Points S-DC.drew.acca.
5[] Conditional Forwarders

New Host X hta Timestam

Name (uses parent domain name if blank):
S-DC

IP address: B], s-dc.drew.acca., host... static

192.168.1.1 dc.drew.acca. static
001 10/05/202
[ Create assodiated pointer (PTR) record 02,15 10/05/202
[JAllow any authenticated user to update DNS records with the |3 168,1,1 10/05/202,
Same onner name 12.168.1.10 19/03/202

12.168.1.1 static

[ 02,15 static

0.0.1 static

AddHost | | Cancel





image13.png
£, DNS Manager - X
File Action View Help
e n@EXEcz BHE§8d
é DNS Name Type Data Timestam
v F s-DC Bll_msdcs
v [] Forward Lookup Zones i cites
> [Z] _msdcs.drew.acca i-tcp
> g drew.acca N
> [7] Reverse Lookup Zones i_udp .
5 [ Trust Points iDomamDnsZons
5[] Conditional Forwarders .ForstDnsZons
é(same as parent folder) Start of Authority (SOA) [35], s-dc.drew.acca., host... static
é (same as parent folder) Name Server (NS) s-dc.drew.acca. static
é (same as parent folder) Host (A) 20.0.0.1 10/05/202,
% (same as parent folder) Host (A) 10.0.2.15 10/05/202,
El(same as parent folder) Host (A) 192.168.1.1 10/05/202,
EICIient—Sl Host (A) 192.168.1.10 19/03/202
Els-dc Host (4) 192.168.1.1 static
Els-dc Host (4) 10.02.15 static
Els-dc Host (4) 20.0.0.1 static
%S—DC Host (A) 192.168.1.1
Elclient-s1 Host (4) 192.168.1.2
El-oc Host (4) 192.168.2.1
Elclient-L1 Host (A) 192.168.2.2

<





image14.png
New Zone Wizard

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedified the following settings:

% Name:  1.168.192.in-addr.arpa

Type:  Active Directory-Integrated Primary

Lookup type: Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

oot [ Fom] | conce
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New Zone Wizard

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

Name:  2.168.192.in-addr.arpa

Type:  Active Directory-Integrated Primary
Lookup type: Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

oot [ Fom] | conce
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New Resource Record
Pointer (PTR)

Host IP Address:

192.168.1.1

Fully qualified domain name (FQDN):

1.1.168.192.in-addr.apa

Host name:

S-DC.drew.accal Browse...

[[] Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

0K Cancel
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Administr

Microsoft Windows [Version 10.0.20348.587]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Administrator>nslookup S-DC.drew.acca
Server: UnKnown

Address: ::1

Name : S-DC.drew.acca

Addresses: 20.0.0.1
192.168.1.1
10.0.2.15

C:\Users\Administrator>nslookup 192.168.1.1
Server: UnKnown
Address: ::1

Name : S-DC.drew.acca
Address: 192.168.1.1

C:\Users\Administrator>_
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Adminis

Microsoft Windows [Version 10.0.20348.587]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ping 20.0.0.2

Pinging 20.0.0.2 with 32 bytes of data:

Reply from 20.0.0.2: bytes=32 time<ims TTL=64
Reply from 20.0.0.2: bytes=32 time=1ms TTL=64
Reply from 20.0.0.2: bytes=32 time=1ms TTL=64
Reply from 20.0.0.2: bytes=32 time=1ms TTL=64

Ping statistics for 20.0.0.2:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
[Approximate round trip times in milli-seconds:

Minimum = O@ms, Maximum = 1ms, Average = Oms

IC:\Users\Administrator>
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& userScript - Notepad

File Edit Format View Help
t[mport-Csv "C:\Users\Administrator\Downloads\users_list_updated.csv" | ForEach-Object {

$FirstName = $_.first_name.Trim()
$LastName = $_.last_name.Trim()
$Department = $_.department

#Remove invalid characters
$CleanLastName = $LastName -replace “"[“a-zA-Z]", ""

#Generate SAM account
$SamAccountName = ($FirstName.Substring(@,1) + "." + $CleanLastName).ToLower()

#Generate UPN
$UPN = "$SamAccountName@drew.acca"

#Password
$Password = ConvertTo-SecureString "P@ssw@rdl23!" -AsPlainText -Force

try {

New-ADUser °
-Name "$FirstName $LastName"
-GivenName $FirstName ~
-Surname $LastName ~
-SamAccountName $SamAccountName ~
-UserPrincipalName $UPN °
-Department $Department °
-AccountPassword $Password ~
-Enabled $true ~
-ChangePasswordAtLogon $true °
-Path "CN=Users,DC=drew,DC=acca"

Write-Host "Created user: $SamAccountName"
} catch {

Write-Host "FAILED: $FirstName $LastName"
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drew@LCDHost: ™%
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drew@LCOHost: ™% sudo /usr/shinsrealm discover drew.acca
drew.acca

type: kerheros

realm-name: DREW.ACCA

domain-name: drew.acca

configured: no

server-software: active-directory

client-software: sssd

reguired-package: sssd-tools
required-package: sssd
reguired-package: libnss-sss
reguired-package: libpam-sss
required-package: adcli

required-package:

samha-common-bin

drew@LCOHost: ™% sudo .

sudo: .: command not found

drew@LCOHost: ™% sudos/usr

-hash: sudosusr: No such file or directory

drew@LCOHost : ™% sudo susr/shinsrealm join drew.acca -U Administrator
Password for Administrator:

drew@LCOHost : ™%
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i CL1 (Snapshot 1) [Running] - Oracle VM VirtualBox — m] X

- 11 May 10:21 &uz 0 0

drew@cll: ~

GNU nano 8.4 /etc/resolv/.conf *
nameserver 192.168.1.1

K¢ Help Y Write Out g§ Where Is @§ Cut Bl Execute g8 Location
B Exit Ml Read File g\ Replace gl Paste M Justify | Go To Line
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@ CL1 (Snapshot 1) [Running] - Oracle VM VirtualBox

Fie Machine

11 May 12:36

drew@cll: ~

* Authenticated as user: Administrator@DREW.ACCA

* Using GSS-SPNEGO for SASL bind

* Looked up short domain name: DREW

* Looked up domain SID: S-1-5-21-2052309675-1325172243-1027765476

* Received NetLogon info from: S-DC.drew.acca

* Using fully qualified name: cll.drew.acca

* Using domain name: drew.acca

* Using computer account name: CL1

* Using domain realm: drew.acca

* Calculated computer account name from fqdn: CL1

* Generated 120 character computer password

* Using keytab: FILE:/etc/krb5.keytab

* A computer account for CL1$ does not exist

* Found well known computer container at: CN=Computers,DC=drew,DC=acca

* Calculated computer account: CN=CL1,CN=Computers,DC=drew,DC=acca

* Encryption type [3] not permitted.

* Encryption type [1] not permitted.

* Created computer account: CN=CL1,CN=Computers,DC=drew,DC=acca

* Trying to set computer password with Kerberos

* Set computer password

* Retrieved kvno '2' for computer account in directory: CN=CL1,CN=Computers,DC=drew,DC=acca
* Checking RestrictedKrbHost/cll.drew.acca

* Added RestrictedKrbHost/cll.drew.acca

* Checking RestrictedKrbHost/CL1

* Added RestrictedKrbHost/CL1

* Checking host/cll.drew.acca

* Added host/cll.drew.acca

* Checking host/CL1

* Added host/CL1

* Discovered which keytab salt to use

* Added the entries to the keytab: CL1$@DREW.ACCA: FILE:/etc/krb5.keytab

* Added the entries to the keytab: host/CL1@DREW.ACCA: FILE:/etc/krb5.keytab

* Added the entries to the keytab: host/cll.drew.acca@DREW.ACCA: FILE:/etc/krb5.keytab
* Added the entries to the keytab: RestrictedKrbHost/CL1@DREW.ACCA: FILE:/etc/krb5.keytab
* Added the entries to the keytab: RestrictedKrbHost/cll.drew.acca@DREW.ACCA: FILE:/etc/krb5.keytab
* fusr/sbin/update-rc.d sssd enable

* /usr/sbin/service sssd restart

* Successfully enrolled machine in realm

drew@cll:~$ .
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Fﬁ Server Manager
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ﬂ Select server roles
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New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

r—Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.
Start IP address: | 192.168. 1 . 10

End IP address: 192.168. 1 . 20

r—Configuration settings that propagate to DHCP Client

Length: 24 _l:j

Subnet mask: 255.255.255. 0

<Back || Net> | | Cancel
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New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

r—Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: | 192.168. 2 . 10

End IP address: 192.168. 2 . 20

r—Configuration settings that propagate to DHCP Client

Length: 24 _l:j

Subnet mask: 255.255.255. 0

<Back || Net> | | Cancel
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-install.
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i CL1 (Snapshot 1) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

- 13 May 17:03

drew@cll: ~

drew@cll:~$ ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid 1ft forever preferred 1ft forever
2: enpOs3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP group default qlen 1000
link/ether 08:00:27:¢9:9d:70 brd ff:ff:ff:ff:.ff:.ff
altname enx080027c99d70
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute enp0s3
valid 1ft 73653sec preferred 1ft 73653sec
inet6 fe80::645f:e7ff:5446:b6fb/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
3: enpOs8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default gqlen 1000
link/ether 08:00:27:d1:3f:19 brd ff:ff:ff:ff:ff:Ff
altname enx080027d13f19
inet 192.168.2.50/24 brd 192.168.2.255 scope global noprefixroute enp0s8
valid 1ft forever preferred 1ft forever
inet6 fe80::f357:ce30:781f:9253/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
drew@cll:~$ ip route
default via 10.0.2.2 dev enp0s3 proto dhcp src 10.0.2.15 metric 100
default via 192.168.2.1 dev enp0s8 proto static metric 101
10.0.2.0/24 dev enpOs3 proto kernel scope link src 10.0.2.15 metric 100
192.168.2.0/24 dev enpOs8 proto kernel scope link src 192.168.2.50 metric 101
drew@cll:~$
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drew@LCOHost: ™% ip addr
1: lo: <LOOPBACK, UP,LOKER_UP> mfu 6553
link/loop
inet 127.¢
valid_1
inete ..l

erred_lft forever

nopref ixroute

g ferred_lft forever

HULTIFH T,UP,LOHER_UP> mtu 150@ gdisc
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i En
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/24 brd 10.6.2.255 scope global dynamic noprefixroute enpess

3sec preferred_lft 57993sec

b Coo o /64 scope link

valid_lft fu ever preferred_lft forever
MULTICAST,UP,LOWER_UP> mtu 1560 gdisc
link/ether @ 9:27:f6:e6:11 brd ff:ff:ff:ff:ff:ff
altname enxe80027f6e611

fg_codel state UP group default

inet 192.1658.2.1/24 hrd 192.1658.2.255 scope global enposs

valid_lft furpqpr preferred_lft forever
inete g
valid_lft forever preferred_lft forever
<E JHDI ST,MULTICAST,UP,LOHER_UP> mtu 1500 gdisc
b 08 27:90:6c:aa brd Ff:ff:ff:ff:ff:ff
altnan x0800279d6caa
inet 1.0.2/30 brd 20.0.6.3 scope global enpess
wdlld 1ft forever preferred_lft forever
inete
valid_lft forever preferred_lft forever
drew@LCOHost: ™%

4: en

S0 /64 scope link proto kernel_ll

fg_codel state UP group default

oo oiosiro /64 scope link proto kernel_l1

glen 1000

glen 1000

glen 1000
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shot 2) [Running] - Oracle

Administrator: Wind

VM Virtua

PS C:\Users\Administrator> ipconfig

liindows IP Configuration

Ethernet adapter Internet:

Connection-specific DNS
Link-local IPv6 Address
IPv4 Address.

Subnet Mask . .

Default Gateway .

Ethernet adapter intswa:

Connection-specific DNS
Link-local IPv6 Address
IPv4 Address.

Subnet Mask . .

Default Gateway .

Ethernet adapter External:

Connection-specific DNS
Link-local IPv6 Address
IPv4 Address.
Subnet Mask . .
Default Gateway .

PS C: \Users\Admlnlstrator)

Suffix

Suffix

Suffix

: fesgo:
: 192.168.1.1
: 255.255.255.0

: fes8o:
: 20.0.0.1
: 255.255.255.252

: soac.local

: fe80::6d90:ae35:bd1:9741%4
: 10.0.2.15

: 255.255.255.0

: 10.0.2.2

:cdd1:b99a:de39:bed0%17

:c57f:eee:2814:4bab%16
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M VirtualBox

Interface List

4...08 00 27 ce 33 08 ...... Intel(R) PRO/100@ MT Desktop Adapter
17...08 00 27 90 92 be ...... Intel(R) PRO/1000@ MT Desktop Adapter #2
16...08 00 27 ad 28 42 ...... Intel(R) PRO/1000 MT Desktop Adapter #3

ilo .Software Loopback Interface 1

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 16.06.2.2 16.06.2.15 25
16.6.2.0 255.255.255.0 On-link 16.06.2.15 281
16.06.2.15 255.255.255.255 On-link 16.06.2.15 281
16.06.2.255 255.255.255.255 On-link 16.06.2.15 281
20.0.0.0 255.255.255.252 On-link 20.0.0.1 281
20.0.0.1 255.255.255.255 On-link 20.0.0.1 281
20.0.0.3 255.255.255.255 On-link 20.0.0.1 281
127.06.06.0 255.06.06.0 On-link 127.6.0.1 331
127.06.06.1 255.255.255.255 On-link 127.06.0.1 331
127.255.255.255 255.255.255.255 On-link 127.06.0.1 331
192.168.1.0 255.255.255.0 On-link 192.168.1.1 281
192.168.1.1 255.255.255.255 On-link 192.168.1.1 281
192.168.1.255 255.255.255.255 On-link 192.168.1.1 281
192.168.2.0 255.255.255.0 20.0.0.2 20.0.0.1 26
192.168.20.0 255.255.255.0 On-link 127.6.0.1 76
192.168.20.255 255.255.255.255 On-link 127.6.0.1 331
224.0.0.0 246.06.0.0 On-link 127.6.0.1 331
224.6.0.0 246.06.0.0 On-link 16.06.2.15 281
224.6.0.0 246.06.0.0 On-link 192.168.1.1 281
224.6.0.0 246.06.0.0 On-link 20.0.0.1 281

25 S L L)L L) S LRI LRI L LRI On-link 127.6.6.1 331
25 L L LI L L) L LRI L LRI L LRI On-link 16.06.2.15 281
2L L LI LRI L LRI L LRI L LRI On-link 192.168.1.1 281
2L LR LI LRI LRI L LRI L LRI On-link 20.0.0.1 281

Persistent Routes:
Network Address Netmask Gateway Address Metric
192.168.2.0 255.255.255.0 20.6.06.2 1





image43.png
[Runnin

strator> get-service RemoteAccess
Status  Name DisplayName

Running RemoteAccess Routing and Remote Access

PS C:\Users\Administrator> _




image44.png
uﬁ S-DC (Snapshot 2) [Running] - Oracle VM VirtualBox

File Machine V Input Help
View Help
e | nmE 6= E *
@ DHCP Start IP Address End IP Address Description
v i sdcdrewaccs $192.168.1.10 192.168.1.20 Address range for distribution
v i 1Pv4

Server Options
v Scope [192.168.1.0] LAN1
|} Address Pool
[ Address Leases
> Reservations
[, Scope Options
Policies
> [] Scope [192.168.2.0] LAN2
Policies
> Filters
> B IPv6





image45.png
PS C:\Users\Administrator> ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:

Reply from 192.168.2.1: bytes=32 time<ims TTL=64
Reply from 192.168.2.1: bytes=32 time=1ms TTL=64
Reply from 192.168.2.1: bytes=32 time=1ms TTL=64
Reply from 192.168.2.1: bytes=32 time<ims TTL=64

Ping statistics for 192.168.2.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ©ms, Maximum = 1ms, Average = Oms
PS C:\Users\Administrator>
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Command Prompt

Microsoft Windows [Version 10.0.19045.6466]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Admin>ipconfig

Windows IP Configuration

Ethernet adapter intswa:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::1268:cf08:2334:56ba%5
IPv4 Address. . . . . . . . . . . : 192.168.1.10

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.1.1

C:\Users\Admin>_
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indows [Version 10.0.19045.6466]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Admin>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<lims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time=1ms TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
IApproximate round trip times in milli-seconds:

Minimum = O@ms, Maximum = 1ms, Average = Oms

C:\Users\Admin>ping drew.acca

Pinging drew.acca [192.168.1.1] with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<lims TTL=128

» Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<lims TTL=128

S Reply from 192.168.1.1: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
=== Approximate round trip times in milli-seconds:
i Minimum = ©ms, Maximum = ©ms, Average = Oms

C:\Users\Admin>_
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drew@cll: ~

drew@cll:~$ ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid 1ft forever preferred 1ft forever
2: enpOs3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP group default qlen 1000
link/ether 08:00:27:¢9:9d:70 brd ff:ff:ff:ff:ff:Ff
altname enx080027c99d70
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute enp@s3
valid 1ft 71528sec preferred 1ft 71528sec
inet6 fe80::645f:e7ff:5446:b6fb/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
3: enpOs8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP group default qlen 1000
link/ether 08:00:27:d1:3f:19 brd ff:ff:ff:ff:ff.Ff
altname enx080027d13f19
inet 192.168.2.50/24 brd 192.168.2.255 scope global noprefixroute enp0s8
valid 1ft forever preferred 1ft forever
inet6 fe80::f357:ce30:781f:9253/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
drew@cll:~$ l
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drew@cll:~$ ip route

default via 10.0.2.2 dev enp0s3 proto dhcp src 10.0.2.15 metric 100
default via 192.168.2.1 dev enp0s8 proto static metric 101

10.0.2.0/24 dev enpOs3 proto kernel scope link src 10.0.2.15 metric 100

192.168.2.0/24 dev enp0s8 proto kernel scope link src 192.168.2.50 metric 101
drew@cll:~$ ]

drew@cll: ~
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drew@cll:~$ nslookup debian.org

Server: 192.168.2.1
Address: 192.168.2.1#53

Non-authoritative answer:

Name: debian.org

Address: 151.101.2.132

Name : debian.org

Address: 151.101.194.132
Name : debian.org

Address: 151.101.130.132
Name : debian.org

Address: 151.101.66.132
Name : debian.org

Address: 2a04:4e42::644
Name : debian.org

Address: 2a04:4e42:400::644
Name : debian.org

Address: 2a04:4e42:200::644
Name : debian.org

Address: 2a04:4e42:600::644

drew@cli:~$ ]
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drew@cll:
PING 192.
64 bytes
64 bytes
64 bytes
64 bytes

~$ ping -c 4 192.168.2.1
168.2.1 (192

from
from
from
from

192.168

.168.2.1) 56(84) bytes of data

.2.
192.168.
192.168.
192.168.

NNN
o

1

icmp seq=1 ttl=64 time=0

: icmp _seq=2 ttl=64 time=0

: icmp_seq=3 ttl=64 time=0
: icmp_seq=4 ttl=64 time=0

--- 192.168.2.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time
rtt min/avg/max/mdev
drew@cll:~$

0.352/0.531/0.752/0.145 ms

.472
.551
.752
.352

ms
ms
ms
ms

3068ms

drew@cll: ~
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Create Virtual Hard Disk ? X
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C:\Users\52312801\VirtualBox VMs\S-DC\S-DC_1.vdi |~}

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

5.0GB
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Help Back FEinish Cancel




image53.png
“ﬁ S-DC (Snapshot 2) [Running] - Oracle VM VirtualBox

File Machine

5
9
-
o
1
)
il
o

T‘&‘

:E‘ Computer Management
File Action View Help
e @ BE =88

:E‘ Computer Management (Local|| Volume Layout | Type | File System | Status Actions
v [} SystemTools = | New Simple Volume Wizard X fary Partition) | oy ptanagement
ple Volume Wizar Disk Mai
> @ Task Scheduler - = 8
> {2 Event Viewer - Format Partition More Actions
> Shared Folders 2 To store data on this partition, you must format it first.
> @ Performance
. i ice M
@ iy Device Manager Choose whether you want to format this volume, and if so, what settings you want to use.
v & Storage
> W Windows Server Backu, .
= Disk Management (O Do not format this volume
> T Services and Applications (® Format this volume with the following settings:
File system: INTFS v
Allocation unit size: ,wa‘ v
Volume label: SwanseaFiles|
< Perfom a quick format >
— [[] Enable file and folder compression "
Ba
80,
On very Parl
< Back Next > | Cancel
= Disk 1 I
Basic
4.98 GB 4,98 GB
Online Unallocated
ZcD-ROMO
CD-ROM VBox_GAs_7.0.20 (D:)
51 MB 51 MB CDFS
Online Healthy (Primary Partition) bt
< > || l Unallocated Ml Primary partition





image54.png
= Disk 0
Basic System Resenv || (C)
£0.00 GB 100 MB NTFS || 79.39 GB NTFS 524 MB
Online Healthy (Systen | Healthy (Boot, Page File, Crash Dump, Prin || Healthy (Recovery Pari
== Disk 1
Basic SwanseaFiles (E:)
4.98 GB 4,98 GB NTFS
Online Healthy (Basic Data Partition)
ZcD-ROMO
CD-ROM VBox_GAs_7.0.20 (D:)
51MB 51 MB CDFS
Healthy (Primary Partition)

Online




image1.png




image55.png
" Permissions for SwanseaFiles

Share Pemmissions

Group or user names:

82 Domain Users (DREW\Domain Users)
B2 Everyone

Add.. Remove
Permissions for Everyone Allow Deny
Full Control O 0
Change O O
Read 0O
0K Cancel Apply





image56.png
" Permissions for SwanseaFiles

Add.. Remove
Pemissions for Domain Users Allow Deny
Full Control %] 0
Change O
Read 0O

0K Cancel Apply





image57.png
. Permissions for SwanseaFiles

Security
Object name:  E:\SwanseaFiles

Group or user names:

£2 CREATOR OWNER
82 SYSTEM

Domain Users (DREW main Users)
$2 Administrators (DREW\Administrators)
82 Users (DREW\Users)

Pemissions for Domain Users
Full control

Modify

Read & execute
List folder contents
Read

KRRKRE g

0K Cancel Apply





image58.png
! I l < | SwanseaFiles

Home Share View

&« v ! > Network > S-DC > SwanseaFiles

~
Name

¥ Quick access
[ Desktop
J Downloads
Documents
[&] Pictures

J} Music

B videos

% % %N

\
1 @ OneDrive
|
& ThisPC

=¥ Network

0items

Date modified

This folder is empty.

v 0

Search SwanseaFiles

Type

Size





image59.png
4 |m| Web Server (II5) (10 of 45 installed)
4 (W] Web Server (8 of 34 installed)

| [m] Common HTTP Features (4 of 6 installed)

I [m] Health and Diagnostics (1 of 6 installed)

| [m] Performance (1 of 2 installed)

4 (m] Security (2 of 9 installed)
[/ Request Filtering (Installed)
[] Basic Authentication
[[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authenticatic
[C] Digest Authentication
[] 1S Client Certificate Mapping Authentic
[ IP and Domain Restrictions (Installed)
[C] URL Authorization

Windows Authenticatiol




image60.png
File

Machine

File View Help

> -85 5-DC (DREW\Administrator)
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Administ vV erShell

Windows PowerShell
ICopyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\Administrator> Install-WindowsFeature RemoteAccess, Routing

Success Restart Needed Exit Code Feature Result

True No NoChangeNeeded {}

PS C:\Users\Administrator>
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Admini

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\Administrator> Install-WindowsFeature RemoteAccess, Routing
Success Restart Needed Exit Code Feature Result

True No NoChangeNeeded {}

PS C:\Users\Administrator> Start-Service RemoteAccess
PS C:\Users\Administrator> Set-Service RemoteAccess -¢ Automatic
PS C:\Users\Administrator>





