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[bookmark: _Toc134134083]Task 1: MANAGING AND MAINTAINING NETWORK RESOURCES USING NETWORK POLICY AND SECURITY PRACTICES

[bookmark: _Toc134134084]NTFS

On a client 1 PC a folder was setup and a simple text file created.
[image: ]
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As expected, windows showed an error regarding inherited permissions. 

[image: Graphical user interface, text, application
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Removed the inherited permissions from the folder.
[image: Graphical user interface, application
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Screenshot in figure  shows that the permissions can now be tailored.

The following screenshot shows the property of the files and that the permission have been inherited from the parent folder.
[image: Graphical user interface
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Next, the full control permission was granted for User1 on the file:
[image: Graphical user interface, application
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The following screenshot shows a Domain User account can still edit the file as write permission are granted. This is also true at the folder level, the Domain User can also create a new text document.
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If the folder name is modified, the Domain User is correctly prompted for administrative permissions to continue, this behaviour is correct as the use does not the “modify” permission. This proves the security permission is working as expected.
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In this section the group configured a network share:
[image: Graphical user interface, text, application

Description automatically generated]

Permissions are granted on the newly created share as shown in figure n below:
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[bookmark: _Toc134134086]Accessing the File Share from Client 1
The following screenshot shows the mapped drive and the creation of a test file and folder to verify the permissions of User1 and proves the correct configuration of the share.
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[bookmark: _Toc134134087]Configuring User Environment and Computer Environment, ‘Network Group Policy Objects’

[bookmark: _Toc134134088]GPO 1: Moderating Access to the Control Panel.
In this section a group policy was configured to restrict access to the control panel for Domain Users.
On Server1, two objects were created, a New Non-Admin OU (organisational unit) and a non admin domain user (User3).
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The group policy Management console was used to create the specific policy at the User Configuration level:

[image: Graphical user interface, application
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To ensure the policy is active immediately across the domain, the gpupdate /force command is executed:
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Verification that the policy has been applied successfully is tested by attempting to open Control Panel on Client 1 as the User3 domain user account:
[image: Graphical user interface
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[bookmark: _Toc134134089]GPO 2: Removing Access to the Command Prompt.
An additional standard security policy is to disable access to the command prompt. To achieve this the Prevent access to the command prompt policy is set:

[image: ]

The gpupdate /force command is run, note that the effect on the client doesn’t take place until the policy is updated locally. The following screen shot shows the policy has been applied successfully.
[image: A screenshot of a computer
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[bookmark: _Toc134134090]GPO 3: Restricting Access to Removable Media Drives.
Another policy was set to restrict Acess to Removable media drives, this policy is set at the User Configuration level:
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The following screen shot shows the restriction is in place when trying to access the CD drive from windows explorer.
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To further test the remove media policy is set correct and that it only effects normal Domain Users; logging on to Client1 as Administrator allows access to the CD volume as expected:
[image: Graphical user interface, text, application

Description automatically generated]



[bookmark: _Toc134134091]GPO 4: Restricting Software Installs
The difference with this policy is that it is set at Computer Level rather than User Configuration:
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The following screenshot shows that the Administrator account will be required to install the software (the shield icon)
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The user is prompted for administrator credentials as we need elevated privileges to install…

[image: Graphical user interface

Description automatically generated]


[bookmark: _Toc134134092]GPO 5: Enforcing Password Policy in the ‘accatask.msft’ domain.
Another standard tool is setting the password policy: 
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Now the password policy has been set, we get the following error when creating a new account that the password meeting the policy:
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[bookmark: _Toc134134093]Task 2: ROUTING AND PACKET FILTERING WITHIN CORE TCP/IP SERVICES AND CRITICAL FAILOVER/REDUNDANCY PRACTICES

The ARP -A command will show the current routing table:
[image: Graphical user interface, application
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Note: that as the client1 VM only has 1 network interface:
[image: A screenshot of a computer
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The following screenshot shows the comparison between the ARP tables before and after using the ping command, this shows how the table is dynamically built. Here we pinged two networks, this is shown in the Server2 ARP table for each interface:
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This screen shot shows the additional entries in the routing table after the ping 172.16 range and server address of 10.10.10.2:
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Route
The route print command shows the networks the host is connected to:
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[bookmark: _Toc134134094]Deploy Core Services (FTP Server)
Using the Add Roles and Features action in Server Manager, the FTP service was installed:
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Once installed, another domain user was created to test the service:
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One the ftp service is installed, it needs to be configured through the IIS Management console:
In this case the default port of 21 was used. Note that Secure Socket Layer is not used – this would mean the data transported using ftp is not encrypted.
[image: A screenshot of a computer
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As part of the configuration the test user is granted access:
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The ftp configuration allows custom banner messages that can be used to prompt users who access. These are typically used to remind users of security considerations while using the service:
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FTPUser23 permissions on ftproot folder, note that we haven’t provided write permissions therefore it is expected that any attempt to put files from the client will fail.
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Test FTP Upload from Client PC
On the Client2, a folder was created and text file created for use to test the ftp. The following screenshot shows the opening of the ftp client and the custom banner configured in the ftp server. This is where the banner could warn the user regarding laws, ethics or company policy of using the service:
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After successful login, the user is presented with the custom welcome message:
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Note that, as expected, on first attempt the user does not have write permissions to the remote folder created above. This results in the ftp 550 Access is denied error:
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After correcting the permissions on the remote folder by adding the ability to write :
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Reattempting the ftp put is now successful.
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On Server2 we can see the file the was transferred using the put command:
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[bookmark: _Toc134134095]Installing and configuring the Routing and Remote Access Service

To allow two networks to communicate the DirectAccess and Routing services are installed and configured on both Server 1 and Server 2:
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The Remote Access services was then started …
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The Routing Information Protocol (RIP) was added, and both network interfaces included:
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Verifying Remote Access

[bookmark: _Toc134134096]IP Packet Filtering
The following screen shot shows both Server1 and Client1. At this time, Client1 is able to ping, however, an Inbound Filter is then added and as expected Client1 is then no longer able to ping.
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[bookmark: _Toc134134097]Filter 1:  Stopping ‘anyone’ in PrivateNet 1 from Pinging the Router Firewall Service.

During the testing of this element, it was discovered that there was an issue present with the automatic configuration of the RIP which resulted in an unstable connection between the devices. Due to the nature of this issue as well as the unstable connection it provided resulted in Filter 2 and Filter 3 not being configured or tested. However, the following screen shots show some troubleshooting of the problem that shows the configuration. 

[bookmark: _Toc134134098]Troubleshooting RIP
It was noted that with RRAS Stopped on the server, Client1 can ping server1 on 172.16.1.1
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Enabling the RASS service stops the ping from Client1, however, no inbound filtering is enabled on that card:
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Server1 ARP -a shows client1 ip address:
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It was noted that removing both Inbound and Outbound Filters that had been setup automatically by the install wizard resolved the ping problem between network 172.16.1.0 and 10.10.10.0.



[bookmark: _Toc134134099]Task 3 Observational Task

[bookmark: _Toc134134100]SOHO
Small office or home office networks are designed to provide basic networking capabilities. They are designed for internet connectivity, file sharing and printer sharing. There is no need for complex hardware or software. They are usually built up with a number of small devices such as laptops, desktop PC’s, mobile devices and printers. Which are then all connected through a router which is the main central hub. 
To enhance security on a SOHO there are several different things that can be put in place to make the network safer and tighter with more complex security policies. The basic enhancements that can be made can be changing the default login credentials. These are usually provided when the network is setup but by changing these to something more complex and unique makes them harder to guess and therefore allows for a tighter security. Setting up a firewall is also important as this can help to prevent any unauthorised access to the network by filtering the incoming traffic. Any traffic that does not meet the requirements can then be blocked and prevented from accessing. 
Group policy management is also another way in which security can be enhanced on a SOHO. A group policy management allows for administrators to centrally manage and configure user and computer settings. It is an important way of enforcing security policies. We have implemented it in this task to allow us to create and deploy security measures.
During this task we have restricted access to removable media drives. This will enhance security and help to prevent and minimise viruses and malware from being able to attack the network. To do this we denied access to all groups of users other than the domain group. We created a group policy object for all other groups called ‘NoRemDriveAccess’ this allowed us to then ‘deny all accesses’ to all removable storage classes. When a removable device is plugged in it then restricts it. This is a great way of preventing anything being plugged into the device that may cause an issue.
We have also restricted software installs to system admins. Unauthorised software installations can be a major threat inside networks. When they are installed all sorts of viruses can be installed with them using plug ins and even apps. This then allows the hacker to exploit vulnerabilities and attack the network leading to a major issue. We restricted the software installs by creating a new organisational unit in active directory and called is ‘NWClient Computers’. We moved it into the correct OU and then this allowed us to configure the software installation restriction. We set it in group policy management and created a new group policy object called ‘NounauthSoftInstallS’ and enabled the block from there. This is an important security enhancement as it is a major source of threat with hackers and security breaches. 

[bookmark: _Hlk134128884][bookmark: _Toc134134101]Failover Clustering for high availability systems/services
Failover clustering is a technology that provides high availability for critical systems and services. It designed to create a cluster of multiple servers to work together to ensure continuous availability in case one fails.
There are many different concepts that need to be considered when deploying failover clustering for high availability systems/services:
Storage Architecture – This is a critical component as it is used to store the data and applications that need to be available to use. It is important to consider the size of storage currently needed and future storage depending on growth. Back up and recovery procedures as well as disk types are important factors to consider.
Network Architecture – This is also one of the most critical components as it must be designed appropriately with correct bandwidth, latency and availability to support traffic on the system. 
Failover and Recovery process – The failover process must be automatic and be able to occur within a short timeframe to minimize disruption and the recovery process must be able to restore the system to its previous state before the failure. 
Node Configuration – Each node should be setup with the same hardware and software configurations so that they operate the same as each other. It is important that they are dispersed to provide redundancy and failover capability. 
Monitoring and maintenance are also a crucial concept to consider as this is what makes sure everything is functioning correctly and remains reliable. 
After discussing the concepts that are needed, I am now going to explain how they can be implemented into a network. There are several steps that need to take place:
Planning - This is where the critical systems/services need to be identified and their level of availability. The budget, timeline and resources also need to be determined. 
Design – This is where the hardware and software components are selected along with the configuring the network and storage architecture. The failover and recovery processes are also determined during the design. 
Implementation – Once the design has been approved, it can start implementing the design and configuring what is needed for the system/service to work.
Maintenance – Maintenance is important to make sure that it remains reliable and highly available. Making sure that ongoing maintenance is being carried out prevents any issues becoming a big problem and can keep costs for repairs down.
Training and Documentation – This is often missed but making sure staff are trained and procedures are documented will help to ensure the system can be effectively managed and maintained. 
Implementing failover clustering into a network requires the procedures explained above. By following these steps, it can ensure that the critical systems and services are always highly available and can withstand failures without disruptions.

[bookmark: _Toc134134102]Network Policy
1. Network Architecture – This enterprise network will be designed to provide high availability and reliability to make sure critical applications are always accessible. It will be configured with switches, routers and links to eliminate single points of failure and segmented to provide security and control access.
2. High Availability – It will be designed to provide high availability. All business applications will be deployed in a clustered environment so to ensure they are highly available and can also withstand failures with out impacting operations. Load balancing will also be implemented to distribute traffic evenly to prevent overloading of servers.
3. Security – Firewalls will be implemented along with intrusion detection and prevention systems such as IDPS. All network devices and applications will be updated regularly with the latest security patches and firmware to address known vulnerabilities.
4. Disaster Recovery – A recovery plan will be put in place so that in the event of a disaster all applications can be recovered and reinstalled to that of before the disaster. 
5. Monitoring and Maintenance – The enterprise will implement ongoing monitoring and maintenance to ensure that the network is functioning correctly and to the best of its ability. Regular software updates, hardware replacements and backups will be performed to ensure the network remains reliable. 
6. Compliance – The enterprise network will comply with all applicable laws and regulations such as General Data Protection Regulation (GDPR) which has strict guidelines on how personal data is collected and stored. ISO/IEC 27001 which sets out best practices for information security management. Along with any other regulations that are needed. 

[bookmark: _Toc134134103]Reflection 
Reflecting on the task I have completed in this worksheet I feel have gained even more knowledge from being able to explain what I already know along with the research I have done. Starting with the SOHO, I explained what security enhancements can be implemented along with several enhancements we had implemented when carrying out tasks 1 and 2 as a team. I then gave a detailed explanation on failover clustering for high availability systems/services. I explained what concepts are needed in the system/services and then explained in detail how they can be implemented into the network. The last task was to draft a network policy for and enterprise network. Having never had to do this before it was new to me but I feel that from the previous tasks and also working within the team in tasks 1 and 2 it allowed me to gain an understanding of what is needed to create and enterprise network along with the research I undertook. Overall, I feel I completed each task within this worksheet to the best of my ability along with gaining a better understanding of what is needed to create a well-run, reliable and safe network. 
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