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	Job title:
	Network Engineer

	Line manager
	UK Infrastructure Manager

	Location:
	MDL office in Swansea with expected travel to other MPIL locations.

	Purpose of the role: 
	A mixed engineering/networking position within the UK Infrastructure team that will play a critical role in the day-to-day support, Projects, planning and deployment of new and existing systems and infrastructure.
This individual will oversee the life cycle of critical systems from the support, administration, deployment and decommissioning. Technologies will include but not limited to existing Lan & Wan equipment as well as physical server hardware and the ESXi environment.




	Need to do

	Key tasks
· Responsible for support and maintenance of IT hardware and software utilized by Macmillan Publishers. This will involve acquisition, testing, deployment, support and documentation. 
· Working with other UK and US Infrastructure teams to deliver a consistent global technical infrastructure.
· Participate in the maintenance of Lan/Wan, Servers and storage technologies. Support for the day-to-day functioning of these systems making decisions and taking action to ensure security and optimal performance of the network is upheld.
· Compliance with current standard policies, processes and working in accordance with the ITIL framework.
· Responsible for performance analysis, proactive troubleshooting and capacity planning
· Responsible for Backup monitoring, administration, disaster recovery and participating in DR rehearsals.
· Produce technical documentation and diagrams
· Maintain industry standards and best practices
· Participate in the maintenance and design of local area networks (LAN) / wide area networks (WAN). Support the day-to-day functioning of these systems making technical decisions and taking individual actions to ensure the security and optimal performance of the network and server infrastructure.
· Responsible for performance analysis, proactive troubleshooting and capacity planning.
· Work with architecture and operations team (both in the UK and US) on review of entire environment and executing initiatives to reduce failures, defects and improving overall performance.
· Participate in planning for aspects of systems support including, administration, disaster recovery and participating in DR drills.




Key relationships:
· UK & US Infrastructure Managers
· UK & US Engineering, Desktop Support and Service Desk teams
· A key portion of this role is working with other UK and US based teams to deliver a reliable and consistent service to the business

Key Performance Indicators
· Consistently high systems availability
· Proactive reporting of resource requirements
· Comprehensive documentation.





	Need to know

	Qualifications:
· Minimum GCSE/O Level English and Math grade B or above.
· [bookmark: _GoBack]CCNA
Skills/knowledge:
· Excellent communication skills both written and oral.
· Excellent analytical and troubleshooting skills.  Be able to resolve issues quickly and by utilizing all available resources
· Be able to function in a team as well as independently as required and achieve results with minimal supervision.
· Self-motivated, quick and eager learner.
· Dependable and organised.

Experience:
· Must have 3+ years’ experience with support, implementation, configuration, administration and troubleshooting of the following….
· Understanding of IP networking and associated protocols including TCP, UDP. OSPF. EIGRP
· Understanding of LAN protocols – VRRP. Spanning Tree, Ethernet, VLAN
· Cisco/Palo Alto/ Pulse Network Hardware (switches, routers, firewalls)
· Cisco based Wi-fi controllers and Access points
· Cisco ISE
· Cisco Tacacs
· MS Defender
· IPSEC VPN
· LogRhythm SIEM
· Silver Peak SD-WAN
· DNS – Infoblox, AWS Route 53
· Microsoft Windows Servers up to 2022
· Familiarity with ITIL framework – service, config, incident, Request and Change management.
· Desirable 
· GSuite
· MS Active Directory, Azure AD, GPO, SSO, AD replication topology
· Certificate Authority
· Cisco Ironport
· Solarwinds Orion
· Cisco DNA & Spaces
· Service Now
· Veeam



	



	Need to be capable of

	1. Technical Capability
Uses technical / job knowledge and experience, incorporating functional skills and broad-based business knowledge, to meet and exceed job requirements / customer expectations.  Up-to-date and disciplined, able to generate and present high quality, relevant and usable job-related information.  Efficiently manages workload and projects within set timelines and to agreed budget, achieving set objectives.  Assimilates and applies new job-related information in a timely manner.

3. Customer Focus (internal and external customers)
Drive and motivation to meet or exceed customer expectations, Nurtures relationships by recognising and delivering on internal and external customer’s needs and opinions.  Makes customers and their needs a primary focus of their actions. 

4. Relationship Building/ Teamwork (incorporating Communication, Influencing & Collaboration) 
Builds effective relationships through positive communication that motivates and influences others. A valued team member actively involved in achieving team objectives.  Works cooperatively and flexibly with other members of the team. Effectively communicates relevant ideas or details of events in a way that enhances relations in the work environment. Successfully influences others to accept and support an idea/proposal/plan.

5. Managing Complexity incorporating decision making, planning and organisation, and resilience 
Is able to work effectively in a highly complex, diverse, changing environment.  Changes own behaviour in order to deal with changing circumstances.  Maintains a high level of performance under conditions of increased pressure, competition and adversity. Achieves results by setting goals using quality planning, analysis and decision-making skills. Adapts and copes successfully with changing circumstances.  Structures activities within an established time frame, following up on details in order to achieve maximum effectiveness.


7. Problem Solving 
Takes initiative to identify current and potential problems and determines the best possible solution. Involves and/or manages the people and resources required.  Identifies the cause of problems and key issues through investigation; identifies effective, logical and practical solutions.  Makes decisions in a timely manner and evaluates their effectiveness





I will conduct business in accordance with Macmillan’s Code of Conduct and raise any questions or concerns with my Manager, HR or Compliance. 
	Signed by the job holder
	
	Date
	


With consultation this job description can be altered by management. Tasks included are not limited to those detailed above. 
An electronic copy of this signed form should now be sent to your HR department
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