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An AI-Powered 3-D Facial Recognition Framework for Crime Intelligence Using Reconstructive and Predictive Techniques
ABSTRACT
	Police use of facial recognition tends to be divided between stand-alone biometric tools and discrete dashboards for analysing crime, with very little integration between who appears in images and how patterns of crime develop. At the same time, mainstream 2-D recognition models are brittle under CCTV conditions, where pose, blur, compression and occlusion are common. This dissertation explores the feasibility of a 3-D aware facial analytics pipeline to enhance its robustness on unconstrained imagery, and how its outcomes can be fused with the results of crime trend analytics in a research-only prototype.
	The proposed framework comprises YOLOv8s person/weapon detector, landmark, FLAME-based 3-D ReconstructionNet trained on AFLW2000-3D, and RecognitionNet trained on 530 FaceScrub actor/actress public individuals. RecognitionNet generates 512-D embeddings using an LDA-reduced 256-D version and tests using closed set identification, verification ROC, robustness and explainability tools (Grad-CAM, region occlusion). Nevertheless, a comparison suite is provided where these embeddings are compared to Buffalo InsightFace features using k-NN classification, per-class diagnostics and UMAP visualisation. Crime-trend analytics built from anonymised UK open police data in Facebook/Meta Prophet, with the use of a full-stack investigator dashboard feeding from REST endpoints. Governance components simulate the automated DPIA, encryption and audit logging as well as bias monitoring over male/female FaceScrub partitions.
	Experiments demonstrate that the 3-D reconstruction stage has low vertex and landmark errors, as well as being stable to moderate pose and occlusion. RecognitionNet has moderate closed-set accuracy but good verification performance (AUC > 0.83) and is much better than the Buffalo baseline in terms of the k-NN embedding quality on the project’s domain. Prophet is able to capture the clear structure of season crime and support hotspot-style visualisation within the frontend. Bias monitoring reveals small but nonnegligible differences in demographic performance, which argues in favour of continuous fairness measurement.
	The work shows that the technical feasibility of an integrated 3-D facial recognition and crime analytics stack based on public, anonymised data is possible, but also highlights the various barriers to be overcome in terms of legal, ethical, and data quality considerations, before the creation of any operational solution.
[bookmark: _Toc218431411]1. Introduction
[bookmark: _Toc218431412]1.1 Background and context
	The use of facial recognition technology has become increasingly important in law enforcement, digital identity services, and security. The latest methods use deep learning to convert a face into a numerical representation, which is then compared with samples that were stored in the recent past. These approaches are most effective when the photographs are clear, taken from the front and taken in controlled environments, such as when passport photos or mugshots are taken at a correctional facility [1], [2].
	It is not very often that everyday police provide such wonderful circumstances that make facial recognition easy. It is not unusual for officers to work with footage from mobile phones, body-worn cameras, and fixed surveillance cameras. However, faces can emerge at an angle in this material when it is moving or when the light is dim. Furthermore, masks, headgear, or other persons may partially disguise them. Because these factors are sensitive to two-dimensional (2-D) face recognition models, the accuracy of these models may degrade when circumstances such as postures, illumination, or occlusion change. Additionally, this decline in accuracy reduces trust in the outcome, and the value of such frameworks in investigations conducted at a rapid speed is limited [3], [4].
	One method that may be used to overcome these deficiencies is three-dimensional (3-D) facial modelling. The modelling will involve reconstructive methods to convert two-dimensional photographs to the three-dimensional shape of a face. Furthermore, landmark identification techniques make these methods easier to carry out by identifying important facial features even when such points are difficult to discern. The statistical head model called FLAME [8,9], and the coupled two-dimensional and three-dimensional dataset called AFLW2000-3D [10] are used as reference geometry and training data, respectively, while the dataset of actor and actress images (FaceScrub [11]) is utilised for supervision within the recognition component, it is trained to learn deep embedding that can capture identity across pose, illumination and moderate occlusion. The posture may be normalised, and areas that were partially hidden in the original photo may be restored using the reconstructed three-dimensional mesh [13], [14], [15].
	Besides facial recognition, data-driven methodologies and vastly available data can support crime intelligence. Open datasets that summarise reported crime by month, approximate location, category and outcome are increasingly being made available by government agencies and their respective United Kingdom police departments [12]. These datasets are brought to the attention of analysts so that they may analyse patterns across time and place. Patterns and seasonal implications in this data can be predicted using machine learning and forecasting tools, such as Prophet. The ability to anticipate criminal activity may be helpful in strategic planning and resource allocation, particularly if the predictions are linked to specific areas or types of offences [16], [17].
	Face recognition and criminal analysis are often conducted as separate frameworks, despite the gains made. A significant number of deployments use facial recognition as the only method of identification, completely disregarding the entire context of the criminal situation. The use of biometric data in crime dashboards is relatively uncommon. Furthermore, because of this isolation, the insights that may be gained from each source are limited. However, it also leaves fundamental concerns regarding justice, accountability and public trust unsolved, especially when live or near-live facial recognition is involved. These characteristics present both an opportunity and a challenge for study, which utilises face analytics and criminal intelligence techniques [18].
[bookmark: _Toc218431413]1.2 Problem statement and motivation
	Most existing police information systems fall into one of two patterns. Some offer stand-alone facial recognition services that are not linked with crime data. Others concentrate on crime statistics, hotspots and temporal trends but ignore biometric information altogether. In both cases, the potential links between the individuals who appear in the snapshots, the offences they are associated with, and how those offences evolve over time are largely invisible to analysts [19].
	Operational conditions make the situation even harder. Two-dimensional recognition models are often fed with high-quality, looking, front-facing images taken from the internet or studio systems, for example, the FaceScrub [11] actor and actress dataset. By contrast, law-enforcement imagery is frequently affected by motion blur, compression artefacts, low light and extreme pose. Under these conditions, conventional 2-D models have higher error rates (both false matches and missed identifications). Such errors can destroy investigations, destroy trust in the technology and raise serious fairness and accountability issues [20].
	There is also a clear gap in the understanding of how biometric outputs should feed into wider crime intelligence. Facial recognition outcomes can be discussed as endpoints: they identify a person and are not commonly used to create more analytical outputs. Crime data are then separately examined, devoid of a principled view of what faces recur across crime incidents, co-occur with weapons or correlate with particular outcomes.
	This research is therefore driven by two motivations. Technically speaking, it poses the question of whether a 3-D, landmark-aware reconstruction and recognition pipeline will be able to surpass the conventional 2-D approaches on unconstrained imagery. Analytically, it investigates how outputs of the pipeline, in conjunction with object detection and crime forecasting, can be merged into a unified crime intelligence structure which is entirely based on public, anonymised data [21].
[bookmark: _Toc218431414]1.3 Research aim
	The aim is to develop a three-dimensional facial recognition framework for criminal intelligence that is driven by artificial intelligence and is able to reconstruct three-dimensional faces from two-dimensional images, distinguish objects of significance in the scene, identify persons of interest from snapshots, and forecast crime patterns via the use of analytical models.
[bookmark: _Toc218431415]1.4 Research objectives
	The research is pursuing four goals:
1. Review of the literature on artificial intelligence-based three-dimensional (3-D) face recognition and criminal intelligence.
2. Develop a framework from the literature for integrating face data with information related to crimes.
3. Collect and tabulate relevant secondary and public data to help in the process of developing and validating the framework.
4. Evaluate the suggested framework in light of the goals it aims to achieve in accordance with the criminal intelligence.
[bookmark: _Toc218431416]1.5 Scope, assumptions, and limitations
	The purpose of the study is not to create an actual police system but rather to conduct a prototype experiment. Subsequently, it is ethically and legally constrained in spite of the focus on technological viability and analysis usefulness. For the purpose of the testing, every single face picture was taken from free research sources. The processing of real custody photographs or live CCTV feeds is not performed. All of the identities that are stored in these databases are treated as abstract labels and are not connected to any specific individuals [22].
	Data on criminal activity are based on police reports made available to the public and are anonymised wherever they are collected. The records consist of the month the occurrence took place, an approximate location, the type of crime, and the recorded outcome. It is not possible to get names or exact addresses from them. Both model training and evaluation are performed offline. Furthermore, the datasets are divided into three: training set, validation set, and testing set. It is not possible to integrate the prototype framework into operational police databases or live video feeds; however, it simulates incidents from start to finish. As a result, performance measures are seen as measures of promise rather than guarantees of conduct appropriate to deployment [23].
	Three main areas constitute the focus of the dissertation. The precision and reliability of the markers, reconstruction, identification, detection and forecasting models are the first considerations. The coherence of the framework as a whole is the second factor to consider. The aspect includes how different models are incorporated into a single pipeline and tracked through the backend application programming interface. There is one more thing to consider: whether the design is appropriate for future ethical implementation. An automated Data Protection Impact Assessment technique that explores encryption, audit logging, role-based control, and recent security events is included as a part of the framework. Additionally, bias monitoring is a part of the recognition model at this point [24].
This is not intended to be an alternative to an in-depth legal analysis by qualified lawyers or government officers. However, it utilises automated tests, together with academic literature on governance and law enforcement, to create challenges that an official DPIA would raise. The findings will help identify the points where the prototype already meets data security requirements and those where additional training is necessary before the actual deployment to the real world.
Three-dimensional modelling is one approach that may be used to solve this problem. Blanz and Vetter [14], [25], [26] are behind the creation of the three-dimensional morphable model, which works by using laser scans to create a parametric model of the shape and texture of the face. The technique makes an educated prediction about the three-dimensional surface that lies underneath a two-dimensional image by fitting this model to the picture. After the face has been created, it may be rendered with a variety of locations and degrees of illumination. These models were later expanded with bigger datasets and geometry covering the head [27].
Research that examines the differences between two-dimensional and three-dimensional representations reveals that the use of surface form exhibits a number of benefits. In situations where the location and lightning are subject to change, three-dimensional models are more stable. These are additional studies that demonstrate an increase in the accuracy of identification and resistance to disguise in settings where there are no restrictions. The early systems, on the other hand, needed specialised scanners, which limited their usefulness in law enforcement.
Establishing three-dimensional expressions immediately utilising traditional photographs offers the subject of current studies, which has helped break through this obstacle. Regarding the first time, deep neural networks are now able to anticipate dense meshes or regress morphable model parameters based on a single photo. Such methods may be trained and evaluated with the use of datasets such as AFLW2000-3D [10], which offer three-dimensional landmarks that cover a wide range of head positions [28].
[bookmark: _Toc218431417]1.6 Dissertation structure
	In the remaining portion of the dissertation, the assessment criteria and research objectives of the module serve as the organising principle. There is a comprehensive analysis of previous research presented in the second chapter. It investigates the identification of face landmarks, the reconstruction of facial features in three dimensions, facial recognition, crime data analytics, object detection, crime forecasting, as well as the governance and ethics of the use of artificial intelligence by law enforcement.
	System architecture and design are topics covered in Chapter 3. In this section, the modular architecture of the facial models, object detection components, crime data pipeline, and user interfaces is broken down and described. Detailed information about the datasets and experimental setup is given in Chapter 4. This includes information about data collection, preprocessing, model development and evaluation methods. 
Chapters 5 – 7 include the results. The results of the training and evaluation of the models are shown in Chapter 5. These results include landmarks, reconstruction, recognition, comparison to a baseline model, item detection, and crime prediction. Chapter 6 explains how the outputs of the system may potentially assist in the operations of criminal intelligence. It makes use of compiled data as well as a case study that is based on the framework from the beginning to the end. The assessment of the governance, ethical, and data protection issues is discussed in Chapter 7, along with safeguards that are built into the design. 
In the last chapter of the dissertation, a summary of the most important findings assesses the degree to which the objectives of the study were accomplished, draws attention to the limits of the study, and offers recommendations for future research and professional practice.
[bookmark: _Toc218431418]2. Literature review
[bookmark: _Toc218431419]2.1 Review approach and scope
	A combination of research from the fields of computer vision, machine learning, and criminal science is presented. It is not aimed at creating a list of all the relevant publications. When it comes to a pipeline for three-dimensional face recognition that feeds a criminal intelligence framework, the objective is to assess whether certain ideas are relevant. Moreover, the chapter emphasises the components that are produced and assessed during the course of the project.
	Facial analysis is the topic of discussion in the first collection of resources. Notable characteristics include identification of landmarks, reconstruction of faces in three dimensions and better deep facial recognition. Additionally, the landmark, reconstruction and recognition models of the framework are developed upon these strands, which serve as the basis. However, it is considered a classic piece of work when it continues to have an impact on modern practice. Such work has been used in eigenfaces, morphable models and early deep embedding techniques. The latest research shows the way state-of-the-art frameworks process posture, light and occlusion [29].
	It is the criminal statistics and the larger circumstances surrounding the face that are the primary focus of the second group of materials. Open police data, crime mapping, hotspots research, and projections of crime counts using time series are all included in this group of activities. Methods of object identification, such as YOLO [47],[104], which can recognise both humans and weapons in surveillance footage, are also discussed in this research. The purpose of these works is to shed light on what crime-intelligence pipeline may reasonably provide when it only makes use of data that is readily accessible to the public [30].
	The third and last group explores the morality, regulation, and social discourse of the application of facial recognition and prediction algorithms by the law enforcement framework. There is an effect that these papers have on the definition of the technical framework. Additionally, they provide an explanation as to why the framework is meant to function as a research prototype; nevertheless, it makes use of public datasets, and it records decisions in a format that enables supervision. Furthermore, utilised in conjunction with one another, the three distinct sorts of literature determine not just the technical possibilities but also the limitations within which the project operates [31].
	As a result, contemporary recognition pipelines use deep embeddings in addition to increase alignment and, in some instances, three-dimensional geometry. In the process of training and testing, three-dimensional (e.g. alignment components, landmarks) such as AFLW2000-3D [10], are often used as multi-pose datasets. It is common practice to train recognition backbones using large identification datasets such as FaceScrub [11]. These datasets consist of several images of each actress and actor in unrestricted settings. As of right now, this is the path that the project is going to take. For the purpose of estimating the three-dimensional structure, it employs a reconstruction model that is based on a parametric head model and a landmark model for the purpose of identifying crucial points on the face. The structure which developed as a consequence makes a contribution to this first normalisation of stance before recognition. The generation of matched embeddings is accomplished using a deep recognition model that is trained on the actor and actress subsets of FaceScrub [11]. While the design makes an effort to include the stability that is offered by three-dimensional geometry, it also makes an effort to preserve the advantages that are associated with current two-dimensional deep systems. This combination strategy is evaluated in later chapters to determine the extent to which it improves performance in situations that are representative of real-world police pictures [32].
[bookmark: _Toc218431420]2.2 Evolution of facial recognition
	The initial automatic facial recognition relied on mere geometric features. The lengths and angles of the main facial markers, including the eyes, nose, and mouth, were determined utilising systems. Furthermore, changes in posture, lightning, and emotions were difficult to record effectively using these methods. Principal component analysis was utilised to align face images in Turk and Pentland’s EigenFaces approach, which proved to be the next major step in the process. Utilising Eigenfaces, each face is represented as a point in a low-dimensional space and the distance between these points is used to compare faces [33], [53].
	Fisherfaces [49] and local binary patterning diagrams are both instances of related appearance methods discussed in subsequent papers. Overall reliability of different techniques proved to be enhanced to account for slight differences in illumination and expressiveness. Nevertheless, precise alignment and regulated image capture until they were finished. Whenever the images were off-axis, fuzzy, or partially occluded, the effectiveness of the framework was compromised [34], [53].
	A further change occurred in the field as a result of the use of deep learning. DeepFace, a technique developed by Facebook, used a convolutional network with nine layers. It also makes use of a vast training dataset that is compiled from various social media platforms. In order to achieve near-human accuracy on the Labelled Faces in the Wild benchmark, DeepFace utilised three-dimensional alignment before carrying out the recognition process. In future years, DeepID and FaceNet took this idea and developed upon it [48]. The embeddings that are learned in these methods are the ones that take any face and project it to a small space where distance can be used to identify any similarities between the faces. Additionally, ArcFace subsequently integrated an additive angular-margin loss, which contributes to an improvement in the separation between classes as well as the recognition accuracy over a wide range of benchmarks [35], [53].
	Two-dimensional systems are also location, light, and occlusion sensitive, even in the case of deep neural networks. The transformation of a three-dimensional structure into a flat projection may be accomplished by just a single two-dimensional photograph. The same person might appear in photographs that are very different from one another due to significant differences in perspective or lighting. Despite the fact that data augmentation and alignment are helpful, accuracy falls when inputs are not consistent with certain training conditions [36, 53].
[bookmark: _Toc218431421]2.3 Landmark detection methods
	The process of identifying a predetermined group of points on the face is referred to as facial landmark detection. Active form and active appearance models were utilised in earlier bodies of work. Additionally, to identify a few key sources of variation, these methods were able to determine the typical shape of the face. Furthermore, after that, the model was optimised in such a way that enabled the borders and texture of the image to correspond with the model. Their performance seemed satisfactory when applied to controlled photos, but it deteriorated when the attitude, lighting, or emotion was drastically different [37], [52].
	A total of two fundamental techniques for landmark prediction are introduced by deep learning. In one approach, the coordinates of the landmarks are regressed directly. A network responds to a sliced face by giving the x and y position of each point in the face. Furthermore, simple design that is easy to implement and that is why it is an excellent design to make small modifications to one posture. Nevertheless, the most significant shortcomings are that it is unstable in situations when many landmarks are self-occluded or when the face occupies just a small section of the image [38], [52].
	As opposed to raw coordinates, the second concept makes predictions in the form of heatmaps. Each landmark has its own probability map that is two-dimensional, and the peak of the map indicates the location of the point under consideration. An excellent example of this principle is the Face Alignment Network that refines heatmaps using a series of convolutional blocks in a sequential order. The resolution is low, but it works well in positions that are large. Longer models, including Super-FAN [46], are those which integrate landmark prediction with face super-resolution to address fuzzy CCTV images. Combining heatmaps with a three-dimensional morphable model is the basis for three-dimensional alignment techniques such as 3DDFA. An estimation of the properties of the three-dimensional shape is made, and then the created landmarks are projected back into the image plane. In many cases, these systems provide a reduction in the amount of error that occurs on profile faces; nevertheless, they are more challenging to train and apply [39], [52].
	Within this context, the project that is presently developed employs a direct-regression design. In a face image that has been cropped, a compact neural network that is compact can predict sixty-eight different landmark positions. Training makes use of datasets that are available to the public and include 68-point annotations. Additionally, a mean-squared-error loss is applied to normalised coordinates. This choice is to ensure that the landmark arrangement is compliant with the indices that are needed in the future to reconstruct and assess three-dimensional structures, and at the same time, retain the simplicity and speed with which the model is developed. Furthermore, regardless of the essential components of the prototype, more advanced heatmap or three-dimensional awareness approaches are referred to as references in the current body of research. This is a trade-off: to simplify the model and enable it to interface easily with the rest of the process, the model compromises some of its strength when extreme positions and heavy occlusion are applied to it [40], [52].
	As part of the assessment process for landmark detectors, normalised mean error and cumulative error distribution curves are often used. While adhering to this technique, the project also makes use of principal component analysis on the configurations of landmarks. These instruments provide a connection between the detector and earlier studies on the analysis of landmark errors and variations in form. Additionally, they offer a basis in Chapter 5 for comparing the behaviour of the custom model to patterns that are supplied for mode advanced heatmap and three-dimensional-aware techniques for comparison.
[bookmark: _Toc218431422]2.4 Three-dimensional facial reconstruction
	The shape of a face may be determined by the use of one or more images through the process of three-dimensional facial reconstruction. The 3-D morphable models (3DMMs) play an important role in this notion. Moreover, 3DMMs were constructed utilising laser scans of human heads used to learn a low-dimensional space of facial shape and texture. During the fitting process, a short parameter vector was adjusted in such a way that the resulting model was able to match the target image. Realistic geometries were produced as a consequence of this, although it needed slow optimisation and careful initialisation [41], [51].
	The principle behind this was generalised in later work, and other components were added and modelled independently. Specifically, various models were created to process camera and lighting parameters, and most modern morphable models break down facial variation into identity, expression, and posture. This structure improves regularisation in the fitting process as well as enables animation and editing. Nevertheless, it is based on strong registration procedures and massive datasets of high-quality head scans, which are expensive to obtain [42], [51].
	A change in 3DMM fitting was implemented with the use of deep neural networks. Without the need for recurrent optimisation, a convolutional network may provide a prediction of the parameters of a morphable model based on a cropped image in a single pass. Furthermore, systems such as 3DDFA are examples that follow this trend by training on massive datasets of real-world faces that have been pre-fitted with a 3DMM. Nevertheless, work done later based on FLAME [8]. [9] ensure that the identification form remained the same across several photographs of the same person, even while the expression and posture were different. By adding a fine details displacement map on top of the initial mesh, advanced methods, such as DECA [8], [9], are created. Additionally, to produce highly precise reconstructions, these methods need access to high-resolution photographs, but they also increase the amount of memory that is used, the complexity of training, and the amount of time that is required [43].
	There are a variety of differences between these technique families with regard to supervision, data needs, and runtime cost. To a large extent, traditional optimisation is dependent on laser scans for supervision; nevertheless, this method is insufficiently quick for processing large batches. It is possible to execute regression models substantially more quickly, but they are dependent on high-quality fitted parameters or synthetic representations on hand. Furthermore, images with a high level of detail need strong equipment and shooting with a high resolution. However, an alternative that falls somewhere in the middle is ideal for a crime-intelligence prototype that has noisy photographs and limited resources. When faces are small, fuzzy, or compressed, as is common with CCTV footage, the information at the surface is less meaningful. On the other hand, robust coarse geometry and consistent posture normalisation carry a greater amount of weight [44], [51].
	In order to regress morphable-model parameters from single images, the present attempt makes use of a compact network. This network is characterised by a stress on steady geometry and not a fine surface detail. By using a straightforward regression loss on the parameters that have been normalised, the network determines a concatenated vector of form, expression, and posture coefficients. Furthermore, to keep computing costs low in large-scale processing, this approach attempts to model the bulk of the variation in identity and expression in the process. Additionally, trade-offs that have been observed are compared to the ones that have been reported in the reconstruction literature of full 3DMM, FLAME-based and DECA-style procedures [8], [9]. This choice is analysed in later chapters as a result of parameter-space mistakes and qualitative visualisations [45], [51].
[bookmark: _Toc218431423]2.5 Deep facial recognition and embeddings
	Feature embeddings are the cornerstone of modern deep face recognition systems. The process of turning the image of each face into a vector in a high-dimensional space is carried out by a network. The faces of the same person need to be in close proximity to one another in the region. In accordance with a fundamental distance measure, such as Cosine similarity or Euclidean distance, the face of different individuals needs to be separated by a considerable amount. Due to the fact that new identities arise after training and that close one-on-one matches are unusual, this open-set architecture is suited for use in the police and security sectors [54], [55].
	The early deep systems continued to make use of a conventional classification system. A convolutional network that has been filled with a layer that is completely linked and a SoftMax on the training identity feature. Cross-entropy loss is utilised during training in order to discriminate between these groups. The final hidden layer was utilised as an embedding throughout the test, and the cosine distance was used to determine the degree of facial resemblance between the two subjects. Implementing this method in action is not only simple, but it also provides constant optimisation. In addition to this, it enables the verification and search of the taught feature space by using fundamental K-Nearest-Neighbour techniques [54], [56].
	Normal SoftMax and cross-entropy are two methods that researchers have found to produce embeddings that are not necessarily highly discriminative. There may be features that split training courses, but in angular space, they are still very close to one another. The problem is solved by modifications of the SoftMax dependent on margins. With the help of SphereFace, an angular SoftMax loss was developed. This loss limits features to a hypersphere and gives the benefit of providing a multiplicative angular margin between courses. Through the process of normalising both features and weights, as well as giving it a cosine margin, CosFace reinvented SoftMax as a cosine-based loss structure. By including an extra angular margin that had a distinct geometric significance, ArcFace managed to improve upon this approach, which ultimately led to great performance on public benchmarks. The embeddings of the same class move closer towards each other, because of these losses, while the embeddings of different classes move away from each other. In order to achieve more distinct decision limits, they act directly in angular space [54], [57].
	The aim of metric-learning losses is similar; however, they are implemented using a different framework. The reduction of contrast has an effect on the matching of faces. The embeddings are brought together for matching pairs, and they are separated for pairings that do not match that are brought together. Triplets that consist of an anchor, a positive example, and a negative example, and a negative example are considered to be subjects of triplet loss. An anchor-positive distance and an anchor-negative distance are separated by a boundary that is established by the loss. Due to their sensitivity to batch structure and the fact that they have to carefully mine out hard cases, these techniques have the potential to provide highly discriminative embeddings. The results of the recent study show that margin-based SoftMax losses and triple-style objectives may be viewed in the light of a single angular margin. This helps to explain when either method is likely to be successful [54], [58].
	On the continuum, decision-head training and metric learning are thus considered to be at different ends of the spectrum. A closed-set classifier is trained on one end of the network, and then the network is reused as an embedding extractor at the other end. Furthermore, it is directly trained on the distances between embeddings and there is no explicit class hierarchy in the training process. The SoftMax losses that are dependent on margins are located somewhere in the centre of the spectrum. While doing so, they change the embedding geometry in a more direct way while at the same time retaining the fundamental categorisation structure. A cosine similarity or K-Nearest-Neighbour search is done on the embeddings rather than the final classification layer, which is often discarded when assessing. This is the case regardless of the conditions [54], [59].
	These are the patterns that are followed by the industrial and academic systems that are in place today. They make use of deep backbones such as ResNet and many variants of it. It is a very large dataset consisting of millions of photographs and hundreds of thousands of IDs that they use of training purposes. The model is then used as an embedding extractor once it has been optimised by an angular margin SoftMax loss, like ArcFace optimisation. This family of algorithms is represented by the InsightFace library, which contains both pre-trained models and popular “buffalo” model series of InsightFace which has the “buffalo_l” [103] model group. It does this by combining a strong backbone with ArcFace loss, which produces an accuracy that is almost flawless on the conventional verification requirements [54], [60].
	The project has a minimal recognition component. On the FaceScrub [11] actor and actress subsets, the network is trained as a classifier. Over known identities, training makes use of a SoftMax layer with Cross-Entropy loss. This goal is selected for its stability on a medium dataset and easy optimisation. Complex sampling systems and hyperparameter tuning are required for margin-based/triple losses. At assessment, the categorisation head is removed. The penultimate layer embeddings are compared with the use of cosine similarity and K-Nearest-Neighbour search. Similar to the recognition utilising embeddings, it gives open-set identification on the test splits with shown and held-out identities [54], [61].
	To provide performance measurement, external models pre-trained on the InsightFace ecosystem are utilised as a reference for measuring the performance of the models trained in this project, such as Buffalo [103]. These models are current best practices, including deep backbones, ArcFace loss, and training on massive web face datasets. The in-house network is tested on the same splits of FaceScrub embeddings as they are and measured with the same cosine and K-Nearest-Neighbour methods. This analogy makes the custom model a research prototype, not an opposition to the state of the art. It also facilitates the interpretation of the subsequent results on the subject of accuracy and bias, as it shows how behaviour varies with replacing a primitive Cross-Entropy recogniser with a more sophisticated, ArcFace-based baseline [54,60].
[bookmark: _Toc218431424]2.6 Crime data analytics and forecasting
	Crime data analysis starts with the systematic recording of incidents at certain places and times. England and Wales Police forces rely on national portals such as “data.police.uk” [12] to publish statistics and results of street-level crime. This information may be combined into tiny geographic entities known as Lower Layer Super Output Areas (LSOAs). LSOAs provide a fine geography that is stable and appropriate to conduct longitudinal research [62],  [65].
	 The point of hotspot mapping is to find localised crime. One of these techniques is the kernel density estimation. It also spreads crime points across space and gives a continuous surface that brings clusters more into focus as compared to a raw points map. Recent research generalises the kernel methods to space time ensured that location and time have an effect on the predicted risk.
	Temporal analysis focuses on how crime changes over time. Most types of offending exhibit daily, weekly, and seasonal patterns and slow trends. These patterns have been represented using time-series models like ARIMA and SARIMA to draw such forecasts in the short run. Other research also demonstrates hybrid and machine learning methods, yet these may take a long time, clean series and delicate tuning [63], [65].
	Prophet is placed in the middle between classical ARIMA and more sophisticated machine learning models. It is the number of crimes that can be dealt with in terms of trend and seasonal is set to address missing data, anomalies, with a small amount of tuning. The case studies indicate that it is not sensitive to various seasonal patterns and can be used in numerous local series.
	The current project is practical in approach. It operates on open police data aggregated to individual areas and broad types of offence to examine time patterns and simple projections. Prophet is selected as the primary forecasting model since it is able to provide strong seasonality performance and can be easily used across all types of data without arduous tuning. It is viewed as a viable trade-off that considers forecast quality, readability and simplicity of integration with the broader crime-intelligence framework [64], [65].
[bookmark: _Toc218431425]2.7 Object detection and scene understanding
	Object detection provides context to a scene which facial analysis alone cannot provide. Modern detectors are of two basic types. Two-stage models, such as Faster R-CNN, are those that first suggest candidate regions and then classify and refine them. They are, in many cases, very accurate but slower and more complicated to set up. Single-stage models, e.g. YOLO [47], [104], make predictions according to the boxes and class score at the same time. They are faster and easier to implement, which is appropriate for real-time surveillance, but may have problems with small or high objects occlusion [66], [69].
	The YOLO family forms a lot of the single-stage field. The original YOLO demonstrated that it is possible to have full-frame detection at many frames per second on standard hardware by formulating detection into a single regression problem. Later versions had better localisation as well as multi-scale handling, and small “tiny” versions for edge devices were added. The Ultralytics YOLO series, YOLOv8, utilises modern backbones and an anchor-free head and is optimised for GPU and edge deployment [47], [67], [69], [104].
	Recent research reports that YOLOv8 [47], [104] has a good balance between speed and accuracy in drone, traffic, and CCTVs. These conditions are similar to policing footage, with a moving camera, variable lighting conditions and small or blurred targets. This project, therefore, adopts YOLOv8 to detect people and weapons in CCTV-style images and to attach these attributes to facial recognition and crime records [68], [69], [104].
[bookmark: _Toc218431426]2.8 Governance, ethics and public perception
	In the field of law enforcement, facial recognition is more than just a technical problem. It utilises biometric data to identify individuals in a manner that is completely unique, and it has a direct impact on issues of privacy, equality, and public trust. Because of this, the focus of legal and ethical debates is on determining whether such frameworks are necessary, reasonable, and subject to the supervision of competent individuals. These issues are relevant to both the challenge of real-time face recognition in public places and the problem of searching through photo databases retrospectively. In addition to this, they are a part of broader debates on data-driven policing and predictive analytics [70].
	Human rights and data protection laws are the fundamental legal frameworks that are put into place in the United Kingdom and across Europe. The right to respect for private life is guaranteed by Article 8 of the European Convention on Human Rights, which further states that the public authorities must also interfere only in situations where it is both lawful and necessary in a democratic society. The General Data Protection Regulation (GDPR) of the United Kingdom and the Data Protection Act of 2018 both treat biometric data that is utilised for identification as “special category” data, which means that law enforcement may only use it in certain circumstances. Live Facial Recognition (LFR) in a public place needs an unequivocal legal foundation, a thorough Data Protection Impact Assessment (DPIA), and governance, according to the Information Commissioner’s Office (ICO). This is because LFR involves the processing of sensitive data on a broad scale [71].
	The Bridges v. South Wales Police is a significant case that serves as an essential reference point. A decision occurred in the year 2020 by the Court of Appeal that the use of live automatic facial recognition by the police force constituted unlawful. The report found “fundamental deficiencies” in the legal framework, including a lot of discretion in where cameras should be placed and who should be included on watchlists, as well as poor impact evaluation in light of equality and data privacy rules. The ruling evinced the fact that even experimental deployments are necessary to meet the requirements of necessity and proportionality, as well as to comply with set procedures. In order to demonstrate that technology skills alone are not adequate to justify use, this example demonstrates that governance and compliance must be shown in detail. As a further demonstration, it illustrates that the courts investigate the composition of watchlists, deployment criteria, and safeguards against bias [72].
	Regulatory efforts at the European level are proceeding in a manner that is similar, but with a more extensive scope. A number of biometric systems are categorised as “high risk” under the Artificial Intelligence Act of the European Union, which uses a risk-based approach. With the exception of some law enforcement exceptions, such as the search of certain dangerous offenders or persons who have gone missing, the use of remote biometric identification in public contexts is extremely limited and, in certain situations, completely outlawed. Additionally, the Act makes it illegal to use some forms of social grading and biometric categorisation. As a result of these, it is clear that future deployments of face recognition and prediction systems will need not just accuracy, but also documented risk management, transparency and redressal procedures [73].
	First and foremost, among the ethical issues are bias and prejudice. It has been shown via both independent testing and official evaluations that a number of facial recognition systems utilised by the police in the United Kingdom experienced higher rates of false positives among individuals. After conducting an analysis carried out recently commissioned by the Home Office, it came to light that the rates of misidentification for some minority groups were up to two orders of magnitude higher. Concurrently, there have been efforts to decrease confidence levels in order to generate a greater number of inquiry leads, despite the fact that this has the potential to increase inequality. Additionally, there is a clear clash between those who are sensitive and those who are treated equally. It is possible that a system that maximises detections would also increase the number of inaccurate suspicions, and the distribution of these errors is not uniform across demographic groups. Nevertheless, the opinion of oversight bodies and civil society groups is that these trade-offs need to be made publicly, and bias assessment, along with mitigation, should be made part of deployments from the very start [74].
	The general public’s impressions are a reflection of their concerns over facial recognition. Studies and stories in the media indicate that there is a growing worry about “mass surveillance” as live and retroactive face recognition is employed in London and other cities. This involves the use of facial recognition technology not just by law enforcement but also by business operators in places such as supermarkets, clubs and schools. Confidence is undermined by a variety of factors, such as misidentification cases, unclear watchlists, and a lack of a way to resolve disputes. At the same time, there are experts in law enforcement who believe that facial recognition is an essential tool for discovering dangerous offenders or missing individuals while compensating for limited resources. Consequently, this creates a definite contrast between the storeys of safety and intrusion. Public support seems to be significantly influenced by a number of factors, including the perceived fairness and accountability of the system, as well as the potential severity of the threat [75].
	The fields of predictive policing and crime forecasting both face challenges that are comparable to one another. Geographic prediction algorithms that target patrols to “hot” regions are based on past information about past crimes, and that information can already be biased, like stop-and-search in minority neighbourhoods. Critics have argued that such tactics run the danger of creating feedback loops, whereby neighbourhoods that are overpoliced generate more reported crimes, which in turn justifies the use of more police officers. When it comes to determining whether predictions improve public safety, they perpetuate existing inequities. This position asserts that, in addition to the selection of the modelling utilised, transparency and community engagement are equally important factors [76].
	Several recurring themes of ethics in design are highlighted by these arguments. These concepts are necessity and proportionality, data minimisation, purpose limitation, non-discrimination, transparency and accountability. Clear legislation, data protection and privacy assessments, role-based access control, independent audits and proper recording of systems are some of the practical steps highlighted by regulatory bodies as being important. Nevertheless, these concepts are included in the prototype framework that was developed as a part of the dissertation. In the case of faces, it exclusively makes use of research datasets that are openly accessible to the public and anonymised open criminal data. Because it does not correlate outputs with actual persons or functioning systems, identities are perceived to be mere abstract labels. Nevertheless, at the stage of architecture, the blueprint predicts which subsequent deployments ought to incorporate access control based on roles over confidential facilities. In addition to extensive audit logging of enquiries, including matches, and regular bias monitoring of recognition performance across relevant subcategories. These features are all expected to be included in any future deployment. Moreover, it is anticipated that a preliminary DPIA as well as periodic assessments would be required prior to the commencement of operations [77].
	As a result, the prototype does not become a law enforcement framework that follows compliance with the standards. In addition, the research does not guarantee that it will satisfy legal requirements or provide answers to the general ethical questions about facial recognition or predictive policing. In its place, it makes use of the existing body of literature about governance, bias, and public trust in order to determine the boundaries of the study. The enhancement of accuracy is not considered to be the fundamental criterion for success; rather, it is considered to be one of many aims. Regarding the areas in which the study reveals that more “accurate” procedures could still violate rights or worsen inequality, the dissertation draws attention to these issues and considers them to be open restrictions on any real-world application of the framework [78].
[bookmark: _Toc218431427]2.9 Research gaps and conceptual positioning
	Based on the examination, it seems that there is currently great progress in each specific area. The most recent systems are able to distinguish landmarks, reconstruct three-dimensional faces, create deep embeddings, recognise weapons, and anticipate patterns of criminal behaviour. Researchers in the field of criminal activity may pinpoint hotspots and forecast seasonal fluctuations. Restrictions on the use of artificial intelligence by law enforcement agencies marked the beginning of the process. On the other hand, the large bulk of this work considers each capability to be a separate instrument. It is common to design and deploy facial recognition, object detection, and crime forecasting independently of one another [79].
	Very little research combines these parts into a single, cohesive design. The existing research on facial recognition has often focused on benchmark accuracy without linking the results to criminal data or the context of the situation. On the other hand, studies that use crime analytics create predictions based on counts and locations, but they do not take into consideration who appears in photographs or what objects are present in those images. The work that is done on live face recognition sometimes makes reference to the detection of weapons or danger ratings; however, these links are seldom formalised in an explicit, modular framework that specifies data flows and evaluation criteria. Concerning the manner in which such a system may allow governance features such as audit logging and bias monitoring from the very beginning, rather than as afterthoughts, there is very little research about this matter [80].
	By developing an integrated, three-dimensionally aware criminal intelligence pipeline, this research fills the conceptual void that was previously identified. The framework establishes connections between five primary strands, which are as follows: facial landmark detection, three-dimensional reconstruction, deep face recognition, item detection for both individuals and weapons, and criminal data analytics and their forecasts. When the outputs from each of the strands are integrated, a common representation of “events” is created. This representation may then be examined with the use of dashboards and case views. Rather than being viewed as separate processes, governance modules such as bias monitoring, role-based access control, and Data Protection Impact Assessments (DPIAs) support tools are viewed as essential architectural components. It is not the goal of this project to create a framework that is deployable; this is to show how these elements may potentially work together in a manner that is both technically possible and ethical [81].
The technique may be differentiated from a conventional pipeline with the use of a simple conceptual image. A face recognition service that generates IDs or similar scores, a crime dashboard to map the numbers and hotspots, and a separate object detector that identifies weapons in video footage are on the left-hand side of the “traditional” side. These three boxes are not linked to one another in any way. It is not possible for arrows to pass between these boxes, and there is no established consensus about the nature of an event or case. The framework side, which is located on the right, illustrates the flow of raw pictures and open criminal data into a single processing pipeline. Normalisation of faces is done by landmark detection and three-dimensional reconstruction before the identification process. Furthermore, utilising object detection, scene details such as “weapon present” or “multiple persons” are added to the scene. The information and forecasts on criminal activity give a historical and geographical perspective. Moreover, the whole of this information is sent to a centralised storage facility, which is surrounded by audit logs and bias measures. Additionally, a major contribution of the dissertation is not a unique algorithm but rather a methodical approach of integrating pre-existing approaches into an integrated crime intelligence architecture. This mismatch underlines the key contribution of the research [82].
[bookmark: _Toc218431428]2.10 Literature summary
	According to the research that took place for this chapter, every component of the system that is being offered is constructed on a solid technical basis and backed by literature. Through the use of deep architectures that are capable of working on unconstrained faces, landmark identification moved beyond statistical methods. In order to restore stable geometry from a single photograph, the process of three-dimensional reconstruction presently makes use of morphable models and deep regression. Convolutional neural networks are applied to train embeddings, and then deep face recognition compares the embeddings to basic distance metrics. For example, hotspots mapping, LSOA-level analysis, and crime count projection are all examples of techniques that are used for crime data analytics. As a part of their real-time scene analysis capabilities, object identification systems such as YOLO [47], [104] are able to recognise individuals and weapons even in noisy CCTV footage. Norms of fairness, proportionality, transparency, and oversight are established via the activities of governance and ethics.
	At the same time, the evaluation draws attention to a significant gap. These methods are often utilised in isolation, with very little emphasis placed on integrated frameworks that incorporate three-dimensional face analysis, weapons detection and criminal analytics into a cohesive architecture. As a consequence of this, the program places an emphasis on design rather than the creation of different algorithms. The goal is to integrate existing methods into a cohesive framework for collecting information on criminal activity, which may, in principle, make ethical deployment easier. During the chapter, this idea turns out to be transformed into a real-world framework design. This chapter provides a description of the major modules, data flows, and interfaces that connect the components that are stated in the literature to the implementation that is employed across the whole dissertation.
[bookmark: _Toc218431429]3. System Architecture and Design
[bookmark: _Toc218431430]3.1 Overall architecture
	A full-stack application with several layers is what the framework presents. Every interaction with the user is taken care of by a React frontend. In addition to coordinating model interference and data storage, a FastAPI backend has the responsibility of exposing HTTP endpoints. PyTorch is utilised to implement the fundamental features of machine learning models. In the development phase, relational data is kept in SQLite, and upon deployment, it is stored in PostgreSQL. Large crime datasets and the characteristics that are obtained from them are saved as Parquet files in order to facilitate the effective operation of analytics and forecasting [83].
[bookmark: _Hlk218342687]	This ecology is expressed through a high-level view as shown in Figure 1. Along with crime CSV files, the system also receives photographs from the crime scene, frames from CCTV cameras, and files that have been uploaded. YOLOv8 [47], [66], [67], [68], [69], [104] is first used by a processing layer in order to identify individuals and weapons, as well as to generate face crops. These crops are then passed through the operation of three specialised convolutional networks: recognition, reconstruction, and landmark network. An external baseline is offered in the form of a ”buffalo” model that is pre-trained from InsightFace [103] as a comparison with the recognition model. Apart from receiving the model outputs, the FastAPI backend is also responsible for storing the structured results and sending the replies back to the React dashboard [84].
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Figure 1. Concept ecosystem of the AI-powered facial recognition and crime analytics framework, showing data ingestion, model components, access interfaces, and security checkpoints.
	A single-page dashboard is what the React frontend shows. Additionally, it allows for the uploading of evidence and gives analytics views. Image submissions, requests for identification and reconstruction, as well as the examination of projections of crimes, are available for the user-interface. On the server, all of the difficult computations are performed. Only through the method of the Rest call, and where required, with live update channels, the browser connects with the other applications. Access control is supported by this architecture, which also maintains the client’s simplicity [85].
	There is a clear separation of the backend into modules. It is the “backend/api” package that is responsible for defining authentication checks, request and response schemas, and routes. Following the validation of incoming data, each route in turn makes a call to the service layer. PyTorch checkpoints are loaded by the “backend/services” package, which also handles devices and provides high-level actions such as recognising, reconstructing, landmarking or detecting weapons. As a reusable detector that produces person and weapon boxes for the rest of the pipeline, YOLOv8 [47], [66], [67], [68], [69], [104] is wrapped here as a protection mechanism [86].
	An emphasis on training and assessment is shown in Figure 2. The recognition network receives data from the photos of actors and actresses that are provided by FaceScrub [11]. The reconstruction and landmark networks take use of data that is provided by AFLW2000-3D [10] pictures and meshes. The “.pth” checkpoints for each model are generated by the training scripts that are included in the training folder. Evaluation scripts are stored in the evaluation directory and produce TAR, FAR, and ROC curves for recognition, vertex errors of reconstruction, as well as NME and CED curves of landmarks. These curves are utilised to recognise landmarks. After some time passed, the services layer is loaded at the same checkpoints in order to do a runtime inference [87].
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Figure 2. End-to-end pipeline.
	The durability of data is a reflection of the various access patterns. The database management system PostgreSQL or SQLite is utilised to store users, evidence, information, audit logs, results of bias monitoring, and DPIA evaluations. The scripts that are located in the scripts folder are responsible for converting Crime CSV files into partitioned Parquet databases. Prophet reads these Parquet tables and builds daily or monthly time series and provides forecasts to the dashboard to be utilised. In Figure 3, a Sankey diagram is utilised to illustrate everything discussed so far. It has a stream of data that starts with raw inputs and goes further by processing and FastAPI backend before getting into the database and React analytics views [88].
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Figure 3. End-to-end data flow for facial recognition and crime integration, covering dataset input, model training, embeddings generation, and crime analytics.
	Through the use of this modular framework, duties are kept distinct. The frontend mainly concentrates on presentation. HTTP-related issues are handled by the API layer. Service modules, both models and YOLO [47], [66], [67], [68], [69], [104] logic, are contained within service modules. Training and assessment continue to take place offline and may be replicated. Transactional and analytical workloads are segregated inside the storage system. The maintainability of the system, controlled experimentation, and future scalability of the system are all supported by this separation.
[bookmark: _Toc218431431]3.2 Facial analytics pipeline design
	Taking each frame in the facial analytics pipeline, each frame is converted into a reliable face embedding. This is done in a pre-determined order. Individuals are discerned by YOLO [47], [66], [67], [68], [69], [104]. The faces are tended by the framework. The groundbreaking model improves the crop and ensures that alignment is maintained. Three-dimensional shape estimation is performed via a reconstruction model. A number of embeddings and identification scores are generated by the recognition model. Because each stage is designed as a distinct service, it is possible to make changes to the components without disrupting the pipeline as a whole. Figure 4 presents a summary of the pipeline [89].
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Figure 4. Facial analytics pipeline - detection -> landmarks -> alignment -> reconstruction -> recognition -> embedding storage.
	Processing starts with the identification of individuals. Every single picture or video frame is processed by YOLOv8 [47], [66], [67], [68], [69], [104]. A Python file named “backend/service/yolo_detector.py” is utilised for encapsulating the detector. It generates bounding boxes for both humans and weapons after being input. These packages are sent to the “backend/services/crime_scene_processor.py” library. The only detections that are kept is these of individuals for face analysis. It also saves information, such as the camera’s identity, the time, and any weapons that are identified, for the use of subsequent reasoning about the crime scene [90].
	The following step involves the preparation of landmarks and face crops. A crop of the upper body is taken from each individual by the person who processes the crime scene. The crop is resized to coincide with the resolution that was utilised for training. The transformations that are described in the universal pipeline utilities are followed by the colour conversion and normalisation processes. After that, the crop is sent to the landmark network trained using the “training/landmark_train.py”. This particular approach provides a predetermined collection of two-dimensional landmarks, such as a sixty-eight-point arrangement, for instance. A similarity transform is fitted by the system between these locations and a reference template once it has been applied. This transformation is utilised in order to provide an aligned face picture that has its posture and size normalised appropriately. Nevertheless, “evaluation/evaluation_landmarks.py” is responsible for calculating the accuracy of landmarks as well as the cumulative error curves [91].
	It is the reconstruction step that takes inputs from aligned faces. An accurate prediction of a compact parameter vector for an FLAME-style [8], [9] head model is made by the reconstruction network, which was trained using the “training/reconstruction_train.py” parameters on three-dimensional vertices and basic meshes. Therefore, in the frontend, the following meshes are utilised to facilitate qualitative inspection, and in the “evaluation/evaluate_reconstruction.py” files are used to give, quantitative vertex-error metrics. As it is cheaper to store and easier to compare than the whole meshes, the pipeline takes advantage of the parameter vector directly in most runtime pathways for the pipeline [92].
	Recognition is the last stage in the analytical process. The actor and actress subsets of FaceScrub [11] are utilised to train the recognition network using the “training/recognition_train.py” script. Over the course of 530 IDs, training makes use of typical cross-entropy loss. The hidden layer serves as an embedding head when the times come to make an interference. Furthermore, in “backend/services/crime_scene_processor.py” the recognition wrappers are responsible for extracting this vector, L2-normalising, and retaining it as a face embedding. “evaluation/evaluate_recognition.py” is responsible for computing TAR, FAR, and ROC curves for these embeddings [93].
	The face database is where the embeddings and the information are stored. The “police_face_db.sqlite” is the file that utilises a database to run this programme for development. Nevertheless, using PostgreSQL with the same schema, which is specified in “backend/database/models.py”, deployment is carried out. An identification, timestamp, link to source crop and serialised embedding (float32), all stored in each row. Additionally, an optional person identifier is also included in each row. With watchlist search, such embeddings are loaded into memory or some sort of approximate nearest neighbour, whichever is most appropriate. The similarity measure that is calculated between the query embedding and stored vectors is cosine similarity. Results that are higher than a threshold may constitute potential identities. Moreover, bias-monitoring services and scripts such as “scripts/bias_from_images.py” are utilised to carry out an analysis of the behaviour of this pipeline across different demographic groupings [94]. Figure 5 shows how these stored embeddings are used in watchlist search.
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Figure 5. Watchlist search pipeline - embedding extractor -> ANN/cosine index -> top-K candidates -> decision threshold.
[bookmark: _Toc218431432]3.3 Crime-intelligence and data layer
	The crime intelligence layer takes raw police CSV files and also model outputs and presents them in a structured format that can be searched and analysed by the framework. Crime data comes into the system monthly street-level CSV files from UK police portals [12]. Pandas is used for importing such records into a batch workflow that is contained within the “backed/analytics/predict.py” directory. The process subsequently aggregated the events to produce national totals by month and afterwards dispersed the entirety throughout the course of days to create a daily time sequence. Underneath the results of the processing folder, the outcome appears in a dataset that is segmented using Parquet as the information format. This Parquet store is the major source for forecasting and high-level trend analysis [95]. This Parquet store is the primary source for forecasting and high-level trend analysis, and the complete ETL, along with forecasting flow, is summarised in Figure 6.
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Figure 6. Shows how Crime Data goes about monthly CSVs via UK Police [12] towards Parquet database and then to a dashboard using Prophet’s forecasting.
	Whenever the backend is started, Polars events located in the “backend/services/crime_service.py” script retrieve the Parquet records in a sluggish manner and store them in memory using an LRU cache. The criminal API may now receive requests with minimal latencies thanks to this. Furthermore, information is made available to the frontend utilising FastAPI routes located in the “backend/api/routes/crime.py” file. Nevertheless, “/api/v1/crime/forces/monthly” is an example of an endpoint that provides time-series patterns by law enforcement agency. Moreover, “/api/v1/crime/hotspots/latest” provides such an instance of an endpoint that produces the greatest LSOAs during a particular current month. Additionally, “api/v1/crime/summary” consists of reports and standard statistics for the dataset. In order for analytics to verify that the precise time frame and parameters are truly loaded, debugging routes make it possible to eliminate the caches and do basic diagnoses [96].
	National forecasting employs the identical Parquet foundation yet takes another route. The prediction code creates an individual daily dataset, and the Prophet model is applied. FastAPI path “/api/v1/analytics/predictions” and “/api/v1/analytics/run-predictions” are used for fetching previously recorded forecasts, or to run a new session. Forecast outcomes are also saved back into the relational database, thus preserving the chronology of the forecast together with the models which generated it. This architecture makes it possible to compare the actual counts to former projections in the dashboard and makes it possible to investigate the model performance in future [97].
	Operational occasions are stored is a standardised SQL schema that is described in “backend/database/models.py”. Evidence keeps encrypted files alongside information on the media kind, details, and the time of its manufacture. Snapshot saves static images from CCTV cameras and links them to temporary identities. Predictions meet Prophet results of each location and category of crime, such as central estimates and confidence limits. ModelVersion stores recognition, reconstruction, and landmark models. It does this by storing the location of files and SHA-256 hashes for integrity. AuditLog maintains a hash-chained record of sensitive operations such as uploading evidence, changing models and performing DPIA evaluations. Alembic migrations keep track of how this schema has changed over time, and make sure that the development and deployment is in sync [98]. The key tables and relationships in this database on crime intelligence are illustrated in Figure 7.
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Figure 7. Crime intelligence database schema with the users, evidence, snapshots, identities, embeddings, model versions, predictions, bias metrics, and audit logs.
	The crime-intelligence agent is on top of this storage layer. The class located in “backend/services/crime_intelligence_agent.py” invokes the processor of a crime scene to perform YOLO [47], [66], [67], [68], [69], [104] detection, face cropping, and recognition on the frames received. It then constructs an organised record containing a combination of person of interest, weapon detection (if any), timestamp, camera identifier and recognition results such as embeddings and predicted classes. The agent caches each record in the memory or in the database and returns a summary of the data in the form of JSON to the API layer. This separation of orchestration from low level vision code combined with the fact that every detection and recognition event is linked back to the crime data, locations and audit logs in a consistent way [99].
[bookmark: _Toc218431433]3.4 Security, governance and deployment considerations
	The framework is a security-aware prototype, which can be moved towards operational use with limited changes. Authentication is mocked in the development of the existing codebase. A production deployment would use an external identity provider that would be based on OAuth2/OpenID Connect or enterprise SAML. The JWTs would be distributed by the service provider, and the Traefik or Kubernetes Ingress manager would be responsible for verifying these on the threshold of entry. Only authenticated and signed requests would reach FastAPI backend. Figure 8 represents the security and governance stack, including users and roles FastAPI plus RBAC checks, and protected resources (evidence store, PostgreSQL, logging/monitoring).
	The authorisation is a role-based access control model. Users are given roles such as admin, analyst, operator and auditor. The permissions are resource-based, such as evidence, predictions, models, and audit logs. They are also scoped by action such as read, write, annotate, delete or administer. Routes on API will load and validate role claims through the JWT and will proceed with any sensitive operation. This makes access rules clear and readily reviewed [100]. 
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Figure 8. Security and governance stack.
	Data handling is based on the idea of least privilege. Structured JSON logs contain a request identifier, user role and endpoint with sensitive fields redacted before they exit the service. Evidence files are stored in an access-controlled object store or encrypted volume and are deemed immutable once written. Each and every upload or download creates an audit record. Prediction records contain time, area, crime type, model version and confidence bounds with external identifiers being hashed if possible. Transport TLS, databases and object storage encryption at rest. Secrets are delivered through Docker or Kubernetes Secrets and would be supported by a specific vault in production. Retention periods/flows or deletion are configurable and controlled by RBAC. Exhibiting ongoing integration and ongoing delivery (CI/CD), ingress, node pools and shared observable services [101], Figure 9 illustrates the deployment architecture of both the development (Docker Compose) and the so-called “production-ish” Kubernetes clusters.
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Figure 9. Deployment topology.
	Deployment is totally containerised. A multi-stage Docker file creates a minimal runtime image containing locked dependencies and optional support for a GPU. The deployments, services, ingress, storage and horizontal scaling are defined using Kubernetes manifests and utilised in a “production-ish” fashion. Centralised logging, metrics, image scanning and controlled rollouts put the icing on the cake [102].
	These choices support the governance and DPIA themes in Chapter 7. Privacy-by-design is based on minimisation of data, hashed identifiers, and access control. The bias monitoring is regarded as a component of governance, the dataset profiling, the metrics of fairness, and the steps of mitigation, which are recorded, including re-weighting of changing the threshold.
[bookmark: _Toc218431434]4. Datasets and Experimental Setup
[bookmark: _Toc218431435]4.1 Facial datasets and preprocessing
	Two main datasets are utilised to train and test face models. These datasets include FaceScrub [11], which is used for identity recognition, and AFLW2000-3D [10], which is used for landmarks and reconstruction. In order to link two-dimensional annotations to the three-dimensional head model, they both use FLAME assets. This section provides an explanation of the process of cleaning, splitting, and normalising the snapshots prior to training. I addition, it describes the fundamental sanity checks that are carried out and how the two-dimensional and three-dimensional labels are related to the FLAME mesh [8], [9].
	The recognition network needs identification labels, and FaceScrub [11] is the company that delivers them. Following the completion of the cleaning process, the dataset comprises 43,124 photos and 530 facial recognition IDs (Figure 10) in the directory “Data/recognition_faces”. At the level of identification, the training script generates a tiered differentiation. According to the training logs, it allocates 30,186 snapshots to the training, 6408 snapshots to the validation, and 6,470 snapshots to the testing phase. In order to prevent leaking, each and every snapshot belonging to a certain individual (actors and actresses) is shown in a single split. Identities that include just a small number of pictures are merely retained in training to maintain the consistency of assessment classes.
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Figure 10. FaceScrub recognition training setup.
	A preprocessing pipeline that is deemed conventional is utilised during recognition training. A process of decoding each picture using PIL, converting it to RGB, and resizing to 256x246 pixels is carried out. The channel-wise means and standard deviations are calculated on the training set utilised in the normalisation process. Furthermore, transferring the values of pixels to the range that the backbone anticipates, which is between -1 and 1. The “augmentation.py” package performs random horizontal flips, tiny rotations, moderate scale, translation jitter, colour jitter, and Gaussian blur while the training is being performed. As a result of the inclusion of additional compression artefacts and noise, a CCTV mode causes the model to detect degraded faces that are comparable to CCTV crops. Resizing and normalisation are the sole operations that are applied by validation and test pipelines, which inhibit augmentation.
	Both reconstruction and landmarks are accomplished with the help of AFLW2000-3D [10]. These are a total of 2000 images/.mat pairs as shown in the file for “training/landmark_train.py” and “training/reconstruction_train.py” in the “Data/AFLW2000” directory. These pairings are split as follows: 1400 for training, 300 for validation, and 300 snapshots for testing. Each face in the landmark training employs 102 two-dimensional points. These are the shape of pixel coordinates and follow a dense pattern in the mouth, eye, nose and jaw. As a part of the preprocessing procedure, they are transformed into a normalised coordinate frame that is determined by the bounding box that was discovered. Tensors of fixed length are utilised to hold landmark targets, which allow for the masking of points that are invalid or which are missing. Figures 11 and 12 offer an overview of the discussion so far.
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Figure 11. Reconstruction training dataset details.
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Figure 12. Landmarks training dataset details.
	Different labels are applied to the same AFLW [10] snapshots that are utilised in reconstruction. The 3DMM parameters and the three-dimensional landmark locations are stored in each .mat file. The algorithm utilised for training reads them into a parameter vector that is 235 dimensions long for each snapshot (Figure 11). There is also an estimated head position provided by AFLW. The collection of combinations of yaw and pitch values is subdivided into 3 ranges: frontal, medium, and extreme ranges. In the future, when reporting reconstruction and landmark mistakes by pose, bins will be used thereafter.
	A loop is closed between the rebuilt mesh and the two-dimensional landmarks by use of FLAME assets. This project uses a NumPy file of landmark embeddings that is stored in the directory “Data/data/landmark_embedding.npy” and a canonical FLAME template mesh that is stored in the file “Data/data/head_template_mesh.obj”. According to a pair of barycentric weights, each of them is an embedding mapping from one of the 2-D landmark indices to an interior set of FLAME [8], [9] vertices. During the training process, the model will make predictions on the FLAME parameters. Vertex placements are generated because of these factors. It is the role of the projection module to compute losses on the embedded landmark positions, as well as the move vertices losses on the embedded landmark position, as well as to move the vertices back to image space. This leads to a constant supervisory signal in two-dimensional and three-dimensional activities. Figures 13 and 14 offer a preview of the head mesh utilised from FLAME [8], [9].
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Figure 13. Flame head mesh objective displayed [8], [9].
[image: A white head of a person

AI-generated content may be incorrect.]
Figure 14. Flame head mesh objective, another view [8], [9].
	Before beginning training, there are many sanity checks and examinations performed. It is the responsibility of scripts to verify that each snapshot has the required quantity of landmarks or parameters. Records are kept of broken files and frames that have a missing label, and these are skipped. In cases where they are available, simple histograms are utilised to investigate the distribution of the angles of yaw, the count of identification and gender labels. In order to prevent a small number of highly frequent actors from dominating the identification process, the loader places a limit on the number of snapshots that may be associated with each identity during each epoch. The test sets are divided by posture and basic demographic characteristics in order to facilitate assessment and bias analysis. This allows the metrics to be compared across different groups.
	None of the preprocessing is done manually. Log folder utilised for storing command line parameters and random seed. These directories are categorised as e.g. “logs/landmarks, logs/reconstruction, and logs/recognition” respectively. Since this is the case, it is possible to recreate the precise splits and transformations that were used in the studies.
[bookmark: _Toc218431436]4.2 United Kingdom data acquisition and processing
	The official open-data service may be found at data.police.uk [12], which is utilised as a crime component. A programmed task is responsible for downloading the street-level CSV exports into a local staging area when they are ready on a monthly basis. Every file has a single record for each offence, which includes information such as the month, LSOA code, LSOA name, latitude, longitude, kind of crime, and the category of the recent result. The pipeline will convert a fresh CSV file into a Parquet file and then split it according to the year and the month as soon as it is received. Because of this, storage is kept small, and the system is able to read just the slices that are required for a query.
	Normalisation of core fields occurs throughout the process of ingestion. It then removes any entries that contain wrong or missing dates after processing the Month column into the proper data type. In this context, LSOA codes are considered to be the fundamental spatial key. A local lookup table is applied to convert coordinates to the most likely local standard of accuracy (LSOA) if only coordinates are available. For the purpose of area-level analysis, records that do not yet have a valid area are deemed impossible to use. First, the categories of criminal activity are cleaned up and then mapped to reduce taxonomy. Some examples of these categories are offences, theft, public order offences, and violent offences. A limited number of statuses, including pending, charged, non-further-action, and unknown, are associated with the language of the outcome.
	Several cleaning procedures are carried out on the pipeline. Identifiers, time, and place are taken into consideration in order to eliminate apparent duplication. The coordinates are validated, and points that are located outside of the UK bounding area are dropped. It makes a record of any crime categories or outcomes that have not yet been mapped, so that they may be examined and included in the mapping tables at a later time.
	All crime analytics are based on the Parquet dataset once it has been processed on. Those who work in aggregation are responsible for computing monthly counts for each LSOA and each crime category, as well as totals for local authorities and national monthly summaries. The aggregates are saved in the form of Parquet and made accessible by means of the FastAPI routes included in the “backend/api/routes/crime.py” file. A number of endpoints, such as “api/v1/crime/force/monthly, /api/v1/crime/hotspots/latest, /api/v1/crime/lsoa/series, and /api/v1/crime/summary” are read from the Parquet via the Polars service layer. A basic set of provenance information is contained in every response. This metadata comprises the data range that was covered and the time of the most recent successful ingestion run.
[bookmark: _Toc218431437]4.3 Model configurations and training protocols
	On a Razer Blade 15 laptop equipped with an i7-10750H CPU, NVIDIA RTX 3060 GPU, and 32 GB of RAM, all of the learning components were trained using a shared PyTorch training framework. In order to write configurations, metrics, and checkpoints to the “.logs/landmarks, reconstruction, recognition” directory, jobs are initiated using a command line interface (CLI) module (e.g. python -m training.landmark_train). A file with a run configuration (e.g. run-config.json), per-epoch statistics (CSV or JSON) are generated, and a summary chart is taken during every run. The console traces are indicative of the final training runs.
[bookmark: _Toc218431438]4.3.1 Landmark model (LandmarkNet)
	LandmarkNet is trained using RGB crops from AFLW2000-3D [10] that are aligned at 256x256. The regression head is supplied with a fully connected network fed by a small convolutional neural network that makes use of adaptive average pooling. This head produces Nx2 coordinates that, in the N instance, are 102 landmarks. The loss is computed when visibility masks are applied and computed as the mean squared error over visible landmarks. Adam is used for training, with a batch size of 32 and 30 epochs, a learning rate of 1x10-4, and a weight decay of 1x10-4. A principal component analysis (PCA) based on selection is used to reduce the 204 scalar landmark characteristics to 64 dimensions before the optimisation process starts. During each epoch, the training scripts save the amount of loss, mean absolute error and root mean square error. Following this, it calculates the NME and CED curves, and finally, it exports the TorchScript and ONNX checkpoints. The command line interface (CLI), dataset statistics and principal component analysis (PCA) setup for this run are presented in Figure 15. Figures 16 through 20 show the traces of the mid-training period (e.g. epochs), and the summary of the final assessment, NME/CED statistics and model export is given in Figure 21.
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Figure 15. Landmark Training process along with CLI commands, dataset stats, PCA setup, and epochs.
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Figure 16. Landmark Mid-training epochs 1-5.
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Figure 17. Landmark Mid-training epochs 6-11.
[image: ]
Figure 18. Landmark Mid-training epochs 12-17
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Figure 19. Landmark Mid-training epochs 18-23.
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Figure 20. Landmark Mid-training epochs 24-29.
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Figure 21. Landmark final evaluation block (validation metrics, NME/CED, test metrics, and TorchScript/ONNX export).
[bookmark: _Toc218431439]4.3.2 Reconstruction model (ReconstructionNet)
	ReconstructionNet is the process of mapping aligned crops to a concatenated FLAME [8], [9] parameter vector, comprising of form, expression, and posture, and consisting of approximately 235 parameters. The loss includes L2 parameters penalty, 3D vertex penalty and optional landmark reprojection penalty. It is trained on Adam with a learning rate of 1x10-4, weight decay of 1x10-4, and a batch size of 16, with an effective number of epochs of 30. Soon after epoch 11, when validation loss reaches a level, early halting with patience 10 puts an end to training (Figures 22, 23, and 24). Rendering mesh visualisations, exporting TorchScript/ONNX models, and computing parameter-error statistics are the next steps that the script takes.
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Figure 22. Reconstruction training CLI, statistics of the dataset, parameter settings and first epochs (1-3) on AFLW2000-3D [10].
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Figure 23. Reconstruction mid-training trace between epochs 4 to 10 with train/validation loss, MAE, and RMSE per epoch being logged.
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Figure 24. Reconstruction final evaluation block, reporting the validation metrics, the parameter error statistics, 3-D vertex and landmark RMSE, TorchScript/ONNX export.
[bookmark: _Toc218431440]4.3.3 Recognition model (RecognitionNet)
.	For each of 530 FaceScrub [11] identities, RecognitionNet generates a 512-dimensional face embedding as well as an identity classifier. It has a 512-D embedding layer and a linear classification head fed by a CNN/ResNet-style and Global average pooling encoder. The training has cross-entropy, Adam (lower bound 1x10-4, weight decay 1x10-4), a batch size of 64, and 10 epochs. Also, augmentations, such as CCTV-style blur, noise, compression, and occlusion, have been added. A step that is based on LDA has the potential to minimise embedding dimensionality. Analyses of test-set verification ROC, UMAP/t-SNE, Grad-CAM, and robustness/occlusion are shown in Figures 28 and 29. Figures 25, 26, 27, and 28 also show the val loss, accuracy, F1 score, and AUC-ROC over epochs.
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Figure 25. Recognition training command for the training, statistics for the dataset and setup for feature selection with epoch 1-2 trace.
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Figure 26. Recognition mid-training console output for epochs 3-8 (validation loss, accuracy, F1 score, and AUC-ROC).
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Figure 27. Recognition final training epochs 9-10 final validation block (accuracy, F1, precision, recall, AUC-ROC, and model export to TorchScript/ONNX).
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Figure 28. Recognition test-set evaluation, such as verification ROC metrics, visual embedding visualisations (t-SNE/UMAP), Grad-CAM explanations, region-based occlusions and robustness summary on CCTV degradations.
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Figure 29. Training completed, robustness summary in numbers.
[bookmark: _Toc218431441]4.3.4 YOLO integration (pre-trained detector)
	As a fixed detector, YOLOv8s [47], [66], [67], [68], [69], [104] is utilised. It is imported from the “yolov8.pt” file and executed using the “backend/services/yolo_detector.py” file. The operating parameters are 640x640, confidence 0.25, and NMS IoU 0.45. It does not undergo any fine-tuning; instead, person crops are sent immediately to LandmarkNet and RecognitionNet, utilising the end-to-end detector and crime agent integration test in Figure 30.
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Figure 30. Crime intelligence YOLOv8 [47], [104] Agent End-to-End Integration Test.
[bookmark: _Toc218431442]4.3.5 Prophet forecasting (analytics)
	Facebook and Meta Prophet are used inside the “backend/analytics/predict.py” function for crime predictions. Prophet is based on a rolling three-year window with additive seasonality, and it’s a national daily series that is constructed from the Parquet files on criminal activity in the United Kingdom. Ingestion of CSV files, aggregation of data, model fitting, and creation of a projection for 30 to 365 days are all shown in Figure 31. The mean absolute error, root mean square error, and mean absolute percentage error for the temporal hold-out month are documented together with the model settings.
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Figure 31. Prophet crime-forecasting pipeline CLI output.
[bookmark: _Toc218431443]4.3.6 Training protocol, checkpointing and logging
	All of models make use of deterministic seeds and PyTorch – DataLoaders with eight workers and pin_memory set to True. Mixed-precision (AMP) and gradient clipping (norm 5.0) are also available in case they are useful. At every epoch, a full checkpoint is written alongside a snapshot named “model_best.pth”, which is conditional on the primary validation metric, which may be NME, vertex RMSE or even macro F1. Furthermore, “run_config.json”, per-epoch metrics and a training summary file are all saved in “logs/<component>/ in each and every run. Additionally, plots such as training_metrics.png, CED curves, and ROC curves are also stored in this directory.
[bookmark: _Toc218431444]4.4 Evaluation metrics and experimental design
	The assessment technique combines basic biometric parameters with indicators on the task situation to enhance reconstruction and forecasting. The most important scalar measure for landmarks is normalised mean error (NME), i.e. mean Euclidean distance between expected and ground truth landmark placements divided by a normalising factor, such as inter-ocular distance or face bounding box size. The curves of cumulative error distribution (CED) are the portion of samples with NME less than a threshold (eps). The results are summarised in terms of NME at a predetermined level (for example, 0.05) and the area under the CED curve.
	Three-dimensional reconstruction is assessed at the mesh level. The average L2 distance, in millimetres, between the predicted and a reference vertex that is distributed over the mesh is the three-dimensional error per vertex, which is presented in the process. In order to understand where the errors are occurring, the evaluation also examines parameter-space discrepancies, plotting distribution shapes, expression, pose coefficient errors, reporting their means, and standard deviations.
	Recognition performance is measured in terms of top 1 accuracy and macro average F1 so that identities with rather small disjoints are not dominated by frequent classes. A row-normalised confusion matrix indicates which identities are confused with one another. Verification is also done independently: ROC curves are constructed out of cosine similarity between embeddings, and the area under the curve, as well as the true accept rate 1% false accept rate, are reported. The robustness is tested by the repetition of these tests on blurred or occluded samples and comparing them with clean splits.
	Nevertheless, for comparison with the Buffalo InsightFace [103] baseline, per-class accuracy histograms, K-Nearest-Neighbour accuracy in embedding space, and low-dimensional UMAP visualisations of embeddings for a subset of identities are included in the analysis. Crime forecasting quality is measured with mean absolute error and mean absolute percentage error on held-out months at different horizons, as well as simple plots of predicted versus actual counts.
	Strict split protocols are followed for all experiments in order to prevent leakage. FaceScrub [11] is divided into train, validation and test sets at the identity level (70/15/15), so no identity appears in more than one split. This identity-level is presented and summarised in Figure 32. AFLW2000-3D [10] is split into separate sets of images, or folds, for landmark and reconstruction experiments. Furthermore, test images are never used for augmentation design, threshold tuning or model selection. Forecasting involves a time division, train on a first contiguous block of months, test on the next block and hold out the last time period for pure evaluation, so that no future information leaks into the training window. The temporal splitting applied to the forecasting is illustrated in Figure 33.
[image: A screenshot of a survey

AI-generated content may be incorrect.]
Figure 32. Face model evaluation protocol.
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Figure 33. Crime forecasting temporal split.
[bookmark: _Toc218431445]5. Model Training and Result
[bookmark: _Toc218431446]5.1 Landmark detection results
	LandmarkNet is evaluated on the AFLW2000-3D [10 split used during training. The training dynamics are summarised in Figure 34, which plots training and validation MSE along with MAE, and RMSE over 30 epochs. Both losses decrease sharply in the first five epochs and then converge smoothly with the validation curve closely following the training curve. Moreover, the best checkpoints are chosen at around 28, which indicates that optimisation is good and there is no obvious overfitting. The final validation results for this model are MSE ~ 0.0135, MAE ~ 17.7 pixels, RMSE ~ 1.68, and the values for the test set are very similar as MSE ~ 0.0143, MAE ~ 17.3, and RMSE ~ 1.69, which indicates that LandmarkNet generalises reasonably well to unseen faces.
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Figure 34. LandmarkNet Training Curve and Validation Curve.
	The cumulative error distribution (CED) in Figure 35 further characterises the accuracy of localisation by the normalised mean error (NME). Therefore, the curve rises steeply and saturates for moderate NME thresholds, which means that the majority of faces have all landmarks within relatively small, normalised distances from ground truth. This behaviour is consistent with the quantitative metrics and confirms that large-error cases are relatively rare.
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Figure 35. LandmarkNet Cumulative Error Distribution.
	Figure 36 shows the PCA-based analysis of the 204-dimensional landmark features space. The cumulative explained-variance plot shows that the first few principal components capture most of the variance, with typically 64 components; nevertheless, capturing almost all of the information. This is in favour of the design choice taken in the training phase to project landmarks into a 64-D PCA subspace: this reduces redundancy while preserving the essential geometric modes of variation (pose, coarse shape and expression).
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Figure 36. PCA Cumulative and per-component explained variance for LandmarkNet features.
	Finally, qualitative examples in Figure 37 show the overlay of predicted landmarks on a number of AFLW2000-3D [10] faces. For near-frontal and moderate posed faces the predictions are close to the ground truth contours around the eyes, nose and mouth. In circumstances where there exists extreme yaw, occlusions (hands, hair and accessories) or low-resolution profiles, some boundary landmarks evaporate towards the visible edge, which are the most obvious examples of residual errors. Compared to heavier heatmap-based detectors suggested in the literature, LandmarkNet has compromised a little bit of absolute accuracy for speed and tight integration with the 3-D reconstruction pipeline, but LandmarkNet is still sufficiently accurate for downstream identity recognition and mesh fitting in the proposed crime intelligence framework.
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Figure 37. Qualitative examples of Predicted versus Ground-Truth LandmarkNet.
[bookmark: _Toc218431447]5.2 3-D reconstruction evaluation
	AFLW2000-3D [10] is used to do the evaluation of the three-dimensional reconstruction stage, and the ReconstructionNet setup described in Chapter 4 is utilised. The training and validation loss, as well as the mean absolute error and root mean square error, are shown in Figure 38 throughout the course of 11 effective epochs before the early stopping point. Following the first epoch, both losses experience a significant decrease before reaching a stable state. The validation loss is closely followed by the training loss, which means that the network is converging very quickly without having severe overfitting. A mean square error (MSE) of about 1.22, a mean absolute error (MAE) of 137 pixels, and a root mean square error (RMSE) of 17 pixels on projected landmarks are the final validation metrics that are supplied by the training script. These metrics are reflective of the remaining test set.
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Figure 38. Reconstruction training curves for ReconstructionNet.
	Detailed information on the correctness of reconstruction in parameter space may be found in Figure 39. By looking at the histogram and the cumulative distribution, we can see that the mean parameter MSE is around 1.13, and the spread is rather narrow; more than ninety per cent of the samples fall below approximately 1.35. This information is broken down according to the FLAME [8], [9] coefficient in Figure 40. The parameters from the identity-related shape reveal that there is a large amount of agreement between the ground truth and the projected distributions. On the other hand, some expression coefficients have a broader range and tiny biases, which is a reflection of the difficulties of capturing delicate emotions from a single picture.
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Figure 39. Three-dimensional (3-D) error analysis of the reconstruction of the vertex.
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Figure 40. Distribution of FLAME parameter errors.
	These data are translated into meshes by the use of qualitative examples, which may be found in Figure 41. As a result of the predicted meshes being similar to the ground truth silhouettes for well-lit faces, which are at the front, the per-pixel error maps remain black, which is an indication that there is a minimal amount of vertex displacement. The network is still able to recover the general head shape even when subjected to higher yaw angles and partial occlusions; however, it has difficulty with finer features around the jawline and the eye that is self-occluded, which results in the production of localised error bands in the heatmaps.  In this case of snapshots that are of extremely poor quality or profile-like, the model may occasionally exaggerate depth or smooth out harsh face structure. This, in turn, would result in slight discrepancies in the subsequent identification process.
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Figure 41. Qualitative three-dimensional face reconstructions.
	In general, ReconstructionNet provides geometrically plausible meshes, which are accurate enough to be used for identity-preserving visualisation and to provide three-dimensional cues to the recognition and analytics components. However, it does not match the sub-millimetre precision that has been reported for heavyweight specialist three-dimensional face reconstruction models in the literature.
[bookmark: _Toc218431448]5.3 Facial recognition model training and analysis
	The facial recognition stage has the RecognitionNet configuration described in Chapter 4, trained on 530 FaceScrub [11] identities. Figure 42 plots training and validation loss together with validation accuracy, F1 score, precision, recall and AUC-ROC over the epochs. Loss declines rapidly over the first three epochs and then levels off, while metrics for validation data stabilise at the accuracy and macro-F1 of approximately 0.36 and an AUC-ROC of approximately 0.93. The relatively small accuracy is to be expected given the 530-way classification problem, whereas the consistently high AUC-ROC shows that the embedding is even when the top 1 identity prediction is wrong.
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Figure 42. Identification training and validation curves.
	Figure 43 shows the normalised confusion matrix on the test set. Most mass is along the diagonal and there is a noticeable spread reflecting frequent confusions between visually similar actors as well as between identities for which there are limited training examples. This is in line with the aggregate test metrics: accuracy = 0.35, and F1 = 0.35. The per-class ROC curves in Figure 44 further emphasise the fact that many identities have per-class AUCs above 0.9, with the macro-average AUC is about 0.91. When reformulated as pairwise verification, the overall ROC in Figure 45 exhibits an area under the curve (AUC) of approximately 0.84 and an equal error rate (EER) of approximately 0.26, which demonstrates that the cosine-similarity embedding is usable for open-set search, but not at the forensic thresholds.
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Figure 43. The confusion matrix with 530 identities.
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Figure 44. Multi-class ROC curves of RecognitionNet.
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Figure 45. Checking ROC of cosine-similarity embedding for RecognitionNet.
	The learned embedding is visualised with the help of UMAP and t-SNE in Figures 46 and 47. Both plots have very apparent local clustering of samples of the same identity, but clusters are often very close together or are partially overlapping, and again, this would explain the drop from high ROC to modest top 1 accuracy on a large identity set. There is no definite separation by gender or pose, indicating that the network is not only dominated by these nuisance factors.
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Figure 46. Embedding recognition in a UMAP visualisation
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Figure 47. Embedding recognition t-SNE visualisation
	Interpretability analyses focus on the regions causing the model to make its decisions. Figure 48 superimposes Grad-CAM heatmaps on misclassified images; activations in misclassified images are localised around areas of the periocular, nose and mouth, with the background and hair playing a smaller role. This is measured by region-based occlusion, as in Figure 49: when the eye region is occluding, the result, in terms of average confidence drop, is the greatest; when cheeks or chin are occluding, it only makes a small difference. Finally, Figure 50 reports robustness under synthetic CCTV degradations (blur, noise, compression and occlusion). The precision deteriorates to 0.30 on clean images, with almost zero on all perturbations, displaying a harsh disparity in the domain between FaceScrub and realistic CCTV images.
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Figure 48. Grad-CAM visualisation of false-classification.
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Figure 49. Regional sensitivity to facial occlusion.
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Figure 50. Strength in the presence of CCTV-like degradations.
	Altogether, RecognitionNet can learn a fairly good identity embedding with good ROC properties and interpretative emphasis on areas of interest to recognition, yet it is fragile to poor CCTV requirements, suggesting that domain-specialised fine-tuning and less heterogeneous, surveillance-style training images are required.
[bookmark: _Toc218431449]5.4 Comparison with Buffalo baseline
	In order to be able to compare the custom RecognitionNet embeddings to an off-the-shelf baseline, the Buffalo [103] embeddings of InsightFace were tested on the same 530 identity FaceScrub [11] split (Figure 51). The diagnose_embeddings.py and comprehensive comparison scripts were used to analyse both of the feature sets (Figures 52, 53, 54, and 55). Figure 55 reports the console summary, indicating that the largest accuracy of a K-NN classifier on RecognitionNet embeddings is 65.2, whereas the largest accuracy of Buffalo is 14.3. L2-normalisation slightly improves both, but preserves a gap of more than 50 percentage points in favour of the custom model. An analysis of per-class allows per-identity accuracy to be reported as 0.68 + -0.17 (RecognitionNet) and 0.18+/-0.18 (Buffalo) on average.
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Figure 51. Buffalo [103] embeddings on FaceScrub generated.
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Figure 52. A diagnostic test for all three models embedded, K-NN, RecognitionNet, Buffalo [103].
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Figure 53. Comprehensive model comparison: Classifier vs. Embedding evaluation.
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Figure 54. Comprehensive comparison method two.
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Figure 55. Summary of comprehensive comparison.
	In Figures 56, 57, and 58, it can be seen that the k-NN confusion matrices of RecognitionNet, Buffalo, and the difference are represented. They both exhibit a heavy main diagonal, but Buffalo [103] exhibits a much heavier off-diagonal tail, and this confirms that many identities are being effectively collapsed in its embedding space on this dataset. This is supported by per-class histograms (Figures 59, 60, and 61): the custom model has a large mode with easy-class accuracy of about 1.0, but the distribution of Buffalo [103] is centred around zero with a few identities which can reliably be recognised.
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Figure 56. Confusion matrix of RecognitionNet embeddings (k-NN).
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Figure 57. Confusion matrix of k-NN Buffalo [103] embeddings.
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Figure 58. Confusion matrix of difference/overlay that shows the classes in which RecognitionNet is more effective than Buffalo [103].
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Figure 59. Per-class accuracy histogram Recognition embeddings with the k-NN classifier.
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Figure 60. Accuracy per-class histogram of Buffalo [103] embeddings.
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Figure 61. Histogram of per-class accuracy differences (RecognitionNet – Buffalo [103]).
	The embedding spaces in UMAP (Figures 62, 63, 64, and 65) demonstrate that RecognitionNet acquires tight clusters that have identity-congruent clusters, but a few are fragmented among actors with a huge pose or light change. Buffalo’s [103] space is smoother and more globally regular, but clusters are less clearly separated, and the attribute overlays (e.g. age and gender) suggest that it tends to group faces by coarse appearance, rather than the 530 task identities. This behaviour can be qualitatively represented in form of visual summary panels on typical successes and failures (Figures 66, and 67): Buffalo occasionally takes broad demographic resemblance and misses the particular actor, whereas RecognitionNet pays more attention to identity-specific structure.
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Figure 62. UMAP embedding RecognitionNet identity-coloured.
[image: A screen shot of a chart

AI-generated content may be incorrect.]
Figure 63. Embeddings of Buffalo [103] with UMAP projection coloured by identity.
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Figure 64. Course attribute overlay UMAP projection (first version).
[image: A blue screen with a blue and red gradient

AI-generated content may be incorrect.]
Figure 65. Additional attribute-style plot/diagnostic plot.
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Figure 66. Graphical overview of identities that are rightly identified by each model.
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Figure 67. Tests a visual summary of identities identified by RecognitionNet but commonly confused by Buffalo [103].
	In general, the experiments indicate that with this limited resource crime-intelligence data, a small cross-entropy trained RecognitionNet demonstrate significantly higher identity discrimination than the hefty weight Buffalo [103] baseline. Considering the greater accuracy, reduced pipeline integration and reduced legal/operational dependencies, the complexity of state-of-the-art generic embeddings is hard to pay off for this prototype, but Buffalo is appealing when large-scale open-set retrieval is needed. 
[bookmark: _Toc218431450]5.5 Crime forecasting and object detection results
	The crime-forecasting part extends the Prophet model set up in Chapter 4, to learn a national daily time-series based on the UK crime [12] parquet corpus. The command-line execution of “backend.analytics.predict”, including ETL of approximately 1,500 monthly CSVs, aggregation to 1,096 daily records and automatic logging of MAE, RMSE, and MAPE on a held-out moth show in Figure 31. The same run generates 30 and 365-day forecasts where the average national demand is around 17,000 crimes/day, and the uncertainty bands are pretty tight. Figure 68 separates the fitted model into trend, weekly and yearly components, which shows a mid-week peak, as well as an obvious seasonal structure. Figure 69, however, draws a forecast curve of the result, which may be surfaced via the /aggregated-trend and /lsoa-series endpoints to drive dashboard components in the web frontend.
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Figure 68. Prophet component plots (trend, weekly seasonality and yearly seasonality) for national daily crime counts.
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Figure 69. The Prophet project to predict the number of crimes each day nationally with a 30-365 day horizon with uncertainty bands around the predicted trend.
	The performance of object detection is evaluated with the help of the “scripts/test_yolo_integration.py”, which executes YOLOv8 [47], [104] as a fixed detector on the frames of 640x640 CCTV. Figure 70 shows the result of running a single person, confidence = 0.6, no weapons and end-to-end latency of about 140-150ms/frame (pre/post-processing and inference), which is good enough to perform near-real-time triage on one GPU. Person detection in qualitative tests is also very strong; however, small or heavily covered weapons are often missed, meaning the current setup will be more useful in cueing analytics to possibly relevant frames as opposed to full automated weapons tracking.
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Figure 70. YOLOv8s [47], [104] integration test result showing a sample CCTV frame containing a single individual, self-reported latency (pre-processing, post-processing and interpretation), and the result of recognition (identity classification and confidence).
[bookmark: _Toc218431451]6. Crime Intelligence Analytics and End-to-End Case Study
[bookmark: _Toc218431452]6.1 Exploratory crime analytics
	The crime-analytics layer is placed on top of the national parquet dataset (size of 17.6M records, 43 forces, 37887 LSOAs) and provides pre-aggregated views on the /lsoa-series and /aggregated-trends endpoints. The analytics home page provides an overview of the dataset coverage and allows an analyst to initiate or refresh such aggregates in the user interface (Figure 71). Upon a context being established, the dashboard will render a national heatmap with Prophet forecasts of expected incidents each day overlaid onto it, as well as a live alert panel filled with the outputs of the facial-recognition pipeline (Figure 72).
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Figure 71. Landing page of crime analytics with information summary and controls.
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Figure 72. Live crime and intelligence alerts, trends and heatmap.
	At the force level, the Monthly Trends by Force view shows a time-trend plot of the data in multi-series, allowing the user to filter by data range, enable one or more constabularies and generate briefing packs in CSV/PNG snapshots (Figure 73). This is based on /aggregated-trends to give monthly counts of forces and types of crimes.
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Figure 73. Crime patterns according to the police force, monthly.
	In more detail, the Hotspots + LSOA Time Series page (Figure 74) is a mix of /lsoa-series, a small-multiplex bar chart and a map. To a chosen force, the system exposes the current top N LSOAs by volume, draws the short-time varying paths of these maps and puts them on an interactive OpenStreetMap basemap. Combined, these opinions demonstrate that the artefact is capable of transforming raw incident records into viewable, navigable forms, such as highlighting the same hotspots, seasonal peaks and outliers LSOAs that are worth exploring further.
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Figure 74. SOA hotspots bar chart and map with a time series of force-level.
[bookmark: _Toc218431453]6.2 End-to-end pipeline case study
	The web application is structured in such a way that an officer will be able to transition between CCTV evidence and crime-intelligence insights within one workflow. It is restricted with the help of the Officer Login screen (Figure 75), and the user is redirected to the Investigator Dashboard (Figure 76). This page reveals the supervision of the building watchlist, running recognition assessments, and reconstruction evaluations, as well as crime-context building over the parquet data. The high-confidence watchlist matches are shown as a live alerts panel on the right, which is received by the backend (Figure 77).
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Figure 75. Secure login access to the officers.
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Figure 76. Admin controls and evaluation tools on investigator dashboard.
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Figure 77. Live face-recognition alert display on the dashboard.
	An example of case begins with the Upload page (Figure 78). An operator posts a CCTV frame/still, the agent at the endpoints of the backend sends YOLO [47], [104] to detect persons and weaponry, face crops, calls LandmarkNET, ReconstructioNet, and RecognitionNet and adds to the database a structured event record (camera ID, timestamp, geo-context, weapon flags, identity scores, and 3-D descriptions). The integrated visual analysis on the same page presents results of input image, recognition decision, confidence scores, 3-D mesh views and a summary of YOLO detections (Figure 79). Here, the officer is able to create an automated investigation report that contains the bounding boxes, similarity scores, and reconstruction thumbnails of the case files.
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Figure 78. Interface of upload facial recognition (input and recognition results).
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Figure 79. The panel of 3-D reconstruction along with YOLO [47], [104]] object-detection.

	Once the events have been accumulated, the Evidence Management Centre (Figure 80) allows reviewing the stored analyses, checking the integrity of files and re-opening the individual cases. Concurrently, the Analytics tab updates the crime-context displays in the preceding Section 6.1 such that the same identities are displayed in CCTV live alerts on the national heatmap and time-trends displays. This means that an analyst can think both vertically (drilling into the appearances of one subject on different cameras) and horizontally (placing the subject in the broader crime patterns).
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Figure 80. Evidence uploads and management centre.
[bookmark: _Toc218431454]6.3 Implication for intelligence-led policing
	Theoretically, a unified facial, weapon-detection and crime-trend system would allow focused deployments, focusing on the highest harm suspects, emphasising hotspots of increasing concern and giving additional information to underpin an investigation decision. Nevertheless, this integration also increases risks: any mistake in recognition or unfairly trained data may enter directly into the queue of warnings and predictive maps, which will support the current trends in over-policing. The use of any model would then be subject to very stringent governance, openness regarding model constraints, human-in-loop review, and crime-trend outputs would be seen as one of the many sources of information rather than a set of commands.
[bookmark: _Toc218431455]7. Assessment of Governance, Ethics and DPIA
[bookmark: _Toc218431456]7.1 Legal and regulatory context
	Facial recognition by police in the UK [12] has been at the boundary between GDPR special category biometric data and the law enforcement directive, as adopted in the Data Protection Act 2018 Part 3. Any practise of deployment should thus achieve high standards of necessity, proportionality and lawfulness as noted in the recent case law regarding live facial recognition. It practically translates to narrowing down the policing rationale (e.g. finding named suspects), proving that less invasive solutions are ineffective, and downplaying retention, functional creep and information dissemination [105].
	In this project, the system is clearly established as a pure research prototype on the basis of publicly available benchmark data with no relation to actual operational systems. The pipeline, however, is structured in a way that it would be placed in a DPIA-led system of governance. It would require a complete DPIA to be undertaken by a Data Protection Officer, consultation of stakeholders who will be impacted, a comprehensive retention and deletion schedule, and a description of a legal basis (e.g., the processing regime of the law enforcement, with a specific set of statutory powers justifying it). The simulated DPIA workflow depicted in Figures 83 and 84 is supposed to demonstrate how such assessments might be integrated into the technical stack and not just processed as paperwork.
[bookmark: _Toc218431457]7.2 Built-in safeguards in design
	A number of security measures are incorporated to promote the principle of privacy-by-design, although the system does not interact with actual suspects. The backend uses role-based access control (RBAC), which differentiates between administrative users and analyst-only users, and presumes that evidence, embeddings and crime-context parquet files are encrypted with the envelope encryption of AES-256-GCM with key material held outside. Every operation with high risk, such as logins, watchlist updates, analysis, etc., is logged to hash-chained audit logs, and so any attempt to change them would be visually detected [106]. Such mechanisms are exposed in the simulated DPIA test in Figures 83 and 84, and, with encryption, the audit log and RBAC are automatically validated, prior to an assessment being granted for approval.
	Fairness monitoring is considered a first-class signal of governance, but an experiment. A special script (bias_from_images.py) reruns RecognitionNet on the whole FaceScrub [11] dataset on periodical basis, and computes disaggregated block-by-block performance results. The pipeline is loaded with 43,147 images as shown in Figure 81 and makes predictions, and the bias report is summarised in Figure 82: a minor difference between the male and female groups results in a bias score of 0.0051, which is slightly above the illustrative 0.005 threshold and is therefore classed as acceptable fairness, monitoring. The resulting bias score is, in turn, fed into the automated DPIA tool and folded into the risk computation with the other parameters of the algorithm, including inaccurate matches and creep of the functionality (Figures 83 and 84). The same pattern can be generalised in a real system to other characteristics that are protected, and the reconsideration of the DPIA can be automatically re-examined once a policy limit is exceeded by bias variations.
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Figure 81. Prejudice tracking pipeline on FaceScrub over RecognitionNet. Output in all command line indicating the loading of the dataset, model inference of 43,147 images, as well as the production of group-wise predictions.
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Figure 82. Summary of the bias report of the male and female actors’ group. Shows overall bias, threshold and individual accuracy/F1 of actors and actresses along with the textual message of recommendation.
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Figure 83. Risk assessment execution of DPIA. The automate_dpia_evaluation.py screenshot to retrieve the latest bias score, audit logs and RBAC, debug the encryption, and calculate the low overall risk level divided by risk category.
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Figure 84. Summary of DPIA compliance and approval. Displays GDPR/UK DPA compliance tests, confirmation of bias threshold and control measure, approval status and mitigation, along with the API endpoint at which the stored assessment is available.
[bookmark: _Toc218431458]7.3 Bias, fairness and societal risk
	In spite of these mitigation measures, the prototype has structural drawbacks of FaceScrub [11]: data about celebrities is biased towards Westerners, and crudely binarised gender. Such training data can be disproportionately low in minority groups, even when the score of aggregate bias seems low and can be used to encode stereotyping. Regular reports of fairness, intersectional error analysis and external auditing would thus be key preconditions to any working deployment. More fundamentally, the introduction of facial recognition combined with crime-trend analytics brings in broader issues to society: false identifications, bias against communities that are already over-policed, and the chilling impacts on lives. The system should thus be interpreted as a place to experiment with design patterns that are cognizant of governance rather than an excuse to engage in unregulated predictive policing [107].
[bookmark: _Toc218431459]8. Conclusion, Recommendations and Reflection
[bookmark: _Toc218431460]8.1 Summary of findings
	After developing the AI-powered 3-D Facial Recognition Framework of Crime Intelligence, the overall objective of the research was to experiment whether a modular stack comprising landmark detection, 3-D reconstruction, facial recognition, weapon detection and crime analytics may be developed into a coherent crime-intelligence prototype.
	The original research question was whether a custom landmark and reconstruction pipeline would be capable of acquiring strong geometry on unconstrained faces. Chapter 5 has demonstrated that LandmarkNet used in achieving stable training curves and competitive CED statistics, along with qualitative examples of correct localisation, were possible with moderate pose and illumination variation. ReconstructionNet, which was trained on AFLW2000-3D [10], fast converged and provided low vertex, parameter error with mesh visuals seeming plausible. A combination of these findings makes it certain that lightweight custom models can be used to deliver identity-preserving 3-D structure that can be used by downstream analytics, without the use of heavyweight commercial APIs.
	The second question was the behaviour of a supervised recognition model versus a state-of-the-art embedding like that of Buffalo [103]. RecognitionNet, which was trained with 530 FaceScrub [11] identities, had modest end-to-end classification accuracy, high ROC-based verification performance, and useful embedding geometry, as demonstrated by UMAP/t-SNE visualisations. General comparison in Chapter 5 indicated that our embeddings were much better than Buffalo in k-NN classification within this dataset. When trained to solve a task, can provide embeddings which are competitive (under some cases even better) than generic large-scale features with a given set of identities.
	The third question was the incorporation of perception modules with crime forecasting and intelligence dashboards. YOLOv8s [47], [104] was able to be integrated into a fixed detector, which offers person and weapon detections to feed LandmarkNet and RecognitionNet. The forecasting of three-year UK crime data [12] based on the Prophets yielded reasonable national patterns and seasonal elements, which were brought to the surface via REST endpoints and displayed in the Analytics pages. The last research question was concerned with governance and ethics. Chapter7 showed how bias monitoring, automated DPIA cheques, encryption, RBAC and audit logging can be integrated into a dissimilar stack and presented the artefact as an experimentation platform to governance-conscious computer vision instead of a policing system ready to be deployed.
	In general, the primary deliverable of the project is not any one of the models, but an entire stack architecture integrating a computer-vision pipeline, time series forecasting, frontend dashboards and governance utilities, into a coherent mix of a crime-intelligence prototype.
[bookmark: _Toc218431461]8.2 Limitations and recommendations for future work
	These findings are characterised by a number of limitations. The core facial model is trained on benchmark data (AFLW2000-3D [10], FaceScrub [11]), which is small in modern standards, as well as external validity, and the synthetic watchlist and crime linkages do not allow emphatic assertions about operational implementation. The Buffalo [103] comparison is likewise restricted to a single dataset and k-NN evaluation protocol.
	Crime-forecasting experiments are built on the analytics side based on a single national-level Prophet model with minimal hyperparameter search and not in comparison to other forecasters such as gradient-boosted trees, temporal CNNs or graph-based models, which leverage the spatial structure between LSOAs. Its crime dashboards take in the output of parquet aggregates that are computed offline; it is not fully streaming yet.
	The work in future would then focus on:
· Training and assessing on bigger, better curated, and more varied facial data sets, preferably incorporating law-enforcement data under effective governance and systematic fairness audit across several guarded characteristics.
· Investigation in more vigorous recognition goals (margin-based losses, metric learning, self-supervised pre-training) and more effective 3-D reconstruction designs, such as multi-view design or video design.
· Building a better Crime-forecasting pipeline with the interpretability of Prophet and spatial/graph models, testing them on operational analytics.
· Moving to a streaming, event-based backend in which detections, embedding and crime incidents are operated on in real-time, with human review gates on high-risk alerts.
· Making the governance layer formal through external DPIA processes, threat modelling, red-teaming, and transparency reports to the public.
[bookmark: _Toc218431462]8.3 Personal reflection
	The project has greatly enriched my knowledge about the relationship between model performance, usability, and ethics. The process of implementing and debugging the landmark, reconstruction and recognition networks made me consider carefully the metrics that were used to evaluate the success, failure modes, and the boundaries of the benchmark-based development. The construction of the bias-monitoring and DPIA elements indicated that fairness, security, and accountability cannot be applied on the back of the neck; they should be planned along with the main ML code.
	On the engineering side, I further improved my deep learning knowledge using PyTorch, data engineering, and experiment management, as well as implemented a production-like REST backend with a modern frontend capable of visualising intricate analytics in a format that could be used by an investigator. In my work with Git, Docker and environment automation, I have a much better understanding of the notion within reproducibility and maintainability.
	Most importantly, the project has equipped me for the professional practise of safety-critical AI. I am walking away with a better adult understanding that technical innovation should be accompanied by careful examination, with robust protections, and the willingness to question whether a system should be deployed at all, not just if it can be developed.
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[bookmark: _Toc218431464]Appendix I – Project Timeline
This project is running from 5 October 2025 to 6 January 2026. The early stage is in the literature review, framework design, and planning of experimental methods. These tasks include reviewing facial modelling, embedding techniques and crime data analytics.
The next phase is the preparation of the datasets. This includes FaceScrub, converting the UK Police crime records, and organising AFLW2000-3D annotations. Individual datasets are prepared for use in the planned experiments.
Model development follows. The work consists of landmark detection, 3-D reconstruction and facial recognition training. Object detection and time-series forecasting are also analysed in this stage. Each model is tested and independently used before being tested in combination experiments.
The evaluation phase occurs throughout the project. It entails the embedding analysis, recognition tests and comparison with the baseline models. Ethical checks and bias checks are also conducted in this stage
The last stage was about documentation, results interpretation and submission preparation. The complete Gantt chart is given in Figure 85. Each task is colour-coded to indicate the phase and the type of work involved.
[image: A graph with colorful squares

AI-generated content may be incorrect.]
Figure 85. Project Timeline.
[bookmark: _Toc218431465]Appendix II – An AI-Powered 3-D Facial Recognition Framework for Crime Intelligence Using Reconstructive and Predictive Techniques GitHub Repository
Link to repository: https://github.com/CParaschivDev/AI-Powered-3D-Facial-Recognition-for-Crime-Intelligence-via-Reconstructive-and-Predictive-Methods/tree/main.
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PS C:\Users\Paras\Downloads\an AT-Posered 30 Facial Recognition Frasesork for Crine Intelligence Using Reconstructive and Predictive Techniques> python —n training. recognition train ——dst
a-path Data/recogition_faces --epochs 10 --batch-size 64 --Loss-mode cross_entropy --Ir 1e-8 --welght-decay 1e-4 --enable-veriication-eval --enable-robustness-test --enable-enbedding-vi

2 —enable-gradcam --enable-region-analysis —enable-cctv-aug —enable-feature-selection -feature-nethod auto —-n-features 256 ——fast-mode

[1WF0] Training face recognition model
[IHFO] Each subfolder should be a separate identity/class. Exasple: Data/actor.faces/Brad PLtt/*.jpg.
[1WF0] Multiple datasets will be conbined for training.

Using device: cuda

Loading data from 1 path(s):
~ Data/recognition_faces.
Using train subdirectory: Data/recognition faces\train
Found 43124 images in 530 classes in Data/recognition faces\train
Dataset split: Train-30186, Val-6468, Test-6470
/ CCIV augnentations enabled during training

Training with 530 unique classes.
Train samples: 30186, Val samples: 6463, Test samples: 6470
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PS C:\Users\Paras\Downloads\An AL-Powered 3D Facial Recognition System for Crime Intelligence Using Reconstructive and Predictive Tec
hniques> cd "c:\Users\Paras\Downloads\An AT-Powered 3D Facial Recognition System for Crime Intelligence Using Reconstructive and Pred |
ictive Techniques”; python -m training.reconstruction train --data-path "Data/AFLI268" --epochs 38 --batch-size 16 —-1r le-4 —-weigh
t-decay 1e-4 --use-real-renderer --mesh-path "Data/data/head template mesh.obj" --landnark-path "Data/data/landmark_enbedding.npy” —-
enable-reconstruction-viz --log-dir "./logs/reconstruction”

Using device: cuda

Found 2600 image/.mat pairs for 30MM in Data/AFLW2000

Dataset split: Train-1408, Val-300, Test-309

Train samples: 1460, Val samples: 366, Test samples: 368

Detected 235 reconstruction parameters per face.

Sample params stats: min -7.516144752502441 max 8.26082706451416 mean -1.1794110577656927e-68 std 1.6621345615386963

/ Using real 3D head mesh renderer for identity preservation
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PS C:\Users\Paras\Downloads\An AI-Powered 3D Facial Recognition System for Crime Intelligence Using Reconstructive and Predictive Techniques> cd "c:
\Users\Paras\Downloads\An AI-Powered 3D Facial Recognition System for Crime Intelligence Using Reconstructive and Predictive Techniques”; python -m
training. landmark train --data-path "Data/AFLW2008" --epochs 30 —-batch-size 32 --r 1e-4 --weight-decay 1e-4 --enable-feature-selection --feature-n
ethod pca --n-features 64 --enable-landnark-analysis --log-dir "./logs/landnarks/ "

[INFO] To use the AFLW26@ dataset, make sure you have .jpg and .mat pairs in the specified folder.

Detected 102 landmarks per face.
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PS C:\Users\Paras\Downloads\An AI-Powered 3D Facial Recognition System for Crime Intelligence Using Reconstructive and Predictive Techniques> cd
\Users\Paras\Downloads\An AT-Powered 3D Facial Recognition System for Crime Intelligence Using Reconstructive and Predictive Techniques™; python -m
training. landnark_train --data-path “Data/AFLN2000" --epochs 30 --batch-size 32 --1r le-4 --weight-decay le-4 --enable-feature-selection -~feature-m
ethod pca --n-features 64 --enable-landnark-analysis --log-dir "./logs/landnarks/ "

[INFO] To use the AFLW20@ dataset, make sure you have .jpg and .mat pairs in the specified folder.

Found 2600 image/.mat pairs in Data/AFLW2000
Dataset split: Train-1408, Val-300, Test-309
Train samples: 1460, Val samples: 368, Test sample:
Detected 102 landmarks per face.

FEATURE SELECTION SETUP

Analyzing landnark data for feature selection...
Detected 102 landmarks per face (204 scalar landmark features).

Applying pca feature selection (n_features: 64)

Applying pca feature selection (n_features: 64)

PCA explained variance: 1.668

Feature selection complete. Original: 204, Selected: 64

Feature selector saved to logs\landmarks\1\feature selector.pkl

Explained variance plot saved to logs\landnarks\1\pca_explained variance.png
/ Landmark feature selection configured. Original dim: 264, Selected dim: 64

Epoch 1/30: 100 I | <2/24 [00:21<00:00, 2.84it/s, loss-0.732, Ir-3.33e-5]
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[Epoch 1] Evaluating on validation set.
[Epoch 1/38] Train Loss: @.7315 | Val Loss: @.5762 | Val MAE: 127.471 | Val RMSE: 10.8436
Epoch: 1 | train loss: 6.7315 | val_loss: 6.5762 | val mae: 127.4701 | val_rmse: 10.8436
Checkpoint saved to ./logs/landmarks/landmark_model.pth

Checkpoint saved to ./logs/landmarks/landmark_model_best.pth

¥ New best model saved (val loss: 0.5762)

Epoch 2/20: 100 | </ [00:C6<C0:00, 6,295/, loss-0.56, 1r-6.57e-5]

[Epoch 2] Evaluating on validation set.
[Epoch 2/38] Train Loss: @.5065 | Val Loss: 0.4134 | Val MAE: 163.7630 | Val RMSE: 9.1873
Epoch: 2 | train loss: 6.5065 | val_loss: 6.4134 | val mae: 163.7630 | val_rmse: 9.1873
Checkpoint saved to ./logs/landmarks/landmark_model.pth

Checkpoint saved to ./logs/landmarks/landmark_model_best.pth

¥ New best model saved (val loss: 0.4134)

Epoch 3/20: 100 I | 1/ [06:67<00:00, 6,153/, loss-0.264, 1r-0.001]

[Epoch 3] Evaluating on validation set.
[Epoch 3/36] Train Loss: ©.2839 | Val Loss: 0.1413 | Val MAE: 57.2679 | Val RMSE: 5.3834
Epoch: 3 | train loss: 6.2839 | val_loss: 6.1413 | val mae: 57.2679 | val_rmse: 5.3834
Checkpoint saved to ./logs/landmarks/landmark_model.pth

Checkpoint saved to ./logs/landmarks/landmark_model_best.pth

¥ New best model saved (val loss: 0.1413)

Epoch 4/30: 100 | /2 [0:7<00:

[Epoch 4] Evaluating on validation set.
[Epoch 4/36] Train Loss: 0.0674 | Val Loss: 0.6304 | Val MAE: 27.5841 | Val RMSE: 2.5201
Epoch: 4 | train loss: 6.0674 | val_loss: 6.0384 | val mae: 27.5041 | val_rmse: 2.5201
Checkpoint saved to ./logs/landmarks/landmark_model.pth

Checkpoint saved to ./logs/landmarks/landmark_model_best.pth

¥ New best model saved (val loss: 0.0364)

Epoch /0 100 I | /2 [00:7<¢0

[Epoch 5] Evaluating on validation set.
[Epoch 5/38] Train Loss: 0.6248 | Val Loss: 0.6242 | Val MAE: 24.8218 | Val RMSE: 2.2554
Epoch: 5 | train loss: 6.0248 | val_loss: 6.0242 | val mae: 24.8218 | val_rmse: 2.2554
Checkpoint saved to ./logs/landmarks/landmark_model.pth

Checkpoint saved to ./logs/landmarks/landmark_model_best.pth

¥ New best model saved (val loss: 0.6242)

Epoch 6/30: 200 I | </ [00:07<00:00, 6.16it/3, loss-0.6209, 1r-9.7e-5]

), 6.28it/s, loss-9.6674, 1r=0.97e-5]

), 6.11it/s, loss-9.6248, 1r=0.87e-5]
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[Epoch 6] Evaluating on validation set...
[Epoch 6/30] Train Loss: 6.6209 | Val Loss: 0.6214 | Val MAE: 23.6646 | Val RUSE: 2.1203
Epoch: 6 | train loss: 0.6200 | val_loss: 0.6214 | val mae: 23.0646 | val_rmse: 2.1203
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

/ New best model saved (val loss: 6.0214)

Eroch 7/30: 1oc| I | -/ [

[Epoch 7] Evaluating on validation set...
[Epoch 7/30] Train Loss: 6.6188 | Val Loss: ©.6198 | Val MAE: 21.9273 | Val RMSE: 2.6349
Epoch: 7 | train loss: 0.6188 | val_loss: 0.6198 | val mae: 21.9273 | val_rmse: 2.0349
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

/ New best model saved (val loss: 6.0198)

Eroch 5/30: 1oc| I | /. [¢0:05:00:0,

[Epoch 8] Evaluating on validation set...
[Epoch 8/30] Train Loss: 6.6173 | Val Loss: 0.6201 | Val MAE: 22.1792 | Val RMSE: 2.6501
Epoch: 8 | train loss: 0.6173 | val_loss: @.e201 | val mae: 22.1792 | val_rmse: 2.0501
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Eroch o/30: 1oc| I | /. [¢0:070:0,

[Epoch 9] Evaluating on validation set...
[Epoch 9/30] Train Loss: 6.0162 | Val Loss: 6.0180 | Val MAE: 20.7671 | Val RHSE: 1.9398
Epoch: 9 | train loss: @.e162 | val_loss: 0.6189 | val mae: 20.7671 | val_rmse: 1.9398
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

 New best model saved (val_loss: 6.0180)

Eroch 10/30: 1ccx| I | /. [¢0:076:0,

[Epoch 16] Evaluating on validation set...
[Epoch 16/30] Train Loss: 6.0152 | Val Loss: 6.0178 | Val MAE: 20.8555 | Val RMSE: 1.9295
Epoch: 10 | train loss: 0.e152 | val_loss: 0.6178 | val mae: 20.8555 | val_rmse: 1.9295
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

 New best model saved (val loss: 6.0178)

Eroch 11/30: 1cc| I | /. [¢0:076:0,

[Epoch 11] Evaluating on validation set...
[Epoch 11/30] Train Loss: 6.0147 | Val Loss: 6.0174 | Val MAE: 20.2764 | Val RHSE: 1.9640
Epoch: 11 | train loss: 0.6147 | val_loss: 0.6174 | val mae: 20.2764 | val_rmse: 1.9840
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

/ New best model saved (val_loss: 6.0174)

:07<00:00,

6.17it/s, 10ss=0.0183,

6.31it/s, 10ss=0.0173,

6.21it/s, 10s5-0.0162,

5.94it/s, loss=0.6152,

6.16it/s, loss=0.0147,

1r-9.47e-5]

1r=9.18e-5]

1r-8.83¢-5]

1r-8.43e-5]

1r-7.99e-5]

Epoch 12/30: 00| I | /24 [00:06<00:00, 6.30it/s, 105500137, lr<7.5e-5]
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[Epoch 12] Evaluating on validation set.
[Epoch 12/30] Train Loss: 6.0137 | Val Loss: 0.0161 | Val MAE: 19.4373 | Val RMSE: 1.8339
Epoch: 12 | train loss: 0.6137 | val_loss: @.e161 | val mae: 19.4373 | val_rmse: 1.8339
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

/ New best model saved (val loss: 6.0161)

Eroch 13/30: 100 I | /14 [00:27 ¢

[Epoch 13] Evaluating on validation set.
[Epoch 13/30] Train Loss: 6.0130 | Val Loss: 6.0158 | Val MAE: 19.3772 | Val RMSE: 1.8169
Epoch: 13 | train loss: 0.6138 | val_loss: 0.6158 | val mae: 19.3772 | val_rmse: 1.8169
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

 New best model saved (val loss: 6.0158)

Eroch 14/20: 1cc| I | /. [60:0700:¢0, 5.1t/ 10s5-0.6123,

[Epoch 14] Evaluating on validation set.
[Epoch 14/30] Train Loss: 6.0124 | Val Loss: 6.0153 | Val MAE: 19.6054 | Val RMSE: 1.7891
Epoch: 14 | train loss: 0.6124 | val _loss: 0.6153 | val mae: 19.6854 | val_rmse: 1.7891
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

 New best model saved (val loss: 6.0153)

Epoch 15/20: 1cc| I /. [60:67-

[Epoch 15] Evaluating on validation set.
[Epoch 15/30] Train Loss: 6.0120 | Val Loss: 6.0150 | Val MAE: 18.8787 | Val RMSE: 1.7713
Epoch: 15 | train loss: 0.6120 | val_loss: 0.6150 | val mae: 18.8787 | val_rmse: 1.7713
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

/ New best model saved (val_loss: 6.0150)

Eroch 10/20: 1cc| I | /. [¢0:0700:¢0, 6.151t/, 105506115,

[Epoch 16] Evaluating on validation set.
[Epoch 16/30] Train Loss: 6.0116 | Val Loss: 6.0149 | Val MAE: 18.6769 | Val RHSE: 1.7614
Epoch: 16 | train loss: 0.6116 | val _loss: 0.6149 | val mae: 18.6760 | val_rmse: 1.7614
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

/ New best model saved (val loss: 6.0149)

Eroch 17/20: 1cc| I | /. [60:0720:¢0, 5.8t/ 105506113,

[Epoch 17] Evaluating on validation set.
[Epoch 17/30] Train Loss: 6.0114 | Val Loss: 6.0146 | Val MAE: 18.5062 | Val RUSE: 1.7479
Epoch: 17 | train loss: 0.6114 | val_loss: 0.6146 | val mae: 18.5062 | val_rmse: 1.7479
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landmarks/landnark_model_best.pth

/ New best model saved (val loss: 6.0146)

Epoch 15/30: 100 N | /4 [00:07<G0:00, 6.011t/s, loss-0.011,

), 6.68it/s, loss=0.e13,

), 6.28it/s, loss=0.e12,

1r=6.98e-5]

1r=6.43e-5]

1r-5.87e-5]

1r-5.29e-5]

1r-4.71e-5]

1r-4.13e-5]
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[Epoch 18] Evaluating on validation set.
[Epoch 18/30] Train Loss: 6.0110 | Val Loss: 6.0143 | Val MAE: 18.3472 | Val RMSE: 1.7297
Epoch: 18 | train loss: 0.6110 | val_loss: 0.6143 | val mae: 18.3472 | val_rmse: 1.7297
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landnarks/landnark_model_best.pth

 New best model saved (val loss: 6.0143)

Epoch 19/30: 100 N /. [60:0606:60, 6.291¢/5, 1055-0.0167, 1r-3.57e-5]

[Epoch 19] Evaluating on validation set...
[Epoch 19/30] Train Loss: 6.0167 | Val Loss: 6.0141 | Val MAE: 18.1064 | Val RUSE: 1.7170
Epoch: 19 | train loss: @.e167 | val_loss: 0.6141 | val mae: 18.1064 | val_rmse: 1.7170
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

/ New best model saved (val loss: 6.0141)

Epoch 20/30: 100 I | </24 [00:07<00:00, 6.12it/s, loss-0.0165, 1r-3.02e-5]

[Epoch 26] Evaluating on validation set.
[Epoch 26/30] Train Loss: 6.0105 | Val Loss: 0.0140 | Val MAE: 18.6660 | Val RMSE: 1.7111
Epoch: 20 | train loss: 0.6165 | val_loss: 0.6140 | val mae: 18.0660 | val_rmse: 1.7111
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

/ New best model saved (val loss: 6.0140)

Epoch 21/30: 100 I | /24 [00:07<00:00, 5.81it/s, loss-9.0163, lr-2.Se-5]

[Epoch 21] Evaluating on validation set...
[Epoch 21/30] Train Loss: 6.0103 | Val Loss: 6.0138 | Val MAE: 17.9877 | Val RMSE: 1.6995
Epoch: 21 | train loss: 0.6163 | val_loss: 0.6138 | val mae: 17.9877 | val_rmse: 1.6995
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

 New best model saved (val loss: 6.0138)

Epoch 22/30: 100%| I | </24 [00:07<00:00, 6.27it/s, loss-0.0162, lr-2.0le-5]

[Epoch 22] Evaluating on validation set...
[Epoch 22/30] Train Loss: 6.0102 | Val Loss: 6.0138 | Val MAE: 17.8619 | Val RMSE: 1.6953
Epoch: 22 | train loss: 0.6162 | val_loss: 0.6138 | val mae: 17.8619 | val_rmse: 1.6953
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

 New best model saved (val loss: 6.0138)

Epoch 23/20: 100 I /. [60:0706:60, 6.271%/5, 1055-0.0101, Ir-1.57e-5]

[Epoch 23] Evaluating on validation set...
[Epoch 23/30] Train Loss: 6.0101 | Val Loss: 6.0137 | Val MAE: 17.8291 | Val RHSE: 1.6900
Epoch: 23 | train loss: @.e11 | val_loss: 0.6137 | val mee: 17.8291 | val_rmse: 1.6900
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

/ New best model saved (val loss: 6.0137)

Epoch 24/30: 1o I | <2 [00:67<00:00, 6.211t/s, loss-0.06996, 1r-1.17e-5]
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[Epoch 24] Evaluating on validation set...
[Epoch 24/30] Train Loss: 6.0100 | Val Loss: 6.0136 | Val MAE: 17.8028 | Val RMSE: 1.6857
Epoch: 24 | train loss: 0.6108 | val_loss: 0.6136 | val mae: 17.8028 | val_rmse: 1.6857
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

 New best model saved (val_loss: 6.0136)

Epoch 25/20: 10| I /. [60:070:60, 5.911t/5, 1055-0.0099, 1r-8.23-6]

[Epoch 25] Evaluating on validation set...
[Epoch 25/30] Train Loss: 6.0099 | Val Loss: 6.0136 | Val MAE: 17.7327 | Val RMSE: 1.6833
Epoch: 25 | train loss: 0.0009 | val_loss: 0.6136 | val mae: 17.7327 | val_rmse: 1.6833
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

 New best model saved (val_loss: 6.0136)

Epoch 20/20: 1cc| I | /. [¢0:07<0:

[Epoch 26] Evaluating on validation set...
[Epoch 26/30] Train Loss: 6.0098 | Val Loss: 6.0135 | Val MAE: 17.7012 | Val RHSE: 1.6807
Epoch: 26 | train loss: 0.0008 | val_loss: 0.6135 | val mae: 17.7012 | val_rmse: 1.6807
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

 New best model saved (val loss: 6.0135)

Eroch 27/20: 1cc| I | /1 [00:070:¢0, 5.1/, 1055-0.60977, Ir-3.026-5]

[Epoch 27] Evaluating on validation set...
[Epoch 27/30] Train Loss: 6.0098 | Val Loss: 6.0135 | Val MAE: 17.6826 | Val RHSE: 1.6794
Epoch: 27 | train loss: 0.0008 | val_loss: 0.6135 | val mae: 17.6826 | val_rmse: 1.6794
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

 New best model saved (val loss: 6.0135)

Epoch 22/30: 10| I | /+/44 [00:07<00:00, 6.10it/s, loss-0.08975, lr=1.35e-6]

[Epoch 28] Evaluating on validation set...
[Epoch 28/30] Train Loss: 6.0098 | Val Loss: 6.0135 | Val MAE: 17.6674 | Val RHSE: 1.6786
Epoch: 28 | train loss: 0.0008 | val loss: 0.6135 | val mae: 17.6674 | val_rmse: 1.6786
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Checkpoint saved to ./logs/landarks/landnark_model_best.pth

 New best model saved (val loss: 6.0135)

Eroch 29/30: 10| N | /14 [00:7<C0:00, 6.273t/5, Loss-0.00972, Ir-1e-6]

[Epoch 29] Evaluating on validation set...
[Epoch 29/30] Train Loss: 6.0097 | Val Loss: 0.0135 | Val MAE: 17.6789 | Val RMSE: 1.6785
Epoch: 29 | train loss: 0.0007 | val _loss: 0.6135 | val mae: 17.6789 | val_rmse: 1.6785
Checkpoint saved to ./logs/landnarks/landnark_model.pth

Epoch 30/36; 1o0:| I | /44 [00:

), 6.25it/s, 10ss-0.68981, 1r=5.32e-6]

<60:00, 6.23it/s, 1055-0.0007, Ir-1e-6]
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[Epoch 36] Evaluating on validation set..
[Epoch 36/30] Train Loss: 6.0097 | Val Loss: 0.0135 | Val MAE: 17.6720 | Val RMSE: 1.6791
Epoch: 3 | train loss: 0.0007 | val _loss: 0.6135 | val mae: 17.6720 | val_rmse: 1.6791
Checkpoint saved to ./logs/landnarks/landnark_model.pth

FINAL EVALUATION

Loading best model from ./logs/landnarks/landnark model_best.pth

Final Validation Metrics:
Loss (MSE): 6.0135
mE: 17.6674.
RHSE: 1.6786

Calculating NE and CED curve...
NE: 0.1758
ME Std:  ©.1616
Failure Rate (>0.68): 6.9533

/ CED curve saved to logs\landmarks\ced_curve.png

Generating landmark visualizations. ..
/ Landnark visualization saved to logs\landmarks\landnark examples.png
 Metrics plot saved to logs\landmarks\training metrics.png

/ Training sumary saved to logs\landnarks\training sumary.txt

TEST SET EVALUATION

Test Set Metrics:
Loss (MSE): 6.0143

17.3323

1.6865

©.1987

 Training sumary saved to logs\landnarks\training_sumnary.json

Training completed. Registering model in registry...
/ Model registered: landmarks v4 (ID: 23)

EXPORTING MODEL

 Torchscript model exported to logs\landarks\landark_model_torchscript.pt
/ ONNX model exported to logs\landmarks\landmark_model.onnx
/ ONNX model verification passed

 Inference wrapper created: {'model type': landmarks’, “total parameters’: 16262036, ‘trainable parameters': 16262936, device': '

uda'}
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PS C:\Users\Paras\Downloads\An AI-Powered 3D Facial Recognition System for Crime Intelligence Using Reconstructive and Predictive Tec
hniques> cd "c:\Users\Paras\Downloads\An AT-Powered 3D Facial Recognition System for Crime Intelligence Using Reconstructive and Pred
ictive Techniques”; python -m training.reconstruction train --data-path "Data/AFLW20@8" —-epochs 38 —-batch-size 16 --Ir 1e-4 —-weigh
t-decay 1e-4 --use-real-renderer --mesh-path "Data/data/head_template_mesh.obj" --landmark-path "Data/data/landnark embedding.npy” —-
enable-reconstruction-viz --log-dir "./logs/reconstruction”

Using device: cuda

Found 2009 image/.mat pairs for 30MM in Data/AFLN2000

Dataset split: Train-1400, Val-300, Test-300

Train samples: 1400, Val samples: 300, Test samples: 300

Detected 235 reconstruction parameters per face.

Sample params stats: min -7.516144752562441 max 8.26082706451416 mean -1.1794116577056027e-08 std 1.0021345615386963

7 Using real 30 head mesh renderer for identity preservation

Epoch 1/30: 100%| I | 5:/33 [01:06<00:00, 1.32it/s, loss=62.4]

[Epoch 1] Evaluating on validation set.
[Epoch 1/30] Train Loss: 62.4223 | Val Loss: 1.2239 | Val MAE: 137.2461 | Val RUSE: 16.9561
Epoch: 1 | train loss: 62.4223 | val loss: 1.2239 | val mae: 137.2461 | val_rmse: 16.9561
Checkpoint saved to ./logs/reconstruction/reconstruction model.pth

Checkpoint saved to ./logs/reconstruction/reconstruction model_best.pth

V/ New best model saved (val loss: 1.2239)

Eroch 2/30: 1oc| I | /5 [01:16<60:00, 1,251/, loss-1.09]

[Epoch 2] Evaluating on validation set.
[Epoch 2/30] Train Loss: 1.6854 | Val Loss: 1.2287 | Val MAE: 96.9683 | Val RUSE: 16.9765

Epoch: 2 | train_loss: 1.6854 | val _loss: 1.2287 | val mae: 96.9683 | val_rmse: 16.9765

Checkpoint saved to ./logs/reconstruction/reconstruction_model.pth

Epoch 3/30: 100/ N | /55 1

[Epoch 3] Evaluating on validation set.
[Epoch 3/30] Train Loss: 1.1842 | Val Loss: 1.7673 | Val MAE: 113.2766 | Val RMSE: 20.3788

Epoch: 3 | train_loss: 1.1842 | val_loss: 1.7673 | val_mae: 113.2766 | val_rmse: 20.3788

Checkpoint saved to ./logs/reconstruction/reconstruction_model.pth

Epoch /30: 100/ N | 55/55 [01:01:00:00, 1.441¢/5, 10s5-1.53]

<60:00, 1.41it/s, loss-1.18]
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[Epoch 4/30] Train Loss: 1.5293 | Val Loss: 1.5555 | Val MAE: 117.5883 | Val RMSE: 19.6975
poch: 4 | train loss: 1.5293 | val_loss: 1.5555 | val mae: 117.5883 | val_rmse: 19.9975.

checkpoint: saved to_../logs/reconstriction/reconstruction model.pth
poch 5/30: 106 | sa/s3 ¢

[Epoch 5] Evaluating on validation set.
(Epoch 5/30] Train Loss: 1.6466 | Val Loss: 1.7833 | Val MAE: 131.1990 | Val RMSE: 20.4628

Epoch: § | train_loss: 1.6466 | val loss: 1.7833 | val mae: 131.1990 | val rmse: 20.4628

kot suvad o' /e recrsracilim racmstractiog el

poch /30 1o | /55 [00:5520:60, 1501/, Loss1.

. 1.45it/s, loss-1.65]

[Epoch 6] Evaluating on validtion set...
(Epoch 6/30] Train Loss: 1.7871 | Val Loss: 2.9591 | Val MAE: 175.7724 | Val RMSE: 26.3629

poch: 6 | train loss: 1.7871 | val loss: 2.9591 | val mae: 175.7724 | val_rmse: 26.3620

checkpoint: saved to_../logs/reconstriction/reconstruction model.pth

poch 7/30: 10| I | /5 (61:05<00:00, 1.34it/s, loss=1.3]

[Epoch 7] Evaluating on validation set.
Epoch 7130] Train tose 1:29% | VAl tovs: 1.6593 | Val W 115899 | Val SE: 18,5755
Epoch: 7 | train_loss: 1.2052 | val loss: 1.4393 | val mae: 115.8895 | val_rmse: 18.3755

heckpalnt: soved to /Lol reconstriction/recemstruction sode pth

poch 5/30: 10 N | 5555 [00:55<6:09, 1.4518/5, loss=0.574]

Epoch 8] Evaluning on valldaton set
(Epoch 8/30] Train Loss: 0.8742 | Val Loss: 1.3885 | Val MAE: 111.2626 | Val RMSE: 18.0271

oo | Arsin Jose 0.342 | vl loser 1595 | v ma: 11,262 | val rwer 30.6371

i e i e

poch /50: 100 NN | /55 (60:5700:00, 1.5414/5, 10550.67]

Epoch 9] Evaluating on validation set.
(Epoch 9/36] Train Loss: 0.6697 | Val Loss: 1.2743 | Val WE: 163.2644 | Val RISE: 17.2923
poch: 9 | train loss: 0.6697 | val_loss: 1.2743 | valmac: 103.2644 | val_rmse: 17.2923

heckpoint: saved to_../logs/reconstruction/reconstruction model..
poch 10/30: 100K | 83/s3 [o1:02c00:00, 1.2it/s, loss-0.528]

[Epoch 10] Evaluating on validation set..
[Epoch 10/30] Train Loss: ©.5282 | Val Loss: 1.2884 | Val MAE: 100.€904 | Val RMSE: 17.3794

Epoch: 10 | train_loss: 0.5282 | val_loss: 1.2884 | val_mae: 100.0904 | val_rmse: 17.370

e e e e o

poch 11/36; 10| Y | /55 (00:55<00:00,  1.493t/5, 10ss=0.477]
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[Epoch 11] Evaluating on validation set...
[Epoch 11/30] Train Loss: 6.4773 | Val Loss: 1.2248 | Val MAE: 94.9210 | Val RMSE: 16.9449
Epoch: 11 | train loss: 0.4773 | val_loss: 1.2248 | val_mae: 94.9219 | val_rmse: 16.9449
Checkpoint saved to ./logs/reconstruction/reconstruction model.pth

AEarly stopping triggered after 11 epochs (no improvement for 16 epochs)

FINAL EVALUATION

Loading best model from ./logs/reconstruction/reconstruction model_best.pth

Final Validation Metric
Loss (MSE): 1.2239
mE: 1372461
RHSE: 16.9561

Computing reconstruction parameter errors. ..
Mean Parameter Error: 1.2234
Std Paraneter Error: 0.2763
Max Parameter Error: 2.8419
 Metrics plot saved to logs\reconstruction\training metrics.png
 Training sumary saved to logs\reconstruction\training summary.txt

Generating reconstruction visualizations. ..
/ Rendered 3D faces for visualization

/ Reconstruction visualization saved to logs\reconstruction\reconstruction visualization.png
 Parameter distribution analysis saved to logs\reconstruction\paraneter_distributions.png
 Paraneter error analysis saved to logs\reconstruction\3d_error._analysis.png

Computing 3D reconstruction errors...
Mean Vertex RHSE: 0.002255
Mean 30 Landmark RUSE: ©.002255

 Training summary saved to logs\reconstruction\training_summary.json

MODEL EXPORT

/ Torchscript model exported to ./logs/reconstruction/reconstruction model_torchscript.pt
/ ONNX model exported to ./logs/reconstruction/reconstruction model..onnx
/ ONNX model verification passed

Training completed. Registering model in registry...
/ Model registered: reconstruction vi7 (ID: 22)
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PS C:\Users\Paras\Dounloads\An AT-Powered 30 Facial Recognition Framework for Crime Intelligence Using Reconstructive and Predictive Techniques> python -m training.recognition train --dat
a-path Data/recognition faces --epochs 16 --batch-size 64 --loss-mode cross_entropy --1r le-4 --weight-decay le-4 --enable-verification-eval --enable-robustness-test --enable-embedding-vi
2 ——enable-gradcan --enable-region-analysis --enable-cctv-aug --enable-feature-selection -~feature-method auto --n-features 256 --fast-mode

[INFO] Training face recognition model
[INFO] Each subfolder should be a separate identity/class. Example: Data/actor faces/Brad Pitt/*.jpg
[INFO] Multiple datasets will be combined for training.

cuda

Using device

Loading data from 1 path(s):
- Data/recognition_faces
Using train subdirectory: Data/recognition_faces\train
Found 43124 images in 530 classes in Data/recognition faces\train
Dataset split: Train-30186, Val-6468, Test-6478
/ CCIV augmentations enabled during training

Training with 530 unique classes.
Train samples: 30186, Val samples: 6468, Test samples: 6470

FEATURE SELECTION SETUP

Extracting features for feature selection analysis...
Extracted features: (1000, 512)

Applying auto feature selection (n_features: 256)

Auto-selected: LDA

Feature selection complete. Original: 512, Selected: 256

Feature selector saved to ./logs/recognition/feature_selector.pkl
 Feature selection configured. Original features: 512, Selected: 256

Epoch 1/10: 10| I | 72/472 [1:23:39100:0, 10.635/1, loss-10, 1r-0.0601]

[Epoch 1] Evaluating on validation set...
[Epoch 1/10] Train Loss: 16.0068 | Val Loss: 16.9819 | Val Acc: 6.0697 | Val Fi: 0.6561 | AUC-ROC: ©.7966

Epoch: 1 | train loss: 10.0068 | val loss: 10.9819 | val acc: 0.8697 | val_f1: 6.0561 | val_precision: ©.1203 | val_recall: 0.6697 | val_auc_roc: 6.7960
Checkpoint saved to ./logs/recognition/recognition model.pth

Checkpoint saved to ./logs/recognition/recognition model_best.pth

/ New best model saved (val_loss: 16.9819)

Eroch 2/10: 1oc| I | 72472 [1:23:37<00:00, 10,635/, 105s-5.92, 1r-9.7e-5]

[Epoch 2] Evaluating on validation set...
[Epoch 2/10] Train Loss: 5.9165 | Val Loss: 7.2938 | Val Acc: ©.1916 | Val F
Epoch: 2 | train loss: 5.9165 | val_loss: 7.2938 | val acc: 6.1916 | val_f1: 6.1945 | val_precisio
Checkpoint saved to ./logs/recognition/recognition model.pth

Checkpoint saved to ./logs/recognition/recognition model_best.pth

/ New best model saved (val loss: 7.2938)

Epoch 3/10: 10| N | <72/472 [1:26:12<00:00, 10.96s/it, loss=0.974, 1r=3.83e-5]

0.1945 | AUC-ROC: 0.8950
: 0.3681 | val_recall: 0.1916 | val_auc_roc: 0.8950
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[Epoch 3] Evaluating on validation set.
[Epoch 3/1] Train Loss: 6.9735 | Val Loss: 6.2615 | Val Acc: 6.2430 | Val Fi: 0.258 | AUC-ROC: 0.9135

epoch: 3 | train loss: 6.9735 | val_loss: 6.2615 | val_acc: 0.2430 | val fi: 0.2568 | val_precision: 6.4277 | val_recall: 0.2430 | val_auc_roc: 0.9135
checkpoint saved to ./logs/recognition/recognition model.pth

Checkpoint saved to ./logs/recognition/recognition model_best.pth

/ New best model saved (val loss: 6.2615)

cvoch 4/10: 1 72/ [1:

[Epoch 4] Evaluating on validation set..
[Epoch 4/10] Train Loss: 6.1838 | Val Loss: 5.9118 | Val Acc: 6.2726 | Val Fi: 0.2873 | AUC-ROC: 0.9199

epoch: 4 | train loss: 6.1838 | val_loss: 5.9118 | val_acc: 0.2726 | val fi: 0.2873 | val_precision: 6.4569 | val_recall: 8.2726 | val_auc_roc: 0.9199
checkpoint saved to ./logs/recognition/recognition model.pth

Checkpoint saved to ./logs/recognition/recognition model_best.pth

/ New best model saved (val loss: 5.9118)

cvoch 5/10: 1| 72/ [1:25:31<60:09, 10.625/3, Loss-0.6378, 1r-5.7e-5]

[Epoch 5] Evaluating on validation set..
[Epoch 5/1] Train Loss: 6.0378 | Val Loss: 5.2381 | Val Acc: 6.3210 | Val Fi: 0.3298 | AUC-ROC: 0.9265

Epoch: 5 | train loss: 6.6378 | val_loss: 5.2381 | val_acc: 0.3210 | val fi: 0.3298 | val_precision: 6.4327 | val_recall: 0.3210 | val_auc_roc: 0.9265
checkpoint saved to ./logs/recognition/recognition model.pth

Checkpoint saved to ./logs/recognition/recognition model_best.pth

/ New best model saved (val loss: 5.2381)

cpoch 6/10: 1| | 72/472 [1:23:50<60:00, 10.625/3, Loss-0.00044, 1r-s.13e-5]

[Epoch 6] Evaluating on validation set..
[Epoch 6/10] Train Loss: 6.0064 | Val Loss: 4.7804 | Val Acc: 6.3513 | Val Fi: 0.3520 | AUC-ROC: 0.9365

epoch: 6 | train loss: 6.0064 | val_loss: 4.7804 | val acc: 0.3513 | val fi: 0.3526 | val_precision: 6.3895 | val_recall: 8.3513 | val_auc_roc: 0.9365
checkpoint saved to ./logs/recognition/recognition model.pth

Checkpoint saved to ./logs/recognition/recognition model_best.pth

/ New best model saved (val_loss: 4.7804)

cvoch 7/10: 10 | <72/172 [1:

[Epoch 7] Evaluating on validation set..
[Epoch 7/1] Train Loss: 6.0021 | Val Loss: 4.7030 | Val Acc: 6.3573 | Val Fi: 0.3572 | AUC-ROC: 0.9313

epoch: 7 | train loss: 6.0021 | val_loss: 4.7030 | val acc: 0.3573 | val fi: 0.3572 | val_precision: 6.3883 | val_recall: 0.3573 | val_auc_roc: 0.9313
checkpoint saved to ./logs/recognition/recognition model.pth

Checkpoint saved to ./logs/recognition/recognition model_best.pth

/ New best model saved (val loss: 4.7030)

Epoch 8/10: 1 472/472 [1:25:11<00:00, 10.835/it, loss-0.00165, lr-1.17e-5:
h 8/10: 100%| 2/ /it, los: I

[Epoch 8] Evaluating on validation set..
[Epoch 8/10] Train Loss: 6.0017 | Val Loss: 4.6492 | Val Acc: 6.3587 | Val Fi: ©.3586 | AUC-ROC: ©.9314

Epoch: 8 | train_loss: 6.0017 | val_loss: 4.6492 | val acc: .3587 | val fi: 0.3586 | val_precision: 8.3875 | val_recall: 0.3587 | val_auc_roc: 0.9314
checkpoint saved to ./logs/recognition/recognition model.pth

Checkpoint saved to ./logs/recognition/recognition model_best.pth

/ New best model saved (val loss: 4.6492)

cpoch o16: 100 | 72/472 [1:25:64<00:00, 10.815/it, 1oss=0.00145, 1r=3.62e-6]

:33¢00:00, 10.625/it, 1055-8.184, 1r=7.5e-5]

:18<00:00, 10.725/it, 1055-6.00208, 1r-2.5e-5]
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[Epoch 9] Evaluating on validation set.
[Epoch 9/16] Train Loss: 0.0815 | Val Loss: 4.7008 | Val Acc: 0.3584 | Val F1: 6.3583 | AUC-ROC: 0.9315

Epoch: 9 | train loss: 6.0015 | val_loss: 4.7000 | val acc: ©.3584 | val f1: 0.3583 | val_precision: 6.3871 | val_recall: 0.3584 | val_auc_roc: 0.9315
Checkpoint saved to . /logs/recognition/recognition model.pth

epoch 10/10: 1007 NN | 7272 [1:26:550:60, 10.795/1, 1055060142, Ir-1e-6]

[Epoch 1] Evaluating on validation set...
[Epoch 16/16] Train Loss: ©.6814 | Val Loss: 4.6788 | Val Acc: 0.3578 | Val F1: 6.3574 | AUC-ROC: 0.9315

Epoch: 10 | train loss: 0.6014 | val_loss: 4.6789 | val_acc: 6.3578 | val f1: 0.3574 | val_precision: 0.3864 | val_recall: 0.3578 | val_auc_roc: 0.9315
Checkpoint saved to ./logs/recognition/recognition_model.pth

FINAL EVALUATION

Loading best model from ./logs/recognition/recognition model_best.pth

Final Validation Metrics:
0.3587

0.358

0.3875

0.3587

0.0314

2.6492

/ Confusion matrix saved to logs\recognition\confusion matrix.png

¥/ ROC curve saved to logs\recognition\roc_curve.png

/ Classification report saved to logs\recognition\classification report.txt
¥ Metrics plot saved to logs\recognition\training metrics.png

¥ Training sumary saved to logs\recognition\training summary.txt

EXPORTING MODEL

¥ Torchscript model exported to logs\recognition\recognition model_torchscript.pt
¥ ONNX model exported to logs\recognition\recognition_model.onnx

¥ ONNX model verification passed

¥ Inference wrapper created: {'model _type': ‘recognition’, ‘total parameters': 411319378, “trainable parameters’: 411319378, ‘device’: "cuda’}
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TEST SET EVALUATION

Test Set Metrics:
Accuracy: 0.3490.
F1 Score: ©.3477
Precision: 0.3755
Recall:  ©.34%

Evaluating face verification performance...
 Face verification ROC curve saved to logs\recognition\verification roc.png
Face Verification Metrics:

AUC: 0.8354

EER: 0.2640

TARGFAR-0.01%: 0.6286

Generating embedding visualizations.
V/ t-SNE plot saved to logs\recognition\enbeddings_tsne.png
/UnaP plot saved to logs\recognition\enbeddings_umap.png

Generating Grad-CAH explanations. ..
Clipping input data to the valid range for imshow with RGB data ([0..1] for floats or [0..255] for integers).
Clipping input data to the valid range for imshow with RGB data ([0..1] for floats or [0..255] for integers).
Clipping input data to the valid range for imshow with RGB data ([0..1] for floats or [0..255] for integers).
Clipping input data to the valid range for imshow with RGB data ([6..1] for floats or [0..255] for integers).
 Grad-Ca analysis saved to logs\recognition\gradcan analysis.png

Performing region-based facial occlusion analysis.
 Region occlusion analysis saved to logs\recognition\region occlusion_analysis.png
 Detailed occlusion results saved to logs\recognition\region occlusion results.json

Performing robustness testing under CCTV conditions. ..
Testing condition: blur_5px
Testing condition: blur_10px
Testing condition: noise 1
Testing condition: noise_62
Testing condition: compression 50
Testing condition: compression 25
Testing condition: occlusion 20
Testing condition: occlusion 40
Testing condition: conbined
/ Robustness analysis saved to logs\recognition\robustness_analysis.png
 Detailed robustness results saved to logs\recognition\robustness_results.
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Robustness Summary:
Original Accuracy: ©.3668
blur_Spx: ©.6000 (drop: 0.3008)
blur_1epx: 6.0000 (drop: 0.3008)
noise @1: 6.6000 (drop: 0.3008)
noise @2: ©.6000 (drop: 0.3008)
©.0000 (drop: 6.3000)

conbined: 0.0000 (drop: ©.3600)
/ Training sumary saved to logs\recognition\training sumnary.json

Training conpleted. Registering model in registry...
/ Model registered: recognition v6 (ID: 28)
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PS C:\Users\Paras\Downloads\An AI-Powered 3D Facial Recognition Framework for Crime Intelligence Using Reconstructive and Predictive Techniques> python scripts/test_crime_agent.
Test 1: Processing CCIV Frame ===
Loaded image: (112, 112, 3)

: 640x640 1 person, 33.4ms
Speed: 45.1ms preprocess, 33.4ms inference, 8.7ns postprocess per image at shape (1, 3, 640, 648)
Processing conplete!

- Storage success: True

=== Test 2: Querying Events
Found 1 events for TestCaml
Event @: 1 persons, © weapons

=== Test 3: Testing Individual Components

0: 646x640 1 person, 4.1ms
Speed: 3.5ms preprocess, 34.1ms inference, 3.5ms postprocess per image at shape (1, 3, 640, 648)

: 640x640 1 person, 34.1ms

Speed: 3.5ms preprocess, 34.1ms inference, 3.5ms postprocess per image at shape (1, 3, 640, 648)

YOLO detected 1 object:
- person: 6.61

Face recognition result: class=149, conf-.71

=== Test 4: Saving Results
Saved comprehensive test results to logs/inference/agent_test_results.json

Crime Intelligence Agent integration test complete!
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PS C:\Users\Paras\Downloads\An AI-Powered 3D Faclal Recognition System for Crime

tructive and Predictive Techniques> python - backend.analytics. predict
INFO:__main__:Loaded 1510/1578 Files.
INFO:__main__:Loaded 1520/1578 Files.

INFO:__main__:Loaded 1530/1578 Files.

INFO:__main__:Loaded 1540/1578 Files.
INFO:__main__:Loaded 1550/1578 Files.
INFO:__main__:Loaded 1560/1578 Files.

INFO:__main__:Loaded 1570/1578 Files.

INFO:_main__:Combining dataframes. ..

INFO:_main__:Combined dataframe shape: (18188348, 1)
INFO:_main_:Aggregating to NATIONAL monthly totals...

INFO:_main__:Got 36 months from 2022-68-61 09:€0:66 to 2025-67-01 €9:00:00
INFO:_main__:Distributing NATIONAL monthly totals to daily.

in__:Created NATIONAL daily time series with 1696 records

INFO: _main_:
INFO: _main_:

ssed/crime. parquet
INFO:__main__:Clearing old predictions from the database. ..
_:Aggregating to national daily totals...

\__:National daily series: 1696 days from 2022-68-61 00:
1_:Training Prophet model on national daily crime counts...

INFO: cmdstanpy:Chain [1] start processing

INFO: cndstanpy:Chain [1] done processing

INFO:__main__:Generating forecasts for 38-365 days ahead...

1_:Saving forecast results to database...

1_:Saved 365 daily forecast predictions (30-365 days ahead)
1_:Forecast Summary:

:_main_: 30 days ahead: 17162.0 crimes/day (range: 16601.3 - 17743.7)
INFO:_main__: 365 days ahead: 17762.6 crimes/day (range: 15501.6 - 19837.5)

Ps C:\Users\Paras\Downloads\An AT-Powered 3D Facial Recognition Systen for Crime Intelligence Using Recons

% tructive and Predictive Techniques> [|

Saved daily crine data to C:\Users\Paras\Dounloads\An AT-Powered 30 Facial Recognition Syste |
m for Crine Intelligence Using Reconstructive and Predictive Techniques\backend\analytics\../../Data/proce

00 to 2025-07-31 00:00:00

Intelligence Using Recons 7





image34.png
Face model evaluation protocol
No identity appears in more than one split

Train recognition /
landmarks /
reconstruction Hyperparam & threshold
selection Fina| metrics: accuracy,
F1, ROC, NME, vertex
error




image35.png
Crime forecasting temporal split

) ) Validation period (hyperparam
Train period (months ...) tuning)  Hold-out period (evaluation
only)

No future data used for training




image36.png
Training and Validation Loss

Validation Errors

T
—e— Train Loss | —e— MAE
0.6 1 —m— Val Loss ! 0.5 1 —#— RMSE
—=—- Best Epoch (28) :
0.5 4 1
1
H 0.4
0.4 1
1 .
i 3
031 1 8 g3
i
021 |
i 0.2
0.1 1
1
0.0 1 011
0 5 10 15 20 25 30
Epoch Epoch




image37.png
Cumulative Error Distribution

CED Curve

15 2.0

1.0
Normalized Mean Error

abejuadlad aAnenwN)




image38.png
Cumulative Explained Variance

PCA Cumulative Explained Variance

PCA Individual Explained Variance

1.0
0.4
0.9 1
°
0.8 | & 0.3
o
o
2
K
g
0.7 3
c
£ 021
A
X
w
0.6 1
0.1
0.5
. . . . . ; 0.0

10

20 30 40
Number of Components

50

60

10

20

30 40
Principal Component

50

60





image39.png
Sample 1

Pred

Sample 2

Predicted vs Ground Truth Landmarks

sample 3

sample 4





image40.png
Training and Validation Loss

Validation Errors

—e— Train Loss
—#— Val Loss
—=—- Best Epoch (1)

Error

180

160 -

140

120 -

100 -

80

60

404

20 A

—o— MAE
—m— RMSE

10





image41.png
Frequency

175

g

8

°

o
g

000

10

08

3
K
:
H

06

04

02

Parameter Error Distribution

Parameter Error Analysis

10
08
06
Parameter-based analysis
(no 2D landmarks)
04
02
00
o6 07 08 09 10 11 12 13 00 02 04 06 08

Parameter MSE

Cumulative Parameter Error Distribution

= Parameter MSE

10




image42.png
Param 1

Param 2

Param 3

Param 4

Param 5

201 mmm Ground Truth 37 B Ground Truth 201 @ Ground Truth 37 @ Ground Truth 101 B Ground Truth
[ Prediction W80 Prediction W5 Prediction [0 Prediction 0.8 © Prediction
151 151 :
2
0.6
1.0 1 1.0 1
0.4 1
1
0.5 A 0.5 A 021
0.0 - 0- 0.0 - 0.0 -
=10 0 10 =10 0 10 =10 -5 0 5 -5 0
Param 6 Param 7 Param 8 Param 9 Param 10
37 W Ground Truth 201 S Ground Truth 31 W Ground Truth 31 I Ground Truth 201 W Ground Truth
[ Prediction W50 Prediction [ Prediction W50 Prediction [ Prediction
1.5 A
21 21
1.0 1
14 14
0.5 1
0- 0.0 - 0-
-2 0 2 0 2 4 0 1 -2 -1 0 1
Param 11 Param 12 Param 13 Param 14 Param 15
2.01 2.01 2.01 2.01 2.01
W Ground Truth W Ground Truth W Ground Truth @ Ground Truth W Ground Truth
- Prediction fm Prediction m Prediction - Prediction fmm Prediction
151 1.5 A 151 1.5 A 151
1.0 1 1.0 1 1.0 1 1.0 1 1.0 1
0.5 1 0.5 1 0.5 1 0.5 1 0.5 1
0.0 - 0.0 - 0.0 - 0.0 - 0.0 -
-2 -1 0 1 2 -3 -2 -1 0 1 -2 -1 0 1 -1 0 1 -2 -1 0
Param 16 Param 17 Param 18 Param 19 Param 20
201 W= Ground Truth 37 @ Ground Truth 37 mmm Ground Truth 37 @ Ground Truth 37 @ Ground Truth
[ Prediction [0 Prediction [ Prediction [0 Prediction W58 Prediction
21 2
) | h l
0- 0-
-1.0 -0.5 0.0 0.5 -2 -1 0





image43.png




image44.png
Training and Validation Loss

Validation Metrics

—e— Train Loss

//.___q—+40000

T
i
10 4 —#— Val Loss 1
—=—- Best Epoch (8) : 0.8
81 i
: 064 Accuracy
61 ! ° —m— F1 Score
! S —— AUC-ROC
0 0ad ™ Precision A/‘\A\‘
44 ! "1 —— Recall - ¥ ¥ )
1
1
5] 1
: 0.2
i
0 - —& " g ? ®
2 4 6 8 10 2 4 6 8 10
Epoch Epoch





image45.png
Confusion Matrix

K
2
1
3
o
2
=

Predicted Label




image46.png
True Positive Rate

Multi-class ROC Curves

10

08

=1

Macro.average (AUC = 0.914)
Random Classifier

0.4 0.6
False Positive Rate

CLLLLLETTTT
ot

8

10




image47.png
True Positive Rate (TAR)

Face Verification ROC Curve

’ = ROC curve (AUC = 0.8354)
Random Classifier
@® EER =0.2640 (threshold = 0.2592)

0.2 0.4 0.6 0.8
False Positive Rate (FAR)

1.0




image48.png
UMAP 2

-1

UMAP Visualization of Face Embeddings

-1 0 1 2 3 4 5

500

400

300

200

100




image49.png
t-SNE 2

40

30

20

10

-10

t-SNE Visualization of Face Embeddings

=30 =20 -10 0 10 20 30

500

400

300

200

100




image50.png




image51.png
Average Confidence Drop

0.4

02

°
°

&
S

-04

Region-Based Facial Occlusion Sensitivity Analysis

0.455
0.do9 .q19
-0.905 f—
& & *
@‘Q @6‘2 ‘6@2
b &
@ &

Facial Region





image52.png
Model Robustness Under CCTV Conditions Accuracy Degradation Under CCTV Conditions

0.30 4 030 1 0300 0300 0300 0300 0300 0300 0300 0300 0300
0.25 4 0.25 A
0.20 1 0.20 A
o
o
oy (=)
© >
5 9
9 0.151 © 0.15 1
< 3
5
<
0.101 0.10 A
0.05 1 0.05 A
0000 0000 0000 0000 0000 0000  0.0( Original:'0:300
0.00 T T T T T T T T T 0.00
NS
» é\@ Q+ @Q*- ®9\/ eél« K Q+ @Q*'
I A A A &
X
&Q
& &

Test Condition Test Condition





image53.png
PS C:\Users\Paras\Downloads\An AI-Powered 3D Facial Recognition System for Crime Intelligence Using Reconstructive and Predictive
Techniques> python scripts/generate_buffalo_embeddings.py --data-path Data/recognition faces --output-dir logs/buffalo
Using device: cuda

Loading Buffalo model...

Applied providers: [*CPUExecutionProvider'], with options: {’CPUExecutionProvider': {}}

model ignore: C:\Users\Paras\.insightface\models\buffalo_1\models\buffalo_1\1k3de8.onnx landmark 3d_68

Applied providers: ['CPUExecutionProvider'], with options: {’CPUExecutionProvider®: {}}

model ignore: C:\Users\Paras\. insightface\models\buffalo_1\models\buffalo_1\2d1@6det.onnx landmark_2d 166

Applied providers: ['CPUExecutionProvider'], with options: {CPUExecutionProvider': {}}

ind model: C:\Users\Paras\. insightface\models\buffalo_1\nodels\buffalo_1\det_10g.onnx detection [1, 3, "2*, '2'] 127.5 128.0
Applied providers: ['CPUExecutionProvider'], with options: {’CPUExecutionProvider': {}}

model ignore: C:\Users\Paras\.insightface\models\buffalo 1\models\buffalo 1\genderage.onnx genderage

Applied providers: ['CPUExecutionProvider'], with options: {’CPUExecutionProvider”: {}}

Find model: C:\Users\Paras\. insightface\nodels\buffalo_1\nodels\buffalo_1\w6eek_rse.onnx recognition ['None', 3, 112, 112] 127.5
127.5

set det-size: (640, 648)

 Buffalo model loaded

Loading data from: Data/recognition faces\train

Found 43124 images in 530 classes in Data/recognition faces\train

Dataset split: Train-30186, Val-6468, Test-6478

 Dataset split: Train-3186, Val-6468, Test-6470

 Classes: 530

 Test dataset loaded: 6470 samples

Generating Buffalo enbeddings. ..

 Generated embeddings: shape (6476, 512)

 Generated labels: shape (6470,)

 saved enbeddings.npy to logs\buffalo

/ Saved labels.npy to logs\buffalo





image54.png
PS C:\Users\Paras\Downloads\An AI-Powered 3D Facial Recognition Framework for Crime Intelligence Using Reconstructive and Predictive Techniques> python scripts/diagnose_embeddings.py
Recognition embeddings: (6470, 256)
Buffalo embeddings: (6470, 512)

Evaluating original embeddings (nearest class mean)
Recognition accuracy: @.6523956723338485
Buffalo accuracy: ©.14343122162009273

Diagnostic distances (original)
Recognition mean intra: 170.8395, inter: 203.4922
Buffalo mean intra: 12.5967, inter: 12.6855

Per-class accuracy sumary (original embeddings)
Recognition per-class mean: ©.6779 std: 6.1715 pctiles: [0.4. 0.5625  0.66666667 0.8 1. 1
Buffalo per-class mean: 0.1823 std: ©.1781 pctiles: [o. ©0.05882353 0.125  ©.27272727 0.5 1

Evaluating L2-normalized enbeddings
Recognition accuracy (L2): ©.6834621320211746
Buffalo accuracy  (L2): ©.15162287480630062
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COMPREHENSIVE MODEL COMPARLSON: CLASSIFIER vs EMBEDDING EVALUATION

Loading enbeddings for k-W evaluation. ..
Recognition Model: (6470, 256) embeddings
Buffalo Model: (6470, 512) embeddings

METHOD 1: k-NN CLASSIFICATION ON EMBEDDINGS

Evaluating Recognition Model (k-WN)...
Evaluating Buffalo Model (k-WN)...

k-WN Comparison:
accuracy: Recognition 0.6524 vs Buffalo 0.1434 (diff: +9.5090)
precision macro: Recognition 8.7815 vs Buffalo 6.5178 (diff: +0.1837)

recall_macro: Recognition 8.6779 vs Buffalo 0.1823 (diff: +0.4956)
f1_macro: Recognition 0.6736 vs Buffalo 0.2061 (diff: +0.4675)

precision micro: Recognition 8.6524 vs Buffalo 6.1434 (diff: +0.5698)
recall_micro: Recognition 6.6524 vs Buffalo 0.1434 (diff: +0.5008)
f1_micro: Recognition 0.6524 vs Buffalo 0.1434 (diff: +9.5090)
balanced_accuracy: Recognition ©.6779 vs Buffalo 0.1823 (diff: +9.4956)
kappa: Recognition 0.6517 vs Buffalo 6.1424 (diff: +0.5693)

+0.4945)
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METHOD 2: TRAINED CLASSIFIER EVALUATION

Loading Recognition Model for classifier evaluation...
No explicit test folder found. Creating test split from ‘Data/recognition faces\train’ using Datasetsplitter.
Found 43124 images in 530 classes in Data/recognition faces\train
Dataset split: Train-30186, Val-6468, Test-6478
Recognition Model (Classifier):

accuracy: 0.3498

precision_macro: ©.3498

recall_macro: 0.3360

1_macro: 0.3278

precision_micro: 0.3498

recall_micro: 0.3490

£1_micro: 0.3498

balanced_accuracy: 0.3366

kappa: ©.3476

mec: 0.3477

Classifier vs k-NV Conparison for Recognition Model:

accuracy: k-NN 6.6524 vs Classifier 6.3490 (diff: +0.3634)
precision_macro: k-WN 8.7@15 vs Classifier 0.3498 (diff: +9.3517)
recall macro: k-NN 6.6779 vs Classifier 6.3360 (diff: +0.3420)
1_macro: k-NN 6.6736 vs Classifier 6.3278 (diff: +0.3459)
precision_micro: k-WN 0.6524 vs Classifier 0.3498 (diff: +0.3034)
recall micro: k-NN 0.6524 vs Classifier 6.3490 (diff: +0.3634)
£1_micro: k-NN 6.6524 vs Classifier 6.3490 (diff: +0.3634)
balanced accuracy: k-NN 0.6779 vs Classifier 0.3366 (diff: +0.3413)
kappa: k-NN 8.6517 vs Classifier 0.3476 (diff: +0.3840)

mec: k-N ©.6518 vs Classifier 0.3477 (diff: +0.3041)
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SUMMARY

Key Findings:

- Recognition Model k-WN accuracy: 65.2%
- Recognition Model classifier accuracy: 34.9%

- Embeddings outperform classifier by: 3.3 percentage points

- Buffalo Model k-WN accuracy: 14.3%

- Recognition Model outperforms Buffalo by: 50.9 percentage points
Interpretation:

- k-NN measures enbedding quality (feature learning)

- Classifier measures end-to-end performance (feature learning + classification)
- Higher k-N scores indicate better enbeddings

- Gap between k-N and classifier shows Classifier head limitations

v Saved comprehensive results to logs/comparison/comprehensive_comparison.json
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PS C:\Users\Paras\Downloads\An AI-Powered 3D Faclal Recognition Framework for Crime Intelligence Using Reconstructive and Predictive Techniques> python scripts/te
st_yolo_integration.py
Loaded image: (112, 112, 3)

©: 64x640 1 person, 83.7ns

Speed: 50.6ms preprocess, 83.7ms inference, 8.9ms postprocess per image at shape (1, 3, 640, 648)

Saved logs/inference/yolo_actor._test_record.json

Record summary:

- Persons detected: 1

- Weapons detected: @

Person 1: bbox=[8.5257476568222046, 0.301016241312627, 105.1261470947266, 112.6], Conf=0.61
Recognition: class-149. conf-8.48
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PS C:\Users\Paras\Downloads\An AI-Powered 3D Facial Recognition System for Crime Intelligence Using Reconstructive and Predictive
Techniques> python scripts/bias_from_images.py --nodel logs/recognition/recognition model best.pth --data-dir Data --output-dir lo
gs/bias .

BIAS MONITORING - From Raw Inages Using Model ONLY

/ Loading model From logs/recognition/recognition model_best.pth
 Model loaded: 530 classes

[1/3] Loading FaceScrub dataset structure. ..
Loading actor images |
Loading actress images
 Loaded 43147 inages from 530 identities
 Males: 23215 images
 Females: 19932 images

[2/3] Running model inference on images. ..

 Generated 43147 predictions from MODEL

[3/3] Computing bias metrics. ..
 Logged to database (ID: 6)
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BIAS REPORT SUMMARY (FROM RAW TMAGES)

odel: Recognitionet
Total Samples: 43147
Demographic Groups: 2

Bias Score: 0.0051
Threshold: .0500

Flagged: MO

Group Performance:
Actors (Male):
Accuracy: .6116
F1 Score: 0.0074
Samples: 23215
Actresses (Female):
Accuracy: 0.6865
F1 Score: 0.0034
Samples: 19932

I Recommendation:
Model shows acceptable fairness across demographic groups. Continue monitoring.

/ Report saved to: logs/bias\bias_report_from images.json
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PS C:\Users\Paras\Dounloads\An AT-Powered 3D Facial Recogn:

Techniques> python scripts/automate_dpia_evaluation.py

ition System for Crime Intelligence Using Reconstructive and Predictive

DPIA (Data Protection Inpact Assessment) Evaluation

Assessment Creator: admin (ID: 2)

Fetching latest bias monitoring score. ..
Bias Score: 0.6651 (9.51%)

Running automated compliance checks. ..
Encryption: Enabled
Audit Logs: Enabled
RBAC: Enabled
Security Breaches (98d): 8

DPIA ASSESSHENT RESULTS

Assessment ID: 1
Version: auto
Date: 2025-12-08 16:

RISK ASSESSHENT
Overall Score: 6.6727 (7.3%)
Risk Level: LOW

Risk Breakdoun:
[LOW] Unauthorized Access: 6.8%
[LOW] Algorithmic Bias: 5.1%
[LOW] Function Creep: 20.6%
[LOW] Data Breach: 6.e%

[LOW] Tnaccurate Matches: 36.6%
[LOW] Lack Transparency: ©.6%
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COMPLIANCE STATUS
GOPR Article 9 (Special Category Data): PASS
UK DPA 2018 Part 3 (Law Enforcement): PASS
Bias Threshold (<5%): PASS
Encryption (AES-256-GCH): VERTFIED
Audit Logs (SHA-256): ENABLED

APPROVAL STATUS
Status: APPROVED
Approved By: admin
Approved Date: 2025-12-68 16:
Valid Until: 2626-03-68 16:
Biometric processing is ALLOWED under this assessment

MITIGATION MEASURES (4 implemented):
[OK] AES-256-GaM Envelope Encryption (EFfectiveness: high)
[OK] SHA-256 Hash-Chained Audit Logs (EFfectiveness: high)
[0K] Bias Monitoring (Score: 0.0051) (Effectiveness: high)
[0K] Role-Based Access Control (RBAC) (Effectiveness: medium)

RECOMMENDATIONS:
- System meets compliance standards - approved for processing

DPIA assessment saved to database (ID: 1)
View in API: GET /api/vi/dpia/assessments/1





