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[bookmark: _Toc115088137]Introduction
This paper considers the advantages and challenges to adopting Industry 4.0 technology in a small country.  Potential obstacles and enablers are considered with a proposal that these can be further simplified into a group of 9 broad enablers for Industry 4.0 adoption, via case studies these have then been compared in a real-world context where these have occurred, looking at potential learnings drawn from these case studies.
The case study of two SME’s (Small to Medium Enterprise) Industry 4.0 journeys in Sweden conducted by (Li, et al., 2019) were used as a baseline of a real-world example and compared against the findings and will therefore be referenced periodically. As in the case study, these will be referred to as Company A and Company B.
The data for the case study was conducted by interview of 15 staff and certainly this could initially lead to questions of credibility, since it is the opinions of a relatively small number of employees.  However, although the number of interviews was small in number they account for 94% of the workforce with 15 of 16 available staff interviewed. 
It was noted that Company A and B are at very different stages of their Industry 4.0 adoption journey and that highlights the need for a somewhat different approach to ensure the success and sustainability of the implementation.
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Industry 4.0 has naturally been pioneered by developed nations after its initial conception in Germany and presented at Hannover-Messe (one of the world’s leading trade fairs on cutting edge smart technologies) in 2011 (Safar, et al., 2020).  Arguable Industry 4.0 can be adopted more easily in developed nations due to the level of infrastructure that is required along a manufacturing value chain with integrated businesses handshaking to ensure maximum benefit is achieved, thereby reducing lead times and the possibility for human error.  The potential to benefit from automation of not only the physical but also the information exchanges required by any business when interconnected, opens further when the whole value chain including suppliers and distributors are sharing relevant information.

Challenges faced by SME businesses in small countries however are therefore compounded by gaps in that country’s infrastructure, leaving the SME themselves to pick up the slack which inevitably arises from a sporadic or poor adoption of Industry 4.0 into a small countries culture.

Therefore, identifying the potential obstacles to overcome when adopting Industry 4.0 technology is essential to enable any kind of sustainable progress and identifying possible answers to these obstacles up front will facilitate a smooth integration with an understandably initially concerned and worried existing workforce.

Research shows that Industry 4.0 will likely not completely replace a human workforce by making some jobs obsolete, since it then also creates new higher skilled jobs.  The IT systems adviser to Germany’s Ministry of Education and Research indicated this by stating “Complete automation is not realistic. Technology will mainly increase productivity through physical and digital assistance systems, not the replacement of human labour.” (Sirkin, 2016).  It is therefore crucial to maintain the motivation of the remaining human workforce as emphasised by (Tan & Sivan, 2019) by showing that Industry 4.0 is not a revolution to replace humankind in the workplace but merely a shift to embrace emerging technology with a view to improve efficiency and increase productivity for the benefit of all, employee and employer alike.

A study by (Yadav, et al., 2020) concluded that there were 32 enablers that had a major effect on the successful implementation and sustainability of Industry 4.0 technology.  Looking at the problem in an inverse way a study by (Raj, et al., 2020) who highlights the obstacles, or barriers instead of enablers to successful implementation of Industry 4.0 in manufacturing by identifying 15 separate barriers to overcome, these were:

[bookmark: bbib13][bookmark: bbib21][bookmark: bbib8]	“1. High investment in industry 4.0 implementation

2. Lack of clarity regarding economic benefit

3. Challenges in value-chain integration

[bookmark: bbib32]4. Risk of security breaches

5. Low maturity level of preferred technology

[bookmark: bbib58]6. Inequality

[bookmark: bbib22]7. Disruption to existing jobs

[bookmark: bbib57]8. Lack of standards, regulations, and forms of certification

9. Lack of infrastructure

10. Lack of digital skills

11. Challenges in ensuring data quality

12. Lack of internal digital culture and training

13. Resistance to change

14. Ineffective change management

15. Lack of a digital strategy alongside resource scarcity”

By unpacking each of the 32 enablers and 15 barriers in turn and considering the effect of each to Industry 4.0 implementation by SMEs in small countries, a bespoke approach can be established on what potential strategy they could apply, to prepare and mitigate their impact that is specific to their business. It was stated by (Whisper, et al., 2021) “Industry 4.0 is not a one-size-fits-all framework, and a geographic lens is necessary when exploring relevant barriers and driving factors”.  

A further evaluation looking at these enablers and barriers combined suggests a further generalisation can be drawn where some overlap is identified.  The following in Table 1 shows the 32 Enablers identified by (Yadav, et al., 2020) alongside the Barriers identified by (Turkes, et al., 2019) with a suggestion for a more generalised enabler that encompasses both paradigms.



	 
	Enablers identified by (Yadav, et al., 2020)
	Barriers identified by (Turkes, et al., 2019)
	Generalised Enabler

	1
	Understanding the implications of sustainability 
	Lack of Clarity regarding economic benefit
	Clear Return on Investment

	2
	Effective product life cycle analysis 
	
	

	3
	Smart budget allocation 
	High investment in industry 4.0 implementation
	Cost Commitment to invest in Industry 4.0 Technology

	4
	Effective sustainability performance metrics 
	Challenges in ensuring data quality
	Development of an Industry 4.0 Competency Framework 

	5
	Advanced information sharing systems 
	
	

	6
	Promoting Industry internet of things 
	Lack of internal digital culture and training
	

	7
	Adoption of industrial ecology initiatives 
	Lack of standards, regulations, and forms of certification
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	8
	Continuous monitoring of reduction emission 
	
	

	9
	Adoption of health and safety modules 
	
	

	10
	Adoption of smart factory components 
	Lack of digital strategy alongside resource scarcity
	Industry 4.0 Policy, Future Vision, and Overarching Plan

	11
	Promoting knowledge management in supply chain 
	
	

	12
	Adoption of cyber-physical system 
	Lack of Digital Skills
	Low Organisational Maturity Readiness (Industry 4.0 maturity level framework)

	13
	Adoption of a machine learning system 
	
	

	14
	Adoption of effective process optimisation techniques 
	Lack of internal digital culture and training
	

	15
	Adoption of advanced quality improvement techniques 
	
	

	16
	Constant tracking of stock and in-process inventory 
	
	

	17
	Adoption of the decentralised system 
	
	

	18
	Enhancement of man-machine-material interaction 
	
	

	19
	Management engagement towards sustainability adoption 
	Ineffective change management
	Management of Change and Human Resource Strategy

	20
	Adoption of an additive manufacturing system 
	Inequality
	

	21
	Penetration of the flexible manufacturing system 
	Resistance to Change
	

	22
	Sustainable human resource management 
	
	

	23
	Adoption of sustainability supportive policies 
	
	

	24
	Policies of rewards and incentives for sustainability adoption 
	
	

	25
	Managing data security and handling 
	Risk of Security Breaches
	Robust Cyber Security Infrastructure

	26
	Educating customers for sustainability 
	Challenges in Value Chain integration
	Value Chain challenges to implement I 4.0 Effectively (Logistics 4.0 maturity level framework)

	27
	Adopting reverse logistics 
	
	

	28
	Digitisation of supply chain activities 
	
	

	29
	Real-time tracking of suppliers 
	
	

	30
	Supplier commitment for sustainable procurement 
	
	

	31
	Green design and disposal system 
	Lack of Infrastructure
	

	32
	Adoption of sustainable energy resources system 
	
	


Table 1: Generalised Enabler to meet criteria identified by both (Yadav, et al., 2020) & (Turkes, et al., 2019)

An exploration of these further Generalised enablers is listed below.
[bookmark: _Toc115088139]Cost Commitment to invest in Industry 4.0 Technology
Up front financial commitment to invest in Industry 4.0 technology and the essential connective infrastructure can be substantial and requires a serious commitment by a small countries’ presiding government to support SMEs in its adoption.  The SME needs reassurance that other SMEs in its supplier/customer value chain are also prepared to adopt the technology to take full advantage of the potential benefits.  A countrywide commitment would galvanise SMEs to adopt an Industry 4.0 approach to their business model.  This was clearly shown as a key enabler for Germany when according to (Alcácer, et al., 2021) “As one of the most competitive global manufacturing industries, Germany developed a strategic plan to implement I4.0, helping on the transformation from de Industry 3.0, with the heading of Industrie 4.0.” Without this national declaration of Industry 4.0 support, it seems unlikely that SME’s would have been sold on the idea.  

[bookmark: _Toc115088140]Clear Return on Investment
Following a considerable investment an SME would naturally expect a return on that financial investment over a reasonable timeframe.  That would be expected to be achieved through reduced overheads, increased efficiency, and productivity of course.  But also, an improved level of quality and a reduction in manufacturing lead times that would set them aside from their competition and gain a greater market share of their relevant industry.
Financial ‘purse string’ holders need to be reassured that any investment return would be realised since SME cashflow is usually limited when compared with much larger organisations and they cannot absorb extravagant expense over long periods.  This of course affects any financial ‘buy in’ as expressed above. 
“A firm’s access to financial capital, and moreover, the perceived ROI, can greatly impact its attitude toward, behavioural intentions toward, and decision to invest in and implement new Industry 4.0 technologies.” (Bosman, et al., 2020)

[bookmark: _Toc115088141]Low Organisational Maturity Readiness (Industry 4.0 Maturity Level Framework)
An organisations maturity level needs to be assessed to measure the state of progression between the current state and a target state. Maturity models that specify maturity levels provide the framework to the next higher maturity level which can then be planned and further implemented. An SMEs readiness for Industry 4.0 implementation can then be evaluated and gaps identified for action. An article in ‘The International Journal of Advanced Manufacturing Technology’ stated that, “On the one hand, companies are unable to relate I4.0 with their business models and, on the other hand, companies are not able to self-assess in order to understand the reached readiness level.” (Alcácer, et al., 2021).  A suitable Maturity Level Framework is essential to understand the gap to be bridged. With the gap between current state and future state clarified a meaningful set of timescales can also then be established.
The case study also identified the need for a readiness measure.  This was developed in the study by creating a Maturity Index to assess the current capabilities and development needed toward future capabilities.  This was as mentioned, assessed by interview with shop-floor operators and office workers and compared with a maturity index, an example of the maturity index is provided in the Appendix as Figure 1. (Li, et al., 2019)
[bookmark: _Toc115088142]Value Chain challenges to implement I 4.0 Effectively (Logistics 4.0 maturity level framework)
Customers and Suppliers in the organisational Value Chain that maintain silo thinking and fail to implement Industry 4.0 effectively will effectively create a bottleneck in the flow of information and product.  This would obviously lead to a failure to realise the full ROI over a given timeframe but also negate any lead time improvements that would have been anticipated. 
A Maturity framework subsection based on Logistics 4.0 would provide a logistical readiness measure for Industry 4.0 implementation. Questions should be raised around an organisations preparedness with some examples being:
i. Smart logistical objects such as data collection systems with location trackers and process control sensors
ii. Autonomous transport systems such as AGV (Automatic Guided Vehicles), Smart vehicles and UAV (Unmanned Ariel Vehicles) such as Drones, etc.
iii. CPS (Cyber Physical Systems) such as AR (Augmented Reality) systems for planning, picking and assembly and BI (Business Intelligence), etc.
 (Glistau & Machado, 2018)

[bookmark: _Toc115088143]Robust Cyber Security Infrastructure
The more of an SMEs network infrastructure that is connected to the internet, the more risk exists for infiltration and nefarious network activity.  A small country may not have the country level security to provide confidence for a multi-layered system of cyber protection, leaving the business level security to pick up the full protection barrier.  As shown in a study on country level cybersecurity by (Bahuguna, et al., 2020) where it was stated, “It was observed in the study that there is a lack of a country-level overarching framework for cybersecurity assurance & benchmarking. It was also observed that activities are mostly limited in the scope of implementation across a nation, and also lack effective measurement indicators.”
The case study also showed that Company A and Company B connectivity ended within the confines of the company with extremely limited external information and knowledge sharing, this is obviously an intentional condition to offset unsuitable IT security that is not robust enough to provide suitable protection with external data connections. (Li, et al., 2019)

[bookmark: _Toc115088144]Industry 4.0 Full Integration Risk Assessment to Identify Compliance Gaps
A lack of existing standards, regulations and forms of certification would be highlighted if a formal Risk Assessment based on compliance with those adopted by developed nations was applied as a subsection to the Maturity Framework.  It would help to identify the gap between where an SME in an underdeveloped nation resides and their counterpart in a developed nation.  With those gaps identified it would allow development of a plan or in the least a strategy to help bridge those gaps.
Ultimately a small countries SME’s appetite to use components that do not meet international or developed nations standards is in the hands of that SME.  The SME should ensure they have a developed Policy and set of principles that they stick by to ensure the stability of their systems and the safety of their workforce.  Arguably the very nature of an IoT component should provide all the necessary data to safeguard this with a company principle that if it is missing then it isn’t used.

[bookmark: _Toc115088145]Management of Change and Human Resource Strategy
Effective change management is essential in making any newly formed culture stick.  As stated by (Paton, et al., 2016) “Any organization that ignores change does so at its own peril. One might suggest that for many the peril would come sooner rather than later. To survive and prosper, organizations must adopt strategies that realistically reflect their ability to manage multiple future scenarios.”  The obvious hard changes need to be considered such as changes in levels of resource, smart technology investment and skills etc.  But also, the soft changes such as culture and willingness to change are at least equally as important so that a culture that welcomes smart technologies becomes embedded in the organisation. Any strategy must therefore encompass both these hard and soft challenges.
Culture change cannot be enforced and can only be achieved by understanding the fears and anxieties of the existing workforce so that a narrative can be developed that addresses their concerns and promotes a level of engagement to work alongside smart technology. 
Culture change could be particularly difficult in a developing country but the vision of national progression and evolution to rival developed nations may help stir their emotions. 

[bookmark: _Toc115088146]Development of an Industry 4.0 Competency Framework
A large amount of effort is placed around teaching of concepts of smart technology and engineering such as infrastructure and networking capability.  However, for Industry 4.0 to be implemented successfully a competency framework that educates an SMEs staff around digital skills and Industry 4.0 technology would be necessary to create a clear training structure and allow the assessment of current staff skill level to be estimated.  A study conducted by (Longo, et al., 2017) proposed that “a human-centred approach along with its implementation and deployment to align (and enhance) operators’ capabilities/competencies with the new smart factory context. The main research contribution is twofold: (i) a methodological framework aimed at shaping the augmented operator paradigm within the industry 4.0 vision; (ii) a breakthrough solution that implements the aforementioned framework.” The article goes on to suggest that a training tool called SOPHOS-MS is the answer to point (ii) by using augmented reality to provide an intelligent tutoring system.  Initially this sounds like an ingenious solution, but the reality of budget constraints within a Small/Medium Enterprise would likely present a challenge to this approach.
Looking at the Case study the level of competence ranged from a highly paper-based system of information exchange at Company A and some moderate levels of information exchange due to a higher use of digital technology.  In both cases a clear need to further utilise digital based systems is necessary (Li, et al., 2019). With a high level of workforce development clearly needed it cannot be left to chance and a methodical approach to their training is essential.

[bookmark: _Toc115088147]Industry 4.0 Policy, Future Vision, and Overarching Plan
Winning the hearts and minds of a workforce that is intended to work alongside smart technology in an industry 4.0 adapted enterprise is clearly a cornerstone to the implementation process.  With this in mind, the whole organisation from boardroom to basement worker needs a clear and shared vision that benefits all layers of the business. This is particularly important in developing countries where employees often do not share the same employment protections afforded to a developed nations workforce. Benefits as simple as allowing regular breaks and reduced workload could be a game changer when it comes to selling the benefits of adopting smart technology.
The SME’s culture must change to promote an environment that welcomes smart technologies since it is seen as an aid to work smarter not harder.  The benefits to the employee must therefore be made clear and must be tangible enough to be deemed worthwhile for them, since they will be asked to change their working practises and learn new ways of working which can be quite daunting for some.
(Dubkevics & Barbars, 2010) cited in (Mohelska & Sokolova, 2018) stated that the implementation of I 4.0 concepts needed a top-down approach in order to promote change in activities and processes as well as organisational changes that may be necessary.  A collaborative and explorative attitude is vital to establish in a company’s most valuable asset, the employees.  Managers need the willingness to convince their workforce of the benefits of Industry 4.0 and address any concerns actively.
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An SMEs success in implementing Industry 4.0 in a small country that doesn’t have the benefits of a developed nations infrastructure is dependant of the SMEs ability to anticipate challenges that they will face by applying a methodical approach to evaluate the preparedness of not only themselves, but their entire value stream.

Varying methods can be found and have been used to perform this whole value stream evaluation of an SME’s Industry 4.0 readiness via a Maturity assessment and the suggestion in this study is only an example of a possible approach.  One such alternative method was proposed by an article in Economics and Business Journal where the authors developed a 6-factor model by identifying 6 criteria based on internal and external factors.  They then had a panel of experts evaluate these criteria independently and combining the results produced a weighting system around them regarding influence on success and applied 9 further criteria that evaluated the current position of their business.  By cross referencing these two sets of criteria they were able to determine which criteria had the biggest gaps in their business and prioritise their efforts accordingly. (Kovaité, et al., 2019)

Ultimately whatever method is chosen the key to success is the upfront vision, strategy, and planning to ensure every opportunity to succeed is realised and every pitfall that challenges this is identified, so that measures can be taken to eliminate them or at least reduce their impact.

By establishing a Management of Change process and Competency framework a strategy can be established to develop a workforce’s culture and gaps in skillsets can be addressed. This is highlighted by the following excerpt, “… in making business decisions, human and technological resources are essential, and as well the culture is possessed by the individuals who are part of said organization. Thus, managers must know their collaborators' culture to understand whether a technology will be accepted and develop strategies to overcome their cultural resistance. These are decisive in planning, designing, introducing, and implementing new technologies.” (Aguilar-Rodríguez, et al., 2021)

An SME of a small country needs to provide particular attention to the area of generating their workforce support which can often be overlooked and neglected according to research on many SME experiences this study has researched.  After all, the people that make up a workforce are being asked to change working practises they may have followed for years and without the will of the workforce behind them any management team’s desire to change will eventually fail.  
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