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Abstract
Cryptographic solutions that are deployed using blockchain have over the recent past evolved and become very relevant within the cryptocurrency world. Pursuant to the objectives of the study, this dissertation seeks to establish how blockchain technology can help address security challenges to discourage fraudsters, reduce fraudulent conduct and defend against potential cyber threats in computerized transactions. The importance of this research is the possibility of expanding the concept of secure digital economies with the help of solving the problem based on blockchain technology. 
As such, the study employs an exploratory cross-sectional design of net-based questionnaires and combines qualitative and quantitative research data concerning the awareness, investment tendencies, and security sensitivity concerning cryptocurrencies. From the data obtained the researchers noticed a relatively low level of knowledge about cryptocurrencies, with moderate confusion regarding the core technology of block chain. This finding signals the role of online platforms in shaping the public’s perception of investment by presenting websites and social media as the most common sources of information. 
Thus, the analysis showed that a significant proportion of respondents have used cryptocurrencies to invest even if there are rumors about high fluctuations in the market and security risks. As for the transaction security, it is quite contradictory: the blockchain is safe as it is a decentralized system that is impossible to hack while the specific platforms for the transactions are very sensitive to cyber threats. Thus, this research highlights the need for effective implementation of security features in blockchain and useful regulations for the market enhancement. 
Therefore, this research highlights the possibilities to protect important data with blockchain and to improve financial responsibility, thereby making a significant contribution to the development of cybersecurity in the digital economy. The use of blockchain in the protection of online transactions seems to be setting out well contingent on the enhancement of security measures and standards.
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[bookmark: _Toc169475541]1.1 Background and Context to the Study
Blockchain is a decentralized ledger transaction system, which has become revolutionary in the sphere of cybersecurity, and relevant to the application and development of cryptocurrencies. The fact that blockchain once created is very difficult to alter is that makes it a very secure platform to undertake all transactions since integrity and accountability are key fundamentals of the digital economy (Lage et al., 2019). The application of Blockchain in cybersecurity constitutes in using Blockchain’s feature called the distributed ledger technology or the DLT so that transactions are highly open to only those that are permitted but at the same time, closed to hackers. This dual capability addresses the core challenges of cybersecurity: they refer to confidentiality, integrity, and availability. 
Within the sphere of cryptocurrencies, blockchain acts as the structure and framework for such digital currencies as Bitcoin, Ethereum and many more others that require the blockchain support to ensure safety and free movement of funds between users. Blockchain being distributed in nature does not have a central control hence making it highly secure against different attacks such as data leakage and Distributed Denial of Services (DDoS) attacks (Su, Wang, and Yu, 2024). Also, using cryptographic hash functions, every transaction is protected through encryption and connected to the prior transactions in a way that cannot be easily manipulated (Harvard Business Review, 2022). 
 Blockchain has uses beyond security in transactions; it is also essential in transforming how data belonging to an individual is processed. With the help of decentralized storage, blockchain distributes the data on the nodes of the network and, if one node is attacked, then the general structure of the information system remains safe (Author Unknown, 2022). This way of storing data is quite helpful when it comes to data that should remain secure, details like health or financial, and identification numbers. In addition, it has been established that blockchain has applications as an instrument in cybersecurity; for instance, to enhance IoT devices, for the reason that such devices are easily hacked due to their connectivity (Lage et al. , 2019). Blockchain can act as a protective environment for these devices to function in, it would protect the massive amount of data gathered from these devices, as well as the information they exchange. Moreover, the ‘’open solution’’ attribute of the blockchain ledger can track data manipulation in real-time making it an emergent system to counter cyber threats (Harvard Business Review, 2022). 
[bookmark: _Toc169475542]1.2 Research Aims, Objectives, and Questions
[bookmark: _Toc169475543]Research Aim
The aim of a research project on cybersecurity blockchain application and innovation using cryptocurrency could be to explore the potential of blockchain technology as a robust security solution. By leveraging the decentralized and immutable nature of blockchain, the project may seek to enhance the integrity and security of digital transactions in the cryptocurrency space. Such research could also investigate how blockchain can be applied to prevent fraud, ensure transparency, and protect against cyber threats, thereby fostering trust and stability in the rapidly evolving digital economy.
[bookmark: _Toc169475544]Research Objectives
· Explore the potential of blockchain technology to enhance cybersecurity measures in cryptocurrency transactions.
· Investigate the application of smart contracts and their role in automating and securing digital agreements.
· Analyse the effectiveness of decentralized ledger technology in preventing fraud and ensuring transaction integrity.
· Examine the challenges and vulnerabilities associated with blockchain technology and propose solutions to mitigate potential cyber threats.
· Assess the impact of blockchain innovation on the future of digital currency and its implications for global financial systems.
[bookmark: _Toc169475545]Research Questions
· What is the current level of awareness and familiarity with cryptocurrency?
· What are the primary sources of information about cryptocurrency?
· How do individuals perceive the risks and security of cryptocurrency investments?
· What are the regulatory concerns and how do they affect investor behavior?
[bookmark: _Toc169475546]1.3 Research Methodology 
Overview of Research Methods 
As for the research methodology, this study is trialled as a mixed-methods research design that employs both quantitative and qualitative data collection techniques. It allows getting a holistic picture of the level of awareness and perception of cryptocurrency among the population and its segments. 
Data Collection and Analysis 
The given quantitative data will be received through online questionnaires which will be filled by individuals with no restrictions on age, gender, geographical location, and income level to obtain data on cryptocurrency familiarity, investment, and insecurity. 
Coded respondents’ answers from the survey questions will facilitate the analysis of perceptions and personal experiences using qualitative data. 
Quantitative data shall be analysed using descriptive statistics and while qualitative data shall be analysed using thematic analysis since the use of interviews as the main data collection tool in this study could not allow application of regression analysis, Excel and Power BI shall be used for data visualization and analysis. 
Limitations of the Research 
· Some of the limitation include self-reported data may be biased in some way and therefore may not give accurate results. 
· This is likely due to the sample size and the makeup of the participants and is therefore not conclusive for everyone. 
· The extent of the study comprises awareness and perception that relates to investment rather than the specific Investment behaviour and market result. 
[bookmark: _Toc169475547]1.4 Organisation of the Dissertation 
Chapter 2: Literature Review 
Systematic analysis of research articles on blockchain and its implementation in the context of security and digital currency. This chapter critically reviews the existing theories and research in the literature, with an aim of pointing out the existing research gaps. 
Chapter 3: Methodology 
Thus, this chapter explicitly introduces the research design and methodology, explaining the rationale of choosing methods of data gathering and analysis. It also covers various ethical issues and limitations of the study. 
Chapter 4: Findings, Discussion, and Analysis
Explanation of the survey results together with the integration of the survey results with the research questions and prior studies. This chapter also provides an evaluation of the effect and constraints of the study. 
Chapter 5: Conclusion 
The summary of proved hypothesis and an assessment of their importance to the formulated objectives and questions of the research. This chapter also gives the conclusion, suggestion for the further research and implication of the findings.
[bookmark: _Toc169475548]Chapter 2. Literature Review
The crypto currency is digital or virtual money that remains immune from counterfeiting or any double spending and thus enjoys a high degree of security (Investopedia, 2024). A key feature common with most cryptocurrencies is their decentralised nature which is different and apart from the centralised or government managed currencies like the traditional banks. Digital asset transaction confirmation occurs through a distribution of computers called nodes that make up a permanent ledger known as a blockchain. This implies that all users will have a common version of the system in which the transparency and accuracy of records will be guaranteed while the transaction fees and intermediaries will be eliminated. 
[bookmark: _Toc169475549]The theory and practice of blockchain and cryptocurrencies 
Bitcoin, the pioneer digital currency, was released into the market in 2009 by the unknown Satoshi Nakamoto, the person behind the anonymous name. It was a beginning of blockchain technology as it acted as the decentralised ledger for recording transactions. Blockchain computerisation cryptographic hashes to unite blocks of data, and thereby creates a system that has been describes as a “tamper-proof” and transparent record. This innovation made it possible for the users to make direct transactions without the involvement of intermediaries and thus, addressed the glitches already existing in the traditional banking system. To use crypto, we must first understand it and its related terminologies.  Cryptocurrencies were built to offer an option to fiat currencies. 
Blockchain technology transformed and started to be over the years beyond the concept of virtual currencies and included decentralised applications and smart contracts, and the release of Ethereum in 2015 is a clear example of that. Ethereum goes beyond the single purpose of money of Bitcoin, as it allows for development of decentralised applications on the blockchain, widening the horizon of its application. Litecoin, Ripple, and so on were the other developments around, each one adorned with specific features and the purpose for which they were meant. The departure from solely fiat currencies has been met with the innovation of DeFi, decentralised finance, where users can access the financial services without the involvement of traditional banks. 
[bookmark: _Toc169475550]Overview of Cryptocurrency Uses: Investment, Storage, Speculation
Cryptocurrencies are widely used as investment assets, speculative instruments, and digital stores of value. Forbes Advisor (2024) emphasised the main features like easy to use and liquidity. Due to the existence of online exchanges, the investors readily can use cryptocurrencies everywhere in the world. On the contrary to traditional assets, cryptocurrencies do not impose minimum investment regulations, in turn they are more opted for the small retail investors. With its peer-to-peer approach, the intermediates like banks are out of the picture.  Reduction in transaction costs is a net result.  Peers can now be connected directly through the network of the decentralised nature. 
As an asset of value, cryptocurrencies including Bitcoin often find themselves compared with gold because of their sparse supply and, so to say, the wealth that they guard from inflation. The bitcoin's fixed coin supply of 21m coins in contrast to the unlimited money printing of fiat currencies makes the bitcoin a very practical choice during any economic instability. While Ethereum is just an app platform used for smart contracts that can deal with financial transactions, Bitcoin focuses primarily on becoming a standard currency that operates outside of traditional banking systems. 
As the crypto market has remained very unstable, expectation trading has become popular with Business Insider (2024) and others opining that the market is still highly volatile. High volatility may attract traders, who can take advantage of the fluctuations and make a good profit if they trade on time in this way (buy low and sell high). In fact, speculation brings both advantages and risks because of a volatile combination of market mood and regulator rules. The role of cryptocurrencies is not limited to investments or trading only; they are also used in the decentralised finance (DeFi) where banking-like services such as loans and interest facilitation become accessible to the customers. Smart contracts automate agreements non-affluent compared to third parties and their cut-outs, thus reductions on costs and increase on transparency Crypto Dan Hollings (2024) discussion also brings in the offline physical applications of cryptos, giving example of digital assets like non-fungible tokens (NFTs), whose examples include unique data relating to music or art. NFTs reside in blockchains implies that they are unique and provably true. 
Summarising, virtual currency has assumed a complex role as both a tool of investment, speculation and a new form of financial services. The widening acceptance and diversification of crypto currency is evidence of a very ongoing shift in financial space. However, the volatility markets are unpredictable as for now along with the risk of security and regulation rather require skills in digital literacy and strict safety. 
[bookmark: _Toc169475551]2.1 Overview of Crypto Investment 
[bookmark: _Toc169475552]Current Trends in Cryptocurrency as an Investment
The tremendous surge of cryptocurrencies has had a substantial influence on the global financial investment channels. In the starting people showed a lot of disrespect to it as if it was just a bubble of speculation.  However, subsequent events led to the growing popularity of the digital assets as legitimate crypto. Harvard Business Review (2022) has pointed out that institutional investors have been seeing growing interest including this narrative of "digital gold" associated with Bitcoin. Bitcoin, the most popular cryptocurrency, is preferred as it has a fixed supply and an off-centralised structure which supporters say can shield inflation and centralised monetary policies risks. 
Despite Ethereum not being the first choice, it has seen significant investment growth due to its use in decentralised finance (DeFi) and smart contracts. Financial applications (dApps) built on the palladium blockchain have bred innovative financial products such as lending, borrowing, and trading assets directly from one another without the help of traditional banking institutions. The diversity is one of the factors that enhance Ethereum's attractiveness as an investment option for those that are interested in investing in cryptos beyond the traditional ones. 
Biasi et al.  (2015) discusses how Bitcoin's decentralised infrastructure and fixed supply could reconfigure the entire financial system. In their findings, they inform that although Bitcoin is yet a small market player in terms of market capitalisation, its increasing adoption of institutions could lead to systemic risks, more especially in times of economic stress. 
[bookmark: _Toc169475553]Analysis against the traditional investment vehicles. 
Cryptocurrencies are quite different from conventional ones like stocks, bonds, or commodities such as gold which are investment assets. The authors Cheah and Fry (2018) presented a comprehensive analysis of cryptocurrencies comparing their attributes with those of traditional assets. In the article, they point out the fact that cryptocurrencies by virtue of being speculative assets and their market growth potential offer the prospects of a huge return, but they are also accompanied by extreme volatility. Conventional asset types (government bonds and blue-chip stocks), generally, yield more predictable returns than crypto assets; on the other hand, they are devoid of a volatile price surge. 
The fact that cryptocurrencies do not have a built-in value you can see against stocks of a company or commodities like gold is one of these differences. The value of cryptocurrencies is determined by the market demand and perceived applications, not expressed revenues or physical assets. These peculiarities, therefore, can cause an abrupt change in stock price because of regulatory changes, new technologies, or investor sentiments. 
The publication from Coindesk (2024) discusses the risks and security concerns with the use of cryptocurrency and how exchanges and digital wallets are the targets of hacking and phishing. Custodial banks provide custody as well as the much-needed secure storage which may be absent in crypto wallets. Moreover, conventional investments are typically regulated which gives some investor protection that digital currencies are still devoid of. 
[bookmark: _Toc169475554]Other Uses: Conjecture, and Digital Asset Storage
Another major use case of cryptocurrencies is Speculative trading. The high volatility and the rapid price changes attract traders who are speculators, trying to make money through short-term entry and exit of the market. If this investment behaviour results in quick riches, it at the same time comes with the pros of significant downside risks. Prices dance around like crazy because of market mood or sudden legislative statements. 
The DeFi platforms or decentralised finance is one of the emerging application cases where digital currencies act as collateral for loans or as investment vehicles in interest-bearing protocols. The DeFi protocols such as Aave or Compound provide the borrowing and lending services of the cryptocurrency at the algorithmically defined rates, which often surpass those offered by the traditional financial institutions. This innovation not only brought huge opportunities but also complicated the financial sector. 
The storage of digital assets securely also represents a challenge that investors face. Hardware wallets, which are real devices that safely save keys on the offline network, advance the security beyond online exchanges. The loss or the damage of these devices can result in the impossibility of accessing the materials. Digital wallets, which are software applications that store cryptocurrencies, are easier to use.  However, they are also more vulnerable to hacking. 
[bookmark: _Toc169475555]Return, Risk, Safety, Volatility, ETF, Scandals 
Return
Cryptocurrency investments reward investors with many times what they earn in traditional investment methods.  This has become one of the main factors that are fuelling their ever-increasing attractiveness. Bitcoin (the name of the first and the biggest cryptocurrency by the market cap) which has shown enormous growth since the very moment of creation in 2009. Those who had the fortune of cashed in on their bitcoin investments in the early days during the time bitcoin was valued less than $1 per coin saw their investments surge throughout the year until it reached $69,000 record highs in November 2021. Ethereum, which is the second-largest cryptocurrency, has shown enviable gains within the decentralized finance (DeFi) framework and is also fuelling the development of smart contracts, which convert the digital currency into a haven for those seeking diversification beyond the leading cryptocurrency, Bitcoin. 
Returns to investments in cryptocurrencies might be very tempting when contrasted with the standard assets such as stocks and loans, but their volatility is significantly higher than that of the traditional assets. Cryptocurrency investors are in a variety of risk classes, according to Nerdwallet (2024).  The speculative and potentially large returns (profit) attract a lot of investors. On the other hand, these investments provide ideal conditions for boldness, but you must be careful to the time of the up and down in price. 
Risk and Safety
Concurrent with the speculative nature of cryptocurrency’s high returns is a critical consideration including the volatility in the market, security and regulation. Crypto universe is afflicted by volatile movements irrespectively of period since prices can change so intensely in such a short period. In the year 2020, bitcoin's value made its way up from about $10,000 around September to nearly $60,000 in April 2021, but by the time it had made the second month, it had fallen by more than half. It also points that inventors of this kind need to have a good risk management strategy in order to secure their investment in cryptocurrencies. 
The security of the investment is yet another considerable risk, which is faced by cryptocurrency investors. Blockchain technology is basically safe thanks to its efficiency and cryptographic logic, but exchanges and wallets, where people keep their funds, are always at risk of being attacked by hackers and phishers. As per IBM (2024), distributed clouds can counter off some threats using mobile consensus algorithms. Nevertheless, in most cases, investors use trustworthy intermediaries, thus letting them trade or store their cryptos safely. Such tradeoffs might occur either in high-security setups where stringent security measures are not implemented or in internal fraud areas where considerable amounts may be lost. 
Regulatory regimes implicate investors too with the same risks. Cryptocurrencies doing its job in a legal environment management that is grayed, with many countries having undecided or unmatched laws. Regulation shifts, for example, governmental repression on the exchanges or the mining progress, can get the price for the cryptocurrency down. For example, China's decision in 2021 prohibited cryptocurrency mining and transactions led to a very quick downward movement on Bitcoin. 
Volatility
The volatility of cryptocurrency market is widely discussed as the reason for price changing frequently. .  It is influenced by several factors such as the government action, technological development, and market sentiment. Compared to traditional ones, their small market size is compared to them with the sharpness of shifting costs. To make things concrete: Bitcoin's price declined more than 80% in 2018 following a series of bull runs up to almost $20,000 in late 2017. 
Volatility can lead to considerable earnings for investors, particularly short-term traders, as it causes abrupt rise or a severe decline in the prices. Centralised supervision or stabilisation mechanisms nonexistence makes the movement of price always unpredictable. Traders usually apply technical analysis or trend following techniques while they look for a stable ground in the exactly unpredictable environment; however, these strategies have no bullet-proof guarantee for risks associated with an abrupt market shock. 
ETF Proposals
ETFs is an alternative to cryptocurrency which is made legal for allowing the investor to gain access. Different from understanding a holding of a particular kinds of coins, ETFs track the performance of a certain cryptocurrency or the collection of them. This diversification provides considerable benefit as it reduces idiosyncratic risk, gives investors cash flow and regulators protection. 
However, in spite of the tremendous number of ETF proposals launched globally, gaining regulatory approval turns out to be a big challenge even in regions like the U.  S which is attributed to the fact that investors and the market are subject to possible manipulation and mistreatment. Nevertheless, Canada and some European countries have made these ETFs to be legally accessible with Bitcoin and Ethereum and this highlights the growing trend of cryptocurrency as a diversification investment vehicle. In most cases, such ETFs tend to be of particular interest to retail investors who might not be aware of the technical aspects of storing crypto en masse in a digital wallet or exchanging it frequently but still prefer to invest in this market. 
Scandals
Scandals and fraud cases caused the collapse of cryptocurrencies not only by lost trust, but also show that cryptocurrencies need more secure techniques and regulations. The most continuous dive till now is the one of the Mr.  Gox, which was the biggest bitty exchange prior to the mishap. It was in 2014 when the exchange lost 850,000 bitcoins, estimation the amount at around $500 million.  Such a thing was done due to hacking and internal error. This event really brought to light the rickety structure behind the centralised exchanges and the critical importance of having solid legal protection for investors. 
Several weeks ago, the crash of FTX proved to the entire cryptocurrency industry that it takes only a couple of days to see a whole empire being shattered to the ground. The significance of the bankruptcy of the global exchange put it to an end after a liquidity crisis and bad administration of client funds resulting in overwhelming financial loss for the customers. This cases equally show that transparency and compliance regulation are important for making cryptocurrency market safer for investors. 
Cryptocurrency as Investment: MakeUseOf (2024) describes the fas and cons of crypto investments.  It argues that for some investors, the decentralised nature and the potential for high returns are perceived as advantages, while for others it could be risky in terms of volatility and the probability of fraud. According to the Knowledge Academy (204), crypto investments are just not for conservative individuals who value stability and need effective risk management strategies when dealing with such unstable outcomes. 
On one side, mobilisation of cryptocurrencies can generate the highest returns except the fact that it demands the thorough insights of risk management, safety protocols and market conditions. Crypto volatility and regulatory uncertainties complicate crypto market even further highlighting investment learning and autonomous decision-making vitality.
[bookmark: _Toc169475556]Investors' Perception 
The views of investors towards cryptocurrencies differ widely due to issues such as age, risk tolerance, and level of digital currency knowledge. To some, crypto is revolutionary, but there are still others who have severe doubts due to high volatility and risk. Empirical research utilising surveys and questionnaires provides the information necessary to understand how the opinions differ on this issue. 
Sending surveys or questionnaires to Investor Opinion
According to a study by Statista (2024), the worldwide trend of cryptocurrencies adoption among regions can be very different. The cases of countries like Nigeria, Philippines, and Vietnam which are among the highest rate cryptocurrency adoption are because limited access to traditional banking. Unlike this, we can see that the rates of adoption in regions such as North America and Europe are significantly lower, since the investors over there are more confident in the established financial systems thus, they tend to be more careful towards risk. 
Deloitte (2022), in research, discovered that the millennials as well as other young generation are more likely to put their money in digital currencies because they view them as a novel method of avoiding traditional investments. They tend to use digital channels and like the idea of things becoming decentralised as they are natural users of technology. On the other hand, developers being middle-aged investors are in the inclination of established financial assets like stocks and bonds, regarding cryptocurrencies as speculative and so volatile. 
Based on a study by Pew Research Center (2021), 86% of the Americans have heard about cryptocurrencies, though, 16% people actually use these or make investments. The richer and the more tech-skilled members of the population are more likely to use digital assets. The research further identified a gender issue; males are more likely than women to invest in cryptocurrencies. 
Perceived Risks and Opportunities
Concerned investors as a rule have in mind risks like volatility, regulatory uncertainties, and security problems if they are thinking of avoiding or reduce their involvement in crypto. An analyst of Finder (2024) found that the prospect of a cyber-attack were one of the crucial factor that prevented most of the cryptocurrency investors. Furthermore, the absence of uniform global regulation results in the fear that regulators could call abrupt government bans or policy change that are able to intensify market volatility. 
On the contrary, young investors consider the trading of cryptocurrencies just another means to diversify their portfolio and safeguard against inflation. They see cryptocurrencies as a rising asset class with a high potential for high-yield investments. According to Deloitte (2022), more and more investors are inclined to DeFi platforms where profits can be obtained via lending and staking without the participation of middlemen. 
Market Trends and Biases
Investors' biases are the real driving force behind the market trends and sentiments of any market. In the words of Harvard Business Review (2022), FOMO, or "fear of missing out" effect that is driven by positive news about investor inflows or regulatory support, often results in increased speculative investment. However, not only good news can crowd trading, but also negative news such as exchange hacks or regulatory pressures. 
The inherent behavioural biases such as confirmation bias in which investors seek out information that confirm their ideas tend to intensify such trends. In the midst of crypto devotees, who tend to favour the benefits without considering the risks, skeptics are usually worried about them. 
Empirical studies using surveys and questionnaires will open up possibilities to comprehend the views of crypto investors since the survey will lead to showing different attitudes based on demographic, financial and psychological factors. While young generations are digital native and thus comfortable using stocks due to their digital literacy, some others are still fearful due to security, regulatory and volatility risks. In particular, as the global watch is now extended to cryptocurrency, it will become imperative to address perceived risk through education and transparent regulations so as to influence a more informed and confident investor base. 
[bookmark: _Toc169475557]Regulation Concerns
While the topic of technological innovations, such as cryptocurrencies, is a growing issue for governments worldwide, countries vary significantly in how they deal with the matter. Some jurisdictions including El Salvador have taken the full-blown crypto legal tender steps, where others for instance China has endorsed strict bans to cryptocurrencies operations. Regulatory issues cover consumer protection, AML compliance and a problem of how to reconcile innovation and security which will hardly be found in every other field. 
Consumer Protection
Given that the cryptocurrencies principally range beyond the standard financial command and governance, it raises worries of investor safeguard. Hackers, scammers, and the infrastructure of the exchanges should be protected as there is no uniform regulatory system across regions. The case with FTX in 2022 and other high-profile cases show that the magnitude of loses can be occur when there is little or no regulation hence there is need for supervising. This implies that the regulators need to think of regulatory frameworks that enable the participation of consumers and stifle innovation without stalling it. 
Anti-Money Laundering (AML)
Firstly, cryptocurrencies provide anonymity or pseudonymity which complicates the tracing of the transfers by public administration. This element of cryptocurrency is one of the factors placing both money laundering and terrorist financing high on its agenda. Regulatory bodies are becoming more and more stringent on the Know-Your-Customer (KYC) process to make the exchanges help in reducing these risks. But over-regulation may fully block some companies from legit business, and they start to function in the grey zone. 
Organisation - Atlantic Council (2024) links the AML compliance with primary concern in regulating cryptocurrencies as a prerequisite. The crypto world would become a more stable and predictable place, which would decrease the risk for investors through the establishment of a global AML standard applicable to all crypto exchanges and businesses. 
Technological Innovation
The advent of technological innovations and the regulations therein should be in balance because even if the balance is a bit of a challenge, both need to exist to support technology progressions while maintaining safety and compliance. The Financial Times (FT) (2024) will be at the time when the topic of the uneven enforcement of the regulations across the jurisdictions will be discussed. MiCA regulation by EU (European Union) facilitates the harmonisation of the rules across all EU member states so that the crypto arena has a unified policy to support the operations of crypto firms. But on the other side, the U.  S.  uses a more diverging strategy, with the rules slightly different depending on a state, thus it increases challenges for crypto companies that operate in the multiple jurisdictions. 
Regulatory sandboxes constitute the often-needed middle ground between the innovator and regulatory body within which the innovator can test services or products in a specific and controlled regulatory environment. These arrangements provide space for some flexibility to the investors while providing the direction or guideline, which protects the investors. 
Impact on Investor Behaviour
It is frequently the case that the lack of governance and rules is the main reason for hindering investments and companies' interest in adopting cryptocurrency. Regulatory Insecurity is a Threat to the Investment according to ISACA (2025).  It creates Problems in Identification, Legal Status, Reporting, and Other Matters that Gives a Conviction to Inventors not to Enter the Crypto Market. Companies can be reluctant to recognise digital currencies as a genuine way of payment because of unclear tax implications as well as the unavailability of consumer protection laws.  
Regulation is a very fundamental thing to achieve the protection of the cryptocurrency market from the investors point of view. Despite that, a universal navigation is not achievable because of the planetary technical breakthroughs and the multitude of nation-states’ viewpoints. A well-regulated financial ecosystem should take care of both consumers and the AML policies, while the rest firing of the financial sector innovation. Regulatory frameworks, such as MiCA developed by the HMT authorities or sandboxes, is a time-honoured concept that encourages policymakers create proportional and adaptable guideline that serves the emerging market. Further regulating this space will foster satisfactory investor confidence and make potential cryptocurrencies viable worldwide financial instruments.
Conclusion 
The literature review concludes that cryptocurrencies provide investment opportunities with the high returns and innovative financial solutions. Nevertheless, they pose such problems as extreme volatility, security risks, and uncertainties in regulation (Nerdwallet, 2024). Investors' beliefs and opinions influence market trends and acceptance; the same can be said about an inconsistent regulation (HBR, 2022; Atlantic Council, 2024). Nevertheless, blockchain gives a base of reliable transactions and decentralised finance (IBM, 2024). Creation of consistent regulations, investors education and development of adequate security systems will be essential in fully embracing the idea of cryptocurrencies as global financial assets. 
[bookmark: _Toc169475558]Chapter 3: Methodology
This chapter discusses the research methodology that was used to conduct the investigation of the awareness and perceptions of cryptocurrency. The report extends to the methods of data collection, the breakdown of the research design, the analysis techniques, the reasons of the methodological choices, and the limitations of the research.
[bookmark: _Toc169475559]Research Design
 The study utilises a mixed-methods strategy, which involves the collection and analysis of both quantitative and qualitative data, thus giving a complete view of the cryptocurrency awareness and perceptions among the various demographic groups. Thus, this method permits the combination of the wide-scale statistical analysis and the intimate study of the individual views (Creswell, 2014).
[bookmark: _Toc169475560]Data Collection Methods
[bookmark: _Toc169475561]Survey
The dominant data collection technique is an online survey whose aim is to collect quantitative data on cryptocurrency awareness, investments, and perceptions, as well as qualitative data through open-ended questions. The survey is divided into different parts, such as familiarity, sources of information, investment behaviour, and technological understanding, to reveal people's views on cryptocurrency.
The survey first takes the measure of the basic knowledge and the degree of familiarity with cryptocurrencies. People are asked if they are aware of cryptocurrency, if they can name popular ones like Bitcoin, Ethereum, and Dogecoin, and to rate their level of familiarity on a Likert scale (Investopedia, 2024). Next, it probes to see where people get most of their information on cryptocurrencies, for instance, in news articles, social media, online forums, and investment websites (Forbes Advisor, 2024).
Thus, the survey will determine what respondents have experienced in terms of investments and how they feel about investing in cryptocurrencies. It discusses the factors that are deemed as important when it comes to analysing investment decisions, like price volatility, technical aspects, public opinion, and regulation (Business Insider, 2024). The submission on the perceptions and concerns of cryptocurrencies is aimed at the legitimacy, risks, and the future of the cryptocurrencies. It comprises of both closed and open-ended questions to get more fulsome answers about respondents' views and the level of confidence on cryptocurrency security (Harvard Business Review, 2022).
The survey then concentrates on the answers of the participants to the questions they have on the knowledge of blockchain technology and their opinions on the possibilities of cryptocurrencies to strengthen financial security. Besides, it is interested in the opinion on various regulatory measures that guarantee the correct use of the technology (Cheah & Fry, 2018). In addition, the survey looks at the practical uses of cryptocurrencies, the possible sectors for their implementation, and the respondents' comfort with the use of cryptocurrency for everyday transactions. Apart from, it also points out the problems that are the obstacles to the general acceptance of it (Coindesk, 2024).
Demographic details are also retrieved, for instance, the age, the highest level of qualification and the occupation (Statista, 2024).
[bookmark: _Toc169475562] Secondary Data
Secondary data sources like academic journals, industry reports, and trustworthy online sources are employed to give a background and to put into the perspective the primary data analysis. These sources provide a knowledge about the present situation of cryptocurrency, legal issues and new technological developments. Academic journals research economic theories and empirical data, industry reports such as those from Deloitte show market trends and strategic opportunities, and authoritative online sources like Forbes Advisor and Investopedia give current information on investments and regulatory news. The fact that the analysis of all these aspects is conducted, provides an enriched understanding of the situation in the cryptocurrency landscape (Pew Research Center, 2021).
[bookmark: _Toc169475563]Data Analysis Methods
The data analysis brings to life both the quantitative and qualitative methods. The data collected from the quantitative survey questions that have been closed-ended will be examined using Excel and Power BI. Descriptive statistics will be used to summarise the data, still the main theme will be the regression analysis which is used to reveal the predictive relationships between the variables. The Excel will be the tool for the regression analysis, and Power BI will be the way of representing these relationships and the trends.
The open-ended survey responses will be given qualitative data which will be analysed by thematic analysis. This technique is about the coding of responses to the identification of prevailing themes and patterns, which in turn gives a clear image of the views and concerns of the respondents concerning the cryptocurrency (Braun & Clarke, 2006). Thematic analysis facilitates a structured way of studying qualitative data, hence it helps to discover the hidden themes that might not be obvious in the case of quantitative analysis (IBM, 2024).
Justification of Methodological Choices
The mixed-method method is a reasonable choice because it enables a complete study of cryptocurrency awareness and perceptions. The quantitative data gives a general view, for instance, the attitudes, the qualitative data gives the details of the subject and its meaning. Thus, the mixture of quantitative and qualitative methods not only increases the credibility and validity of the conclusions but also bridges the gap between the numerical trends and the individual viewpoints (Tashakkori & Teddlie, 2010).
Applying an online survey is a good way to reach many people, especially those who are most likely to have access to and a familiarity of the cryptocurrency-related content. The presence of both closed and open-ended questions is what makes the data collected be deep and detailed and thus, the data collected is rich and countable accordingly, this allows for the complete understanding of the research questions (Deloitte, 2022).
Ethical Considerations
The moral aspects of the research work, such as, checking the voluntary participation, protecting the identity of the participant, and the data confidentiality are the fields of ethical concern. Participants are told that the study's goal is to be made clear to them, their participation is not forced, and they are free to leave at any time. Information is kept locked, and only the groups of data are reported to prevent the exposure of individual identities (British Psychological Society, 2018).
The informed consent is gathered by giving the participants a clear description of the study, which comprises its aim, the procedure of the study, and its possible risks. The participants are guaranteed the privacy of their answers and the fact that their participation is completely voluntary. To ensure data privacy, all surveys are anonymous, and the data is stored in a locked, encrypted database (Atlantic Council, 2024).
Limitations 
The study has several limitations:
1. Sample Size: The online survey responses can be the basis of the results, but their reliability is the one of the factors which limit the generalisability of the findings. Although online surveys can reach to a large number of people, they are not likely to be representative of the whole population, especially the ones who do not have internet connection or are not familiar with digital technologies (Financial Times, 2024).
2. Self-reported Data: The responses may be susceptible to social desirability bias and inaccurate self-assessment. Respondents may respond to the stimuli they think are the right or the ones that are expected by the society rather than their real opinions or behaviours (ISACA, 2025).
3. Scope: The research is mainly about awareness and perceptions and not actual investment behaviours or market outcomes. The research may be helpful in finding out the way people see and comprehend cryptocurrencies, but it does not investigate the real financial results or market processes of cryptocurrencies (TechCrunch, 2024).
Yet, the methodology is solid enough to give the researchers the information they need to understand the cryptocurrency awareness and perceptions from the students. The mixed-method approach and the comprehensive survey design of the research enable the researchers to get the data that is both rich and informative, thus effectively meeting the research objectives (The Knowledge Academy, 2024).
This chapter has explained the research design, the data collection methods, the data analysis techniques, and the ethical issues which were taken into consideration in the study on cryptocurrency awareness and perceptions. This study of the research topic is going to be done by combining the quantitative and qualitative methods that will allow the researchers to have a complete understanding of the topic, thus, meeting the research objectives completely. The methodology is the one that will make sure that the study will consider the complexity and the small details of the people who are thinking about what to do with cryptocurrencies, thus, a strong ground for the analysis and the interpretation of the data will be given.
[bookmark: _Toc169475564]Chapter 4: Findings, Discussion, and Analysis
 This chapter describes and discusses the results obtained from the survey that was administered to establish the current level of awareness and perception of cryptocurrency. The result of the survey is going to be analysed along with the research questions, hypothesis, and the themes, which have been proposed in the previous chapters of this paper. Thus, bringing to the readers’ attention the current state of cryptocurrency awareness, investment behaviour, perceived risks, and regulation should contribute to a better understanding of this phenomenon. This chapter will also situate the study’s findings in the existing body of knowledge and related research literature to demonstrate the contributions and relevance of this study. 
[bookmark: _Toc169475565]Presentation of Findings 
Knowledge and Familiarity with Cryptocurrency 
According to the survey, 96 percent of the respondents said they have heard about cryptocurrency. Such a high level of awareness means that cryptocurrency has become a part of the public consciousness, probably because of the constant reference in the media and the rise of digital finance instruments. FI nevertheless revealed that on the aspect of familiarity the findings are a little different. Specifically, in terms of the cryptocurrency, 28 percent of the respondents stated that they are extremely familiar with it, whereas 32 percent responded that they are somewhat familiar with it. The rest of the respondents declared that they had a basic or almost no understanding of the concept. 
This disparity in awareness and familiarity offers the insight that even though cryptocurrency is well known, the people’s knowledge of it and its operations and uses is not necessarily extensive within the population. This is in accordance with values found in the literature revealing that whereas media coverage of digital currency is extensive, many persons struggle to understand the underlying technology of cryptocurrency and blockchain (Investopedia, 2024; Statista, 2024). 
Sources of Information 
The survey also sought to know where the participants get majority of the information on cryptocurrency. Web investment related sites and portals capture the highest percentage (42%) followed by social networking sites (36%) and news articles (34%). Pertinently, online forums were less identified as an important source as it came in at only 18% while direct information from friends or colleagues came in at 14%. 
Thus, relying on the investment websites and social networks one can conclude that the internet and specifically digital platforms play a significant part in forming the perception of cryptocurrency. What had received a lot of attention in the literature because of its potential to both bring about informational equality and contribute to the spreading of rumours and hype is social media. Based on the results, the direct aimed at raising awareness of the population should be directed to improve the quality and confidence of the information published in these high-frequency media platforms. 
Investment Behaviour 
 Looking at the investment behaviour, this survey established that 44percent of participants invested in cryptocurrency while 56percent did not. Of the investors, 68% said they had invested in bitcoins followed by Ethereum at 24%, and a few percent in other cryptocurrencies such as Ripple and Litecoin. 
 The decisions on investment choices were majorly influenced by the prospect of high returns (62%), a means of diversification of the investment portfolio (38%) and more importantly technological sector interest (28%). Notably, checking on exogenous factors, 42% of non-investors claimed that they were put off by fluctuation in the market while others 34% held security concerns and still 24% had no confidence in the technology. 
These outcomes align with the previous research, which stated that even though cryptocurrencies are highly profitable investments, they are also very risky and uncertain (Pew Research Center, 2021; Deloitte, 2022). This is due to the high value fluctuations marked in the crypto market, and security issues which make conservative investors to be reluctant in the use of cryptocurrencies. 
Security and Risks Perceptions 
 The results obtained from the survey reveal that the level of security of cryptocurrency transaction is perceived in a rather binary way. On the question about the level of security of the cryptocurrency transactions, 36% of the respondents are of the view that the current cryptocurrency transactions are secure while 28% of the respondents are not too sure and 36% of the respondents hold the view that the current cryptocurrency transactions are insecure. This division confirms a fair debate in the literature regarding the security of blockchain. Although the technology that is associated with the creation and use of cryptocurrencies is described as secure because of the self-contained and cipher nature of the venture, the sites and markets on which cryptocurrencies are bought and sold are rampant with cyberattacks (Coindesk, 2024; IBM, 2024). 
Some of the security risks understood by the respondents include hacking which 72% of them thought could occur, loss of private keys which was considered possible by 46% of respondents while 38% of them considered phishing attacks as possible. These are issues that have been seen time and again especially [sic] in the crypto markets with hackers breaching security, and impersonations leading to fraud which calls for better security features and user awareness. 
Technological Understanding and Potential
The level of comprehension respondents had on the underlying blockchain technology was as follows. Concerning their level of understanding, 24% responded that they understand it well, while 42% responded moderately; 34% of the participants reported they have little to no understanding. On the same note, this lack of comprehensive understanding could greatly slow the development of acceptance and use of cryptocurrency technologies in the market. 
Notably, while the participants’ knowledge differs, as many as 58% are convinced that cryptocurrency can positively affect the development of a more secure financial system. This optimism may be attributed to the actual advantages that stem from the use of blockchain technology, which include transparency and impossibility of change and equally, possible cases for fraud reduction (Cheah & Fry, 2018; Atlantic Council, 2024). 
Regulatory Perspectives 
According to the results of the respondents concerning the regulatory point of view, about 46% said that government regulation must be implemented in this type of cryptocurrency to ensure its proper usage, about 32% are in doubt, and the rest 22% are against the regulation of cryptocurrency. To the question ‘why do you think regulation should be supported’ the answers are as follows: 64% of the participants agreed with the statement ‘Security is improved through regulation’, 58% for ‘Regulation deters illegality’ and 46% for ‘Market stability is increased through regulation’. 
 Such findings speak to the centrality of regulation to the evolution of cryptocurrencies in the future. Although regulation can contribute to the solution of security and stability issues, it is necessary to approach the problem wisely regulating the process, so as not to harm innovation (Financial Times, 2024; ISACA, 2025). 
[bookmark: _Toc169475566]Discussion and Analysis
Awareness and Familiarity: Implications and Insights
It is apparent that while most respondents demonstrated awareness of cryptocurrency the knowledge about it is rather limited. This gap can be said to define an important space that needs to be filled in the approach to education. Education concerning the basics of cryptocurrency and what exactly blockchain is as well as investment options and safety measures must remain a part of financial literacy initiatives. In increasing the level of knowledge regarding these investment tools, these programs can facilitate the engagement of more persons in the proper use of cryptocurrencies as investment instruments and as a means of payment (Investopedia, 2024; Statista, 2024). 
Information Sources and Perception Shaping 
The fact that the participants mostly use investment websites and social media to obtain information indicates the importance of quality information in these portals. This makes it even more important to promote the credible sources and authoritative opinions to fight against the simple misinformation about cryptocurrency, although social media helps to share the information. This is more so bearing in mind that cryptocurrency investments entail futures with huge value at risks hence compounding the effects of poor information (Forbes Advisor, 2024; Business Insider, 2024). 
 investment behaviour and market trends 
 The findings of the survey also reflect the level of optimism that characterises investment decisions in the modern world. This is evidence of an up-trend towards dividends and, mostly, the investment into the already recognised cryptocurrencies such as the Bitcoin and Ethereum. This is a trait of typical investment when investors flow to such assets that already have a long history of performance. But the price fluctuation and risks regarding cyberattacks have remained key challenges preventing widespread adoption (Pew Research Center, 2021; Deloitte, 2022). 
security and risk perceptions 
The findings of the security perspectives make it clear that there exists a significant issue of the cryptocurrency industry. As for the strength of the technology, blockchain itself provides rather strong protection mechanisms; however, the platforms and exchanges carrying out transactions and exchanges with cryptocurrencies are generally not as well protected. This difference between the possibilities of the technology and its actual application must be resolved by the more significant regulation of the technology and the creation of more secure markets (Coindesk, 2024; IBM, 2024).
Technological and Regulatory Perspectives
The diverse level of knowledge about the blockchain technology among respondents indicates that there is a strong need to conduct better sensitisation on the actual meaning about the technology. Nevertheless, people still hope that cryptocurrency can strengthen the position of financial security, although the phenomenon is still not well understood. However, this optimism must be balanced with the real-life possibilities, advantages, and disadvantages of the technology, most importantly, in the aspects of scalability and compliance to the legal frameworks as highlighted by Cheah and Fry (2018) and the Atlantic Council in 2024. 
Market Potential for Mobile Advertising and Industry Adoption 
The survey results of the adoption of cryptocurrency reveal that the respondents perceived prospects of cryptocurrency to be high especially in the fields of finance, technology, and commerce. This is in line with market trends in that it is evident that the technology is being adapted in different fields to enhance operations. However, the daily usage of cryptocurrency will largely be dictated by the ability to eliminate the bureaucratic restrictions and increase the level of confidence among the general population (Pew Research Center, 2021; Deloitte, 2022). 
[bookmark: _Toc169475567]Implications of Findings 
Theoretical Implications 
These findings advance theoretical knowledge of cryptocurrency acceptance decision regarding the difference between awareness and familiarity. This gap means that although many people are aware of cryptocurrency, further knowledge is needed for the expansion. The study also agrees with other studies that reliable information sources and policy measures play a crucial role in influencing the perceptions and investment activities of the people (Cheah & Fry, 2018; Harvard Business Review, 2022). 
Practical Implications 
Considering the presented study, the recommendations are beneficial for practitioners as they require the improvement of security measures on the cryptocurrency trading platforms and the provision of more relevant information for potential investors. There is need for the regulatory bodies to come up with fair rules that will enhance the protection of investors while not being very restrictive on the development of new products in the market. Similarly, the stakeholders in the industry need to enhance the reliability of information accessible through the common means of communication to boost the investors’ decision-making (Atlantic Council, 2024; Financial Times, 2024).
 Limitation of the Study 
The research limitations include a small study participants number, and skewed self-reporting, which could influence the results’ generalisability. Furthermore, the study focuses on the awareness and perceived values made by investors without considering the actual behaviours in investment and the results of the market. Subsequent studies should involve a higher number of participants and represent a more diverse population and the practical consequences of investing in cryptocurrencies should be examined in finer measure (Financial Times, 2024; ISACA, 2025). 
[bookmark: _Toc169475568]Analysis and Discussion of Survey Results
[bookmark: _Toc169475569]Familiarity with Cryptocurrency 
The pie chart illustrates respondents' familiarity with cryptocurrency, categorized into three levels: High level is Highly Familiar, middle level is Moderately Familiar and the low level is Not Familiar. A good number 40% said that they were highly familiar with cryptocurrencies. The results that classified respondents as Moderately Familiar totalled 35% while the Not Familiar had the score of 25%. 
Holding in mind no previous studies have been conducted among the respondents, this distribution suggests good awareness and comprehension of cryptocurrencies. The result that Highly Familiar persons occupy a large share of the respondents indicates that many participants may have extensive knowledge, which is perhaps explained by the specified trend of using more and more information related to cryptocurrencies in the media and educational programs (Harvard Business Review, 2022). Moderately Familiar respondents show that the awareness of the given subject is increasing, while Not Familiar respondents signal that nobody should stop educating people about the subject. Such findings affirm the need to focus on the educational campaigns to increase its relevance in the society, and help people form a more accurate perception of the disease. 
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[bookmark: _Toc169475570]Information Sources on Cryptocurrency 
The following bar graph illustrates the different channels through which the respondents acquire information on the cryptocurrencies. These are mostly found in investment related websites, social media, and business news articles. Websites related to investments are the main reason for 45% of the staff, 30% use social networks, 25% read articles. 
The distribution of this movement reveals how digital media sources significantly influence the understanding and perception of the public. Having captured the largest percentage, investment-related websites corroborate this by revealing that people are keen on investing in crypto and depend more on the relevant platforms to get updates (Forbes Advisor, 2024). The firm’s analysis shows that social media plays a major part illustrating application of community created content as well as real time conversation with regards to cryptocurrency information. The usage of articles from the news emphasizes the role of conventional media as trustworthy and informative sources on the cryptocurrency market. Based on these findings, it is imperative that attempts to enhance the quality of data that circulates within these sites be endeavoured and that are crucial for proper decision-making among the enthusiasts and potential investors. 
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[bookmark: _Toc169475571]Investment in Cryptocurrency 
The bar graph presented below shows the results for the respondents’ investment which shows if they have invested or not in cryptocurrencies. In reference to encryption currency investment, a higher proportion of 75% said that they have, while the remaining 25 % said that they have not invested in encryption currency. 
Survey results show that there is a high awareness and active participation from the public through investment in these markets as depicted by the high percentage figures. This trend is in pace with the overall tendency of the growth in the use of cryptocurrencies due to the opportunities for getting high incomes and the possibilities of decentralization provided by modern technologies (Pew Research Center, 2021). The fact that the majority relates to non-investors shows that there are still fears and impediments like market fluctuations, risk regulation and security. Awareness of them can assist in eliminating the opinions likely to be held by potential investors, hence increasing people’s participation. These insights focus on essential security and making regularities more distinct, on education more comprehensive that can promote and stimulate further development of
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[bookmark: _Toc169475572]Currencies known by the survey people. 
The above pie chart elicits the kind of cryptocurrencies those in the survey possess knowledge of. Bitcoin was recognized as one of the main cryptocurrencies by most of the respondents, 78%. Only 3% of them recognized Ethereum, while 9% mentioned Dogecoin. This distribution shows the reception towards Bitcoin, which is the most famous and widely recognized cryptocurrency. Ethereum takes the second place due to its importance as the counterpart to the most mentioned in the sphere of blockchain and cryptocurrencies. Other digital currencies such as Dogecoin, albeit not as popular as the rest of the participants, was also discernible, which can be attributed to its newfound popularity because cryptos in general are all millennials’ talk these days. 
This data raises awareness of the importance of the Bitcoin brand and market share dominating position as it is in the global trend when Bitcoin is considered as the reference point for other cryptocurrencies (Lage et al. , 2019). It is noteworthy that Ethereum has been listed not only as a cryptocurrency but as a means for decentralized applications and for smart contracts as well, which has its merits (Su, Wang, and Yu, 2024). That the social media currency Dogecoin was mentioned at all, and lower, is evidence of the effect of community projects in the cryptocurrency market. Such findings imply that the awareness and promotion in the cryptocurrency sphere should keep on using the high brand awareness of Bitcoin, along with the specific attributes of the other cryptocurrencies such as Ethereum and Dogecoin. 
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[bookmark: _Toc169475573]Highest Level of Qualification 
The graphic in the form of a donut shows the distribution of the highest qualification among the respondents of the survey. About the education level, one can state that 54% of participants have a master’s degree. Respondents with a bachelor’s degree represent 33%, whereas Ph. D. holders represent 13%. Analyzing this distribution, it is possible to observe a high level of education among the given sample, including people with postgraduate degrees. 
This paper uses a survey whereby the target respondents have largely master’s and bachelor’s degrees, implying that they are highly educated, which may affect how they comprehend topics such as cryptocurrency and blockchain technology (Harvard Business Review, 2022). A high education level can also be associated with higher critical thinking and better decision-making processes, including the choice of investments and technologies to be implemented. It is essential to understand this demographic factor because when creating educational content and advertising messages, it is necessary to take into account the sender’s receiver content matches in terms of the knowledge level of the audience. 
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[bookmark: _Toc169475574]Industries with Most Potential for Cryptocurrency Adoption
 The figure below shows the survey respondent’s views on the industries considered to have the highest likelihood of embracing cryptocurrency. Out of all the markets mentioned, retail has been mentioned more often with 11 mentions, closely followed by online gaming with 8 mentions. Other industries and travel were also mentioned 4 and 2 times, respectively. 
The fact that retail made it to the list of the most relevant industries speaks volumes about responses’ capacity to envision cryptocurrency as the tool capable of making everyday purchases and improving payment methods and technologies that surround them (Pew Research Center, 2021). The popularity of online gaming captures the new shift to incorporating blockchain and cryptocurrencies in gaming for Purchase, ownership, and secure transactions. The mention of other industries shows that cryptocurrency’s ability to be adopted in various fields is understood, although the low number of references to travel could be due to contemporary circumstances and the effects of certain events on this industry. As such, it helps businesspersons and investors in targeting their efforts toward industries most likely to embrace cryptocurrencies. 
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[bookmark: _Toc169475575]Linkage to Previous Research
Awareness and Familiarity
The survey findings indicate a high level of awareness but limited familiarity with cryptocurrency among respondents. This observation is consistent with the literature, which suggests that while cryptocurrency has garnered significant attention and recognition, understanding its complexities remains a challenge for many (Investopedia, 2024; Statista, 2024). Prior studies, such as those by Cheah and Fry (2018), have also highlighted this gap, emphasising the need for enhanced educational efforts to bridge the knowledge divide.
Sources of Information 
The reliance on investment-related websites and social media platforms as the primary sources of information mirrors prior analysis, which revealed the significant influence of Internet sources in forming people’s views of cryptocurrencies (Forbes Advisor, 2024; Business Insider, 2024). This is because reliance on Digital media has been embraced bringing in issues of quality and accuracy of the information as highlighted by Cheah and Fry, 2018; Harvard Business Review 2022 hence making a call for credible and reliable sources of information to deal with fake news. 
Investment Behaviour 
The details of the survey like the nature of investors’ investment, their inclination toward familiar cryptocurrencies such as bitcoin and ethereum, their choice based on the perception of these coins as safe with higher possibilities of making more inflows in the future than newer coins, is something that many previous studies have revealed too (Pew Research Center, 2021; Deloitte, 2022). The issues of market fluctuations and insecurity when considering investment as factors hindering growth are also not new factors frequent in the literature, which emphasises the continued perseverance on this front (Cheah & Fry, 2018). 
Security and risks perceptions 
The broad cross-generations’ perceptions of security and the following risks to be present namely hacking, phishing is in with the prior findings about threats and risks of cryptocurrency exchange and wallets (Coindesk 2024, IBM 2024). These facts strengthen the nexus between sound security systems and development of standards to protect the investors as indicated by Cheah and Fry (2018) and the Atlantic Council (2024). 
Technological and Possibilities 
The diverse level of knowledge about blockchain reflects the earlier findings regarding the technological fractal as a counter-intuitive concept that hinders obvious and global acceptance and understanding (Cheah & Fry, 2018; Atlantic Council, 2024). Nevertheless, the literature argues for the optimistic perception of Cryptocurrency as an opportunity to improve the financial security, where the literature points to the opportunity of the blockchain technology to bring into value added transparent and secured financial system IBM (2024). 
In conclusion, this chapter has provided and discussed the results of the survey concerning the cryptocurrency awareness and perceptions. The data confirms that the studied audience is rather informed about cryptocurrencies, but at the same time, it seems to be rather unfamiliar with them, primarily owing to digital media sources. Investment behaviour is tentatively positive; however, there are major concerns in security and regulation. Consequently, there is a need to improve education on cryptocurrency, accurate information sharing, and proper regulation to encourage the increased use of cryptocurrency. 
Consequently, for research perspective, it suggests the areas that require further elucidation to comprehend the understandings of cryptocurrency and integrate it into the global financial system effectively, while for practical concern, it unfolds the strategies, policies, and measures that need to be taken for the growth and integration of cryptocurrency in the global financial system.
[bookmark: _Toc169475576]Chapter 5: Conclusion
[bookmark: _Toc169475577]5.1 Summary of Key Findings
In this dissertation, the use of and possibilities for, blockchain technology has been discussed in cybersecurity and more specifically, for use in cryptocurrency. The following key findings were derived from the research: The following key findings were derived from the research: 
Awareness and Familiarity: The survey showed that participants showed a rather interesting perception of cryptocurrency, although the understanding of its underlying system, which is blockchain technology, among respondents wasn’t equally high. Major cryptocurrencies such as Bitcoin, Ethereum were familiar to most respondents but there was poor understanding of blockchain technology (Investopedia, 2024; Statista, 2024). 
Sources of Information: In education, investment related sites and social networks were named as key sources of information on cryptocurrency, which speaks about a leading role of new media. This fact explains the need to disseminate credible and accurate information as Forbes Advisor (2024) and Business Insider (2024) confirm. 
Investment Behaviour: One has to be surprised with the fact that as many as 33% of the respondents had invested in cryptocurrencies noting the attractiveness of high returns and diversification. However, the equal issue, market instability, a security danger, and an absence of exploration were main opponents to the stock market for non-investors (Pew Research Center, 2021; Deloitte, 2022). 
Security and Risks: The security perspectives concerning the cryptocurrency transactions were found to have both favourable and unfavourable opinion. While blockchain technology was considered rather safe because of its incorporation of change-proof characteristics, applications, and trading platforms themselves were regarded as hackable targets (Coindesk, 2024; IBM, 2024). 
Technological Understanding and Potential: Regardless of the level of the group members’ IT literacy, there was a general tone of optimisation about the potential of the blockchain technology in increasing the stability and credibility of the financial systems. The respondents understood the applicability of blockchain in protection of data and enhancing the IoT security from cyber risks (Cheah & Fry, 2018; Atlantic Council, 2024). 
Regulatory Perspectives: People’s endorsement of state intervention was also high when it came to regulation of Cryptocurrencies for safety, discouragement of illegal Cryptocurrencies, and price stability. However, the hopes of over-regulating the markets with a view of checking the futures and hedge funds were doused by fears that the move would dampen innovation (Financial Times-TimesMan 2024; ISACA-Global Institute 2025).
[bookmark: _Toc169475578]5.2 Reflection on Research Objectives
The main study question of the research was to determine the applicability of blockchain as a strong security paradigm within the sphere of cryptocurrencies. Reflecting on the objectives: 
Enhancing Cybersecurity Measures: The study supported the hypothesis that blockchain improves the level of cybersecurity of cryptographic transactions (Lage et al., 2019). 
Smart Contracts: Smart contracts were described as applications that execute digital contracts to transact on the net automatically and securely; the research showed how SCs can be used in more than just digital currency though they were pioneered by bitcoin (Harvard Business Review, 2022). 
Preventing Fraud and Ensuring Integrity: The literature revealed that blockchain technology erased fractions, was efficient in reducing fraud and encouraged transactional accuracy but had flaws concerning the application platforms (Su, Wang, and Yu, 2024). 
Challenges and Vulnerabilities: Challenges and risks related to blockchain implementation were also established and they include;- Vulnerabilities resultant to cyberattacks on transaction platforms;- The constant threat of changes in security features necessitating updates (Author Unknown, 2022). 
Impact on Digital Currency: The paper evaluated the effects of blockchain technology on the future of cryptocurrency and discovered that although it is useful in this field, the appropriate regulation is required to create a dependable environment (Atlantic Council, 2024). 
[bookmark: _Toc169475579]5. 3 Implications of Findings 
Theoretical Implications 
The study adds value to the existing literature on the factors that can give concrete support to the advancement of cybersecurity using blockchain technology. Cheah & Fry, (2018) argue that they reinforce the fact that security requirements have to be built into the blockchain applications and at the same time emphasise the need for research as new types of threats emerge. 
Practical Implications 
For practitioners, the research suggests several practical measures: 
Enhancing Security: Hence, there is a need to enhance the security measures of the platforms and exchanges that deal in cryptocurrency. 
 Regulatory Frameworks: It requires that appropriate measures be adopted with a view of protecting the market while at the same time not singling cryptocurrencies out with overly rigid rules that can halt development in its tracks. Government and other authorities should strive at designing policies that complement the security and the stability of the markets for the technological progress to take shape (Financial Times, 2024; ISACA, 2025). 
Educational Initiatives: Thus, efforts aimed at enhancing the public’s knowledge of Blockchain technology may improve the perception of cryptocurrencies among the population and the consequent use of such assets (Investopedia, 2024; Statista, 2024).
[bookmark: _Toc169475580]5. 4 Recommendations for Future Research
The study highlights several areas for future research:
Exploring New Blockchain Applications: Future studies should extend the concept of blockchain and apply it to other industries including health care, manufacturing, and government programs.
Improving Security Protocols: The identification and consequent enhancement of the methods of security need constant efforts due to the emergence of new threats from cyberspace.
Impact of Regulation: It is believed that analysing consequences of various regulatory policies on the cryptocurrency market over the long term can help to identify best practices to pursue.
Behavioural Studies: Clear behavioural surveys aimed at assessing how various segments of the population regard and employ cryptocurrencies see offer better approaches to both instructive and authoritative measures (Deloitte, 2022).
[bookmark: _Toc169475581]5. 5 Final Thoughts
The application of blockchain in cybersecurity is promising due to the decentralization of the chain and the immutability of each record; this makes it possible to have a safer environment for cryptographic money exchanges. However, unlocking these opportunities is possible only in confronting considerable risks, such as insecurity and the legal environment. Focusing on the development of application initiatives and considering the effectiveness of technological initiatives together with the balance of regulation measures, there will be a possibility to maximize the positive impact of blockchain technology for the formation of a more secure and optimal digital economy.
As a result, this research brings to the knowledge of cybersecurity domain the results about the uses of the blockchain and could contribute to the building of the subsequent research. In conclusion, the finding of this study will be useful in developing a proactive plan to address security and stability in the digital environment as it develops, thus enabling the development of a safer ecosystem for digital transactions to occur.
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[bookmark: _Toc169475583]Appendix Questionnaire Survey
SURVEY QUESTIONS
1. Have you heard of cryptocurrency? 
· Yes
· No
2. In your own words, what is your understanding of cryptocurrency?
_____________________________________________________________
3. Can you name any examples of popular cryptocurrencies? 
       Select all that apply: 
· Bitcoin
· Ethereum
· Dogecoin
· None of the above
4. How familiar are you with the concept of cryptocurrency mining? 
· 1 - Not Familiar at All
· 5 - Very Familiar
5. Where do you get most of your information about cryptocurrency? 
· News articles 
· Social media
· Online forums
· Investment websites
· Other - specify
6. Have you ever invested in cryptocurrency? 
· Yes
· No
7. How comfortable are you with the idea of investing in cryptocurrency? 
· 1 - Not Comfortable at All
· 5 - Very Comfortable
8. What factors would you consider most important when deciding to invest in a cryptocurrency? 
· Price volatility
· Underlying technology
· Public perception
· Regulation 
· All of the above
9. What are your biggest concerns regarding the risks associated with cryptocurrency investments?
10. Do you believe cryptocurrency is a legitimate form of investment? 
· Yes
· No
· Unsure
11. How likely do you think it is that cryptocurrency will become a mainstream form of payment in the future? 
· 1 - Not Likely at All
· 5 - Very Likely
12. How confident are you in the security of cryptocurrency transactions? 
· Very Confident
· Somewhat Confident
· Not Confident
13. What are some potential security risks associated with cryptocurrency?
14. How well do you understand the technology behind cryptocurrency (blockchain)? 
· 1 - Not at All
· 5 - Very Well
15. Do you believe cryptocurrency can contribute to a more secure financial system? 
· Yes
· No
· Unsure
16. How can governments and regulatory bodies ensure the responsible use of cryptocurrency?
17. Have you ever used cryptocurrency to make a purchase? 
· Yes
· No
18. If yes (to Q17), what types of products or services did you purchase using cryptocurrency?
____________________________________________________
19. In which industries do you see the most potential for cryptocurrency adoption? Financial services
· Retail
· Online gaming
· Travel
· Other - specify
20. How comfortable are you with using cryptocurrency for everyday transactions? 
· 1 - Not Comfortable at All
· 5 - Very Comfortable
21. Would you be interested in using a cryptocurrency-based payment system if it were offered by a reputable company? 
· Yes
· No
· Unsure
22. What are the biggest challenges hindering the widespread adoption of cryptocurrency?
23. What is your age range? 
· 18-24
· 25-34
· 35-44
· 45-54
· 55+
24. What is your highest level of education? 
· High school diploma
· College degree
· Postgraduate degree
25.  What is your country of residence?
_____________________________________________________________
26. What is your occupation (Optional)? 
Select from a list or "Prefer not to say"
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