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1. [bookmark: _Toc40150813]Introduction
This report will cover tasks directly relating to Smart Home, also known as Home Automation, which is one of the most popular Internet of Things (IoT) concepts. Smart Home refers to connecting household devices and appliances to the internet, and then controlling them using a smart phone or some sort of web interface. The idea of Smart Home is to allow for technological advancement within the household, which should help to improve overall convenience and quality of life while also saving people time. 
The task that will be completed in this report is a research task. This will involve gaining understanding of various IoT and Smart Home concepts, with the goal being to analyse available technologies and the potential security risks that come with them.
This report should demonstrate understanding of IoT and Smart Home concepts. Additionally, this report should allow readers to gain some understanding of Smart Home security concerns. 
2. [bookmark: _Toc40150814]Research:
Due to the tremendously fast-growing nature of IoT concepts and Smart Home technologies, there are many devices available for purchase that people can use to automate some areas of their home. One way to control these devices is through the use of hubs and controllers. These devices allow you to control various other connected devices around your home from one area. E. Griffith [1] providers readers with a list of recommendations for hubs and controllers. These include “Amazon Echo Family”, “Wink Hub 2”, “Brilliant Control” and more [1]. Although these hubs and controllers are useful for some, you can also choose to control your smart home devices through your apps on your smart phone or various other methods, which allows you to avoid the additional cost for a hub or controller.
C. Looper and N. Pino [2] provide readers with a list of recommendations for smart home devices. These include smart doorbells, speakers, lighting, security cameras and more. As there are so many smart home devices on the market, is it important for customers to understand what they need, the performance of specific products, and most importantly potential security risks associated with smart home devices before choosing to implement them. 
[bookmark: _Toc40150815]2.1. Security:
Before discussing specific security issues with smart home devices, it is important to clarify that many security threats are avoidable and often come down to lack of security measures implemented by people. A. Arabo [3] discussed this by mentioning that people often make no changes to the settings on their devices, which can lead to security concerns. They also noted that due to this, the companies creating these devices need to ensure they are as secure as possible. So, although people should do what they can to make their smart devices as secure as possible, devices still have differing levels of security based on a variety of factors. 
There are many types of security issues that can occur when using smart devices, so understanding them and preparing for them is highly important. W. Kang et al. [4] noted various factors that make smart home devices potentially vulnerable. One of their key points was related to availability, where they noted that due to smart home devices working over a wireless network, if proper security measures are not implemented an attacker could theoretically steal or modify data. W. Kang et al. also noted that “The fabricated data can cause malfunction of smart device which deteriorates a user’s available of smart device” [4]. This is one example of many potential security threats that could occur with smart devices, so to allow for more specific analysation, potential security risks of specific devices will be discussed.
2.1.1. [bookmark: _Toc40150816]Smart Hubs:
As briefly mentioned earlier, Smart Hubs are a way to control multiple smart devices from one location. M. Prospero [5] notes that some smart devices require connection to a smart home hub for users to be able to control them from their phone, due to them using specific wireless network standards like Zigbee.
Many people who utilise smart home devices do not use hubs, as there are many devices on the market that allow users to control them directly from an application on their smart phone. This allows people to save money by not purchasing a smart home hub, and also allows for easier setup and usage as setting up a smart home hub is not required. 
2.1.2. [bookmark: _Toc40150817]Smart Speakers:
One of the most popular smart home technologies is a smart speaker, such as Amazon’s Echo. Although these speakers come with many features and can provide users with many benefits, they also come with potential security risks. L. Hart [6] noted that a hacker could potentially access a person’s smart speaker, and then use it to do something like record a conversation that the device owner has. This is quite a serious security concern, as hackers would be able to hear what you say when within range of the smart speaker, which could lead to them learning personal information and more. 
2.1.3. [bookmark: _Toc40150818]Smart Doorbells/Outdoor Devices:
Although all smart devices have some form of security problems, outdoor devices are arguably the most prone to attacks and general security concerns. E. Ferron discussed which types of smart devices were the most vulnerable, and they noted that “Outdoor devices with embedded computers that support little or no security protocols” [7]. They then went on to list some examples of these outdoor devices, which included “Garage door openers, wireless doorbells and smart sprinklers…” [7]. The reason these devices are less secure is due to them simply being easier to access, as they are not located within the home. 
2.1.4. [bookmark: _Toc40150819]Smart Locks and Security Cameras:
Smart door locks and security cameras are two smart home devices intended to improve the overall security of your home. Smart door locks allow you to open and close locks using your smart phone as an interface, while smart security cameras can be used to view footage from your phone or some other interface. 
One of the potential issues of these devices is that even though they are designed to improve security, if they are not made as secure as possible by the user, they can pose a serious security threat. M. Reddigari notes the security issue with these devices by saying “Unidentified loopholes in any of these devices could grant hackers permission to disable cameras or unlock doors…” [8]. Due to this, it is very important that people who choose to install these devices ensure they are made to be as secure as possible. Furthermore, users could choose to install additional security measures on top of their smart devices, just to be sure their homes are secure. 
2.1.5. [bookmark: _Toc40150820]Smart Thermostat:
Another commonly used smart device are smart thermostats. The purpose of these devices are quite clear, as they simply allow users to control the heating in their home from anywhere. One of the most commonly used smart thermostats are those created by the company Nest. H. Glenny [9] mentioned Nest thermostats when listing some of the smart home devices that have good performance and low security risks. They noted “The better-known brands are actually very secure – Amazon and Google by and large have their security sorted” [9]. This is a key point when talking about Nest devices, as Nest was acquired by Google. H. Glenny also noted that “All third-party devices that work with Nest are subject to a rigorous certification process” [9].
In general, thermostats are not necessarily less secure than other smart home devices. However, like any other smart home devices, if a thermostat is comprised it can lead to security issues within various other areas of the home. Therefore, ensuring research is done before buying a smart thermostat is important to allow for a good performing and secure device.
3. [bookmark: _Toc40150821]Conclusion:
To conclude this report, topics relating to IoT and Smart Home concepts were researched and discussed. The subject of security was mostly discussed, with principles of smart home security being covered. Additionally, various smart home devices, such as smart hubs, speakers, thermostats are more were discussed in regard to the security risks that can come with installing such devices. It was covered as to what devices are more or less secure, the reasonings for why, and what purchasers should consider before buying different smart home devices.
This report should have displayed understanding of some Smart Home concepts, with some general understanding of device security being displayed. This report should also allow readers to learn basic information about commonly used smart home devices.
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