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[bookmark: _Toc155443181]Introduction
In the busy music retail scene, staying organized is key. MelodyHwb, a popular music store, wants to upgrade its game with a smart database system. This system will handle instruments, orders, and customer stuff smoothly behind the scenes. The aim of this assignment is to create a database that runs MelodyHwb's business smoothly. We'll map how things connect and keep the store running smoothly, even during busy times. Also, we'll test pretend orders to see how this digital system handles them. By setting up this database system, MelodyHwb aims to nail the essentials—providing excellent service, ensuring customer satisfaction, and cranking up their success in the music retail world.





















[bookmark: _Toc155443182]Schema 

[bookmark: _Toc155443183]Tables:
[bookmark: _Toc155443184]Categories:
· CategoryID(primary key) 
· CategoryName
[bookmark: _Toc155443185]Customers:
· CustomerID(primary key)
· FirstName
· LastName
· PhoneNumber
· Address
· Postcode
· Town
· City
· Email
[bookmark: _Toc155443186]Suppliers:
· SupplierID(primary Key)
· SupplierName
· ContactName
· PhoneNumber
· Address
· Postcode
· Town
· City
· Email
[bookmark: _Toc155443187]Products:
· ProductID(primary key)
· CategoryID(foreign key to categories)
· ProductName
· Price
· Brand
· SupplierID(foreign key to suppliers)
· CostPrice
· TotalInStock

[bookmark: _Toc155443188]Orders:
· OrderID(primary key)
· CustomerID(foreign key to customers)
· OrderDate
· PostedDate
· postedAddress
· postedPostcode
· postedTown
· postedCity
· Courier
[bookmark: _Toc155443189]OrderInformation:
· OrderID(Foreign key to orders)
· OrderInfo(primary key)
· ProductID(Foreign key to products)
· Quantity
· UnitPrice
· Discount
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[bookmark: _Toc155443190]Problem Solving and Documentation

[bookmark: _Toc155443191]Database Performance Tuning 
[bookmark: _Toc155443192]Potential performance issues
Query Analysis
Examine queries demonstrating slow performance, analyse recurring patterns within them, and scrutinize their execution plans to pinpoint precise performance bottlenecks impacting query speed and overall database responsiveness.
Resource Utilization Monitoring 
Monitor system resource utilization, focusing on CPU, memory, and disk I/O, particularly during high activity periods, to pinpoint any potential constraints affecting the database's performance.
Index Strategies Assessment
Study query patterns to identify opportunities for strategic indexing, aiming to boost data retrieval speed and streamline query execution, ultimately improving overall database performance.

Table structure Evaluation
Review table structures to identify opportunities for normalization and optimization. This assessment aims to refine the database schema design, improving performance and more efficient data management.
[bookmark: _Toc155443193]Solutions
Index optimisation 
Implement relevant indexes identified through query analysis to enhance database performance.
Such as:
creating an index on the 'ProductName' column in the 'Products' table to improve speed.
CREATE INDEX idx_Products_ProductName ON Products (ProductName);
Improve Queries 
Improve Queries: Refine inefficient queries by eliminating redundant operations and utilizing appropriate JOINs for optimized performance.
Such as: retrieving OrderID, OrderDate, FirstName, and LastName of customers who placed orders by combining the Orders and Customers tables using the CustomerID as a common identifier through a JOIN operation.
SELECT Orders.OrderID, Orders.OrderDate, Customers.FirstName, Customers.LastName
FROM Orders
INNER JOIN Customers ON Orders.CustomerID = Customers.CustomerID;
Implement caching.
implement strategies to cache frequently accessed data, optimizing retrieval speed for improved system performance.
Hardware upgrades 
If the system routinely faces high resource usage, consider hardware upgrades as a solution to alleviate this ongoing strain.

[bookmark: _Toc155443194]Data security and Access Control
[bookmark: _Toc155443195]Identify Security risks.
Data exposure 
Identify the specific sections within the system where sensitive data is either stored or transmitted.
Access vulnerabilities
Identify and analyse potential points within the system vulnerable to unauthorized access or security breaches.
User authorization
Assess the access levels granted to different user roles within the system to guarantee proper authorization.

[bookmark: _Toc155443196]Proposed actions
Backup 
Ensure data integrity and continuous operations through regular backups and a robust recovery strategy.
Encryption
Implement encryption protocols to protect sensitive data at rest and during transmission.
Regular audits 
Perform regular security audits to identify vulnerabilities and maintain system integrity.
Access control 
Implement a strong access control system that aligns with user roles and permissions, ensuring secure and restricted data access.

[bookmark: _Toc155443197]Problem Solving and Documentation
[bookmark: _Toc155443198]ERD



[bookmark: _Toc155443199]Fields 
· ProductID(PK) - identifies each product.
· CategoryID(FK) - Refers to the CategoryID within the Categories table.
· ProductName – shows the name of the product.
· Price – shows the selling price of the product.
· Brand – shows the brand/manufacturer of the product.
· SupplerID – Identifies the SupplierID in the Suppliers table.
· CostPrice – shows the cost price of the product.
· TotalInStock – shows the quantity of the product.
[bookmark: _Toc155443200]Constraints 
· ProductID – primary key restriction to guarantee uniqueness.
· CategoryID – Foreign Key restriction representing the Categories Table.
· SupplierID - Foreign Key restriction representing the Suppliers Table
· Price > 0 – price restriction making sure the price is always greater than zero.
[bookmark: _Toc155443201]Relationships
· One – many categories table – each product which is linked to one category; however, the category can link to many products.
· One – many suppliers table – each product supplied by one supplier; however, a supplier can supply multiple products.

[bookmark: _Toc155443202]Systems Architecture 
The system architecture consists of the front interface, the backend serves and database which work together for overall functionality. The deployment instructions smooth the path for setup. Scalability ensures that the system’s capacity it managed for heightened user loads and increased demands.

[bookmark: _Toc155443203]Application 
· Frontend – the frontend interface interacts with users and displays information by collecting input data.
· Backend – backend server manages data processing and communicates between the frontend and the database.
· Database – stores and manages all data.
[bookmark: _Toc155443204]Deployment instructions 
· Frontend – deploys code and hosts web application and pages, whilst also configuring the hosting environment for smooth running.
· Backend – set up server environments, make connections with databases and deploys the application code.
· Database – database management sets up schemes, tables, and initial data.
[bookmark: _Toc155443205]Scalability.
· Database scaling – adjust the database scaling horizontally and vertically depending on the data volume and usage patterns.
· Caching – store frequently used data in memory to be able to retrieve it faster making the load on the database faster.
· Load balancing – distribute traffic across several servers to improve the performance.
· Monitoring – make sure to regularly monitor the performance to improve components which will maintain efficiency.
[bookmark: _Toc155443206]Security and validation

[bookmark: _Toc155443207]Security measures 
· Firewalls – employ firewall protection to safeguard the database from unauthorized access which works by filtering network traffic.
· Security updates – make sure to do regular security updates to make sure the software and systems are kept up to date with all the latest patches and fixes.
[bookmark: _Toc155443208]Validation procedures 
· Integrity checks – ensure data integrity checks are done to keep the consistency and accuracy of the data correct.
· Input validation – filter and validate user input to prevent SQL injection or any malicious attacks.
[bookmark: _Toc155443209]Encryption 
· Data at rest – make sure to use AES-256 encryption to store data top stop unauthorized access.
· Data in transit – ensure the usage of SSL/TLS protocols to encrypt data which is moved between servers and users’ devices.
[bookmark: _Toc155443210]User access 
· Two-factor authentication – will add an extra layer of protection for the user.
· Role-based access – make sure to assign access privilege to the correct person based on roles such as admin, employee etc. to ensure limit data accessibility.
[bookmark: _Toc155443211]Authentication
· Multi factor authentication – implementing multi factor authentication will require multiple forms of verification for the user which will make the system safer.
· Passwords – implementing strong passwords requirements will also keep the system safer, such as complexity of the password, adding numbers or special characters.

By using the measures, the Music Store Database will ensure the security, accuracy, and accessibility of the data to the correct authorized people. It will also safeguard confidentiality and the integrity of the both the customer and the business.

[bookmark: _Toc155443212]Future enchantments 
Employing distributing database solutions is very important for both the scalability and the fault tolerance of the Music Store Database. This method distributes data throughout several nodes or severs which then enables:

· Scalability – this will allow the system to be able to handle increased loads by dispersing the workload across many different nodes which will in turn prevent bottlenecking during busy periods. It allowed for horizontal scaling and enables growth.
· Fault tolerance – redundancy among the distributed nodes reduces the risk of loss of data or system failure. If one of the nodes should fail the system will be able to seamlessly use another node making sure the system is always available.
· Data consistency - making sure to keep data consistent across all the nodes will maintain a cohesive database.
· Load balancing – dispersing the data and any processing tasks correctly across the nodes will improve performance and will stop overloading certain nodes which will then ensure the system runs more smoothly and improve stability.
[bookmark: _Toc155443213]Conclusion 
This database will be able to manage instruments, orders, customer information and anything else MelodyHwb may need to add. By implementing the database system created for the assignment it will ensure the smooth and seamless running of their operations even at busy periods.
The database design involves structured tables and relationships created to handle data as well as ways to optimise performance and security enhancements.
With a strategic system architecture, deployment guidelines, and plans for distributed databases, MelodyHwb is well-prepared to meet the dynamic demands of the music retail industry.
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JJUSE MusicStoreDB;
ICREATE TABLE Categories (

)5

)5

)5

CategoryID INT PRIMARY KEY,
Categoryllame NVARCHAR(150) 0T NULL

ICREATE TABLE Customers (

CustomerID INT PRIMARY KEY,
Firsthame NVARCHAR(8@) NOT NULL,
Lasthame NVARCHAR(8@) NOT NULL,
PhoneNumber NVARCHAR (20) ,
Address NVARCHAR(300) ,

Postcode NVARCHAR(20),

Town NVARCHAR(100) ,

City NVARCHAR(100) ,

Email NVARCHAR (100)

ICREATE TABLE Suppliers (

SupplierID INT PRIMARY KEY,
Supplierfiame NVARCHAR(200) NOT NULL
Contactllame NVARCHAR(150) ,
PhoneNumber NVARCHAR (20) ,

Address NVARCHAR(300) ,

Postcode NVARCHAR(20),

Town NVARCHAR(100) ,

City NVARCHAR(100) ,

Email NVARCHAR (100)
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CREATE TABLE Products (
ProductID INT PRINARY KEY,
CategoryID INT REFERENCES Categories(CategoryID),
Productiame NVARCHAR(10@) NOT NULL,
Price DECTNAL(10, 2),
Brand NVARCHAR (100),
SupplierID INT REFERENCES Suppliers(SupplierID),
CostPrice DECIMAL(10, 2),
TotalInstock INT

)5

CREATE TABLE Orders (
OrderID INT PRIMARY KEY,
CustomerID INT REFERENCES Customers(CustomerD),
OrderDate DATE,
PostedDate DATE,
Postedaddress NVARCHAR(300),
PostedPostcode NVARCHAR(20),
PostedTown NVARCHAR (100) ,
PostedCity NVARCHAR(100),
Courier NVARCHAR(100)

)5

CREATE TABLE OrderInformation (
OrderID INT REFERENCES Orders(OrderID),
OrderInfo INT PRIMARY KEY,

ProductID INT REFERENCES Products (ProductID),
Quantity INT,
UnitPrice DECIMAL(10, 2),
Discount DECTMAL(S, 2)
)
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EIUSE MusicStoreDs;

TuSeRT 70 Categories (CategoryTD, Categorytins)
acues

(1111, ‘Guitars'),
(1112, 'Piano’),
(1113, "Voilon'),
(1114, "drumps’),
(1115, *saxophone’),
(1116, 'cello’),
(1117, 'flute’),
(1118, "trumpet’),
(1119, 'clarinet’),
(1120, "harp');
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S/USE Flusicstorelbs;

EINSERT
VALUES
(0001,
(0002,
(0003,
(0004,
(0005,
(0005,
(0007,
(0008,
(0009,
(010,
(o011,
(012,
(o013,
(o012,
(o015,
(o016,
(0017,
(0018,
(019,
(o020,

INTO Customers (CustomerID, Firsthame, Lasthame, PhoneNumber, Address, Postcode, Town, City, Email)

"Darren’, 'Pirce’, '01142344968", '46 Bole Hill Rd', 'S6 S0D', 'Shefficld’, 'South Yorkshire', 'Alice_Grovessasofchkzl.directory’),
"Ray’, 'Reynolds’, '01952253024', ‘321 Holyhead Rd', 'TFL SAN', 'Telford', '‘Telford and Wirekin', 'Oliver_Harris6482gnanoff.biz'),
"Teagan', 'Russell’, '61327307000", 'S Sedgemoor Way', 'NNI1 65G', 'Daventry’, ‘Northamptonshire’, *Luke_Dallass321@xtwt3.club'),
"Kieran', 'Gray', '01494580863', ‘218 Penn Rd', 'HPY 2PN', 'Beaconsficld', 'Buckinghamshire’, 'Violet Kent3116@bgkve.biz’),
"Helena', 'Price’, '01932867843', '9 Cedar Rd', 'KTIL 24€', 'Cobham’, 'Surrey’, Johnny_Graham1678gvoylg.press’),

‘Candice’, "Russell’, '02890472845', 'S Palmerston Rd', 'BT4 104", 'Belfast’, 'County Antrim’, 'Piper Hallog3sgjhozo.solutions’),
‘Dale’, "Cox', '61253390486', '6 Onslow Rd', 'FY3 7DF', 'Blackpool’, 'Lancashire', 'Bryon kihitt1e6606adouns. catering’),

‘Finley’, 'Mitchell’, '61736794925', 'The Wharf', 'TR26 1LG', 'St.Ives’, 'Cornwall’, 'Blake Pearce264l@evyvh.center'),

*Jason’, 'Robertson’, ‘6165265105, ‘10 Princes St', 'DN20 BHG', 'Brigg’, 'South Humberside', 'Harry May76o8chkzl.biz’),
"Eden’, 'Rose’, '01443237395', '60 Llantrisant Rd’, 'CF72 BNH', "Pontyclun’, 'Rhondda Cynon Taff', ‘Anabel Riley553@kyb7t.info'),
"Heather', ‘Murray', '88451253758', '1 Town Square Centre’, 'OL1 1xD', ‘Oldham’, ‘Lancashire’, 'Trisha_Brown1698@xtwt3.website’),
‘Gavin', 'Morris', '07889969413', 'S1 Croydon Rd', 'CR3 GPD', ‘Caterham’, ' Surrey’, 'Camila_Hopkins4766gjho2o.meet’),

‘Helena', 'Clarke’, '01992814430°, '14 Forest Dr', 'CMIG 4EY', 'Theydon Bois', 'Essex’, 'Alexander_ Attwoods101gcke3u.design’),
"Sophie’, 'White', '01234567830", '22 Oak Street’, 'ABL2 3(D', 'Aberdeen’, 'Aberdeenshire’, 'sophicguhite.con’),

“Charlie’, 'Jones’, '02345678301°, 'S7 Maple Drive’, 'EF23 4GH', 'Edinburgh’, 'Midlothian', ‘charlic@jones.con’),

‘Emma’, 'Smith', '03456789012', '33 Elm Street’, '1345 6KL', 'Inverness’, 'Highland', 'emma@smith.com’),

"willian', ‘Johnson’, '04567890123', ‘11 Pine Road', 'MI67 80P', ‘Manchester', 'Greater Manchester’, ‘willian@johnson.con’),
“Grace’, 'Wilson', '05678961234", '7 Cedar Avenue’, 'QRS OST', 'Queenstown’, 'Merseyside', ‘grace@wilson.con’),

‘James’, 'Davis’, '06789012345', '44 Birch Lane’, 'WI2 X', ‘Uxbridge’, 'London’, 'jamesdavis.com’),

“Olivia’, 'Taylor', '07890123456', 'S5 Oak Grove', 'YZ34 5AB', ‘York', ‘North Yorkshire', ‘olivia@taylor.com’);
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EIUSE MusicstoreDs;

EITNSERT INTO OrderInformation (OrderID, Orderlnfo, ProductlD, Quantity, UnitPrice, Discount)
VALUES

(301,
(301,
(302,
(302,
(303,
(303,
(304,
(304,
(305,
(305,
(306,
(306,
(307,
(307,
(308,
(308,
(309,
(309,
(310,
(310,
(311,
(311,
(312,
(312,
(313,
(313,
(314,
(314,
(315,
(315,

16578,
25476,
34357,
45708,
52357,
63572,
74532,
82679,
91439,
10694,
11679,
12373,
13758,
14508,
15167,
16357,
17526,
18356,
19763,
20356,
21356,
22357,
23246,
24753,
25375,
26276,
27879,
28985,
29805,
30379,

110, 2, 399.99, 5),
130, 1, 599.99, 15),
120, 1, 999.99, 7),
140, 1, 149.99, 10),
150, 1, 899.99, ),
160, 1, 1199.99, 12),
170, 1, 399.99, 6),
180, 1, 699.99, 9),
190, 1, 499.99, 5),
1000, 1, 4999.99, 20),
110, 1, 399.99, 3),
130, 2, 599.99, 1),
120, 1, 999.99, 7),
140, 1, 1499.99, 10),
110, 1, 399.99, 5),
120, 1, 999.99, ),
150, 1, 899.99, 6),
160, 1, 1199.99, 12),
170, 1, 399.99, 4),
180, 1, 699.99, 9),
110, 2, 399.99, 6),
130, 1, 599.99, 12),
120, 1, 999.99, 8),
140, 1, 1499.99, 15),
110, 1, 399.99, 4),
130, 2, 599.99, 20),
120, 1, 999.99, 10),
140, 1, 1499.99, 15),
110, 1, 399.99, 7),
120, 1, 999.99, 10);
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IUSE MusicStoreDB;
SIINSERT INTO
VALUES

(110,
(120,
(130,
(140,
(150,
(160,
(170,
(180,
(190,

11,
1112,
1113,
1114,
1115,
1116,
1117,
1118,
1119,

Products (ProductID, CategoryID, Productlame, Price, Brand, SupplierID, CostPrice, TotalInstock)

“Electric Guitar’, 799.99, ‘Fender’, 1, 500.00, 50),
"Digital Piano’, 999.99, 'Yamaha', 2, 700.00, 30),
*Violin', 599.99, 'Stradivarius’, 3, 400.00, 20),
“Drum Kit', 1499.99, 'Pearl’, 4, 1000.00, 15),

“Alto Saxophone’, 899.99, 'Yamaha', 5, 600.00, 25),
‘Cello’, 1199.99, 'D Z Strad’, 6, 800.00, 1),
“Flute’, 399.99, Trevor James', 7, 250.00, 30),
“Trumpet’, 699.99, 'Bach’, 8, 500.00, 22),
"Clarinet’, 499.99, 'Buffet Crampon’, 9, 350.00, 27),

(1000, 1120, 'Concert Harp', 4999.99, 'Lyon & Healy', 10, 3500.00, 8);
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EIUSE MusicStoreDs;

SIINSERT INTO Orders (OrderID, CustomerID, OrderDate, PostedDate, PostedAddress, PostedPostcode, PostedTown, PostedCity,

VALUES

(301,
(302,
(303,
(304,
(305,
(306,
(307,
(308,
(309,
(310,
(311,
(312,
(313,
(314,
(315,

1,
2,
3,
a,
s,
6
7,

11,
12,
13,
14,
15,

'2023-01-05", '2023-01-06', '46 Bole Hill Rd', 'S6 SOD', 'Sheffield’, 'South Yorkshire', 'Expressshipping'),

*2023-01-05",
"2023-01-12°,
"2023-01-15",
"2023-01-15",
"2023-01-22",
"2023-01-25",
"2023-01-28",
*2023-02-02",
"2023-02-05",
*2023-02-05",
"2023-02-12",
"2023-02-15",
"2023-02-15",
‘2023-02-22",

*2023-01-09",
"2023-01-13",
"2023-01-16",
"2023-01-19",
"2023-01-23",
*2023-01-26",
"2023-01-29",
"2023-02-03",
"2023-02-06",
*2023-02-09",
"2023-02-13",
*2023-02-16",
"2023-02-19",
"2023-02-23",

"321 Holyhead Rd", "TFL SAN°, 'Telford’, 'Telford and irekin', 'FastCourier’),
*5 Sedgenoor Way', "NNLL @SG', ‘Daventry’, 'Northamptonshire’, 'Quickship’),

*218 Penn Rd", 'HP9 2PN', Beaconsfield’, 'Buckinghamshire’, 'SpeedyDelivery'),

'9 Cedar Rd", 'KTIL 24E", 'Cobham’, 'Surrey’, 'ExpressShipping'),

*5 Palmerston Rd', 'BT4 104", 'Belfast’, 'County Antrim', 'FastCourier’),

*6 Onslow Rd', 'FY3 70F", 'Blackpool’, ‘Lancashire’, "Quickship'),

‘The wharf', "TR26 1L6", 'St.Ives’, ‘Cornuall’, 'Speedybelivery’),

*10 Princes St', 'DN20 BHG', 'Brigg’, 'South Humberside’, 'Expresshipping'),

'60 Ulantrisant Rd’, 'CF72 BlH', 'Pontyclun’, 'Rhondda Cynon Taff', 'FastCourier’),
"1 Toun Square Centre’, 'OLL 1XD', 'Oldham’, 'Lancashire’, 'ExpressShipping’),

*51 Croydon Rd", 'CR3 6PD', 'Caterham’, ' Surrey’, 'SpeedyDelivery’),

*14 Forest Dr*, 'CMIG 4EY', ‘Theydon Bois', 'Essex’, ‘Quickship'),

'22 Oak Street’, 'AB12 3CD°, 'Aberdeen’, ‘Aberdeenshire’, 'Expressshipping’),

*57 Haple Drive’, 'EF23 4GH’, 'Edinburgh’, 'Midlothian', ‘FastCourier’);

Courier)
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FTon s r e
“ITNSERT INTO Suppliers (SupplieriD, Supplierilame, Contactams, Phonslusber, Address, Postcods, Town, City, Ensil)

acues

(1, "Guitaruorld", *John Doe’, '41234567690°, '123 Guitar St', 12345, ‘Musicville’, “Sound City", *johngguitarvorld.con’),

(2] “eyboardiapire’, ‘Alice Smith', 19376543210, ‘456 Pians Aver 'S4321-s ‘Tunevillers “Sound Gty "elicapkeybanrdenpire.con'),

(51 Orumnb Hark 3ohmson’, 41112233394", 1789 Orumer Str, (67830-, Beatville’s ‘sound City", 'sarkGarumhub.con')s

(4, Angolact’, 'Sarah Oavia®, '1aa4ssseaer’, 128 Amp Str, ‘54321, “olumeville'; ‘Sound City's ‘sarahGanpblast.con’):

(5. "Wiccentral’, ‘David Thompson: 7776089950 , 368 Nit Aver "13575"; ocalville s Sound ity "davicGmiceentral.con’),

(6, "Basstaven’, "Ently Sohnsen-, ‘19996887776, ‘652 Bass St ‘a75a1, Baseville’, 'Sound ity "enilyfbasshaven-con’);

(7, “Stringsounds’, Oliver. shite!, 13352091110", ‘781 VioTin Rd", 24550" Fiddievilie’ Sound Ciey, ‘ol avergtringsounds. con'),

(5, "Synthipace’ sophia Adams', +6a7778580", ‘965 Synth Ave' 6420a" soundscape’, 'Sound City", 'sophisgeymhepace.con’ ),

(5, “Parcuscionpulse. "Ethan Niller', '12203334445", 159 Seat $t', '73564", Rhythmic City ", 'Sound ity ‘ethanfpercussionpulse.com’),
(10, DMasters® Tsabella Srom'. 458539%0001", 357 03 Lane’, "85274", “Wixville', Sound City", "isabellafdjnasters.con'):

(11, “varmonyiaven’» “Hichael Wilson' " 15554a43332", 1753 Harmony St 112365 "Helodyville’, “Sound city', 'michaclGharmonyhaven.com’),
(12, “hudioneaven” "Chloe Hright . 11299076543, 352 Sound Strs ‘S8723', TusicCity s ‘sound City'y 'chlocGaudioneaven.con ).

(15, “Rnythmioch, "Danicl Leet, $3216549670" s 363 Ahythm Ave’, 43612, 'SeatCity’) ‘Sound City", ‘danicléthytharash.con),

(14, Nelodyrastors", Ema Rartis. 7418920630, 159 Nelody Rd', ‘75319". TuneCity' "Sound City", "emagnelodynasiers.con’),

(25, “Noteliest, VilLlian Turner ", 49517538520", 357 llote Lane", 14725, Tuneville', ‘Sound City, ‘willisngnotenest.con’):
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