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Operating Systems: CLI Commands and Scripting

Abstract: This report looks into the application of Windows and Linux operating systems in practice, with an emphasis on command-line administration and simple scripting. It discusses significant operating-system functions like process, file, memory, user and network management. Exercises involve the practicals of Windows CLI and Linux Bash for administering and monitoring the system. Two Windows Batch scripts and two Linux Bash scripts are also provided to illustrate variables, user input, arithmetic operations, loops and conditional statements. The results show how command-line tools and scripting can make things more efficient and assist with troubleshooting and automation of regular operating-system tasks.
Keywords: Operating Systems, Windows, Linux, CLI, Bash, Batch Scripting, Process Management, File Management, System Administration, Automation.


[bookmark: _Toc237398507]I. INTRODUCTION
The operating systems offer the necessary environment to manage the computer hardware, software, files, processes and users. It is a test of the real-world operation of system administration of Windows and Linux-based setups. Special focus is put on Command-Line Interface (CLI) commands, which allow users to do administrative and system-management tasks effectively. The practical exercises illustrate process management, file and directory operations, networking, user identification and task scheduling commands. Moreover, Windows Batch and Linux Bash scripts are created to showcase automation, user input, variables, conditional statements, loops and basic calculations.

 
[bookmark: _Toc237398508]II. KEY FUNCTIONS OF GENERAL OPERATING SYSTEMS 
A general-purpose operating system (OS) is a system by which computer hardware and application software are executed. Its major functions include process management, memory management, file management, device management, user and security management, networking and system monitoring. The functions collaborate to give a stable and usable computing environment [1]. Windows 10 and Ubuntu via VMware Workstation were used to test them in practice.
Process Management
Process management refers to running programs and allocation of CPU and system resources. Windows Task Manager enables administrators to track processes and resources. The practical work would display running Windows processes in Task list, but in Ubuntu, the process would be detailed using PS aux. The utility of Ps could be used in identifying the running processes and in system monitoring and management. 
File and Directory Management
One of the key OS operations that helps in the creation, storage, copying, renovation and transferring of files and folders and renaming and deleting files and folders is file management. Windows include File Explorer and CLI, and Linux includes ls, mkdir, cp, mv and touch. The hands-on exercise was able to illustrate the Linux file operations, such as checking, copying, and renaming files. Good file management also helps in security as it helps in regulating access to information that is stored.
Memory and Resource Management
An OS manages system memory and distributes the available resources to the processes executing. Tracking memory use helps administrators know when resources used are excessive and when there may be a problem with performance. The Windows Task Manager will provide real-time statistics of the memory and any other system resource. Linux has command-line tools to analyse resource utilisation such as free and vmstat [2]. Such tools assist the administrators in knowing whether the memory and system resources are utilised effectively or not.
User and Security Management
The operating system should be able to regulate access to system resources. Authentication, authorisation, permissions and access-control controls, which Windows uses to determine what users and groups of users can do to files and other resources. According to Microsoft, permissions, ownership, inheritance, user rights and auditing are some of the key elements of Windows access control. Linux also has ownership and permission systems to control file and directory access. During the practical work, Ubuntu was used with the whoami command to determine the user who was logged in.
Networking and System Monitoring
The operating systems are also modern and are able to provide networking facilities, allowing the computers to communicate with the rest of the systems and network services. The administrators will be able to monitor the configuration of the network and the connectivity by passing appropriate utilities. To determine the network interfaces and addresses of Ubuntu and to verify their availability, the practical used ip -br addr and ping -c 4 8.8.8.8. These activities depict how CLI tools will aid administrators in identifying network configuration and connectivity issues [3].
[bookmark: _Toc237398509]III. USE OF WINDOWS OS CLI COMMANDS 
Windows offers command line interfaces through which administrators can easily manage files, processes, users, network connections, as well as network scheduled tasks. Windows Command Prompt and PowerShell were employed in this practical evaluation to show administrative actions. The assessment brief should include approximately 10-12 different Batch and/or PowerShell commands, the options or switches required in each, and screenshots of the two commands, along with their outputs. 
Process Management
Some of the commands that were used to display process management included task list and task kill. The task list command will show the processes that are running and will show information like process identifiers, and task kill will be able to end a particular process that has been selected by using its process ID [4]. These commands are a command-line substitute for graphical process-management programs like Task Manager and can be handy when an administrator needs to locate or kill a specific process.
File and Directory Management
Files and directories were also handled with Windows command-line utilities. The directories can be inspected using commands like dir., cd, mkdir and copy which can be used to move around between locations, create folders and duplicate files. These processes show that administrators can manage system information without the graphical interface being the only tool they necessarily use. The directory and command file are useful in situations where the administration has repetitive clerical duties, and the administration needs to be done urgently.
Network Testing and Monitoring
Windows command line Network connectivity: Any Network connectivity may be explored with the help of ipconfig and ping, which are employed to verify the network setup, such as IP addressing, and to check the availability of a destination, respectively [5]. They can be used during simple troubleshooting since they can help administrators distinguish between configuration and connectivity problems.
User Management
The following are the commands that can be used to analyse user-related information: whoami and net user, in which the former can be used to know the account that is currently logged in and the latter will provide you with information about the local user accounts. These commands demonstrate that the command line tools can be used to aid in basic user management and account authentication.
Task Scheduling
Windows also has the shticks utility to enter, view and manage scheduled tasks. Scheduled tasks enable administrative tasks to be performed at a set time or based on some given conditions. This demonstrates that CLI tools are used to enable automation and reduce the number of cases when manual intervention is needed [6].
[bookmark: _Toc237398510]IV. USE OF LINUX OS CLI COMMANDS
Linux has a powerful Command-Line Interface (CLI) within which users and administrators can manage files, processes, network configuration, user information, and task scheduling. The test will take about 10 to 12 Bash commands with apt options or switches to these administrative areas. The practical work was performed via an Ubuntu virtual machine where the commands could be run, and outputs of the commands can be recorded as evidence.
Process Management
Ps aux helped to illustrate process management. The PS command provides information about the processes that are underway, and the a, u, and x options complement the information about the processes shown. The process owner and process identification number (PID), CPU and memory utilisation, status and command were the resulting output [7]. This is handy in determining running processes and analysing resource usage.
File and Directory Management
Linux file management was demonstrated using various commands, such as pwd, which determined the working directory, and ls -la, which showed files and directories with hidden files and detailed permissions. The file /etc./hosts is a system file that was determined by using the file command. We have shown how to use the cp command to copy files using cp -v /etc./hosts ~/hosts_copy.txt, where the -v option provides a confirmation message. The copied file was later renamed with mv -v ~/hosts_copy.txt ~/hosts_backup.txt.
Network Testing and Monitoring
The network functionality was checked using ping -c 4 8.8.8.8. The -c 4 option limited the test to four packets. The experimental outcome was four transmitted/received packets and 0% packet loss, meaning that there was an efficient connection to the destination. A summary format of network interfaces and assigned addresses was also shown with the ip -br addr command [8].
User Management
Whoami was used to prove the identity of the user. The printout of the command Ubuntu provided the account on which the current terminal session was operating. This offers an easy way of authentication of the active user prior to carrying out administrative functions.
Task Scheduling
Lastly, the confab -l was used to check scheduled tasks for the current user. The output showed that there was “no confab for Ubuntu”, and, as such, there were no user-level cron jobs. Though the task was not scheduled, the command was a success as it demonstrated to the users of Linux how to check their personal time schedule arrangement.
[bookmark: _Toc237398511]V. USE OF WINDOWS OS SCRIPTS 
Windows batch scripting offers an easy way of automating a series of command-line tasks. The evaluation needs no less than two Batch scripts illustrating practical command-line automation, use of variables, user input, mathematical operations, loops or conditional statements and screenshots of both the code and its execution. Two scripts had thus been created and tried in a Windows 10 virtual machine.
Windows Batch Script 1: Simple Calculator
The first script that was developed to display user input, variables, arithmetic operations and conditional logic was Calculator.bat. The script uses set /p to take two numbers from the user. These values are stored as variables and calculated with set /a to get the sum and product. Then there will be an if...else statement to define whether the sum received is more than 100 or not. During testing, values 25 and 15 were keyed in. The script summed up 40 and multiplied by 375 and correctly showed that the sum was not 100. 
Windows Batch Script 2: File Checker
The second Python file is filechecker.bat, which shows basic automation of file management with user prompts, conditional logic and a for loop. The script asks the user to provide a file name and uses the if exist condition to inform him/her whether the file provided exists or not. Then it uses a for loop to display files in the working directory [10]. In testing, the following was typed in calculator.bat as the file name, and the script was able to report that it was a valid file and the rest of the available Desktop files were displayed. 
[bookmark: _Toc237398512]VI. USE OF LINUX OS SCRIPTS
Linux Bash scripting provides a powerful avenue for automating more common administrative routines and wraps a sequence of commands into a single running program. At least two Bash scripts will be tested, which will demonstrate automation and control flow, as variables, user input, arithmetic operations, loops or conditional statements are applied, with screenshots of the code and execution results. Two scripts were created and tried in the Ubuntu virtual machine.
Linux Bash Script 1: File Backup Tool
The first script was backup.sh, which was to perform a simple file backup. It takes input to get the name of a file from the user and sets the value in a variable. An if conditional test checks whether the given file exists. The script then creates a backup directory with the mkdir -p command and uses the copy command, cp, to make a copy of the selected file in the backup directory. The files in the backup directory are counted by the use of a for loop, and an arithmetic operation is used to increment the counter [11]. In the course of the execution, testfile.txt was typed as the input, and the script was able to make a backup in /home/Ubuntu/backups. The output was a report of one backup file.
Linux Bash Script 2: System Information
The second script, systemcheck.sh, was created to show how to collect system information and do simple calculations. The script is entered with a user name, and it utilises variables to store the current user name, hostname and memory data. The percentage of memory used is calculated with the help of arithmetic operations. A then...else statement then finds out whether the memory is being used intensively or normally [12]. The running processes are also counted in the script by using PS and wc. During testing, the Ubuntu user and virtual-machine hostname were identified as the output, memory usage of 12% was identified, normal memory usage was reported, and a list of 295 running processes was found.
[bookmark: _Toc237398513]VII. CONCLUSION
The practical study demonstrated that the operating systems were needed to manage the processes, files, memory, users and network resources. Direct ways of monitoring and managing these functions were available using Windows and Ubuntu CLI commands. The Batch and Bash scripts also illustrated the automation of routine tasks using variables, user input, calculations, looping and conditional statements. All activities demonstrate that CLI knowledge and basic scripting are useful skills for efficient operating-system administration, troubleshooting and automation.
[bookmark: _Toc237398514]
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m ubuntu@ubuntu-virtus

bunkUBUbUNAT... bunkUBUbUNLAT... bunkUBUbUNLAT... wbunt

ubuntugubuntu-virtual-nachine:-$ ping -c 4 8.8.8.8

PING 8:8.8.8 (8.2.8.8) s6(84) bytes of data,

L 4
54 bytes fron
54 bytes fron

.

o

64 bytes fron

64 bytes from 8.8.5.8: Lcnp_seqed tt1=128 tine=28.9 ns

- 5.8.5.8 ping stattstics
4 packets transnitted, 4 received, 0% packet loss, tine 3603ns
rtt nin/avg/nax/ndev = 28.655/76.625/220.985/83.236 ms.
ubuntugubuntu-virtual-nachine:-§
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wbuntugubun. buntu@UbUAE... ¢ UbuntuUUbU.. wbuntuaubun.

ubuntugubuntu-virtual-machine:

o UNKNON
ens33 w +184/24 feso: :59b3:4dbb:2385:1292/64.
xcbro oomn 10.6.3.1/24

ubuntugubuntu-virtual-nachine:
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‘ wbue... wbuntue... wbuntue... wbuntue... wbunky

ubuntugubuntu-virtual-nachine:-§ crontab -1
no crontab for ubuntu

. ubuntugubuntu-virtual-machtne:-$ [
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\sers\Usercd /d AUSERPROFTLEMDeskop

\sers\User\Desktop>calculator. bat

STHPLE CALCULATOR

B
15

\sers\User\Desktop>
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set /p filenanesEnter a file name:

1 extst “Xeilenanex” (
echo File exisrs

) etse
cho File doss not exist.

)

acho.
echo Checking Desktop files:
For %% in () do echo T

echo.
pause
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c: \Users\User \Desktop>calculator. bat

S
enten second nunber: 1

product - 375
The sum is less than 100,
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- \users\User\DesktopsFilechecken.bat

crier = file name: calcslator.bat

Checking Desktop files
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icrosort Edge. Lnk.
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ubuntu@ubuntu-virtual-machine: ~

ubuntugubuntu-virtual-machine:-$ 1s -1 testfile.txt

1s: cannot access testfile.txt's No such file or directory
ubuntugubuntu-virtual-nachine:-$ echo "This is my backup test file.
ubuntugubuntu-virtual-machine:-$ ls -1 testfile.txt

“rw-rwer-- 1 ubuntu ubuntu 29 Aug 10 15:51 testrile.txt
Ubuntugubuntu-virtual-rachine:-$ nano backup.sh
ubuntugubuntu-virtual-machtne:-$ [

> testfile.txt
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ubuntu@ubuntu-virtual-machine:

read -p "Enter the file nane to backup: " filename

=

enane "$backup_dtr/"
count-0
© file tn "Shackup_dir"/*; do

L [ -f "$file” 1; then
count"((count + 1

Backup completed successfully.

write out [ where Is cut Execute Location undo set mark To Bracket
B feac rite MY Replace paste Justify Go To Line M8 Redo Copy Where Was
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RO S——
e F1LE sackup TooL

Enter the file nane to backup: testfile.txt

Backup completed successfully.
Backup ocation: /hone/ubuntu/backups.

Total backup files: 1
+$ nano systencheck.sh

S chnod +x systencheck.ch
chnod: cannot access 'systencheck.ch's No such file or directory
$ chnod +x systencheck.sh
$ . /systencheck.ch
No such File or directory
is . /systencheck.sh

bash: . /systencheck.c}

SYSTEN INFORMATION

Enter your nane: student

o, student
ernane: ubuntu
frostnane: ubuntu-virtual-nachine
d: 973 M
ry: 7894 1B
brenory usage: 124
Jrenory usage ts nornal.

Jrunntng pr
2os
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ubuntu@ubuntu-virtual-machine: ~

ubuntugubuntu-virtual-machine:-$ 1s -1 testfile.txt

1s: cannot access testfile.txt's No such file or directory
ubuntugubuntu-virtual-nachine:-$ echo This is my backup test file
ubuntugubuntu-virtual-machine:-$ ls -1 testfile.txt

“rw-rwer-- 1 ubuntu ubuntu 29 Aug 10 15:51 testrile.txt
Ubuntugubuntu-virtual-rachine:-$ nano backup.sh
ubuntugubuntu-virtual-nachine:-§ nano backup.sh
ubuntugubuntu-virtual-nachine:-$ chmod +x backup.sh
ubuntugubuntu-virtual-nachine:-S ./backup.sh

> testfile.txt

FILE BACKUP TOOL

Enter the file nane to backup: testfile.txt

Backup conpleted successfully.
Backup locatton: /home/ubuntu/backups
Total backup files: 1
ubuntugubuntu-virtual-nachine:-§
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Replaces files.
Removes 3 directory.

Advanced utility to copy Files and directory trees

Displays, sets, or resoves Windous environmént variables
Begins localization of environment changes in a batch file.
Displays or configures services (background processes)
Schedules comands and prograns o run on & computer.

Shifts the position of replaceable parameters in batch files.
Allows proper local or ramote shutdoun of machine

Sorts. tnput

Starts 3 separate window to run a specified program or comsand.
Associates 4 path with & drive letter.

Displays machine speciFic properties and conflguration
Displays all currently rumning tasks including services.
Kill or stop a rumning process or application

Displays or sete the systen tise.

Sets the window title for 3 CHD.EXE sassion.

Graphically displays the directony scracture of a drive or
path

Displays the contents of a text file.

Displays the Windous version

Tells Uindows whether to verify that your files are written
correctly <o a disk.

Displays a disk volume label and serial nusber.

Coptes files and directory trees.

DiSplays Wil inforastion nside interactive comand shell

o more inforsation on tools see the command-line reference in the online help.

c: sersvsers
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For more inforastion on tools see the Commang-line reference in the online help.
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