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[bookmark: _Toc31226816]Introduction 
The first part of the report will discuss the risks associated with the J and J fitness app project. The first section will identify the risks the project will have to prepare for using a Risk Exposure calculation and a Risk Evaluation graph. The next section will explain how the developers and manager will develop a strategy to manage the risks. 
The next part of the report will discuss the sustainability of the app. Discussing Direct, Indirect and Systemic factors that the app and the website will directly affect.
The following section of the report will review any ethical and legal issues the app and website will confront, for correct plans to be set in order to avoid these issues.
The final portion of the report will explain quality assurances the app will have in place. The quality assurance features that will be noted are the functionality, reliability, usability, Efficiency, Maintainability and Portability for the app and website.
[bookmark: _Toc31226817]Risk Evaluation 
[bookmark: _Toc31226818]Online Security
The first identified risk for the project is security breaches. [1] The app and website are both online resources therefore there will be the risk of online attacks such as hackers accessing or corrupting files, Denial Of Service attacks which stops actual users from using the website or app and “lack of secure data storage” [2] if the data is leaked then “can result in identity theft, reputation damage and external policy violation” [2]. 
[bookmark: _Toc31226819]Solution
To manage this risk the group should include encryption to all files and folders adding passwords to access highly sensitive files that may be housed on the server [3]. Firewall and anti-virus applications should be used to stop any unauthorised personnel accessing the back end of the website or app the apps should be kept updated to protect against new threats. The group should also use “Real-time threat analytics to provide an understanding of the threat posture of apps running in the wild” [4]. These analytics will help to protect from any new threats that hackers develop when the app or website has been launched. Prioritise network resources to help to protect against DOS attacks “Sacrifice low-value traffic to keep high-value applications and services alive.” [5].
[bookmark: _Toc31226820]Age Restriction 
The next identified risk for the project is the set age restriction for the app. Since our app utilises gym equipment for challenges and the website sells Health supplements which all come with age restrictions. Most Gyms allow children aged 12 to use resistance equipment and cardio equipment however some of our challenges include using machines and free weights which most gyms allow 16 and over to use [6]. There are no rules against younger children using health supplements such as creatine and protein powder, but some do recommend taking them after the age of 16. 
[bookmark: _Toc31226821]Solution
The way this risk will be managed is to follow the maximum age that most gyms allow to use free weight equipment which is 16. An age verifier will be implemented in the app when a user creates an account their age will have to be over 16 to continue to use the app.

[bookmark: _Toc31226822]Budget and Deadline
The next risk pinpointed is the development budget and deadline. The Fitness app has a very small budget to utilise “Unclear requirements open the door to major scope creep” [7]. Scope creep is the requirements developing constantly increasing the cost and time taken to complete project. The deadline set for the app is March 2020 the app and website will be ready for testing at this point.
[bookmark: _Toc31226823]Solution
To manage this risk, the scope and requirements should be clearly outlined before development begins. This will stop scope creep from occurring in turn keeping cost manageable. Setting smaller deadlines will help to manage tasks also keep all group members up to date with progress to ensure the deadline will be met.
[bookmark: _Toc31226824][image: ]Probability Impact Matrix
This graph will show the impact and the probability of the risk occurring during development. A tolerance zone will also be shown in grey to highlight risks that need urgent attention. 
R1 – DOS Attack
R2 – Data Theft
R3 – Age Restriction
R4 – Budget
R5 = Deadline
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The factors that the project idea will directly affect is how active the users will become. “Nearly three-quarters of current app users reported being more active compared to under half of non-users and past users” [8] With the app users becoming more active this will help to increase their overall health and fitness.
Another factor the app and website will directly affect is the ability for the user to be able to track and  manage customisable calories and exercises on both systems. The user will directly input the required daily calories and be able to track calorie consumption on a macro level(Carbs, Proteins and Fats). Workout tracking on both systems will allow to input exercises including reps, set and any time limitations. These customisable functions allow for easier fitness and health management.
The Next factor the app directly affects is the user diets. [9]
This graph show that with the use of fitness apps, the calories go down with each week showing the change in the user’s diet. “Participants with counselling (both intensive and less) plus smartphone achieved greater weight loss than the other groups but not significant” [10]
[bookmark: _Toc31226827]Indirect Factors
An indirect factor is that with app and website helping users to eat healthier this will change the types of sales in supermarkets with increased sales in healthy products.
[image: ]
This Graph shows the increase in the health and wellness food market worldwide. [11]
[image: U.S. fitness app Market]
This graph is a forecast after 2018 but shows the increase in the fitness app market size. [12] These graphs correspond, showing the more people using fitness apps could be the reason for the increase in the health and wellness market.
Another indirect factor this app will have is that it will affect the number of gym users positively.
First questions asked
· Do you have a gym membership?
The Gym members were further questioned
· Do you use a Fitness App?
· Does the app help to keep you on track and motivated to go to the gym?


From this research it shows that many gym users utilise fitness apps and the ones that use an app agree that it motivates them to attend the gym.
[bookmark: _Toc31226828]Systemic Factors
There is a large obesity problem in the United States. “The prevalence of obesity was 39.8% and affected about 93.3 million of US adults” [13]. The app and website will help to lower make people more active [8]. More people becoming active will decrease the level of obesity in users. 
With the obesity rate decreasing in users there should be a connection to lowering obesity related visits to hospitals. [14] With the rapid growth of the fitness app market and growth of health and wellness food market, the hospital visits due to illness caused by obesity should decrease.
[bookmark: _Toc31226829]Ethical and Legal Issues
[bookmark: _Toc31226830]Ethical Issues
An ethical issue that was discovered during the idea creation of the fitness app is incorrect information being shared on these fitness apps and websites that could potentially hurt users. “less than 1 percent) had actually been created by a certified health organization or university, which casts major doubt on the other apps' credibility”. [15] The group should make sure that all advice and information that is present on the app or website has references from credible sources to back it up.
Another ethical issue for the app and website is storage of personal data. The two systems will store very sensitive data within the database, this includes such data as amount of exercise, weight, diet, alcohol consumption and sleeping patterns. [16] Users will care deeply about this data and will not want it to be leaked so to avoid this ethical issue, great care should be taken by the group to ensure data confidentiality and integrity.
[bookmark: _Toc31226831]Legal Issues
It is important to understand copyright when creating an app and website. For the group it is beneficial to trademark or copyright any Intellectual property that has been created for the app and website such as images and ideas. The entire app idea can also be copyrighted before it is published to ensure that the concept is not stolen. It is also important to understand the copyright laws from the other perspective. If any existing ideas or media (images, videos) are used in the creation of the app or website, the group should check that there are no trademarks or copyrights for this media. If there is, the original owners should be compensated for the use of the media.
Another legal issue that should be managed is the apps privacy policy. The app will be distributed through multiple app stores such as google play and the IOS store. Both these platforms have their own set of privacy policies relating to the collection and storage of data that should be followed when using the distribution store. It is also important for the database used in the systems to comply with the data protection act. A point found it the Data protection act is only collecting data that is relevant to the app and required for app usage. No data should be collected that is not relevant. Where the app is planned to be released will determine to set of rules that must be followed with relation to data storage and usage as countries vary in data privacy laws.
[bookmark: _Toc31226832]Quality Assurance
[bookmark: _Toc31226833]Functionality
To ensure quality in the functionality of the app and website, the user login details should be linked from the website to the app. This will eliminate the user needing to have two different user logins for each which will become confusing when using the products. [17] “If mobile devices are personal then the functions, they deliver should be personal too. Make them fun, make them customizable and make them integral to your user’s lives”. The app and website users’ details allow the user to edit them. The personnel customisation available in the app and website is the altering of calorie intake which the user can set to gain/lose weight or muscle mass for example. 
[bookmark: _Toc31226834]Reliability 
It is important that the app and website functions with no major bugs or flaws. When the app and the website is first tested this will find problems with the app and website that should be corrected before they are published for commercial use. After the app and website have been released users will find more bugs within the systems this should then require a team to fix these flaws when they are found. [18] Since the group is developing a fitness app the group must make sure the information that is giving has evidence to support. “Many Health and Wellness Apps are being published without there being a clear way for users to establish which ones are reliable.” Incorrect evidence given in the app could lead to legal issues as mentioned above.
[bookmark: _Toc31226835]Usability
Navigation is important for the usability of an app or website “you should make navigating your site easy,” [19] this is a crucial feature of an app or website that should be well designed. If the navigation on these systems is poor, users will become confused using them leading to a bad user experience. The users then will leave bad reviews on the app stores and this will cause future potential users to not download the app. Another usability feature for a mobile app is the use of text and images. Mobile phones have small screens, if lots of text is used for navigation or giving information it can overload the screen. “Every added button, image and icon makes the screen more complicated.” [20]Using images to remove text from the screen of the app should be done to reduce the clutter on the app screen or the website screen.
[bookmark: _Toc31226836]Efficiency
Website loading times is an important quality feature to consider when designing the app. “Over 50% of mobile users abandoning sites that take longer than three seconds to load” [21] If half the users want quick loading pages then the design of the webpage should be made to reduce the website start up time, one of the ways this can be achieved is image compression to lower file sizes. For the mobile app efficiency, the battery usage should be considered when creating the app with the making function and design features to reduce the battery consumption on the mobile. 
[bookmark: _Toc31226837]Maintainability
App and website growth are features of maintainability. These growth plans should be set before launch of the products in the case of quick major growth. Using third party web hosting services is a good way of planning as these companies use large servers that can handle increase in traffic to the website or app rather than controlling the server maintenance in house.
[bookmark: _Toc31226838]Portability
A function of the website that increases its portability is responsive website design. “We live in a world where our sites our not only being visited by a variety of different devices and screen sizes” [22] Having the websites ability to be used efficiently on a phone will increase the portability. Since the app will be used on a phone the features existing on the app should be easy to use on the move such as in gyms. The user should not spend extensive amounts of time using the app as it will be used in a gym environment where the user will be actively moving.
[bookmark: _Toc31226839]Conclusion
[bookmark: _GoBack]In conclusion it is vital that as many risks should be highlighted as possible before beginning to develop, to make certain that the correct procedures are in place to avoid or lower the impact the risks will have on the project. It is also important to understand the sustainability factors of the project to be aware of what the app is affecting when it is released. Learning the legal and ethical issues of the project should be completed to guarantee that the rules the app or website creates follows laws that are in place as to not get into any legal trouble further down the production line. Finally, knowing quality assurance will help to ensure that the app and website is completed to the highest standard possible.
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