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1. [bookmark: _Toc218881744]Introduction 
Contemporary policing faces an increasingly complex security environment in which traditional distinctions between terrorism, organised crime and cybercrime are becoming progressively blurred. Advances in digital technology have reshaped the operational methods of both terrorist groups and cybercriminal networks, enabling them to operate across borders, evade detection and scale their activities at unprecedented speed. According to His Majesty’s Government (2022), the convergence of cyber capability with extremist and criminal activity represents a significant threat to national security, public safety and democratic institutions.
While cybercrime constitutes the most prevalent form of crime affecting individuals in England and Wales, terrorism continues to pose a high-impact, low-frequency threat with potentially catastrophic consequences. The Office for National Statistics (2025) reports that fraud and computer misuse dominate crime victimisation statistics; however, the Home Office (2023) emphasises that the terrorist threat to the UK remains “substantial,” with a continued risk from Islamist extremism, extreme right-wing ideologies and emerging mixed or unstable ideologies. Crucially, these threats are increasingly digitally enabled, relying on online platforms for radicalisation, financing, communication and operational coordination.
The National Cyber Strategy recognises that cyber threats cannot be addressed in isolation from wider security challenges, highlighting the need for integrated responses across counter-terrorism, cybercrime policing and international cooperation (HM Government, 2022). Similarly, the United Nations Office of Counter-Terrorism (UNOCT, 2023) warns that terrorists’ exploitation of digital technologies has outpaced the capacity of many states to respond effectively, particularly in relation to encrypted communications and online propaganda.
This report critically evaluates policing strategies, tools and responses to cybercrime while explicitly situating these within the broader context of contemporary terrorist threats. It addresses two core objectives. First, it critically evaluates the evolving threats, trends and methods adopted by contemporary terrorist actors and assesses UK and global governmental responses. Second, it systematically analyses the challenges posed by cybercrime in modern society and evaluates policing responses, focusing on digital forensics, threat intelligence and public–private partnerships. Through this integrated analysis, the report identifies systemic barriers and proposes evidence-based measures to improve effectiveness in combatting both cybercrime and digitally enabled terrorism.
[bookmark: _Toc218881745]2. Contemporary Terrorist Threats, Trends and Methods
[bookmark: _Toc218881746]2.1 Evolution of the terrorist threat landscape 
The contemporary terrorist threat has undergone significant transformation over the past decade. According to the Home Office (2023), the UK now faces a highly fragmented threat environment characterised by lone actors, small cells and online networks rather than hierarchical, centrally controlled organisations. While Islamist extremism remains the primary driver of terrorism-related arrests and convictions, the Independent Reviewer of Terrorism Legislation (2023) highlights the growing prominence of extreme right-wing terrorism and ideologically mixed or unstable individuals.
Academic research supports this assessment. Neumann (2021) argues that contemporary terrorism has shifted towards decentralisation, with individuals increasingly radicalised online and inspired by global narratives rather than directed by formal organisations. This decentralisation complicates detection and disruption, as individuals may exhibit minimal physical contact with known extremists while maintaining extensive online engagement.
[bookmark: _Toc218881747]2.2 Digital radicalisation and online ecosystems 
Digital technologies have become central to radicalisation processes. According to Europol (2023), terrorist actors exploit mainstream social media, encrypted messaging applications and alternative platforms to disseminate propaganda, recruit supporters and reinforce ideological commitment. The UN Counter-Terrorism Committee Executive Directorate (UNCTED, 2022) notes that algorithmic content recommendation systems can unintentionally amplify extremist material, accelerating radicalisation pathways.
Research by Conway et al (2022) demonstrates that online radicalisation is rarely linear, instead involving a networked ecosystem of platforms, forums and messaging services. Individuals may encounter extremist content on mainstream platforms before migrating to encrypted or fringe platforms where content moderation is limited. This migration presents significant challenges for law enforcement, as activity becomes less visible and more difficult to attribute. Figure A1 in Appendix A illustrates a networked model of online radicalisation pathways, showing how individuals may move across platforms from mainstream social media to encrypted and fringe networks (Russell-Webster, 2022).
[bookmark: _Toc218881748]2.3 Encrypted communications and operational security 
One of the most significant challenges for counter-terrorism policing is the widespread use of end-to-end encryption. According to Europol (2023), encrypted messaging services such as Telegram, Signal and WhatsApp are routinely used by terrorist actors to communicate securely, share instructional materials and coordinate activities. The United Kingdom Government (2023) acknowledges that lawful interception capabilities have been significantly constrained by encryption, limiting the effectiveness of traditional intelligence-gathering methods.
From a policing perspective, Macdonald and Lorenzo-Dus (2021) argue that encryption has shifted counter-terrorism investigations away from content-based intelligence towards behavioural analysis, metadata and human intelligence. While these methods can be effective, they are resource-intensive and raise concerns regarding proportionality and privacy.
[bookmark: _Toc218881749]2.4 Terrorist financing and cyber-enabled methods 
Terrorist financing has also evolved in response to digitalisation. According to UNOCT (2023), terrorist groups increasingly exploit online fundraising, crowdfunding platforms and cryptocurrencies to obscure financial flows. The Financial Action Task Force (FATF, 2022) identifies virtual assets as an emerging risk area, noting that while their overall use remains limited, they provide symbolic and practical value for evading oversight.
Academic studies by Irwin and Dawson (2021) suggest that cyber-enabled financing methods are particularly attractive to lone actors and small cells, as they reduce reliance on formal networks. This trend complicates financial intelligence efforts and requires closer cooperation between law enforcement, financial institutions and technology companies.
However, Empirical evidence challenges assumptions that terrorist financing has shifted predominantly toward digital financial technologies. Jofre, Aziani and Villa (2024) demonstrate that traditional mechanisms remain dominant, with emerging financial technologies accounting for a relatively small proportion of documented cases (see Figure B1 in Appendix B).
The persistence of traditional financing mechanisms, despite growing policy and media attention on cryptocurrencies, raises important implications for counter-terrorist financing strategies. According to Jofre, Aziani and Villa (2024), the limited adoption of emerging financial technologies reflects both practical constraints and risk aversion among terrorist actors, who continue to favour established systems that offer reliability, familiarity and perceived anonymity. This challenges dominant policy narratives that frame cryptocurrencies as the primary terrorist financing threat.
The FATF (2022) similarly cautions against a disproportionate regulatory focus on virtual assets at the expense of traditional financial oversight. Over-emphasising emerging technologies risks diverting resources away from monitoring cash-based transactions, informal value transfer systems and fraud-based financing, which remain prevalent.
From a policing perspective, this highlights the importance of integrating cyber-enabled finance investigations within broader financial intelligence strategies rather than treating them as a discrete threat category. Failure to adopt such an integrated approach risks creating blind spots that can be exploited by both terrorist and organised criminal actors operating across digital and non-digital domains. This integrated approach mirrors challenges observed in cybercrime policing, where fragmented financial intelligence similarly undermines disruption-based enforcement strategies.

[bookmark: _Toc218881750]2.5 Blurring boundaries between terrorism and cybercrime 
An increasingly important trend is the blurring of boundaries between terrorism and cybercrime. According to Europol (2023), terrorist actors frequently engage in cyber-enabled crimes such as fraud, identity theft and illicit online fundraising to support their activities. Conversely, cybercriminal tools and marketplaces can be repurposed for ideological violence.
Hutchings, Clayton and Thomas (2022) argue that this convergence undermines traditional policing silos, as counter-terrorism and cybercrime units often operate under different legal frameworks, priorities and intelligence cultures. This fragmentation risks intelligence gaps and delayed interventions.
[bookmark: _Toc218881751]3. Global and Governmental Responses to Contemporary Terrorism
[bookmark: _Toc218881752]3.1 UK counter-terrorism strategy 
The UK’s primary counter-terrorism framework is the CONTEST strategy, which comprises four strands: Prevent, Pursue, Protect and Prepare. According to the Home Office (2023), CONTEST has been updated to reflect the increasing role of online radicalisation and digital communications. The Prevent strand, in particular, places emphasis on disrupting online extremist content and safeguarding individuals vulnerable to radicalisation.
However, Prevent remains controversial. The Independent Review of Prevent (2023) highlights concerns regarding community trust, disproportionate referrals and limited evidence of long-term effectiveness. Academic critiques by Heath-Kelly (2021) argue that Prevent risks securitising social services and undermining legitimacy, which may ultimately reduce cooperation with policing.
[bookmark: _Toc218881753]3.2 International and global responses 
At the international level, counter-terrorism responses emphasise cooperation, intelligence sharing and capacity building. According to the United Nations Global Counter-Terrorism Strategy (UN, 2023), states are encouraged to address the use of information and communications technologies by terrorists while respecting human rights and the rule of law.
Europol (2023) plays a central role within the EU by facilitating intelligence exchange and coordinating investigations through platforms such as the European Counter Terrorism Centre. Similarly, the Five Eyes alliance supports intelligence sharing on terrorist threats, including digital activity (UK Government, 2023).
Despite these mechanisms, UNCTED (2022) notes persistent challenges in harmonising legal frameworks, particularly in relation to data access, encryption and cross-border evidence collection. These limitations constrain timely intervention and undermine collective effectiveness.
[bookmark: _Toc218881754]3.3 Critical evaluation of effectiveness 
While governmental responses have adapted to digital threats, their effectiveness remains uneven. According to Neumann (2021), counter-terrorism strategies often lag behind technological innovation, resulting in reactive rather than anticipatory policing. The reliance on platform self-regulation has produced inconsistent outcomes, with extremist content removal varying significantly across companies (UNCTED, 2022).
Moreover, the expansion of surveillance and data-sharing powers raises concerns regarding civil liberties and democratic accountability. Loader and Walker (2020) argue that legitimacy is a critical component of counter-terrorism effectiveness, as public trust underpins intelligence flows and community cooperation.
[bookmark: _Toc218881755]4. Cybercrime in Modern Society: Scale, Impact and Challenges 
Cybercrime now represents one of the most pervasive threats to modern societies, affecting individuals, businesses and state institutions. According to the Office for National Statistics (ONS, 2025), fraud and computer misuse dominate crime victimisation in England and Wales, with fraud alone accounting for over 40 per cent of all crimes experienced by adults. The ONS further notes that the growth in cyber-enabled fraud has been driven by online marketplaces, social media platforms and digital payment systems, illustrating how everyday technologies have become embedded within criminal opportunity structures.
The societal impact of cybercrime extends beyond financial loss. The Victims’ Commissioner (2023) highlights that cybercrime victims frequently experience long-term psychological harm, including anxiety, shame and loss of trust in digital systems. These harms are often compounded by low levels of satisfaction with police responses, particularly in high-volume fraud cases where investigative capacity is limited.
At the organisational level, cybercrime poses significant economic and operational risks. According to the Cyber Security Breaches Survey (DSIT, 2025), 43 per cent of UK businesses experienced a cyber breach or attack in the previous year, with ransomware and phishing identified as the most disruptive threats. The National Cyber Security Centre (NCSC, 2024) reports a substantial increase in nationally significant incidents, underscoring the growing scale and sophistication of cyber threats targeting critical infrastructure and public services.
Crucially, cybercrime shares several characteristics with contemporary terrorism discussed in Part 1. Both rely on decentralised networks, exploit digital anonymity, and operate across jurisdictions. Wall (2021) argues that these similarities challenge traditional policing models, which are historically designed around territorial jurisdiction and reactive investigation.
[bookmark: _Toc218881756]5. Defining Key Areas of Cybercrime
[bookmark: _Toc218881757]5.1 Ransomware 
Ransomware is a form of cyber-dependent crime involving unauthorised system access, data encryption and extortion. According to the NCSC (2024), ransomware represents one of the most serious cyber threats to UK organisations, particularly healthcare providers, local authorities and educational institutions. The National Crime Agency (NCA, 2024) emphasises that ransomware groups increasingly employ “double extortion” tactics, combining encryption with threats to publish stolen data.
Academic research by Hutchings and Clayton (2023) highlights the professionalisation of ransomware through Ransomware-as-a-Service (RaaS) models, which mirror organised crime structures by separating roles such as developers, access brokers and money launderers. This fragmentation enables rapid recovery following law enforcement disruption, limiting the long-term effectiveness of arrests alone.
[bookmark: _Toc218881758]5.2 Data Breaches 
Data breaches involve the unauthorised access or disclosure of sensitive data. According to ENISA (2024), data breaches frequently act as enabling events for further cybercrime, particularly identity fraud and targeted phishing. The Information Commissioner’s Office (ICO, 2023) reports that personal data breaches remain widespread, with many organisations failing to implement adequate security controls.
From a policing perspective, Casey (2020) notes that data breaches generate complex victim landscapes, often involving millions of secondary victims who may not be aware that their data has been compromised. This diffusion of harm complicates investigative prioritisation and victim safeguarding.
[bookmark: _Toc218881759]5.3 Cyber-Enabled Fraud 
Cyber-enabled fraud is the most prevalent form of cybercrime affecting individuals. According to UK Finance (2025), £629 million was stolen through fraud in the first half of 2025, with authorised push payment (APP) scams accounting for a significant proportion of losses. The ONS (2025) reports that many victims do not report fraud to the police, contributing to under-recording and distorted threat assessments.
Criminological research by Levi and Smith (2022) emphasises that cyber-enabled fraud relies heavily on social engineering rather than technical hacking, exploiting trust and authority rather than system vulnerabilities. This has significant implications for policing effectiveness, as prevention depends on behavioural interventions and ecosystem controls rather than forensic investigation alone.
[bookmark: _Toc218881760]6. Criteria for Assessing Policing Effectiveness in Cybercrime 
To enable a structured evaluation of policing responses and tools, this section establishes the criteria used to assess effectiveness in cybercrime policing and explains the rationale for their selection.
1. Detection and attribution – the ability to identify offences, offenders and infrastructure. According to Casey (2020), attribution remains a persistent challenge due to anonymisation and encryption.
2. Disruption and prevention – the capacity to reduce offender capability and opportunity. Huey, Nhan and Broll (2021) argue that disruption is often more effective than prosecution in cyber contexts.
3. Victim harm reduction – mitigating financial and psychological harm. The Victims’ Commissioner (2023) highlights deficiencies in victim support for cybercrime.

4. Efficiency and prioritisation – proportionate use of limited specialist resources. HMICFRS (2023) identifies uneven cyber capability across police forces.

5. Adaptability and innovation – responsiveness to emerging threats. Brenner (2022) stresses the need for continual adaptation.

6. Legitimacy and governance – lawful, ethical and transparent policing. Loader and Walker (2020) emphasise the role of legitimacy in sustaining public trust.
[bookmark: _Toc218881761]7. Policing Strategies and Tools: Critical Evaluation
[bookmark: _Toc218881762]7.1 Digital Forensics 
Digital forensics is central to cybercrime policing. According to Casey (2020) , digital forensic techniques allow investigators to reconstruct events, link suspects to devices and present evidence in court. The College of Policing (2022) identifies digital forensics as essential for prosecuting ransomware and hacking offences.
One recognised model illustrating the structure and decision processes involved in digital forensic investigations is the Digital Forensic Workflow Model (DFWM). The model delineates multiple levels of activity, from high-level process oversight through procedure and task execution and emphasises the importance of risk identification and management throughout the workflow (Kohn et al., 2022). This workflow highlights that forensic investigations are not purely technical tasks but involve iterative investigative decisions and risk assessments that can significantly affect evidence integrity and case outcomes (see Figure C1 in Appendix C).
Despite the conceptual clarity offered by digital forensic workflow models, their practical application within UK policing remains uneven. According to HMICFRS (2023), many police forces lack sufficient digital forensic capacity to process the volume and complexity of seized devices, resulting in prioritisation decisions that may exclude lower-harm cases entirely. This creates a tiered investigative response in which only the most serious offences receive full forensic examination.
The increasing prevalence of cloud-based storage further complicates forensic investigation. Europol (2023) notes that digital evidence is frequently dispersed across multiple jurisdictions, requiring mutual legal assistance requests that are often slow and procedurally complex. As a result, investigators may rely on partial datasets or intelligence-led inference rather than comprehensive forensic reconstruction.
Encryption presents an additional structural limitation. While end-to-end encryption enhances user privacy, it simultaneously restricts lawful access to evidential content. Casey (2020) argues that this tension forces investigators to prioritise metadata, behavioural indicators and device artefacts over content analysis, potentially weakening evidential robustness. These constraints illustrate that digital forensics, while central to cybercrime policing, is increasingly shaped by legal, technological and resource-based limitations beyond the control of individual investigators.
Despite the structured approach outlined in the DFWM, inspection evidence suggests that UK policing struggles to operationalise such models consistently in practice. According to HMICFRS (2023), digital forensic backlogs persist across many forces due to increasing device volumes, cloud-based storage and limited specialist capacity. As a result, the decision points and risk assessments identified in the DFWM frequently occur under significant time and resource pressure, increasing the likelihood of evidential delay or investigative compromise.
[bookmark: _Toc218881763]7.2 Threat Intelligence 
Threat intelligence enables proactive policing by identifying emerging threats, offender networks and vulnerabilities. According to ENISA (2024), effective threat intelligence supports infrastructure takedowns and early intervention. The NCSC (2024) reports that intelligence-led actions have prevented significant harm by disrupting ransomware campaigns and alerting vulnerable organisations. These processes reflect the cyclical nature of intelligence-led activity, which involves planning, data collection, processing, analysis and dissemination to inform operational decision-making (see Figure C2 in Appendix C).

Nevertheless, Kostadinov et al (2021) highlight barriers to intelligence sharing, including legal uncertainty, inconsistent standards and organisational mistrust. These challenges mirror those identified in counter-terrorism intelligence, reinforcing the need for integrated approaches across cybercrime and CT policing.
These barriers have significant operational implications. Where intelligence sharing is delayed or fragmented, policing responses risk becoming reactive rather than preventative, limiting the capacity to disrupt cyber threats at an early stage. According to Brenner (2022), intelligence-led policing is only effective when analytical outputs are translated into timely operational decisions; however, organisational silos frequently inhibit this translation process.
Moreover, intelligence-sharing constraints are exacerbated by differing legal frameworks governing cybercrime and counter-terrorism investigations. UNCTED (2022) notes that while counter-terrorism intelligence often benefits from expansive national security powers, cybercrime investigations are more tightly constrained by data protection and evidential thresholds, creating asymmetries that impede joint working.
This disparity underscores the importance of harmonising intelligence governance across threat domains. Integrated intelligence models, supported by shared analytical standards and interoperable legal frameworks, would enhance the capacity of policing agencies to identify hybrid threats operating across cybercriminal and extremist ecosystems. Without such integration, intelligence systems risk reinforcing the very fragmentation they are intended to overcome.
[bookmark: _Toc218881764]7.3 Public–Private Partnerships 
Public–private partnerships (PPPs) are essential because much of the infrastructure targeted by cybercriminals is privately owned. According to HM Government (2022), cyber resilience depends on collaboration between law enforcement, industry and regulators. The importance of such cooperation forms part of a broader, multi-dimensional approach to cybercrime governance, in which legal, technical, organisational and capacity-building measures must operate alongside effective partnership working (see Figure C3 in Appendix C).
The financial sector provides a strong example. UK Finance (2025) reports improved fraud detection and reimbursement outcomes following closer cooperation between banks, police and regulators. The Payment Systems Regulator (PSR, 2024) introduced mandatory reimbursement for APP fraud, significantly improving victim outcomes and incentivising prevention.
However, Dupont (2021) warns that PPPs risk undermining accountability if governance is unclear. Effective partnerships require transparency, legal clarity and reciprocal value exchange.

[bookmark: _Toc218881765]8. Systemic Barriers to Effective Cybercrime Policing 
Several systemic barriers undermine effectiveness. According to HMICFRS (2023), cybercrime capability varies widely across police forces. Skills shortages are exacerbated by competition with the private sector (NCSC, 2024). Jurisdictional constraints and slow international evidence-sharing processes further limit effectiveness (Europol, 2023).
Under-reporting distorts threat assessment. The ONS (2025) notes that many cybercrime victims do not report incidents due to perceived futility, undermining intelligence quality and strategic planning.
[bookmark: _Toc218881766]9. Evidence-Based Measures to Improve Effectiveness 
Research by Huey et al (2021) supports a shift towards harm-based, disruption-focused policing. Expanding forensic triage, investing in cyber skills across frontline policing, and strengthening regulated PPPs are key measures.
Integrating cybercrime and counter-terrorism intelligence functions would address shared challenges such as encryption and cross-border offending. Levi and Smith (2022) argue that ecosystem-level interventions, particularly in payments and platforms, offer the greatest potential for harm reduction.
[bookmark: _Toc218881767]10. Integrated Challenges Across Terrorism and Cybercrime Policing 
The analysis across Parts 1 and 2 demonstrates that contemporary terrorism and cybercrime share several structural and operational characteristics that challenge traditional policing models. Both threat types are increasingly decentralised, digitally enabled and transnational, relying on online platforms, encrypted communications and complex financial ecosystems. According to Europol (2023), the convergence between cybercrime and terrorism is most visible in areas such as online radicalisation, cyber-enabled financing and the exploitation of digital anonymity to evade law enforcement scrutiny.
The convergence between cybercrime and terrorism also complicates traditional distinctions between ideological and profit-driven offending. Europol (2023) identifies increasing overlap in tools, infrastructures and marketplaces used by both actors, including dark web forums, cryptocurrency exchanges and anonymisation services. Hutchings et al (2022) argue that such organisational silos inhibit holistic threat assessment, as intelligence relating to criminal facilitation may not be shared effectively with counter-terrorism units. Addressing this fragmentation requires not only technical interoperability but cultural and strategic integration across policing domains. These structural overlaps underpin a series of shared operational challenges, particularly in relation to attribution, specialist capability and governance, which are examined below.
A central shared challenge is attribution. As discussed in relation to both terrorist networks and cybercriminal groups, offenders frequently operate across jurisdictions using anonymisation tools, cryptocurrencies and proxy infrastructures. Casey (2020) argues that attribution difficulties undermine not only prosecution but also strategic threat assessment, as intelligence is often fragmented or probabilistic rather than definitive. This challenge is compounded by legal and procedural constraints on cross-border data access, which UNCTED (2022) identifies as a persistent barrier to effective international cooperation.
Another common challenge is the strain on specialist capability. The HMICFRS (2023) reports that cybercrime demand continues to outpace specialist policing capacity, while counter-terrorism units face similar pressures due to the growth of lone-actor threats and online radicalisation pathways. The reliance on highly specialised skills, digital forensics, cyber intelligence analysis and financial investigation, creates bottlenecks and reinforces disparities between well-resourced national units and local policing bodies.
Finally, both cybercrime and counter-terrorism policing raise significant legitimacy and governance concerns. The expansion of surveillance powers, data-sharing arrangements and public–private partnerships has prompted debate regarding proportionality, accountability and civil liberties. Loader and Walker (2020) argue that public trust is a critical enabling condition for effective security governance, as legitimacy underpins intelligence flows, reporting behaviour and cooperation with authorities.
[bookmark: _Toc218881768]11. Innovative, Evidence-Based Measures to Improve Effectiveness 
Addressing these shared challenges requires a shift away from siloed responses towards integrated, harm-focused and evidence-based policing models.
[bookmark: _Toc218881769]11.1 Harm-based and disruption-focused policing 
Research consistently suggests that traditional detection-led models are insufficient for addressing cyber-enabled and terrorist threats. According to Huey, Nhan and Broll (2021), harm-based policing, which prioritises the reduction of victim harm over arrest or prosecution metrics, offers a more realistic and effective approach. Disruption tactics, such as infrastructure takedowns, account freezes and platform interventions, can significantly reduce offender capability even where attribution is incomplete.
This approach aligns with counter-terrorism practice, where preventative disruption has long been prioritised over prosecution alone (Home Office, 2023). Integrating harm-based frameworks across cybercrime and CT policing would support more consistent prioritisation and resource allocation.
[bookmark: _Toc218881770]11.2 Integration of cybercrime and counter-terrorism intelligence 
Given the overlap in methods and infrastructures, greater integration between cybercrime and counter-terrorism intelligence functions is essential. Europol (2023) highlights the value of multi-disciplinary taskforces that combine cyber, financial and CT expertise, enabling more holistic threat assessments.
The threat intelligence lifecycle illustrated in Figure C2 (Appendix C) reinforces the importance of timely dissemination and feedback loops. Embedding CT considerations into cyber threat intelligence and vice versa, would enhance early identification of hybrid threats, such as cyber-enabled terrorist financing or online radicalisation ecosystems linked to criminal activity.
[bookmark: _Toc218881771]11.3 Strengthening regulated public–private partnerships 
Public–private partnerships remain indispensable but require clearer governance. While examples such as APP fraud reimbursement demonstrate the potential of regulation-driven cooperation (PSR, 2024), Dupont (2021) cautions that informal or opaque partnerships risk undermining accountability.
Evidence from ENISA (2018), illustrated in Figure C3 (Appendix C), suggests that effective cybercrime governance depends on coordinated legal, technical, organisational and cooperative frameworks. Policymakers should therefore prioritise:
 Clear legal mandates for data sharing,
 Standardised reporting and intelligence formats,
 Reciprocal obligations for private sector actors,
 independent oversight mechanisms.

[bookmark: _Toc218881772]11.4 Capacity building and workforce development 
Sustained investment in skills is critical. According to the NCSC (2024), competition with the private sector continues to erode public-sector cyber capability. Expanding digital literacy across frontline policing, rather than concentrating expertise in small specialist units, would improve resilience and reduce investigative bottlenecks.
This approach mirrors recommendations in counter-terrorism literature, where distributed safeguarding capability is viewed as essential for identifying early warning signs of radicalisation (Neumann, 2021).
[bookmark: _Toc218881773]12. Conclusion 
This report has critically evaluated the evolving threats posed by contemporary terrorism and cybercrime and assessed policing strategies, tools and responses to these challenges. It has demonstrated that both threat domains are increasingly shaped by digital technologies, decentralisation and transnational operation, placing significant strain on traditional policing models.
The analysis of cybercrime policing tools, including digital forensics, threat intelligence and public–private partnerships, reveals that while significant progress has been made, effectiveness remains constrained by attribution challenges, resource limitations and governance complexities. Similarly, counter-terrorism responses have adapted to digital threats but continue to face legitimacy and capacity pressures.
The report argues that future effectiveness depends on integrated, harm-focused and intelligence-led approaches that transcend organisational silos. Evidence-based measures, including disruption-oriented policing, integrated intelligence functions, regulated partnerships and sustained capacity building, offer the most promising pathway for addressing both cybercrime and digitally enabled terrorism.
In conclusion, policing complex digital threats requires not only advanced tools but also coherent governance, cross-sector cooperation and public trust. Without such integration, both cybercrime and terrorism will continue to exploit the structural vulnerabilities of modern societies.
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[bookmark: _Toc218881777]APPENDIX A – TERRORIST RADICALISATION
[bookmark: _Toc218881778]Figure A1: Internet-enabled pathways to radicalisation

Source: Russell-Webster, S. (n.d.) The Internet and Pathways to Radicalisation. Available at: https://www.russellwebster.com/the-internet-and-pathways-to-radicalisation/ (Accessed: 07 January 2026).
Note: This figure provides a conceptual illustration of how individuals may progress through online environments from initial exposure to extremist content toward deeper engagement and facilitation.
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[bookmark: _Toc218881779]APPENDIX B – CYBER-ENABLED TERRORIST FINANCING 
[bookmark: _Toc218881780]Figure B1: Illustrative flow-chart of cyber-enabled terrorist financing methods
Source:
Jofre, M., Aziani, A. and Villa, E. (2024) ‘Terrorist Financing: Traditional vs. Emerging Financial Technologies’, Terrorism and Political Violence. doi: 10.1080/09546553.2024.2433635.
Note: This figure provides a conceptual flow-chart illustrating how fraudulently obtained funds may be converted into cryptocurrencies and transferred through international networks to support terrorist activity.
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[bookmark: _Toc218881781]Appendix C - CYBERCRIME POLICING STRATEGIES AND TOOLS

[bookmark: _Toc218881782]Figure C1: Digital Forensic Workflow Model (DFWM)
Source: Kohn, M., Eloff, M.M. and Olivier, M.S. (2022) ‘A model for digital forensic workflows’, Digital Investigation, 44, 301379. Available at: https://www.sciencedirect.com/science/article/pii/S1355030622000144 (Accessed: 07 January 2026).
Note:
This figure illustrates the Digital Forensic Workflow Model (DFWM) and the key stages involved in digital forensic investigations.
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[bookmark: _Toc218881783]Figure C2- Threat Intelligence Lifecycle 

Source:
Silobreaker (n.d.) Threat Intelligence Lifecycle. Available at: https://www.silobreaker.com/glossary/threat-intelligence-lifecycle/ (Accessed: 07 January 2026).
Note:
This figure illustrates the threat intelligence lifecycle, showing the cyclical stages of planning, data collection, processing, analysis, dissemination and decision-making that underpin intelligence-led policing
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[bookmark: _Toc218881784]Figure C3: Legal, technical, organisational, capacity-building and cooperative dimensions of cybercrime governance

Source:
European Union Agency for Cybersecurity (ENISA) (2018) National Cyber Security Strategies: Practical Guide on Development and Execution. Available at: https://www.enisa.europa.eu/publications/national-cyber-security-strategies(Accessed: 7 January 2026).
Note:
This figure illustrates a multi-dimensional framework for cybercrime governance, highlighting the interdependence of legal, technical, organisational, capacity-building and cooperative measures required for effective cybercrime prevention and response.
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Figure 1. Percentages and frequencies of individuals showing the primary
method of radicalisation for ‘Radicalised Extremists’ over time
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