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Ransomware is a malicious software designed to restrict access to a users own data until a ransom is paid. It typically spreads through phishping emails – where an email with an attachment is sent from a source maskarading as safe. 
Ransomware is impossible to overcome, but there are a number of tips on how to avoid becoming a victim – this is outlined in the following document. 


[bookmark: _Toc24481636]Introduction
[bookmark: _GoBack]This report gives a brief overview or malicious malware known as ransomware. This type of software is very easy to become a victim of and causes irrepriable damage to businesses all across the world. 
[bookmark: _Toc24481637]Ransomware
Overview
Ransome malware (often referred to as ransomware) is a type of malicious software which prevents users from accessing their personal files. In order to access the files a ransom has to be paid by the software author. 
Typically, ransomware is disguised as a legitimate file that the user is tricked into downloading – this is known as a Trojan. 
Ransomware scams have grown in occurance and scale since the initial development of the program. Statistics show that in the first 6 months of 2018, there were 181.5 million attacks [1] 
Common types of Ransomware
Screenlockers – renders the hardware useless. Upon startup a full size window appears on the screen and demands payment in order to be able to close the window
Scareware – is a malicious program which tricks the user into potentially downloading fake software. This software can often either be completely inoperaticve or malware itself. 
Encrypting ransomware – encrypts documents so that the user cannot access them. To date, no software or restore can return the documents back to their original state. There is also little chance that paying the ransom results in the data being restored at all. 

[bookmark: _Toc24481638]Cryptowall
Overview
Cryptowall is a very malicious type of encrypting ransomware. The software was designed to go mostly un-noticed and hides deep within the operating system (OS) of the users computer. 
How it works
Cryptowall uses an RSA-2048 encryption. It hides within the startup folder of the machine, and deletes all shadow copies of the files [2]. 
It is spread by numerous methods, some of which are listed:
· Phishing email
· Exploit kits
· Malicious Ads
How to protect against Cryptowall
[image: tips to prevent ransomware attacks]
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