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[bookmark: _Toc5259386]Abstract
This report will look at different tools used by forensic examiners in the retrieval of evidence from digital equipment. Task One outlines computer forensics and the process of recovering and documenting digital evidence. Explores software and hardware available to recover pertinent information and how evidence should be handled, transported and stored. Task Two reviews the case of a terrorist who was shot at Heathrow International Airport. The digital evidence is inspected and analyzed. A report is generated, and John’s professional opinion is stated. The information is then presented to Mr Mark Wales along with an invoice.	Comment by Carlene Campbell: Here you could say: see appendix xx 
Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.  Example: This report has looked at...
[bookmark: _Toc5259387]Task One
[bookmark: _Toc5259388]1.0 Introduction
Computer forensics is becoming more significant in today’s prosecution against criminals [1], as more criminals are incorporating technology into their criminal activities [2]. Whether the crimes involve  theft [3], child pornography [4], terrorism [5]–[8] or even murder [9], the science of computer forensics and computer forensic investigators are using technology and science to acquire, inspect, process and preserve information that has been stored on a digital source such as a desktop computer, laptop,  network, tablet or even smart phone. Furthermore, the forensic investigator must be able to present this evidence in a court of law, illustrate the authenticity and reliability of the evidence by methods that demonstrate the evidence has not been altered [10]–[12]. A forensic investigator will work on a forensic copy of the evidence so as not to contaminate the evidence. A chain of custody form accompanies the evidence. 
[bookmark: _Toc5259389]1.1 Chain of Custody
A chain of custody form (CCF) is used from the moment evidence is seized and stays with the evidence from this point onwards [3], [13]. It records the case number, offence, how, when, where and by whom the evidence was collected, it describes the state, physical condition and mode (on, off, sleep, hibernation or hybrid sleep [14])  of the evidence, what was done with the evidence after it was seized, how and where it was stored. It will be required as proof of evidence integrity in a court of law [3]. Sleep mode allows the computer to quickly start back up where you left off. Hibernation is primarily used on laptops and it saves your open work to the hard drive and then turns off the power.  Hybrid sleep is generally used on desktops it is a combination of both sleep and hibernation, saving open files to disk and allows the computer to resume quickly.  They are all power-saving modes [14], [15].
[image: ]	Comment by Carlene Campbell: 
Exellent layout where figures are readable.
[bookmark: _Toc5021515]Figure 1:Sample Chain of Custody Form Front [16]
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[bookmark: _Toc5021516]Figure 2:Sample Chain of Custody Form Back [16]
[bookmark: _Toc5259390]1.2 Evidence Seizure
Evidence to be seized from an alleged offender is usually carried out by Law Enforcement Agencies. This is to ensure the evidence is not tampered with, misused or destroyed, and has been collected in a lawful manor according to the Law of the Land [17]. The evidence can then be given to a Forensic Laboratory where a forensic investigator or an incident handler will examine the data. A forensic investigator has the power to present evidence in a court of law, whereas an incident handler does not. Laboratories are accredited by the United Kingdom Accreditation  Service (UKAS) [18]. There are still non-accredited labs in the United Kingdom (UK) and in their reports they must disclose this fact which could potentially make their reports less credible in a Court of Law. As of October 2017, International Organization for Standardization [19] 17025 (ISO17025) was made mandatory for forensic laboratories by The UK Forensic Science Regulator Dr Gillian Tully Phd, MCSFS [20].
There are other instances where court proceedings are not necessarily the outcome such as carrying out internal checks in a company to verify misconduct, or even corroboration in disciplinary action [21]. In such cases it is still imperative the Law is not broken. Permission from the owner of the device must be given, and this should be documented before any investigation is carried out. 
[bookmark: _Toc5259391]2.0 Tools and Procedures
There are different ways to recover the evidence and many different tools that are available to use. There are step-by-step procedures that should be followed and adhered to [22]. The modus operandi does not alter, whereas the techniques and tools differ from case to case. Tools, both hardware and software are continually being upgraded and updated. 
[bookmark: _Toc5259392] 2.1 Data Acquisition
A critical component of forensic evidence is data acquisition.  Data can be retrieved from digital electronic devices where the hard drives have been corrupted, erased, have been attacked by a virus or even physically broken [23]. This can be achieved by using forensic recovery tools such as Atola Insight Forensic[23].  
[bookmark: _Toc5259393]2.1.1 Live Data
There are two forms of data collection. Live data, and dead data. Live data is collected from volatile memory such as random-access memory (RAM), cached registry hives, Dynamic-link library (DLLs), network connections and open network sockets. This needs to be carried out as soon as possible, before the machine either runs out of battery or is switched off [12].
[bookmark: _Toc5259394]2.1.2 Disk Imaging Tools
Dead data can be collected using disk imaging which is replicating the contents of a hard drive, optical drive, universal serial bus (USB) flash drive, or any other device that stores digital data. It replicates the structure as well as the data [22],[24],[25]. The use of disk imaging tools in computer forensics allows for a bit-by-bit copy of the hard drive. This is also known as a sector -by-sector copy [10], [25], [26] It includes sectors that have no data, corrupted data, deleted files, slack space, hidden and residual data [10], [17], [24], [27].  A sterile computer or storage unit is used to receive the replicated image. A hash function (2.1.2)  may be used to verify the size of the file both before and after the copy [28], [29].  There are numerous disk imaging tools available, many of which are free, and others which can be bought and cost differing amounts depending on the tool. Forensic Tool Kit (FTK) offer a free disk imaging tool called FTK Imager Lite. Encase Forensic Imager is also offered for free, as is Open Source Forensics (OS Forensics).
[bookmark: _Toc5259395]2.1.3 Hashing
Hashing is a mathematical operation (an algorithm) that is applied to data to produce a unique sum. It is called a checksum and it is used the same way as a fingerprint. It ensures the integrity of the data [30].  Any alteration to the data will produce a different outcome. Even if the data is altered, and then changed back, a different checksum will be produced. For that reason, hashing is utilized.  The process is usually used at the beginning of the forensic investigation of data to get a baseline checksum. It is them usually used the middle of the investigation – to ensure the copy of the evidence is unaltered and again at the end of the investigation to prove the data has not been tampered with. There are different algorithms that can be used. The more complicated algorithms used are Message Digest 5 (MD 5) and Secure Hash Algorithms (SHA-1) [30] are the industry standards at this time [31]. Checksum Utility 2.1 is a free tool for checking MD5 and SHA-1 and SHA-256 [32]. HashMyFiles is another free tool using algorithms. This tool also used MD5, SHA-1, 256, 384 AND 512. It is a bit more sophisticated and delivers other information such as when it was created, modified , versions and size [33].
[bookmark: _Toc5259396]2.1.4 File Carving
File carving or data carving is another forensic procedure for finding and retrieving data. This method looks at the fragments of data stored on a disk [34].  It looks at how the files were constructed and the subject content. It then scans through the unallocated space on the drive, uses ‘metadata’ (metadata describes other data) [35] to find and reconstructs the files [36]. Microsoft Windows use two types of files systems New Technology File System (NTFS) which looks after many different types of files, and file allocation table (FAT) which uses numbers to locate data stored in cluster addresses [37].
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[bookmark: _Toc5021517]Figure 3: File Allocation Table [37]
[bookmark: _Toc5259397]2.1.5 Password Decryption Tool
As computer forensics are used to expose criminal intent, it would make sense that criminals would use passwords to protect the damaging information. Computer forensics therefore need to be able to decrypt passwords. The use of a password cracking tool such as RainbowCrack [38], which uses a predefined set of tables to decrypt the password, or Cain and Able, which is specifically for Microsoft Operating Systems [39] and uses a dictionary attack to find the passwords. 
[bookmark: _Toc5259398]2.1.6 Forensic Tools and Management Suites
· [bookmark: _Toc5259399]Forensic Toolkit (FTK) v 7.0.0
FTK is a suite of tools which includes FTK Imager Lite [40]. It has a file decryption feature, email analysis, data visualization, data carving, web viewer, a malware detection feature called Cerberus, and an optical character recognition engine [2], [26], [41]–[43]. It also generates a report.     Starting price for one year with full support approximately $2,227 an exact price requires you request a quotation.
· [bookmark: _Toc5259400]CAINE 10.0 “INFINITY”	 
The latest CAINE (Computer Aided Investigative Environment) version is 10.0. It is a Linux based management suite and amongst other tools it includes FTKImager Lite, Autopsy 4.9.1., Hex editor, JPEG View, NTFS Journal Viewer, PhotoRec, QuickHash, and USB WriteProtector which puts CAINE in read only mode and must be unlocked to write to disk. This software is free [44].
· [bookmark: _Toc5259401]Sans Investigative Forensic Toolkit (Sift).
Sans Sift v 3.0 is a free workstation of tools which contains amongst other tools: The Sleuth Kit/Autopsy, ssdeep and md5deep, Wireshark, Vinetto, Foremost/Scalpel and Volatility. It uses Expert Witness format (E01) as well as RAW (dd) evidence formats and Advanced Forensic Format (AFF), while Volatility allows a system logs time-line [45].
· [bookmark: _Toc5259402]Belkasoft Evidence Centre
Belkasoft Evidence Centre V 8.0 is a dongle-based or portable license. Individual models start at $299 for Office Document Analysis and SQLLite Viewer with a renewal price of $89 for 1-year.  The initial cost for the Evidence Centre is $1,999 and is $599 for a 1-year renewal. Contact them for an individual quote [46].
· [bookmark: _Toc5259403]Acronis Disk Director 12.5 
This is a disk management suite that is solely used on Windows and can be used for any version of Windows from XP to Windows 10. It costs $49.99 for a single PC license and $79.99 for 3 PC licenses. There is also a workstation license available for $79.99 which allows support for a year and offers free upgrades. There is a free demo version available that has limited capabilities [47]. 
· [bookmark: _Toc5259404]Atola Insight Forensic
Insight Forensic is a piece of hardware with software that may be used on any Windows version. It can acquire data from damaged hard disk drives [23] . Its hash calculations are: MD5, SHA1, SHA224, SHA256, SHA384, SHA512. It has a built- in write-blocker, can extract unknown passwords and weighs 20 lbs. It is not free. Contact Disk Drive Solutions for a quote.
· [bookmark: _Toc5259405]EaseUs 
There is a free addition of EaseUs 12.9 which allows recovery of up to 2 Gigabit (GB) of data. There is also a Partition Master Pro, which costs $39.95, a Todo Backup Workstation at $39.00 and a Data Recovery Professional which is regularly priced at $89.95 and was on sale for $69.95 [48].
· [bookmark: _Toc5259406]Autopsy/Sleuthkit
Autopsy 4.10.0 can be used on Windows and Linux operating systems. Supports both 64 - and 32-bit downloads. It is part of a Management Suite called Sleuth Kit. It is an analyzing tool for hard drives and cell phones. Both Autopsy and the Sleuth Kit are free, are included in other software suites such as Sans Sift.
· [bookmark: _Toc5259407]EnCase V 8.07
Encase is widely used by computer forensics [49] and have updated their software so that Bitlocker XTS-AES for Windows 10 now has up-to-date encryption capability, Dell Data Protection 8.17 and Symantec Pretty Good Privacy (PGP) v10.3. It is able to collect data from Apple File Systems (APFS) used on MAC operating System. The use of Volume Shadow Copies by examining the backups of Volume Shadow Snapshot (VSS). This is generated by Windows, a Microsoft product, and allows recovery of modified or deleted files [50]. EnCase costs $2,995.00 for  v 8.06 [49].
· [bookmark: _Toc5259408]Blade V 1.13
Blade forensic software is built on a module system which allows for expansion when new units become accessible. It uses Intelli-Carve for data recovery of JPEG and MPEG [51]. Some versions of Blade are free such as v1.13, Blade Professional v1.x can be purchased for £365.00 [52].
· [bookmark: _Toc5259409]MailXaminer
MailXaminer 4.7 for Windows [53] can be downloaded for a trial period of 30 days for free, the price of purchase after the 30 days is $1600.00. MailXaminer 4.8.7 is able to inspect over 20 different email formats [54]. Contact Systools for a quote.
· [bookmark: _Toc5259410]Write-Blocker
Write-blockers can be both hardware and software. They work by denying the ability to use the write command. This allows for a copy of a disk to be created without the ability to alter the image. Therefore, keeping the integrity of the evidence. SafeBlock is used for Windows operating systems and start at $129.00 [55] as shown in Fig 4.
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[bookmark: _Toc5021518]Figure 4: Price for SafeBlock for Windows[55]
The Tableau Forensic Serial attached SCSI (SAS) Bridge shown in Fig 5 below, is a write-blocker. It costs $579.00 [56].
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[bookmark: _Toc5021519]Figure 5: Write-Blocker Hardware [56]
· [bookmark: _Toc5259411]Faraday Equipment
Faraday equipment is made protect against electromagnetic fields. Investigators use Faraday items such as gloves, bags, boxes and cages to protect against, amongst other things, anyone trying to destroy the evidence remotely. After the evidence has been identified, it should be placed in a Faraday container. 
[bookmark: _Toc5259412]Conclusion
[bookmark: _Hlk4932364]There are numerous steps involved in retrieving forensically sound data from digital equipment (2.0), countless tools available to create a disk image (2.1.2) and other various tools available to forensically prove the image has not been altered (2.1.3). Many programs used to carry out a digital forensic investigation can be acquired for free. They are used in conjunction with each other. Other equipment used, can be purchased. The use of forensic suites such as FTK, CAINE and SANS Sift, which have amalgamated different tools to streamline the procedure to obtain data, also keep the image unaltered. They are able to scientifically verify the authenticity. This process has made it easier, and faster to retrieve relevant data. Part of a forensic investigator’s and Incident Handler’s job is to keep abreast of new forensic tools and techniques to be able to deliver the best and most comprehensive evidence to their clients.
[bookmark: _Toc5259413]Task Two: Case Study
[bookmark: _Toc5209905][bookmark: _Toc5210114][bookmark: _Toc5259414]Assumptions
It is assumed that all documents and equipment (evidence) were recovered in accordance with the law and had all the relevant paperwork required to allow the investigation of said evidence to be carried out by an independent Investigation Service. It is also assumed that Mr Mark Wales can understand an FTK Report and does not expect John to appear in a court of law as an Expert Witness.
[bookmark: _Toc5209906][bookmark: _Toc5210115][bookmark: _Toc5259415]1.0 Introduction: Terrorist Attack at Heathrow Airport.
A known terrorist was apprehended at Heathrow International Airport. While trying to escape the police shot and killed him. Mr Mark Wales, Chief Investigator for the Police Department at Heathrow contacted a professional investigator service and employed them to investigate items found in a briefcase belonging to the terrorist. A detective named John took on the case.
[bookmark: _Toc5209907][bookmark: _Toc5210116][bookmark: _Toc5259416]1.1 Incident Handler Vs Forensic Investigator
It is important to note the difference between and incident handler and a forensic investigator. An incident handler will take control of the evidence in a documented manner, extract data and log all actions, analyze the data and prepare a report. They will not be called to court to give expert evidence.  A forensic investigator will analyze the data and testify in a court of law giving expert testimony. John is an incident handler.
[bookmark: _Toc5259417]2.0 Methodology
John was given a laptop bag, a Dell Laptop, crime scene photographs and the terrorist’s fingerprints. He ascertained the evidence had not been altered at the scene. (Had the laptop been switched on/off.)
John analyzed the evidence, placed the photographs and fingerprints into evidence bags, tagged and sealed them.  He then added his name to the chain of evidence forms that accompanied the items. When John received the laptop, he noticed the operating system showing on the screen was Microsoft Windows XP Professional Service Pack 2. He noted this in his log book. As the computer was still switched on, in stand-by mode, (this is when the laptop is switched on but after it has been idle for a while, goes into an energy saving mode. It wakes back up quickly when the mouse or space bar is activated (1.1), John knew he had to work on the laptop before taking it to his forensic laboratory. Below are the initial steps taken by John when he received the laptop.
· Took notes on the condition of the laptop. (What mode it was in?)	Comment by Carlene Campbell: 
Exellent approach of the process John would have taken.
· Photographed the laptop from all angles, including the screen. John used a Cannon PowerShot G7 X Mark II High Performance Compact Digital Camera for this.
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[bookmark: _Toc5021520]                Figure 6: Cannon PowerShot G7 X Mark II [56] 
· Checked to see if there were any other devices connected to the laptop. 
· Made notes and sketches of the laptop. 
· Inserted a write-blocker into the laptop to ensure the data would not be accidentally altered. John was wearing Faraday gloves (2.1.6) to protect the laptop.
· Sealed all ports with tape and labeled the evidence.
· John decided there may be evidence lost if the laptop were to lose power or be turned off, so he used the San Sift suite, in particular, the Volatility software to retrieve any live data. Made two copies, gave one to the authorities and kept one to work on in the laboratories (2.1.1).
· Created chain of custody forms for the evidence collected.
· Placed the laptop in a Faraday container.
· Noted all the steps taken in his log book.
· Transported the evidence to his forensic laboratory.
ISO17025 is the Code of Practice and Conduct for Digital Forensic Services [57]. In the Code of Conduct, it states that photographs should be taken of the item and the surrounding area before anything is moved. Shots of all sides of the item should be taken, including shots of the screen to record what was visible. All items are to be labeled. Any ports should be sealed with tape. Notes and sketches should be made to accompany the photographs [57]. A write blocker should be used to ensure the data cannot be altered. The item should not be powered off to ensure there is no loss of volatile data. (Volatile data is memory in a computer that requires power to maintain the data. Usually stored in random access memory (RAM) cache and registry) This volatile data should be collected in real time.  
Mr Wales gave John a list of files to retrieve. John analysed the list, and along with the operating system being Windows based, determined the best way to achieve this was to use the FTK Suite. Below are the steps John took to retrieve the data.
· Used FTK to create a Physical Drive Image. 
· Compared the hash value of the original against the image created using FTK check
· John used FTK to remove good data from the evidence. These are things like the operating system and programs which are used by Microsoft. These programs were measured using the hash calculator and then compared to a file hash list the National Software Reference Library (NSRL) has compiled to confirm a match [58].
· The use of Volatility gave John a time stamp to aid with timelines.
· John found Excel sheets that were password connected. A password cracker was used to open the file and reveal the contents.
· John analyzed the videos, looked at the metadata for timestamps, information on how the video was taken and what instrument was used to take the videos. John also noted the timing of important parts of the videos. All names and identifying information were also noted. John wrote a comprehensive document outlining his findings and how they related to terrorist activities. 
· Documents on ‘Suicide Bombings’ and ‘How to Make a Chemical Bomb’ were found. These was documented. They would be used to build an overall image of the evidence.
· John used key word searches to follow-up on the names found in the videos. 
· There was an Excel sheet that was password protected. The FTK password cracker was used to find the password file and reveal the contents, Bank account details and names. 
· A word document was also password protected. This was also cracked with FTK Password Cracker. It contained a list of names. This was used to cross reference known associates. 
· A text file with time and date of meeting was also found. This was assessed as highly important as the date meeting was to take place in a few days. This was passed to Mr Walsh immediately. 
· MailXaminer was used to search through emails. All information was analysed and cross referenced with know terrorists and with names on the excel sheet and the contact sheet. 
· FTK Social Analyser was used to further group the email to give a visual map of where and from whom the emails originated.
· FTK showed a list of files that were suspicious due to the fact they were hidden. For example, a picture of a blue rose saved as a music file, a text file saved as a picture. John used the ‘Append Appropriate Extension to filename if Bad/Absent [54]’  to correct the extension and analyze the file.	Comment by Carlene Campbell: 
In this section it would be good to add:  See appendix xxx for FTK generated report.
[bookmark: _Toc5259418]Conclusion
John, acting as an incident handler, generated a report from FTK and added the information gained from using Volatility and MailXaminer.  The Visas that were found, along with all the evidence pointing to the suspect indeed being associated with terrorist groups were documented and outlined. John also considered looking for other reasons the suspect was researching information regarding suicide bombing, Jihadism, or ways to spread terror.  After looking at the evidence and analyzing everything that was found, John could only summarize the suspect intended carrying out a terrorist attack at either Heathrow International Airport, Mason International Airport Fiji or both airports. This information was passed along to Mr Mark Wales along with an invoice for work completed.	Comment by Carlene Campbell: 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Outstanding knowledge of research informed literature.  High level of referencing skills consistently applied.  Diversity of sources and material used.  Key concepts discussed. Appropriate summaries of articles and application of appropriate referencing conventions. (Grade mark: 90.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]18

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]High detailed knowledge & understanding of the main theories and concept (Grade mark: 93.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]14

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack] Very high quality evaluation analysis developed.  See comments in the report.  Overall an excellent job. (Grade mark: 91.11%)
	[bookmark: totalANA]45
	[bookmark: markANA]41

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Copy was created without modification. Process used (FTK tools) was documented and included in appendix.  (Grade mark: 100.00%)
	[bookmark: totalPAD]15
	[bookmark: markPAD]15

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Can communicate professionally and confident in a suitable format. (Grade mark: 100.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]93%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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View Al Properties
Job Information
Job Name: Attack Type status Result

‘Attack Type: Microsoft Office 2007 Password Attack
Modue: Mirosoft Office Encryption Mocle:
Profiie: wip_ADG_WordList_~_a5448faa-+0c88 +426a +822c +0ebe 3924790
Status: Runing
Diffictys Diffiit
BeginTme: 3/07/19 13:34:30
End Time:
Timeout After: No Timeout
Decryptable: Yes
Result Type:
Results:
Comments: —

ark Micosoft Office 2007 Password Attack. Queved

Filename: About Susan.docx
Type: Ms Office

Version: 2007
: 1433
5531£2929274600 1eb 1e63a66a750a1
257230045 LcA3b3fdeededs9dcaddes 5477
Unknown
3/07/18 13:33:30
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