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Abstract.
The purpose of this report is to recommend guidelines on a comprehensive security policy to cover all aspects of the network within the Hyper-fort consultancy company. This company wishes to allow its employees and customer base to bring their own devices into the workplace, therefore a robust security system is required to maintain security of staff and client data, as well as providing protection for the companies high value intellectual property.
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1. [bookmark: _Toc534202064]Introduction.

Dr William Stallings states that in the field of network and computer security there must be measures put in place to deter, prevent, detect and secure any violations of security within the computer network [1]. There are three main elements, described below, which are considered to be the most crucial part of computer security, this is known as the CIA Triad. Organisations should adhere to following these principles when designing policies for computer and network security within organisations [2].
The principle of confidentiality is to ensure that all information is protected from any unauthorised access and that access should only be granted on a need to know basis. Authenticity settings must be controlled to safeguard the data, and concepts of this will be discussed later in this report in recommending guidelines for the Hyper-Fort Company. The principle of Integrity is to measure consistency and accuracy of data. A way of measuring integrity of data is by using hashing tools, taking a snapshot of data in an instant of time. When the data reaches the destination, if the message is different this may mean the message has been compromised. The principle of availability is to maintain availability and accessibility of information by ensuring system resiliency, maintaining equipment and keeping up to date operating systems. Organisations must also ensure they have an up to date available contingency plan and put measures in place to monitor for any unusual activity [3].
With the principles of Confidentiality, Integrity and Availability in mind, the objective of this report is to provide and recommend guidelines to Hyper-fort Consultancy Company with regards to security and device management. This company’s network is almost 95% wireless, and due to an increase in the use of laptops, tablets and smartphones the managers of this company wish to allow employees and clients to access their corporate networks using their own devices. This flexibility around personal devices is known as Bring your own Device (BYOD). This report will discuss the scenario in detail, discuss the author’s network solution and provide recommendations for procedures to follow and mitigation steps to take to protect against any internal or external threats to the network due to the proposal for BYOD.










2. [bookmark: _Toc534202065]Research Work.

The Key objectives of this report is to:
1. Recommend guidelines on a security policy, covering all aspects including user and device security.
2. Use Cisco Packet tracer to demonstrate the configuration of the network, and describe the configuration.
3. Select a mobile device management system for Bring your own device, and use a data flow diagram to show the flow of through the system.
4. Recommend mitigation for any threats to the network, physical and logical.
Bring your own device is a current trend making an increased appearance in business environments. Businesses are taking a device agnostic approach, allowing “dual use” to employees, both for private use and to access their business networks wirelessly. Using smart phones, tablets and laptops is part of the ever increasing “IT consumeration” era we live in today. A Bring you own device approach will have many benefits as employees can access and work remotely and be more flexible, plus there is no cost to the company for the devices as employees use their own private devices. There is also many risks, with appropriate security being the top priority [4].
According to the National Cyber security Centre, a security incident is the unauthorised access or breach of a systems security policy which affects confidentiality, integrity or availability of data [5].
A security threat is described as the potential or possibility of an action that would cause a security breach to a network. For example, an expired software digital certificate will give hackers the way in to steal data without being spotted – an expired certificate was the reason 02 had a blackout which affected the entire UK recently. To mitigate the threat business should keep their certificates up to date. [6]
 A security attack is a deliberate attack to violate a network. For example, a ransomware attack. It has been found that as the use of digital technology increases, so too does the risk of hacking, and in recent times the number of ransomware attacks has spiked as hackers now have a wide range of skills, improving their skills and forming large organisations which makes their attacks more effective and targets larger companies as well as individuals, and the sums of money to unblock the systems and return the files has increased greatly [7]. Recently, two Iranian men have been charged with the alleged attacks of ransomware on more than 200 victims in the USA and Canada. This is a growing threat which can cause major disruption to any organisation [8].
As threats and attacks continue to evolve, and with the growth of “Bring your own device”, robust security solutions must be put in place. Organisations need to ensure they have a security checklist to follow, as below [9] :
· Do they have an intrusion/prevention system installed, physical, logical and environmental?
· Are the routers/switches and servers secure?
· Is there authentication controls set up? Does the system have password control, encryption, secure log in/ log off/timeout?
· Are there physical and environmental controls in place?
· Administrative access controls - Procedures in place for privilege level access to systems?
· Is there an up to date, available, easily accessible business continuity plan and asset register?
· Are staff trained and educated in in information security?
· Is there a procedure in place for incident reporting? Are risk assessments carried out?
· Do they have a firewall installed?
· Do information systems comply with information security standards (ISO/IEC 27000)?
· Which Mobile device management software is being used, and why?

3. [bookmark: _Toc534202066]Problem Formulation.

Hyperfort is a global organisation that uses cloud services to deliver IT services to its staff and clients, and its network is 95% wireless. Hyperfort want to allow staff and clients access to their network through their own personal devices, however security of the company’s data is a major concern.
Using devices on networks has the potential of spreading a virus quickly, if one device is infected it can spreading throughout the network. Another problem could arise through employees misusing the internet for downloading information, or data roaming charges could create huge costs for the company. There may well be compliance issues associated with BYOD as well as the risk of personal devices causing a distraction for employees, for example, checking social media applications during work time. There is also the potential for data leakage or cross-contamination and devices may become compromised if malicious apps are downloaded [10]. According to a Symantec survey on cybercrime in 2012, across 24 countries involving 20,000 people, 69% asked reported being the victim of a cyber-attack at some point.  Due to the increase in volume and sophistication in the attacks, organisations need to take steps to protect themselves [11]. There are common characteristics and patterns with these attacks, as IT becomes a bigger part of our daily lives, there is an increase in the number of more organised attacks, and attacks happening from inside organisations. The increased use of social media also plays a part in the rise in cyber-attacks. According to the statistics portal, there was 2.27 Billion Facebook users in 2018 [12] where users share personal information which attackers can easily and quickly take advantage of.


4. [bookmark: _Toc534202067]Implementation.

The Cisco packet tracer tool has been used by the author to show the proposed network configuration for Hyperfort and the following security framework has been produced to explain the network and alleviate any security concerns, with the primary objective of preventing any unauthorised devices access to personal confidential information. End-user concerns and how to mitigate risks will also be discussed.
The Network topology design is built with layer 2 switches and uses two 2811 routers enabled with a WIC 2T wide area interface card which are connected by a wide area DCE (data communications equipment) network cable. This allows access to the internet for corporate users.
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Figure 1. Wide area network configuration.

 There is a wireless access point configured for client’s guests and staff for wireless access via a smartphone, tablet or laptop. 
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Figure 2. Wireless access Configuration.

There are three wired local area networks, for guests, clients and staff to use, with access to the corporate intranet for staff.
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Figure 3. Wired Network configuration.



There is also remote user access which flows through a DSL modem to the cloud. 
[image: ]
Figure 4. Remote user configuration.




Firewalls have also been placed on the network to provide a layer of security between the local area networks and the wide area network.
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Figure 5. Firewall security.

4.1 [bookmark: _Toc534202068]Intrusion and prevention systems. 
The server rooms have been secured against physical intrusion by placing a RFID reader on the alarmed doors, accessible only with an authorised card, unauthorised access or tampering will trigger the siren. There are CCTV cameras which is linked to the security room, and monitored around the clock. There are environmental controls in place such as air conditioning units to ensure there is an ambient temperature at all times to prevent any overheating, and a sensor displaying the temperature. There is sprinklers on the ceiling which will be activated in the event of a fire, as well as a fire alarm which alerts the local fire station. 
[image: ]
Figure 6. Physical security and environmental controls.

Network intrusion detection and prevention tools have been deployed and monitor for any unusual activity, which generate alerts if any usual activity is found. There is a firewall sitting within the network which is monitoring incoming and outgoing and will prevent access to websites, such as social networking sites. The firewalls will prevent employees from sending confidential information outside of the network. There is a Cis log enabled on the system which is compiling a log of activity which are collated in a central location for review and audit purposes. There is antivirus and malware detection software enabled on the network which will prevent and remove any malware in the system [11].

4.2 [bookmark: _Toc534202069]Secure access points, Routers, switches, servers, and PC’s.
The access point for wireless connection has been encrypted to the latest standard WPA2 – PSK and uses the advanced encryption protocol AES (advanced encryption standard).The SSID of the wireless devices matches the access point secure key to give secure wireless access for smartphones, laptops and tablets, which means unauthorised devices will be unable to access the wireless network and data can flow through a secure link.
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Figure 7. Secure access point, WPA2-PSK enabled with AES.

 Passwords should be complex, with 1 x uppercase and 1x lowercase letters, and 1 x special character, and must be changed as often as possible. The routers and switches have all are all set with a new password (the default password has been changed) and the password is encrypted so will not appear in the command line interface. The secure shell protocol, SSH, has also been enabled on the network which gives secure remote log in on devices as provides a strong encryption. These network devices are routinely upgraded with the latest security patches when they are released. Anti-virus software has been enabled on the servers PC’s and wireless devices, which is updated regularly. Firewalls have been placed on the network to provide a layer of security between the local area networks and the wide area networks, to monitor incoming and outgoing traffic and prevent unauthorised access. A secure virtual private network has also been created to give remote users access over a secure connection [13].

4.3 [bookmark: _Toc534202070]Access control.  
Authentication, authorization and accounting services provides the framework for access control on routers and servers. Authentication refers to what you know; password and pins, what you have; smart cards, security keys, who you are; fingerprint, retina/voice recognition. Multifactor authentication is a combination of all three. Authorisation refers to a set of attributes to identify the users access level and accountability refers to tracing an action back to the individual e.g. log in time, actions, errors which are saved in the CIS log files. Encrypted passwords have been configured on the routers and switches, and an exec timeout command has been enabled if there any periods of inactivity. There is also a log in block if five bad password attempts are made in a row, and a security banner has been set to display a message that tells the user any attempt to log in without authorisation is not allowed.
[image: ]
Figure 8. Additional security features, banner displaying message of the day and log in block.
 Termination of the employee from the system will be triggered when the employee leaves the organisation. Any visitors/contractors to the area must be with an employee at all times, and wear a visitor’s badge [14].

4.4 [bookmark: _Toc534202071]Information security standards (ISO/IEC 27000). 
This is the standard used to keep information assets secure [15], which is a management framework which Hyperfort will follow and keep up to date with security threats and risks.

4.5 [bookmark: _Toc534202072]Business continuity plans.
A robust continuity plan must be in place to deal with any crisis and good planning will help to minimise the impact on the organisation. This could range from a server overheating, water leaking into the server room, a laptop being left on a bus to complete system failure, data leakage or theft of intellectual property. It is important to identify all possible scenarios, and take steps to mitigate the risks as much as possible. For example, within an IT network it is important to have a back – up system in place at another site so if there was a failure the organisation could fail over to the other system. There should be a schedule in place to back up data to ensure there is a backup. Ensure digital certificates and maintenance of equipment are kept up to date and install anti-virus software on all IT systems. It is also vital to ensure staff are aware of their responsibilities in a crisis and have up to date contact numbers for staff, clients and any suppliers in case you need to notify them in an emergency. Ensure the plan is kept up to date and changes in IT are factored in, and staff should be aware of where/how to access the plan. An analysis of the risks should be untaken and discussed with the senior management team give an understanding of the risk appetite [16] [11].

4.6 [bookmark: _Toc534202073]Personnel.
 Clear communication of policies to employees is vital to ensure staff are aware of their responsibilities. As technologies and applications evolve, ensure refresher training is organised for staff. Ensure staff are trained and competent in the systems before being given access. Staff should be aware of the dangers of cross- contamination and data leakage, and so clear guidelines on appropriate use should be made available for staff to read. Access to personal social media sites via the Hyperfort network is disabled for any personal use, and there should be a communications team with the responsibility of promoting activities online and on social media as well as having a named person responsible for security [17].  Active directory groups should be cleansed regularly, to ensure access is granted to those who need it.

[bookmark: _Toc534202074]4.7 Incident reporting. 
Clear guidelines are to be followed when reporting any incidents/breaches.










5. [bookmark: _Toc534202075]Mobile device management software system. 
Due to BYOD, a mobile device management system has to be enabled. This is used to monitor and manage the mobile devices used by the staff, clients and guests. All devices will need to be enrolled onto the MDM, and this management system should support multiple operating systems due to the diversity in devices available today. Staff should be made aware of the appropriate way to use their devices, and the security risks should be discussed in team meetings. Access to certain apps for personal use, e.g. social networking sites, can be configured to be turned off to protect company information, if being accessed through the corporate web, to prevent any cross-contamination or date leakage. The mobile device management system chosen to manage BYOD for Hyperfort is Citrix endpoint Management [18]. This system has been chosen as it supports different brands of devices and different operating system platforms, implementation is straightforward as permissions are granted via the software system. This system provides Unified Endpoint Management (UEM) which can control PC’s, laptops, tablets and smartphones from a single console [19]. It also allows for compliance rules to be set up, and provides security to the internal network. Applications, local files and databases are encrypted using advanced encryption standards. This solution gives control over applications, centralizes all the devices and protects against threats. This solution also adheres to Information security standards and protects data in transit, at rest, and in the company using authentication, authorisation and accounting standards as well as enabling passwords and encryption [19].

















6. [bookmark: _Toc534202076]Data Flow Diagram.

[image: ]

Figure 9.. Data flow diagram showing implementation of BYOD Management structure.










7. [bookmark: _Toc534202077]Results/findings.
A survey on cybersecurity breaches was carried out by the UK government and released in 2018. This survey was carried out to help organisations understand the nature of security threats and provides information of what other organisations are doing to stay secure. 1,519 UK business were surveyed, and the findings were that 43% of these had experienced a cyber-attack in the previous 12 months, 74% said cybersecurity was a high priority for their senior management team and only 27% have a formal cyber security [20]. The online exposure for these companies is high – 98% use emails, websites, online banking, personal information about customers. 45% of this sample surveyed use BYOD. This snapshot survey highlights the need to change the culture of organisations today to adapt and become more security aware in the world of IT. Only 19% of organisations in the survey were given a cyber security update by senior management. Again this highlights the need for more guidance tailored for businesses and the need for policies and investment in cyber security to be in place in order to protect client and staff data, protecting trade secrets and ensuring business continuity [20].

8. [bookmark: _Toc534202078]Conclusion, Recommendations and future work.
The network built for Hyperfort using cisco packet tracer allows for data to be securely sent through and also kept secure when at rest and within the company. Using the latest standards for Wi-Fi access, WPA2- PSK, means unauthorised devices will not be able to access the Hyperfort Wi-Fi. Using encryption on passwords will also ensure the routers and switches are secure. Having a Mobile Management device system in place for BYOD will add in additional security to the network as only devices that are registered with the MDM can access the network. Hyperfort requires access to online social media platforms so it is vital to have a communications team responsible for this, this will then ensure access for staff can be disabled which reduces the risk of data leakage [11] [9] [19]. To maintain integrity of the system in the future, the author of this report recommends that:
· Robust schedules are put in place by the IT team to ensure security patches are update regularly.
·  Anti-virus software is updated regularly and when required. 
· Digital certificates should be renewed and on a schedule so are not missed.
· The IT team should be aware of changes and updates to information security standards and apply relevant changes to systems in order to maintain security in the evolving IT world.
·  Hyperfort company managers should maintain and update the business continuity plan regularly.
· Staff training/refresher training days should be take place regularly. 
·  Data should be backed up regularly, and failover tests should occur every six months to ensure the system works effectively.
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Figure 10. Hyper-fort Network design proposal.
1 | Page

image2.png




image3.png
SMARTPHONE-PT.
Smartphone.

Laptop-PT
Laptop.

TbktPC-PT
Tablet




image4.png
5
Guest network

PepT PCPT
staff network clent network





image5.png




image6.png




image7.png




image8.png
CORPORATE INTRANETISERVER FARM

Stoex  Server-fT
S0 porate intrs




image9.png
CORPORATE INTRANET/SERVER FARI

T
&

ss0ex  SENVERFT g yongor

Frewalporporate itranet "y [

=)

RFID Reader
079

Temperature Hontor
0T

ors





image10.png
® Access Pointd

UserD

Encryption Type L5

O Disabled O WEP  WEPKey
O WPAPSK @ WPA2-PSK PSK Pass Phrase]

Prysical _conry_ Atriues
GrosAL o
Setings o rrer

INTERFACE T
Port 0 <Gz Cramel B
= Range (meters) L]
Adrentaton

Password





image11.png
R - o x

Physical  Confg _CLI_ Aftibutes.

105 Command Line Inferface:

ave co up
DO NOT ATTEMPT TO LOGIN WITHOUT AUTHORISATION

User Access Verificstion

Erem—
[r——

Passvozd:
S Passvord: cimeous espized!





image12.png
BYOD TECHNOLOGY
personal laptop,
smartphone or
Iaptop.

Is the device reistered on the Mobile
device management system and in
Active directory?

IFNO, DENY

WIRELESS ACCESS. HYPERFORT INTERNET

Allow access to
internet only.

Active directory
group?

Allow full access
tointernet and
company data





image13.png
—

-
—— cifeer
Chlido
T DSLHodemPT
T DSLHodem
INTERNET ACCESS
sstbx
REMOTE ACCESS Freal

o7

29602677
Swiché

Wide area Network (WAN)

WRELESS ACCESS FOR STAFF CLENTS AND GUESTS

Temperature Hontor
o7




image1.png
Prifysgol Cymru
¥ Drindod Dew Sant

J University of Wales
Trinity Saint David




