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[bookmark: _Toc59207998]Worksheet 1- Building the NOS infrastructure using Active Directory 
[bookmark: _Toc59207999]Question A
Type 2 hyper visor is an native hypervisor in which is OS is responsible for taking care of all hardware. Another advantage is that Type 2 hypervisor can support different range of hardware. Installation of this hyper visor is easier.
[bookmark: _Toc59208000]Question B
There are two types of domain in Active Directory Domain Service which are known as root domain which is at the top of forest. Another is child domain which comes from the subdomain of root domain. The collection of these subdomain is considered as Trees whereas collection of root domain is known as Forests.
[bookmark: _Toc59208001]Question C
The roles and responsibilities of domain controller are:
1. Using DC, it is easy to manage the changes occur in the directory information.
2. If there is any changes in one of the directory, it will create copies to another domain controller.
3. It is also useful to store the directory data.
4. AAA is also managed by the domain controller.
[bookmark: _Toc59208002]Question D
If one of the domain controllers goes in fail state, the failover condition automatically switches it to another DC. The authentication service of the domain will need to connect at any of the DC which he knows. Once found it will select the available servers (Shi, 2017).
[bookmark: _Toc59208003]
[bookmark: _Toc59208004]Worksheet 2 – Resource Management  in Active Directory: Users, Computers and Groups  
Question 1
For modern Network Operating System, the minimum password length has been set to 12 character long which contains 1 uppercase, 1 lower case and special symbols such as @,#,$,.,% etc. 
[bookmark: _Toc59208005]Question 2
Advantage of Groups in Active Directory are:
1. If you wish to consolidate different user’s or OUs have same characteristics then it is easy to manage at one end.
2. If you want to apply same policy to one or more device’s, then you can directly apply to the group.
Disadvantage:
1. If there are two or more policies needs to apply on a group with some exception then it will difficult to do that as they all are part of one group.
[bookmark: _Toc59208006]
Worksheet 3 – Resources Management  in Active Directory - Managing  access to files/folders and controlling domain user environments 
[bookmark: _Toc59208007]Question a
There are two types of permission for Windows Network Sharing and that are change and read.
Change refers to the permission in which user can make changes to given folder or files.
Read refers to the permission that user can view the folder, files or the content of the file but can’t modify.
[bookmark: _Toc59208008]Question b
Use of NTFS over other file system are:
1. Using NTFS, it is easy to repair the errors or fault in the file and folder automatically. 
2. NTFS gives you benefit to set the permission to specific files and folders. 
3. NTFS also allows to compress the file and folders individually.
[bookmark: _Toc59208009]Question c
Benefits are:
1. If you wish to consolidate different user’s or OUs have same characteristics then it is easy to manage at one end.
2. If you want to apply same policy to one or more device’s, then you can directly apply to the group.
[bookmark: _Toc59208010]Question d
Benefit of GPO:
1. Having more efficient and easy way to manage all the new device which will join the organization domain.
2. It is easy to deploy new software and patches in the software using the GPO.
3. It is easy to enforce the password policy to keep the network of organization safe.
Benefit of OUs:
1. It helps to manage the similar object easily at one OU folder just like keeping the same category files in one folder (Shete, 2018).
2. If you create an GPO having some set properties and wishes to apply to bunch of user’s then OU’s can help to apply it.
[bookmark: _Toc59208011]
[bookmark: _Toc59208012]Worksheet 4 – Network Administration using DHCP
Question 1
Principle advantage of DHCP is:
1. The management of IP distribution become easy in the network.
2. Instead of providing static IP address to each machine, DHCP provides automatic assigning of IP address.
3. It also prevents for IP address duplicate.
4. For each network separate pool can be created
[bookmark: _Toc59208013]Question 2
[image: How To Work DHCP DORA Process - Networking Signal]
4 stages of DHCP process are known as DORA where D stands for Discover, O stands for Offer, R stands for request and A stands for Acknowledgment. 
When the client start communicating with the server, the first message that is transact between them is Discover message. This is sent to see if there is an DHCP server available in the network or not.
When the DHCP server receives the message, it offers the client for a IP address from the address pool of DHCP server.
If client requires the IP address, it sends the request to DHCP server to provide an IP address.
When the Server allocate the IP address to the client, it Acknowledge it by send ACK to the client (Hubballi, 2017). 
[bookmark: _Toc59208014]Question 3 
Some potential threats while using the DHCP service is the Rogue Server:
Rogue Server is easy to create if any of the client will act as the DHCP server. So if the client broadcast the IP request and if it will get first response from rogue client, it will start connection with the rogue server instead of original server.
[bookmark: _Toc59208015]
[bookmark: _Toc59208016]Worksheet 5  – Planning and Deploying DNS in the Network Infrastructure
Question 1
DNS gives response to the client in two forms i.e. recursive query and iterative query.
When the user hit the web URL with the domain name, it will send the iterative query to the DNS server which will match will the respective public IP address of the URL and gives response.
If the user request for name resolution using the IP address, the request is known as recursive query. DNS accept the request and check its pointer record, once the pointer record matches the IP address with the associate name then it will give response.
[bookmark: _Toc59208017]Question 2
Roots hints are those data that are stored on the DNS server. Root hints provides the records of preliminary resource which can be used to identify the other authorities’ servers. If a request comes from Server A for a particular domain, the root hints will assist to locate the server B authorities’ server.
[bookmark: _Toc59208018]Question 3
1. The FQDN will be Server1.nwtraders.msft.
2. The first address separated before the dot(.) is known as hostname and the remaining part is considered as the Domain Namespace (Rong, 2018).
[bookmark: _Toc59208019]Question 4
There are three kinds of DNS zones which are used in DNS and that are:
1. Primary Zone: Primary Zone is the main root zone which is created at the root DNS server. The queries that will request for the DNS is solved first by the primary zone. The information that is stored in this zone are authoritative copy of resource records. 
2. Secondary Zone: Secondary zone copies the information from the primary zone which can’t be modified. This secondary zone will be useful when the primary zone is unable to provide the response or goes in down state.
3. Stub Zones: This zone only copies the information about the resource records only. This zone is used only to find the authoritative DNS server of the given zone.    
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