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Developing a Low-Cost AI-Based 

System to Detect Fake 5G Base Stations

Using Open 5G Signal Measurements 

on Raspberry Pi and SDR
The research adopts a quantitative, experimental design in a controlled laboratory 

environment, consistent with established FBS detection studies that use measurement 

data and ML classification



Research Context

4G/5G early 

broadcast 

messages are 

not fully 

authenticated.

0201
Fake Base Stations 

(FBS), also known 

as IMSI-catchers or 

Stingrays, 

impersonate 

legitimate cellular 

towers.

Attackers can:

❖ Extract IMSI or 

SUCI

❖ Force downgrade 

to insecure 2G/3G

❖ Launch denial-of-

service attacks
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5G improves 

security but early 

handshake remains 

vulnerable [2], [4].
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Key Issue:

Current detection systems are accurate but expensive and not suitable 

for low-cost deployment.



Research Problem & Literature Gap

There is a lack of:

➢ Low-cost, edge-deployable FBS detection systems

➢ Open datasets for reproducibility

➢ Real-time latency and resource evaluation on embedded devices

Research Problem

Literature Gap

Existing Work Limitation

SMDFbs [1] Complex protocol modelling

FBSDetector [2] Requires large datasets & powerful hardware

SeaGlass [7] Needs large infrastructure

❖ No affordable Raspberry Pi–based solution with open dataset and latency 

profiling



Research Aim & Objectives
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Aim
To design, implement, and evaluate a low-cost FBS detection system using 

Raspberry Pi and SDR.

Objectives

✓Conduct literature review

✓Set up hardware & simulation 

✓Collect ≥5,000 labelled samples

✓Train 5 ML models (Decision Tree, RF, k-NN, SVM, 

LightGBM)

✓Deploy best model on Raspberry Pi

✓Achieve inference latency <200ms

✓Compare with SMDFbs [1] & FBSDetector [2]



Literature Review Summary

▪ SMDFbs achieves ~98% accuracy [1]

▪ Uses protocol state machine

▪ Not suitable for low-cost edge deployment

1.Specification-Based Detection

▪ ML on RSRP features shows 75–96% accuracy [2], [3], [6]

▪ Requires large datasets

▪ Not evaluated on Raspberry Pi

2. Machine Learning Detection

▪ SeaGlass & FBS-Radar [7], [10]

▪ City-scale monitoring

▪ Requires fleet infrastructure

3. Crowdsourced Detection

➢ Identified Gap

High accuracy exists — but low-cost edge deployment 

is missing.



Research Methodology

❖ Quantitative

❖ Experimental

❖ Controlled lab 

environment

Research Design

❖ Raspberry Pi 4

❖ RTL-SDR / HackRF

❖ srsRAN / ns-3

❖ Python (scikit-learn, LightGBM)

Tools & Hardware
❖ Decision Tree

❖ Random Forest

❖ k-NN

❖ SVM

❖ LightGBM

ML Models

❖ Accuracy

❖ Precision

❖ Recall

❖ F1-score

❖ ROC-AUC

Evaluation Metrics



Data Collection & Deployment

❖ Simulated genuine & fake gNodeBs

❖ Features collected:

o RSRP

o RSRQ

o SNR

o Timing Advance

o PCI

o MNC

❖ Target: ≥5,000 labelled samples

Data Collection

❖ Best model exported using joblib

❖ Raspberry Pi inference pipeline

❖ Target latency: <200ms

❖ CPU & memory profiling

Deployment



Project Plan

✓ Collect raw datasets

✓ Data cleaning & 

preprocessing

✓ Data labeling (if 

required)

✓ Split dataset 

(train/test/validation)

Weeks 4–5 (March 22 

– April 4)

Literature Review

Phase 1
Experimental Setup

Phase 2
Data Preparation

Phase 3

Week 3 (March 15 

– March 21)

✓ Review recent 

journal papers & 

conference articles

✓ Identify research 

gaps

✓ Study related 

methodologies & 

tools

✓ Prepare literature 

summary document

Weeks 1 & 2 

(March 1 – March 

14)

Model Development

Phase 4
Deployment & 

Performance Analysis

Phase 5
Evaluation & 

Comparison

Phase 6  

✓ Install required 

software & 

frameworks

✓ Configure hardware

✓ Set up dataset 

storage

✓ Environment testing

✓ Compare with baseline 

models

✓ Statistical performance 

analysis

✓ Generate graphs & 

tables

✓ Interpretation of results

Week 10 (May 

3 – May 9)

Weeks 8–9 (April 

19 – May 2)

✓ Select model 

architecture

✓ Hyperparameter 

tuning

✓ Training & validation

✓ Save trained models

Weeks 6–7 (April 5 

– April 18)

✓ Deploy model 

(local/cloud/edge)

✓ Measure latency & 

resource usage

✓ Performance 

optimization

✓ Profiling report

Final Documentation 

& Thesis Writing

Phase 6  

✓ Final Report 

Writing & 

Revision

Weeks 11–15 

(May 10 – 2nd 

Week of August)



Resources

A low-cost single-board computer used as the edge device for deploying and 

evaluating the detection model. It allows real-time inference and resource profiling 

in a constrained environment.

Raspberry Pi 4

Used to capture and analyse 4G/5G signal measurements. It enables flexible and 

low-cost radio signal monitoring without specialised telecom hardware.

SDR (Software-Defined Radio) 

Acts as the base-station simulation environment. It runs srsRAN and/or ns-

3 to generate both genuine and fake gNodeB transmissions under 

controlled laboratory conditions.

Ubuntu laptop

This project uses a Raspberry Pi 4 to deploy the detection model, an SDR to 

capture 4G/5G signals, and an Ubuntu laptop to simulate base stations. All tools 

are open source to ensure low cost and reproducibility.

Open-source software



Agenda 

Style

➢ Open labelled dataset

➢ Reproducible research

Academic01

➢ Low-cost monitoring for small operators

Professional02

➢ Protection against IMSI-catchers

Societal03

Impact

Impact & Limitations



Agenda 

Style Simulated environment01

Limited model complexity02

Blockchain component 

optional03

Focus on broadcast-level 

detection only
04

Limitations

Impact & Limitations
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THANK YOU
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