The Role of Artificial Intelligence in Preventing Financial Crime: 
Balancing Effectiveness, Ethics, Sustainability and Social justice


Abstract

The research investigates the transformative role of Artificial Intelligence (AI) in preventing financial crime, specifically focusing on the balance between effectiveness, ethics, sustainability, and social justice. It begins by outlining the complex nature and evolution of financial crime, including money laundering, and highlights the limitations of traditional anti-money laundering (AML) systems amid burgeoning digital threats. The study emphasizes the critical integration of AI technologies in enhancing detection accuracy, risk assessment, and compliance, while addressing ethical challenges such as transparency, bias and data privacy. Sustainability considerations are examined with regard to AI’s environmental impact, resource consumption, and the proliferation of misinformation related to climate change exacerbated by AI tools. The paper also discusses AI’s social implications, notably the impact on employment and workforce transitions in the context of automation. Methodologically, the research proposes a blended methodology integrating qualitative interviews and focus group discussions, case studies, policy analysis, and a quantitative Structural Equation Modeling (SEM) framework to analyze interactions among AI effectiveness, ethical governance, sustainability practices, social justice, and organizational performance. The study highlights a significant research gap in developing transparent, equitable, and sustainable AI frameworks tailored to financial crime mitigation. Ultimately, this study aims to deliver comprehensive, concrete recommendations for policymakers, financial institutions, and academics to responsibly leverage AI in combating financial crime while upholding ethical standards and promoting social equity and sustainability. A clear research plan and timeline are outlined to ensure rigorous analysis and practical relevance.
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1. Introduction: 
The terms 'Money Laundering' and 'Financial Crime' often substituted for one another globally. Financial crime encompasses a broad spectrum of illegal activities involving the illicit acquisition, transfer, or use of financial assets through acts such as bribery, tax evasion, fraud, and insider trading, among others. Money laundering, a focal subset of financial crime, specifically involves the process of concealing the origins of unlawfully obtained money to disguise it as legitimate. As financial crime becomes increasingly complex and sophisticated, it poses significant risks to economic stability, institutional integrity, and societal trust. The imperative to adopt innovative technologies, particularly artificial intelligence (AI), within risk management frameworks is not only a strategic necessity but a critical ethical responsibility. This study seeks to contribute to the evolving discourse by exploring how AI can be effectively leveraged to enhance detection, prevention, and management of financial crime while simultaneously addressing key ethical considerations such as fairness, transparency, privacy as well as sustainability, and social justice. This thesis will allow for an in-depth, multidisciplinary investigation into the responsible integration of AI in financial crime risk management, ultimately advancing knowledge and achieving a careful equilibrium between innovation, ethics, sustainability, and social justice.

1.1 Financial Crime/Money Laundering:
As stated by FinCEN (2019), laundering of money involves concealing Illicit source of funds to make that appear lawful. The process enables perpetrators using their illicit profits free from raising suspicion, thereby supporting harmful activities such as terrorism, smuggling and drug trafficking, that cause widespread harm to society.
The United Nations Office on Drugs and Crime (2024) encourages the advance of policies targeting to anti-money laundering and counter terrorism financing activities. Additionally, it oversees, scrutinizes, and brings attentions to these matters while encouraging cooperation amongst other international organizations and the United Nations. The 1988 Vienna Convention, officially known as the United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances described money laundering- “The conversion or transfer of property, knowing that such property is derived from any offense(s), with the aim of concealing or disguising its illicit origin or helping anyone involved in such offenses evade legal consequences.” Money laundering usually takes place in three key steps:
· The process of injecting illicit money into the monetary system, known as placement
· The act of obscuring the origin of fund via intricate financial maneuvers, known as layering
· The final stage where the laundered funds are absorbed into the legitimate market and can be used freely known as integration. 
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1.2 The Development of Money Laundering Practices: 
Money laundering is believed to be as old as crime itself. American historian Sterling Seagrave observes that approximately two millennia ago, traders in ancient China, laundered money to escape trade barriers and government scrutiny, using tactics like converting wealth into movable assets and transferring funds abroad—methods still used today. The modern history of money laundering is closely linked to the US Prohibition era (1920–1933), when organized crime groups involved in illegal alcohol sales sought to legalize their profits by commingling them with revenues from lawful enterprises. A typical approach involved purchasing legitimate businesses and merging illicit profits with the companies’ lawful income. Laundromats were particularly appealing to criminals like Al Capone due to their cash-intensive nature, providing an ideal front for concealing illicit funds. Although involved in numerous unlawful actions, Capone was ultimately convicted in October 1931 for tax evasion, a case that significantly influenced the modern concept of money laundering. (Financial Crime Academy, 2024).

Following the historical evolution of money laundering, the United States Congress enacted the Bank Secrecy Act (BSA) in 1970 to curb these illicit activities and prevent U.S. banks from inadvertently facilitating them. The BSA established the Financial Crime Enforcement Network (FinCEN) within the Department of the Treasury, tasked with implementing and managing BSA provisions, enforcing regulatory compliance connected to fiscal offenses, and conducting activities to enhance knowledge for financial institutions and citizens on anti-money laundering efforts. While the BSA primarily targets domestic banks, its reach extends to other financial institutions, which aid the government by reporting cash transactions exceeding $10,000 and flagging suspicious activities indicative of money laundering. As a result, these institutions are mandated to verify customer identities and maintain detailed records of financial transactions (Anderson, 2015).

The Comprehensive Crime Control Act of 1984 enhanced law enforcement’s ability to combat narcotics-related offenses by including money laundering under the Racketeer Influenced and Corrupt Organizations (RICO) Act. This allowed authorities to seize illicit proceeds and impose severe penalties, with fines up to $15,000 and imprisonment up to five years for offenses exceeding $1,000. Key measures included empowering border control authorities to inspect persons transporting substantial amounts of unreported currency and allowing federal officers to provide incentives for intelligence aiding in arrests or legal actions. The 1986 Act on Money Laundering Control, introduced explicit legal charges and civil penalties for failing to detect or prevent money laundering, imposing fines of at least $500,000 or twice the laundered amount, along with prison terms of maximum twenty years. The 1988 Anti-Drug Abuse Act expanded the definition of "financial institutions" to include firms such as real estate closing professionals and automobile dealers, subjecting those entities to regulatory requirements and lowering the transaction reporting threshold at $3,000 (Anderson, 2015).
The 1992 Annunzio-Wylie Anti-Money Laundering Act strengthened the powers to combat money laundering (Anderson, 2015). It imposes the same penalties and seriousness on conspiracy to launder money as on the actual act of laundering (SUPREME COURT OF THE UNITED STATES, 2004). It requires financial organisations to validate and record every electronic fund transfer and to report any doubtful activities through Suspicious Activity Reports (SARs) to ensure accountability (Thomson Reuters-Online Legal Research, 2019). Furthermore, this regulation provides protection to the whistleblowers of an organisation who submit these reports (Nortonrosefulbright.com, 2021).

The 1994 Money Laundering Suppression Act, targeted Money Service Businesses (MSBs) and expanded the range of financial entities, introducing added requirements on these entities (Anderson, 2015).

The Money Laundering and Financial Crimes Strategy Act of 1998, recognized the absence of unified anti-money laundering initiatives across different levels of government, as a critical issue. It mandated the Treasury Department and other institutes to formulate a formal nationwide approach. The Act also established the High Intensity Money Laundering and Related Financial Crime Area (HIFCA) Task Force to enhance collaboration between local and federal authorities in high-risk regions. Additionally, it mandated that banking institutions train auditors to detect money laundering activities (Anderson, 2015).

The USA Patriot Act of 2001, that was pronounced in response to the terrorist event of September 11, significantly reshaped U.S. counter-terrorism efforts. The attacks, carried out by 19 al-Qaeda terrorists who hijacked four commercial planes, caused over 3,000 deaths and extensive destruction. In recognition that disrupting terrorist financing was crucial to undermining such threats, the Act introduced stringent measures targeting money laundering and financial support for terrorism.
Key provisions included the Customer Identification Program (CIP), requiring financial institutions to collect basic identifying information from new clients as part of the broader "Know Your Customer" (KYC) framework, with enhanced due diligence especially for high-net-worth non-U.S. individuals. The Act extended these requirements to foreign customers and prohibited domestic banks from maintaining correspondent accounts with overseas shell banks. It criminalized providing financial support to terrorist activities and empowered authorities to subpoena and seize foreign-held bank accounts. Additionally, security brokers and covert banks were designated as financial institutions obligated to file Suspicious Activity Reports (SARs), with enhanced protections for reporting entities and strict prohibitions on notifying customers of SAR filings to prevent tipping off suspects (Anderson, 2015).

Recognizing the growing risk that money laundering represents to international financial and governmental stability, major international organizations have played proactive roles in its prevention. The World Bank and The International Monetary Fund (IMF) are central to this effort, with the World Bank focusing on poverty reduction and community development, and the IMF aiming to maintain global economic stability. In the aftermath of the 9/11 attacks, both organizations reaffirmed their dedication by adopting the Financial Action Task Force’s (FATF) 40 Guidelines on Money Laundering (ML) and the 8 (increased to 9) guidelines on Counter Terrorism Financing (CTF), which established international yardsticks against ML/ CTF. Their participation has significantly strengthened global initiatives against all financial illicit activities (IMF, 2004).

The effort to combat money laundering is ongoing and adaptive, as criminals continually develop new tactics to evade regulations. They have exploited loopholes by conducting transactions outside the legal definitions or using covert methods to avoid detection. The rise of cyber-currencies, entirely virtual forms of stored value used in transactions, introduced complex challenges. Since Bitcoin’s creation in 2009 by the pseudonymous Satoshi Nakamoto, over 100 digital currencies have emerged, raising critical questions about their status under AML laws: whether cyber-currencies qualify as legitimate currency and if exchanges must register as Money Service Businesses (MSBs).

Initially, debates arose over whether cyber-currencies met the legal definition of "currency," with critics like Warren Buffett arguing that Bitcoin’s lack of sovereign backing disqualified it. However, a court ruling in East Texas confirmed Bitcoin as currency, establishing its legitimacy under AML regulations. Consequently, cyber-currency exchanges are now mandated to comply with MSB registration requirements, reflecting evolving statutes, regulations, and case law (Anderson, 2015).

1.3 Artificial Intelligence:
Artificial Intelligence (AI) encompasses the replication of human cognitive abilities in machines, enabling learning and problem-solving, with Machine Learning (ML) and Deep Learning (DL) as integral subfields that rely on algorithms and large datasets to improve task performance (Lee and Yoon, 2021).Over the 21st century, data-driven AI has advanced significantly due to big data and computational power, transforming fields like image recognition, language processing, and robotics, exemplified by innovations such as voice assistants and natural language models like GPT-3 (Karjian, 2024). 

These advancements have also driven transformative applications in financial crime risk detection, where AI technologies enhance compliance by simulating scenarios, detecting anomalies, and forecasting risks to improve the effectiveness of anti-money laundering and fraud prevention systems. Although sscientific advances in AI offer powerful tools for combating financial crime nonetheless, raise critical ethical, sustainability, and social justice concerns. Balancing AI innovation with these ethical imperatives is crucial to ensure fair, responsible, and trustworthy financial crime risk management. In summary, while AI can transform financial crime prevention, its deployment must prioritize ethical integrity and social justice, fostering ongoing dialogue to build frameworks that harmonize innovation with fairness and accountability.


2. Literature Review 

 Anchored within the critical realism paradigm, this review moves beyond descriptive accounts to interrogate the underlying structures and causal mechanisms that give rise to observable phenomena—in this instance, financial crime and its prevention. The review engages with multiple interconnected dimensions, including the pervasive prevalence and evolving modalities of financial crime, the regulatory architectures established to counteract illicit activities, the inherent deficiencies of legacy anti-money laundering (AML) systems, and the transformative impact of digital technologies and Artificial Intelligence (AI). Critical realism’s ontological framework posits a stratified reality comprising the empirical (observable events), the actual (events that occur regardless of observation), and the real (underlying mechanisms and structures with causal powers). This framework enables an exploration of both manifest financial crime incidents and the latent institutional, technological, and ethical factors shaping these phenomena. By critically appraising ethical, social, and sustainability considerations related to AI deployment, the literature review elucidates not only empirical lacunae but also theoretical tensions and practical challenges within the field. This epistemological stance aligns cohesively with the research objective to construct an integrative model that explicates and harnesses these concealed mechanisms, fostering effective, ethical, and sustainable AI-enabled approaches to financial crime prevention, thereby contributing explanatory depth and transformative insights to the academic domain

2.1 The Extent and Importance of Financial Crime
Given the vast scale and significant effect of illegitimate finance internationally, strengthening AML efforts is crucial. The United Nations Office on Drugs and Crime (UNODC) projection indicates that money laundering amounts to 2–5% of the world’s GDP, ranging from $800 billion to $2 trillion annually (UNODC, 2021). Further, according to Nasdaq’s 2024 Global Financial Crime Report, illicit funds totalling approximately $3.1 trillion distributed throughout the financial system globally in 2023 (Friedman, 2024). These figures highlight the pervasive and entrenched nature of money laundering, underscoring the urgent need for robust, adaptable AML frameworks to effectively combat financial crime (Atta and Atalor, 2024).

2.2 Frameworks for Regulatory Enforcement in Preventing Financial Crime 
Within the critical realism framework, regulatory enforcement mechanisms for preventing financial crime represent more than a set of observable rules or statutes; they embody deeper causal structures and institutional powers that shape and influence the manifestation of illicit financial activities. Anti-Money Laundering and Counter-Financing of Terrorism (AML/CFT) regulations function as critical mechanisms within the stratified reality, operating at the level of the "real" to govern and constrain behaviors that contribute to financial crime. These frameworks not only articulate formal legal requirements but also instantiate regulatory intentions, enforcement capacities, and normative expectations that produce tangible effects in practice, even if these effects are not always immediately observable.
Regulatory frameworks worldwide, despite jurisdictional differences, share the common goal of detecting, monitoring, and reporting suspicious financial activities. Nesbitt (2024) presents the primary international laws and standards controlling financial crime are -in the United States, key legislation supporting AML/CFT efforts includes the U.S. Bank Secrecy Act, enacted in 1970 and The U.S. anti-terrorism law enacted in 2001, commonly called the PATRIOT Act, enforced by agencies such as the Financial Crimes Enforcement Network (FinCEN) and the Office of Foreign Assets Control (OFAC) (IMF, 2004). The United Kingdom’s AML oversight, governed by the Financial Conduct Authority (FCA), is shaped by statutes including the Proceeds of Crime Act (2002), the Terrorism Act (2000), and the 2017 Money Laundering Regulations. The European Union continues to enhance its AML/CFT framework through the 2020 Sixth Anti-Money Laundering Directive and the establishment of the AML Authority (AMLA) in 2025. Additionally, in Hong Kong, the Monetary Authority (HKMA) supervises AML/CFT efforts under regulations such as the Anti-Money Laundering Ordinance (AMLO) and related ordinances targeting drug trafficking, organized crime, and terrorism financing (Cr.gov.hk, 2025).

2.3 Efficacy and Limitations of Legacy Systems
[bookmark: _Hlk202383218]Legacy Anti-Money Laundering (AML) systems face profound efficacy constraints rooted not merely in their technical limitations but also in institutional inertia, socio-political dynamics, and technology adoption barriers. Despite comprehensive regulations, detection rates remain minimal—around 0.1% of illicit funds globally—revealing a critical enforcement gap (Basel Institute, 2021). Penalties imposed, while substantial, signal regulatory pressure rather than meaningful deterrence, highlighting systemic challenges such as risk-averse compliance cultures and fragmentation among financial entities (Nesbitt, 2024). Traditional AML systems rely heavily on static, rule-based frameworks that inadequately address sophisticated laundering tactics and generate excessive false positives, thus straining institutional resources and undermining proactive prevention. Fragmented data infrastructures further impede integrated risk assessments, reflecting organizational silos and legacy technology reluctance.

2.4 The Digital Transformation and Financial Crime
The rapid digital transformation in finance exacerbates these limitations; booming online banking and digital payments increase transaction volumes and complexity, creating broad new exploit avenues. Financial institutions grapple with adapting legacy oversight amid escalating cybersecurity vulnerabilities and evolving criminal methodologies—including AI-enabled fraud, deepfakes, and cryptocurrency laundering (Cele & Kwenda, 2024; Taylor, 2024). This evolution has enabled offenders to leverage advanced technologies and platforms in unprecedented ways, reflected in a 22% rise in reported cybercrime damages to $12.5 billion in 2023. Yet, underreporting suggests the true scale may be far greater. Investment fraud alone surged by 38%, causing $4.57 billion in losses, including $2.9 billion from business email compromise schemes and substantial ransomware damages. Vulnerable groups, such as middle-aged investors and senior citizens, face heightened risks due to the agility and speed of online transactions, which often outpace traditional AML and fraud detection systems (Paganini, 2024). These trends expose regulatory frameworks to lagging adaptation, where socio-political forces and uneven technological adoption hinder timely modernization. Consequently, effective financial crime mitigation demands systemic reforms that confront institutional resistance, incentivize dynamic technology integration, and foster multisectoral collaboration to counteract agile and technologically sophisticated offenders.

2.5 The Imperative Integration of AI in Combating Financial Crime 
To confront these challenges, the integration of advanced technologies—particularly Artificial Intelligence (AI) and Cloud Computing—has become imperative. Unlike traditional rule-based systems, AI can process vast data, identify complex patterns, and adapt to evolving laundering tactics, improving accuracy and efficiency. Garcia-Segura (2024) highlights AI’s role in transforming compliance through rapid data analysis, while Arner, Barberis, and Buckley (2015) emphasize machine learning, NLP, and predictive analytics as adaptive tools for early risk detection. Bughin et al. (2017) note AI’s ability to automate tasks, reduce errors, and promptly flag anomalies. Rai (2019) adds that AI uncovers hidden unethical practices beyond basic rule enforcement. Overall, integrating AI into AML frameworks offers dynamic, proactive, and effective solutions that address legacy system limitations, enabling financial institutions to better prevent and detect financial crime and protect the global financial ecosystem.

2.6 Ethical Principles in AI Design for Managing Financial Crime 
Incorporating Artificial Intelligence (AI) in managing financial crime presents transformative possibilities for more effective detection and prevention. However, this technological advancement raises significant ethical challenges that must be carefully addressed to ensure responsible and equitable use. Ethical considerations are paramount given the sensitive personal data involved and the high-stakes decisions affecting the rights of individuals and the trust within society

Key issues include protecting data privacy, as AI requires broad access to confidential financial data, raising risks of unauthorized use or breaches (Martin, 2019; Garcia-Segura, 2024). Fairness is another concern; biased or incomplete training data can lead to discriminatory outcomes, unfairly targeting certain groups and undermining social justice (Barocas & Selbst, 2016; Martin, 2019). Transparency and accountability are essential to maintain public trust, requiring clear explanations of AI decision-making and ongoing audits to mitigate errors and biases (OECD, 2024; Storbeck, 2022).

Furthermore, global AI deployment must respect human rights and legal frameworks, avoiding reinforcement of existing biases in criminal justice systems. International cooperation is critical for harmonized governance, as AI-driven crime spans borders (Cath, 2018; Taddeo & Floridi, 2018).

AI’s integration represents not just a technical upgrade but a fundamental shift in decision-making processes. Without a robust ethical framework, risks such as privacy violations, biased outcomes, and opaque decisions could erode confidence and harm reputations. By proactively addressing ethics—protecting confidentiality, enhancing transparency, reducing prejudice, and ensuring liability—financial institutions can develop AI systems that are both operative and fair.
In conclusion, a comprehensive review of legal frameworks is urgently needed to ensure AI-driven crime prevention aligns with core legal principles and societal values. The future success of AI in this domain depends on harmonizing technological advancements alongside developing ethical and legal frameworks.


2.7 Sustainability Factors in AI Integration for Financial Crime Prevention
Expanding upon these ethical considerations, sustainability arises as a pivotal aspect in the implementation of AI within financial crime risk management. Sustainability, defined as meeting present needs without compromising the ability of future generations to satisfy their own, encompasses responsible resource management, reduction of environmental impact, and the promotion of long-term social and economic welfare. The ecological impact of AI technologies poses significant challenges. The swift expansion of technology usage propelled by AI fosters “planned obsolescence,” referring to the intentional design of products with shortened lifespans that fall significantly below consumer expectations, thereby generating substantial e-waste and accelerating the exhaustion of vital natural resources such as rare earth elements (Guiltinan, 2008; United Nations and International Science Council, 2024).

In addition to electronic waste, the infrastructure supporting AI requires considerable consumption of energy and water resources. Li et al. (2023) assert that while the growing carbon footprint of artificial intelligence (AI) has garnered considerable public concern, the equally important issue of AI’s water footprint, encompassing both withdrawal and consumption, has been largely overlooked. For instance, Training the GPT-3 model at Microsoft’s advanced U.S. data centers can consume up to 700,000 litters of clean freshwater, a fact not widely disclosed. Globally, AI-related water withdrawals are projected to reach 4.2 to 6.6 billion cubic meters by 2027, exceeding the yearly water consumption equivalent to that of four to six nations the size of Denmark or nearly half that of the UK. This rising demand amid growing freshwater scarcity highlights the urgent need for AI to adopt social responsibility and proactively decrease its water usage.

Shehabi et al. (2024) report that U.S. energy consumption by servers has increased more than threefold recently, with GPU-enhanced AI servers utilizing over 40 terawatt-hours in 2023. By 2028, energy use could rise to 240–380 TWh depending on operations. Furthermore, data centers in the United States generate an indirect water footprint approaching 800 billion litres due to electricity-related consumption, producing 61 billion kilograms of CO2 equivalent emissions.
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Building on the above, Galaz et al. (2023) note that the fast expansion of AI’s strains resource and transforms the digital environment, generating  a “perfect storm” for misleading climate information. Generative AI tools like ChatGPT have lowered barriers to producing realistic but false content, accelerating misinformation about climate change and sustainability. This widespread misinformation affects public perception: Sparkman et al. (2022) show biased media coverage causes many in the U.S. to underestimate community support for environmental policies. Likewise, a transnational survey (Climate Action Against Disinformation, 2022) found significant climate misconceptions—33% in the U.S. and Australia dismiss human causes, 30% in Brazil reject anthropogenic climate change, and 29% in the UK believe there is major scientific disagreement.

Moreover, Misinformation and conspiracy theories—defined by Douglas et al. (2019) as attributing events to secretive powerful groups—surrounding renewable energy projects like wind farms are hindering clean energy infrastructure and slowing progress toward carbon-neutral systems (Winter et al., 2022). This highlights the critical imperative to examine the intricate interactions among AI, digital media, and the public perception to safeguard impactful climate initiatives.

In light of these challenges, integrating sustainability principles into AI applications for financial crime prevention is imperative. F Financial institutions and regulatory bodies are progressively mitigating the environmental impact of AI through the implementation of energy-efficient algorithms, utilization of sustainable cloud computing practices, and comprehensive management of AI lifecycles to advance carbon-neutral objectives. (Tkachenko, 2025).

Kandemir (2025) recommends mitigating AI’s environmental impact by optimizing domain-specific models, employing energy-optimized hardware such as neuromorphic processors, migrating data centers to sustainable energy alternatives, and scheduling computations to coincide with periods of highest renewable energy output.

2.8 Social Impact in AI integration
The academic discourse on AI’s impact on social justice reveals significant contradictions and debates, particularly concerning employment and labor market dynamics. The McKinsey Global Institute (Manyika et al., 2017) projects that while automation could technically replace up to 50% of current work activities, only about 15% of work hours are likely to be displaced by 2030 due to social, economic, and regulatory limits. This suggests AI will transform rather than eliminate jobs, triggering large-scale occupational transitions that pose risks and opportunities for different worker groups. Conversely, Goldman Sachs (Briggs and Dong, 2025) forecasts a more immediate, though temporary, displacement of 6-7% of the US workforce with productivity gains potentially cushioning the transition, highlighting concerns about short-term unemployment spikes, particularly among young tech workers.
Huo, Ruan, and Cui’s (2024) empirical study adds nuance with a U-shaped relationship between AI adoption and employment, where initial job displacement, especially among low-skilled workers, is followed by job creation, suggesting time-dependent effects. Meanwhile, the PwC (Atkinson et al., 2025) report on Hong Kong depicts AI as a driver for growth in AI-augmented roles, signalling increased demand for high-skill, human-AI collaborative jobs but also highlighting potential inequalities in access and vulnerability among workers.
Debates arise over whether AI exacerbates wage polarization and social inequities by disproportionately affecting routine and low-skilled jobs while benefiting higher-skilled sectors. The necessity of rapid retraining, labor market flexibility, and equitable policy interventions is emphasized to mitigate negative social justice outcomes. However, there remains scholarly tension between optimistic views of AI-driven economic renewal and concerns about entrenched inequality, workforce displacement, and uneven regional or sectoral impacts.
In summary, the contradictions reflect a complex interplay of transformation, displacement, and creation of jobs under AI, requiring multifaceted policy and social responses to ensure AI’s integration promotes rather than undermines social justice.

2.9: Comprehensive Framework for Ethical and Accountable AI Deployment
To date, no comprehensive public policy framework exists to guide governments in deciding on AI system deployment. The TAM-DEF framework (Dwivedi et al., 2021) fills this gap by offering a structured approach for objectively evaluating AI before public use. It outlines six key policy challenges—Transparency & Audit, Accountability & Legal Issues, Misuse Protection, Digital Divide & Data Deficit, Ethics, and Fairness & Equity—that must be addressed. Along with the DEEP-MAX scorecard, it enables governments to systematically assess the safety and social desirability of AI systems. Only after thorough evaluation on these criteria should AI be approved for public deployment.
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With in the TAM-DEF framework, there is a critical need for an independent, transparent Global Alliance for AI Standardisation and Rating, akin to ICANN for the internet, but as a truly democratic international coalition of governments. Given the cross-border deployment of AI systems, uniform global standards would enhance clarity, user confidence, and legal certainty by addressing civil and criminal liabilities arising from varying national laws. 

The DEEP-MAX scorecard provides a transparent, point-based rating system evaluating AI systems on seven key parameters: Privacy (protection of user data), Ethics (commitment to human values and sustainability), Diversity (training across race, gender, religion, etc.), Equity & Fairness (impartial treatment), Auditability & Transparency (explainability of decisions), X-geography & X- society ( consistent performance across geographies and societies, including low-resource and digitally divided communities), and Misuse Protection (safeguards against abuse). This enables stakeholders to objectively assess the safety and social desirability of AI components, facilitating informed decision-making for AI deployment.

The DEEP-MAX scorecard differs from the TAM-DEF framework by excluding Accountability and Legal issues, as these are better addressed through legal channels rather than scoring. Additionally, it splits two TAM-DEF components: Fairness and Equity into separate Diversity and Equity scores, and Ethics into Privacy and Ethics scores. This separation highlights critical AI concerns—such as the essential need for diversity training and privacy protection—making them explicit and measurable. The approach also ensures the scorecard remains practical and computable, focusing on aspects directly assessable within the framework.
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In conclusion, this literature review reveals a critical gap in research addressing the integration of AI in financial crime prevention through a comprehensive lens that balances operational effectiveness with ethics, sustainability, and social justice. While existing literature documents the growing scale of financial crime and highlights limitations of legacy AML systems, it seldom provides an interdisciplinary framework that integrates AI’s technical capabilities with its ethical deployment, environmental impact, and workforce implications. Moreover, regulatory frameworks remain fragmented and struggle to keep pace with fast-evolving digital threats and AI-powered offenses. Therefore, this research will contribute to closing the critical void between AI’s technical potential and its responsible, socially just application in combating financial crime, aligning innovation with ethical governance, sustainability goals, and social inclusion 


3. Research Aim and Goals

The study seeks to systematically review the role of Artificial Intelligence in preventing financial crime by critically synthesizing existing studies and empirical evidence. It focuses on how AI tools enhance detection, deterrence, and prevention of fraudulent activities, including money laundering and other illicit financial behaviors. 

A crucial aspect of this research is to achieve a balanced analysis that integrates multiple considerations beyond mere technical efficacy. Firstly, the study emphasizes a balanced analysis by evaluating the effectiveness of AI technologies in real-world settings, assessing their accuracy, adaptability, and impact.  Secondly, ethical considerations are central, addressing issues such as privacy, data security, algorithmic transparency, and potential biases within AI systems. Third, the research explores the sustainability of AI deployment, examining resource consumption, scalability, and long-term viability to ensure efficient and responsible use. Finally, it investigates social justice implications, analyzing how AI integration affects fairness, equity, and inclusivity in the society. Through this multi-dimensional approach, the study aims to provide comprehensive insights to guide policymakers, industry stakeholders, and academics in leveraging Gen AI responsibly for financial crime prevention.

4. Research Gap

Notwithstanding the increasing attention (Zhang et al., 2025) towards the utilization of Artificial Intelligence (AI) in the prevention of financial crime, critical aspects such as ethics and sustainability—including both environmental and social impacts—remain insufficiently examined. There is a notable lack of comprehensive frameworks that effectively balance these complex and often competing priorities. Furthermore, the development of transparent, fair, and sustainable AI systems specifically tailored for financial crime mitigation represents an emergent and pressing research gap. Bridging these gaps is essential to confirm that AI technologies are deployed responsibly and equitably within financial sectors.


5. Research Questions

The identified research gaps underscore the need for a profound knowledge of the ethical, sustainable, and transparent deployment of Artificial Intelligence in financial crime prevention. In response, the research questions are designed to systematically address these concerns. 
The first question, “How does Gen AI improve detection and prevention of financial crime capabilities effectively?” directly tackles the gap related to the performance and practical impact of Gen AI tools. The second question, “What are the ethical implications of deploying Gen AI in financial crime prevention?” aligns with the gap concerning insufficient exploration of ethical considerations in AI applications. The third question, “How can sustainability and equity be ensured in AI applications within the financial ecosystem?” seeks to address the underexplored environmental, social, and equity dimensions highlighted in the sustainability gap. Finally, the question on regulatory frameworks responds to the lack of comprehensive governance models, aiming to explore appropriate policies that can support transparent, fair, and responsible AI deployment

6. Philosophical or Epistemological Framework 
The research is framed within the critical realism/positivism paradigm, recognizing that while an objective reality exists (financial crime and prevention outcomes), our understanding is shaped by subjective, ethical, sustainability and technological influences (interpretations of data, algorithmic design choices, stakeholder perspectives). 
Accordingly mixed research method is proposed as it aligns well with the critical realism paradigm because both prioritize a deep and nuanced understanding of complex social phenomena. Critical realism, as a philosophical stance, holds that reality exists independently of our perceptions but that our knowledge of it is inevitably mediated by social and subjective interpretations. This dual ontology and epistemology suit a mixed methods approach which combines qualitative techniques (to explore meanings and experiences) with quantitative ones (to identify patterns and structures).
Mixed methods provide a richer, more comprehensive analysis by integrating the strengths of both qualitative and quantitative data, which echoes critical realism's commitment to exploring different layers of reality—namely the empirical, actual, and real. It respects the complexity of causality by acknowledging underlying mechanisms that may not be immediately observable but influence outcomes in diverse contexts. This makes it possible to understand not only "what" happens in a situation (quantitative) but also "why" and "how" (qualitative).
Moreover, critical realism encourages abductive reasoning, where emerging insights from data guide iterative refinement of theories, which fits naturally with the flexible, adaptive nature of mixed methods research. Thus, mixed methods under a critical realist paradigm foster a more holistic, theory-informed investigation that bridges empirical observation with deeper causal explanations. This integration is particularly valuable in social sciences research where phenomena are multifaceted and context-dependent.
This approach overcomes some limitations of purely positivist or constructivist methods by reconciling the objective existence of reality with subjective human understanding.

7. Research Methodology

7.1 Qualitative Methods and Sample size 
In this qualitative study on generative AI for financial crime prevention, semi-structured interviews are proposed with a sample size of 20 to 30 participants. This size is grounded in purposive sampling principles, prioritizing the depth and richness of information over sheer quantity. According to qualitative research literature, such a sample typically achieves theoretical saturation, where no new themes emerge, especially when engaging key stakeholders like AI developers, compliance officers, and policymakers (Guest et al., 2006; Wutich et al., 2024). This method allows for flexibility in probing participant experiences and views in detail.

Focus groups, comprising 4 to 6 sessions with 6 to 8 participants each (totaling approximately 30 to 48 individuals), complement interviews by enabling exploration of group dynamics and diverse viewpoints on risks, ethics, and workforce impacts related to AI. The interactive nature of focus groups facilitates collective reflection and identification of shared concerns, adding breadth to the understanding of social implications (Krueger & Casey, 2015). Multiple groups ensure representation of different stakeholder perspectives.

Case study documentation will cover 2 to 3 organizations adopting AI, providing contextualized, in-depth examination of real-world implementation challenges and successes. Such a case study approach is well-suited for generating transferable insights in complex, organizational settings, where detailed contextual data can elucidate both technical and organizational factors impacting AI integration (Yin, 2018).

Finally, the review of 10 to 15 key policy and legal documents across jurisdictions allows for comprehensive comparative analysis of the regulatory environment governing AI use in financial crime risk management. This sample size is sufficient to cover major international frameworks while supporting critical analysis of alignment with ethical and social justice principles (Bowen, 2009). 

In summary, Interviews fit well within the phenomenological approach due to their focus on personal lived experience, focus groups correspond to the ethnographic approach as they explore group interactions and cultural perspectives, Policy and legal document analysis aligns with document analysis or qualitative content analysis, associated with interpretive or critical qualitative approaches and the case study approach is complementary to phenomenology, ethnography, and document analysis. Together, these methods ensure a rigorous, multidimensional investigation, balancing depth with diversity and feasibility.

7.2 Proposed Quantitative Research Model: Structural Equation Modeling (SEM)
SEM is appropriate because it can simultaneously model complex relationships among latent constructs such as:
· AI Effectiveness (detection accuracy, productivity gains)
· Ethical Concerns (privacy, bias, transparency)
· Sustainability (environmental impact, resource use)
· Social Justice Impact (fairness, workforce inclusion)
· Trust and Adoption (stakeholder trust, AI acceptance)
· Organizational Performance (compliance effectiveness, risk reduction)
It also allows testing of mediating and moderating effects (e.g., trust mediating ethics and adoption).

7.2.1 Example SEM Framework Description
· AI Effectiveness positively influences Organizational Performance in risk reduction.
· Ethical Concerns negatively influence Trust and Adoption.
· Sustainability Practices positively influence Organizational Reputation (a sub-dimension of performance).
· Social Justice Impact moderates the relationship between Ethical Concerns and Trust.

7.2.2 Extended Set of Hypotheses (8 Hypotheses)
AI Effectiveness & Organizational Outcomes
1. H1: Greater AI effectiveness leads to improved organizational performance in financial crime detection.
2. H2: Higher AI effectiveness increases stakeholder trust in AI systems.
Ethics and Trust
3. H3: Transparency in AI decision-making positively moderates the impact of ethical concerns on trust.
4. H4: Organizations with stronger ethical governance have higher AI adoption rates.
Sustainability
5. H5: Sustainable AI practices correlate positively with organizational reputation and stakeholder support.
6. H6: Resource-efficient AI models reduce negative perceptions related to AI sustainability.
Social Justice and Workforce Impact
7. H7: Positive social justice impact increases organizational legitimacy and fosters AI adoption.
8. H8: Workforce retraining initiatives moderate the negative effects of AI adoption on labor-related concerns.
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7.2.3 Rationale for SEM and Hypotheses
· SEM captures multi-dimensional, interrelated factors outlined in the research proposal (effectiveness, ethics, sustainability, social justice).
· The hypotheses reflect the balanced focus on technical, ethical, social, and environmental aspects.
· Mediating/moderating hypotheses enable exploring indirect effects and boundary conditions, relevant for policy implications.

7.2.4 Next Steps
· Develop measurement scales for each construct validated in AML/AI or technology acceptance literature.
· Design survey instruments and data collection to measure these latent variables.
· Collect organizational performance and AI system data to test AI effectiveness outcomes.
· Apply SEM using software like AMOS, LISREL, or SmartPLS.
This model and hypotheses provide a robust foundation aligned with the proposal's aims, enabling comprehensive quantitative analysis of AI’s multifaceted role in financial crime prevention.

7.2.5 Recommended Sample Size for SEM
To ensure robust and reliable results in structural equation modeling (SEM), a minimum sample size of 200 to 300 participants is generally recommended. This range is guided by the need to achieve adequate statistical power (typically 0.80) to detect moderate effect sizes in SEM paths, as supported by authorities like Kline (2023) and Hair et al. (2012b). Having a sample size of 200 or more also strengthens model fit indices, enhances cross-validation capabilities, and supports the testing of mediation and moderation effects with greater confidence. Additionally, because this study involves multiple stakeholder groups such as compliance officers, regulators, and workers, a larger sample is necessary to facilitate meaningful subgroup comparisons and allow for multi-group SEM analysis. This diversity in the sample helps ensure the results are representative and the model's applicability is validated across different population segments.

8. Research Outline and Schedule
The proposed study is outlined and showed in a Gantt Chart below 

Gantt Chart (Plan by Tasks)
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Gantt Chart Illustration: This chart provides a visual depiction of the project timeline, spanning from the establishment of research objectives to the concluding evaluation. Tasks are arranged sequentially to facilitate efficient project progression.
Budget: A lumpsum budget of HKD 20,000 is proposed to utilize for data collection and gift vouchers.  

9. Proposed Framework and Recommendations
This study on the role of artificial intelligence in preventing financial crime seeks to balance effectiveness, ethics, sustainability, and social justice by advancing knowledge, optimizing practices, and enhancing management capabilities in financial crime risk management.
9.1 Enhancement of Knowledge
Advanced Data Analysis
AI's capacity to process vast datasets facilitates improved pattern recognition and real-time identification of financial crimes such as money laundering and fraud (Sidharthlahoti, 2024). Predictive analytics enable anticipation of emerging threats, supporting proactive interventions (Flagright.com, 2022).
Improved Efficiency and Accuracy
AI enhances accuracy by reducing false positives in detecting suspicious activities, thereby lessening compliance burdens (Quest, Charrie, and Roy, 2025). Automated monitoring and reporting streamline compliance workflows, ensuring alignment with developing guidelines (Flagright.com, 2022).
Flexibility to Emergent Threats
AI's constant learning capabilities allow systems to adapt to new criminal methodologies, sustaining vigilance (Deloitte Insights, 2024). Coupling AI automation with human expertise ensures routine tasks are handled efficiently while complex decisions benefit from expert judgment (Jhaxell and Jhaxell, 2024).
Regulatory Compliance and Trust
Through comprehensive audit trails and real-time compliance reporting, AI strengthens adherence to regulatory standards. Maintaining transparency and ongoing validation is critical to earning stakeholders’ trust (Artificial Intelligence in Banking, 2020).
Unified Data Management
AI facilitates the integration of disparate data sources across jurisdictions, enhancing anomaly detection and compliance with global regulations (Flagright.com, 2022).

9.2 Enhancement of Practice
Ethical Guidelines Development
The research promotes the formulation of ethical frameworks to guide AI development, deployment, and oversight, ensuring alignment with ethical principles and legal requirements.
Improved Risk Management
By identifying biases, safeguarding privacy, and closing accountability gaps, organizations can implement robust risk mitigation strategies.
Enhanced Collaboration
Encouraging collaboration across technologists, policymakers, ethicists, and communities supports a holistic and responsible AI approach that addresses multifaceted ethical challenges.

9.3 Enhancement of Management
Policy Development
The study offers evidence-based recommendations to shape policy frameworks that balance technological innovation with accountability, transparency, and fairness.
Resource Allocation
Insights will assist organizations in prioritizing investments in AI solutions that ensure both ethical integrity and efficacy in combatting financial crime.
Training and Education
The research underscores the importance of professional development focused on data privacy, algorithmic bias, and ethical AI practices to support responsible AI governance.
This proposed framework aims to transform financial crime risk management by fostering knowledge advancement, improving practical approaches, and guiding strategic management decisions—enabling effective AI-driven crime prevention while upholding ethical standards and reinforcing social trust.


10.Future Research Directions & Conclusion
Future research on the role of Generative Artificial Intelligence (Gen AI) in financial crime prevention should prioritize empirical validation of AI tools within real-world operational contexts. Such investigations are essential to ascertain the practical effectiveness, adaptability, and limitations of Gen AI systems across diverse financial institutions and regulatory environments. Additionally, longitudinal studies could explore the long-term impacts of AI deployment on fraud detection rates, false positives, and organizational compliance cultures.
Another critical avenue for future inquiry involves ongoing policy impact assessment and the development of adaptive governance models. As AI technologies evolve rapidly, regulatory frameworks must be continuously evaluated and refined to balance innovation with ethical imperatives, transparency, fairness, and accountability. Research should explore how emerging legal standards, international cooperation, and industry best practices interact to shape responsible AI adoption in combating financial crime.
Moreover, future studies should deepen the examination of ethical, social justice, and sustainability dimensions associated with AI integration. This includes investigating methods to identify and mitigate biases in AI algorithms, enhance data privacy protections, and ensure equitable access and outcomes across different socio-economic groups. The environmental footprint of AI technologies warrants sustained attention, with research focusing on strategies to reduce energy consumption, optimize resource use, and combat misinformation amplified by AI systems.
In conclusion, the integration of Gen AI into financial crime prevention has transformative potential but also presents complex challenges requiring holistic, multidisciplinary approaches. Responsible AI deployment demands careful balancing of effectiveness, ethics, sustainability, and social justice to build trustworthy systems that safeguard both financial ecosystems and societal values. By addressing identified research gaps and fostering collaboration among technologists, policymakers, ethicists, and practitioners, future work can guide the sustainable, equitable, and impactful application of AI in the fight against financial crime.
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Fig ure 6 . Shows the  TAM - DEF framework for public policy challenges of AI ;  Source:  Artificial  Intelligence (AI): Multidisciplinary Perspectives on Emerging challenges, opportunities, and Agenda  for research, Practice and Policy.   International Journal of Information Management , 57(101994),  p.101994.  
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Fig ure 7 .  Shows the details of  DEEP - MAX scorecard for AI under TAM - DEF framework ;    Source:  Artificial Intelligence (AI): Multidisciplinary Perspectives on Emerging challenges,  opportunities, and Agenda for research, Practice and Policy.   International Journal of Information  Management , 57(101994), p.101994.  
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