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In the UK higher education sector, data quality is a pivotal component in the administrative considerations of an institution. The industrial partner for this project is the management and information systems department of the university under study, whose responsibility is to ensure that students' qualifications data are of a high standard for the Higher Education Statistics Agency (HESA) student return. The industrial partner faces a range of challenges regarding qualifications on entry data, due to its predominantly manual and resource-intensive nature, which makes it prone to data entry errors by both students and staff. This inefficiency generates a significant administrative burden and affects the quality of data submitted for the HESA student data return.
The project is uniquely positioned for success due to the researcher’s responsibilities. The researcher is an employee whose role is to ensure the quality of qualification data for higher education statutory returns, and they possess an in-depth knowledge and understanding of the whole students’ qualifications workflow. They are aware of the manual and automated processes involved, the administrative workflows, and the specific data quality challenges with student qualifications that the university under study faces. Complementing this knowledge, the researcher’s goal is to advance their technical expertise in C# and the .NET framework while simultaneously progressing the data quality standards of their represented institution. The combination of understanding of the university’s processes alongside their technical and practical goals makes the researcher the most suitable candidate to deliver this project.
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[bookmark: _Toc207907663]The Data Ecosystem and the Criticality of Entry Data
The data ecosystem within the UK higher education sector reveals significant implications for entry data, impacting student success and institutional practices. Enhanced data literacy among educators is crucial for navigating complex "data assemblages" that characterize current educational environments, further emphasizing its necessity in improving critical data literacy in higher education [1]. Entry data, including English language proficiency assessments, remain pivotal in selecting students prepared for higher education, as it is crucial higher education institutions (HEIs) do not inadvertently allow the recruitment of underprepared candidates. [2]
Moreover, predictive analytics utilizing entry qualifications showcase the potential for academic success. Research has demonstrated that entry grades are strongly correlated with retention rates, demonstrating that data-driven insights can have a valuable impact on admission strategies and as a result, enhance educational policy development [3][4][5]. The relationship between socioeconomic background and higher education access continues to dominate discussion; disadvantaged groups face systemic barriers influencing their entry into higher education, calling for interventions to ensure equitable access. [6]
[bookmark: _Toc207907664]A Typology of Data Quality Issues
In the UK higher education sector, data quality issues are prevalent across various dimensions, critically impacting institutional decision-making and educational outcomes. A primary concern is the consistency and accuracy of data collected, as organizations become increasingly reliant on big data for analytics and policy formation. These quality issues can arise from multiple sources, such as incomplete data entry or discrepancies between differing data management systems, which can lead to flawed insights and misguided administrative strategies. [7][8]
Additionally, the effectiveness of data utilization is often negatively influenced by a lack of trained personnel, that lack the capability to accurately interpret and manage data. Institutions must ensure that staff are equipped with the necessary skills and knowledge to handle data effectively, as poor data literacy can worsen existing quality concerns [9][10]. Furthermore, there are ethical considerations surrounding data privacy that causes significant challenges; institutions must strike a balance between using data for institutional improvements and respecting individual privacy rights [7][11]. Addressing these multidimensional data quality issues is a crucial necessity for an effective data ecosystem that supports student success and institutional trustworthiness.
[bookmark: _Toc207907665]Causal Factors of Data quality issues: Data Silos, Governance, and Culture
In the UK higher education sector, significant data quality issues arise primarily due to data silos, governance challenges, and culture within institutions. Data silos occur when departments within universities fail to share critical information, leading to fragmented datasets that can impair decision-making and reduce the accuracy of analytics initiatives. Such isolation impedes comprehensive assessments of institutional performance and student outcomes, demonstrating a requirement for integrated and departmentally shared data management systems. [12]
Governance structures also play a critical role in data quality. Insufficient or ineffective governance can result in poor oversight of data practices and a lack of accountability, leading to inconsistent data collection and reporting [13][14]. Institutions must develop strong and secure governance frameworks that ensure compliance with data management policies while supporting a culture of data integrity and transparency. [13]
Organizational culture also significantly affects data handling practices. A culture that prioritizes data sharing and collaboration among staff can enhance data quality, while resistance to change amongst staff may perpetuate poor data management practices [15]. Therefore, fostering an academic culture that encourages continuous improvement in data governance and promotes a shared responsibility for data quality is essential for enhancing the overall effectiveness of the data ecosystem in higher education. [16]
[bookmark: _Toc207907666]Consequences of Poor Data Quality
Poor data quality in the UK higher education sector has critical and multidimensional consequences that extend across institutional operations, student experiences, and academic integrity. One significant impact is the misinterpretation of student performance metrics, which can lead to inaccurate academic policies and initiatives that fail to address the primary issues affecting student retention and success. Institutions relying on flawed data risk implementing strategies that do not effectively meet the needs of their student populations, worsening existing graduation and achievement gaps while undermining efforts to widen participation and inclusivity within education. [17]
Data quality issues also often contribute to financial misallocation. When higher education institutions cannot accurately assess program performance or student learning outcomes, they may invest in underperforming programs at the expense of those that could better support students. This inefficiency negatively impacts resources and can adversely affect overall institutional reputation, resulting in a decreased appeal to potential students and negative impacts on partnerships with external stakeholders. [18]
Additionally, poor data quality effects compliance with regulatory standards and funding requirements. Institutions failing to maintain high data integrity negatively impact their eligibility for financial support and face potential penalties from governing bodies, which could lead to further declines in institutional quality [14]. Ultimately, addressing these data quality concerns is vital for supporting an environment of academic excellence and accountability in the UK higher education landscape.
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AIM: To improve data accuracy and efficiency in student qualification records by integrating the UK Government Learning Record Service (LRS) API with the university under study systems, ensuring seamless retrieval of verified qualifications.
OBJECTIVES:
1. To analyse the industrial partners’ existing qualification data processes and assess the impact of automated retrieval via the LRS API on data accuracy and administrative workload, identifying opportunities for integration and improvement.
2. To design a scalable system architecture that supports future enhancements to qualification verification and system integration.
3. To develop a secure data integration framework that complies with government data protection standards while enabling seamless information flow.
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[bookmark: _Toc207907669]4.1 Research Methodology
[bookmark: _Toc207907670]4.1.1 Philosophy
A post-positivist philosophy will be used to accommodate the project’s mixed-methods design. Due to the project having quantitative goals such as measuring improvements in efficiency and reducing qualification errors, a purely positivist view could potentially subsidize subjective user feedback, which is critical in understanding the benefits of the proposed project. The post-positivist approach acknowledges that while an objective reality exists, it is impractical to achieve objectivity. [20]
Advantages & Utilization
A post-positivist philosophy allows for the combination of quantitative data with subjective qualitative data. This provides the opportunity to conduct semi-structured interviews, which offer an essential and deeper context of the project that quantitative numbers alone would be unable to capture, such as user satisfaction or the impact on workflow.
Disadvantages & Mitigation
Integrating quantitative and qualitative data can be challenging due to their differences. To mitigate this challenge, assigning a role to both areas of data will allow a clear view of how they impact the project:
· Quantitative data will be used to measure the system’s performance against the goal performance.
· Qualitative data will be used to understand the impact of the system from a humanitarian perspective.
[20]
[bookmark: _Toc207907671]4.1.2 Approach
A deductive approach derived from the project’s specific and testable hypotheses will be used. The research is designed to gather evidence to confirm the hypotheses or reject them, and this logic represents the core values of the deductive approach. An inductive approach, in contrast, builds a theoretical basis from data, which is not appropriate for this project as the goal is to test a solution rather than generate a new theory. [21]
[image: Inductive versus deductive research logic.]
[bookmark: _Toc207907636]Figure 1 | A demonstration of the suitability of a deductive approach over an inductive approach. Source: [40]

Advantage & Utilization
A deductive approach provides a clear structure and vision that ensures the data collection for this project is directly aligned with testing the project’s hypothesis of workload and error reduction.
Disadvantages & Mitigation
There is a potential to overlook unexpected findings that fall outside the project’s hypotheses, which can be mitigated by incorporating an inductive component into the analysis of the qualitative interviews. As such, the analysis could report unexpected findings such as staff reporting an unforeseen benefit or discovering that staff morale improves from the usage of a modern tool. This approach to data collection allows the project to remain close to its vision while providing opportunities for valuable insights to be captured.
[21]
[bookmark: _Toc207907672]4.1.3 Strategies
4.1.3.1 Literature Review
Literature review is the foundational strategy used in this project to ensure the project makes a relevant contribution to the higher education sector. The strategy is essential to capturing a “comprehensive and unbiased summary of the existing state-of-the-art findings, highlighting research gaps and explicating directions for future research”. By gathering, sorting, and analysing the existing literature on data quality and systems in higher education, the review establishes an academic and practical context for the project that justifies the proposed software solution while avoiding duplication of prior solutions. [22]
4.1.3.2 Software Development
Software development has been chosen as one of the research strategies for this project due to its correlation with the project’s intention: to develop a functional working product. Software development implements a practical aspect to the research strategy behind the project and provides the opportunity to demonstrate the project’s usability alongside the potential to collect objective performance data. The strategy also allows users to interact with the solution and evaluate any changing requirements. [23]
4.1.3.3 Semi-structured Interviews
Semi-structured interviews are the final strategy chosen for this project. Its qualitative aspects provide the opportunity to gain a comprehensive understanding of the end-user’s perspectives on the problem and the proposed solution. In contrast to surveys, semi-structured interviews have a primary focus but allow the interviewer to discuss intriguing topics that arise from the discussion. The flexibility provided by this strategy is great for capturing detailed and contextual information of the current manual workflow and user experience that quantitative data alone cannot. [24]
[bookmark: _Toc207907673]4.1.4 Risks & Limitations
Technical Risks
Access to the LRS API’s test and production databases requires a formal application, which could be delayed or denied in time for the project. This can be mitigated by the fact that the API is publicly documented. If direct access is not acquired in time for development, the project can continue by utilizing a mock API and fake data generation tools to test the application’s logic.
Another risk is the potential of a security breach that exposes sensitive student data. This could create significant privacy concerns and damage the trust established between students and the university, possibly resulting in penalties under the UK GDPR. This risk can be mitigated by a “privacy by design” approach. Security will be a cornerstone of each development stage, which includes measures such as storing secrets in Azure Key Vault, applying security principles such as the principle of least privilege for database access, and ensuring data is encrypted in transit. [25]
Project Risks
There is a potential that new users could see the proposed solution as problematic for a multitude of reasons. They may think it is difficult to use, not very useful, or does not align with the current implementation. These factors are critical drivers of user acceptance, and that is why it is important to involve end-users throughout the development process by having regular reviews and feedback sessions. By implementing this user-centred approach, it ensures the final product is:
· intuitive to users,
· easily integrated into their workflow,
· addressing their requirements.
Additionally, detailed training and clear documentation will be generated to support the adoption of the solution. [26]
Limitations
The project is designed for a single institution’s system and may not be directly transferable to other universities without modification due to schema, software, or process differences. The project mitigates this risk as a large portion of the development relies on openly available data / documentation for retrieving the qualifications; the only process that would require adaptation would be storing qualifications in the institution's database. The project is also limited by the accuracy of the data provided by the LRS API and its functionality. Any limitations of the API will be inherited into the solution; a primary limitation could be potential data entry errors in the LRS database itself. This can be mitigated by validating the qualifications’ structure, such as ensuring the qualification name, grade, and subject are all real entities.
[bookmark: _Toc207907674]4.1.5 Ethical Issues
The primary ethical consideration in the project concerns the lawful and responsible handling of sensitive student data that is governed by the UK General Data Protection Regulation (UK GDPR). The university has an obligation to protect the privacy, safety, and security of students’ personal data.
Not upholding this obligation would likely lead to extensive harm to numerous entities. On an individual basis, a data breach could result in theft / tampering of academic records and potentially lead to identity fraud. For the institution, there could be severe financial penalties under the GDPR and significant reputation damage that could detrimentally affect student recruitment, leading to a direct reduction in profit.
To mitigate these ethical concerns, the development and data handling within the solution will prioritize essential GDPR principles of lawfulness, fairness, transparency, purpose, and minimization. The solution is explicitly designed to collect only the necessary qualification data for specific students who have been flagged as potentially missing qualifications.
Additionally, by reducing the opportunity for manual data entry, it directly reduces the opportunity for incorrect data on a student, ensuring a more accurate representation of their tariff score calculation. With this opportunity reduced, it mitigates the potential for unfair impact on a student’s record or access to university services. [27]
[bookmark: _Toc207907675]4.1.6 Validity, Reliability & Generalisability
4.1.6.1 Validity
The project utilizes a mixed-methods approach that provides high validity in investigating the problem the project is aiming to address. By utilizing multiple different methods and analysing their findings together it provides evidence that strengthens the findings of the research. Combining the quantitative data from performance tests and qualitative data from the user interviews ensures the project accurately assesses the objective performance of the software and the real-world impact the project will have on staffs’ workflows. Conclusively, this provides a valid investigation of the problem. [28][29]
4.1.6.2 Reliability
A researcher would likely be able to get the same results due to the way the research is being conducted. The quantitative data will be collected using standardised and automated tools such as performance tests that will produce the same results regardless of who runs them. Whereas for the qualitative data collection, the process will be structured, transparent and consistent, utilizing a core set of interview questions. This ensures another researcher could replicate the same research procedures and would likely arrive at the same conclusion.
[29]
4.1.6.3 Generalisability
While the software solution is proposed for a singular university, the principles, architectures and findable are applicable to the larger higher education sector. The solution addresses the real-world problem of entry data for institutions and provides a successful pattern for integrating the LRS API into institutional systems. The qualitative and quantitative insights could be of particular interest to institutions undertaking similar projects by demonstrating the uptake in user approval, performance and workload reduction.
[bookmark: _Toc207907676]4.1.7 Data Evaluation Methods
4.1.7.1 Data Collection
Data Types
Both quantitative and qualitative data will be collected. For quantitative data, this includes performance metrics such as application error rates, time taken to process a batch of student records and the number of data entry errors. For qualitative, data such as user feedback, perceptions and experiences related to the system will be captured from the staff who utilize the software.
Collection Methods
The quantitative data will be collected via a script and manual timing. The script will capture the amount of data errors amongst the targeted student batch in relation to qualification data, alongside timed observations of the current manual process to compare to the proposed automated workflow. The timing will be performed both with a standard timer, alongside recording the time and date of when the first student is processed, up until the final qualification import script is ran, for current and proposed solutions.


Quantitative
[bookmark: _Toc207907224]Table 1 | Conditions for each component of a qualification to be considered valid, on a per student basis.
	Qualification Field
	Validity

	Qualification Code
	The qualification code must be populated and be valid according to HESAs EntryQualificationAward.QUALTYPEID schema for the 24056 or 25056 HESA return. [36]

	Qualification Subject
	The qualification subject code must be populated and be valid according to HESAs EntryQualificationSubject.SUBJECTID schema for the 24056 or 25056 HESA return. [37]

	Qualification Result
	The qualification result must be populated and be valid according to HESAs EntryQualificationAward.ENTRYQUALAWARDRESULT schema for the 24056 or 25056 HESA return. [36]

	Qualification Year
	The qualification year must be populated and be valid according to HESAs quality rules for the 24056 or 25056 HESA return. [36]



[bookmark: _Toc207907225]Table 2 | Parameters for the performance evaluation.
	Notation
	Meaning

	
	The summation of time taken to process a batch from start to finish (minutes), or number of data errors, in the new solution.

	
	The summation of time taken to process a batch from start to finish (minutes), or number of data entry errors, in the current manual workflow.

	
	The percentage of time taken to process a batch, or the number of data entry errors, 
in the new solution in comparison to the old manual workflow. 



The equation below demonstrates the simplistic way the quantitative data will be collected with the mathematical notation detailed above.

[38]
Qualitative
The qualitative data will simply be collected through semi-structured interviews, asking staff their opinions on the project and current solution relating to their perceptions and experiences. [35]
Respondents & Minimum Data
2 key users of the system will be contacted via their staff email address to gain contextual insights. In relation to quantitative data, the minimum required is the performance metrics from one full academic year processing cycle, both before and after implementation for meaningful comparison.
Contingency Plan
If staff are unavailable for interviews to collect the qualitative data, the evaluation of the proposed solution will have to rely more on the quantitative performance data, reinforced by the researchers’ own experiences with the current solution. If there are not enough qualifications / students to sample for the quantitative data, the workflow will be simulated in test environments to generate the performance metrics.
4.1.7.2 Data Evaluation
Evaluation Approach
Three core steps will be utilized to analyse the data: identifying the relevant data, organising it thematically and finally synthesising the findings.
For analysing the qualitative data, the interview transcripts will be analysed utilizing an inductive approach that analyses the content of the transcripts. This involves a process of identifying relevant sentences of phrases, simplifying their meaning and grouping them into codes that demonstrate overarching themes that correlate to the research question regarding user experience.
For the quantitative data, the data from the system logs will be organised under themes such as efficiency and accuracy and then analysed to evaluate the project’s experimental hypotheses using hypotheses testing. The pass / fail results of automated testing will also serve as a measure of evaluation. [32]
Experimental Hypotheses
The first alternative hypothesis is that the automated data import solution will significantly reduce the time taken to verify student qualifications compared to the manual workflow. Causally, the null hypothesis being that the automated process will show no significant reduction in time compared to the manual workflow.
The second alternative hypothesis is that the automated data import solution will significantly reduce data entry errors compared to the manual workflow. Causally, the null hypothesis being that the automated process will show no significant reduction in data entry errors compared to the manual baseline.
To reject the null hypotheses, a standard level of statistical significance of p < 0.05 will be utilized. [30]
Data Presentation
A dual approach to data presentation will be utilized to communicate the results clearly and effectively:
· Tables will be utilized to present quantitative results from the statistical analysis, providing exact values for inspection.
· Bar charts will be utilized for clear, a visual comparison of efficiency and accuracy before and after implementation.
· Qualitative findings will be demonstrated as summaries of the key patterns and themes and will be supported via illustrative and anonymised quotes from the interviews.
[31]

[bookmark: _Toc207907677]4.2 Development Methodology
[bookmark: _Toc207907678]4.2.1 Software Development Methodology OR Other Relevant Major Methodology
[bookmark: _Toc207907679]4.2.2 Subsidiary Methodology: Feature-Driven-Development (FDD)
Within the scrum framework, feature-driven-development will be utilized as a subsidiary methodology and will serve to guide the technical specification and development process. FDD provides a structured and clear procedure for defining the functionality of a system from a customer focused perspective, making it a suitable choice for this project. The result driven feature system of FDD aligns directly with scrum’s product backlogs, making it easy to see results and progress within the timeline of the project. FDD will help break down the systems complexity into manageable and distributed pieces of work to ensure stakeholder needs are being met along the development process and ensure timely progress.
[33]


[bookmark: _Toc207907680]5 Resources and Planning
[bookmark: _Toc207907681]5.1 Hardware Resources
No specialised hardware is required. A standard laptop with access to the institution’s resources and sufficient specifications for software development in Visual Studio 2022 will be used.
[bookmark: _Toc207907682]5.2 Software Resources
IDE
Microsoft Visual Studio 2022 Professional
https://visualstudio.microsoft.com/vs/professional/
Language/Framework
C# 13, ASP.NET Core Web App (.NET 8.0) (available via Visual Studio)
https://learn.microsoft.com/en-us/aspnet/core/tutorials/first-mvc-app/start-mvc?view=aspnetcore-8.0&tabs=visual-studio
Database
Microsoft SQL Server 2022 (Partially Existing Infrastructure)
Testing Framework
xUnit
https://github.com/xunit/xunit
Data Generation
Bogus
https://github.com/bchavez/Bogus
Project Management & CI/CD
Microsoft Azure DevOps
https://azure.microsoft.com/en-us/products/devops
[bookmark: _Toc207907683]5.3 (Optional) Information Resources
The UK Government’s Learner Record Service (LRS) API will be utilized for the documentation of the project, and for the primary data source if the official application is accepted by the time of the project. Otherwise, the data will be generated via the documentation specifications and with the help of the Bogus framework.
Anonymised student data will also be used in a test and development environment for checking qualifications.
Data from HESA and GOV.UK will also be used to validate level three qualification data. Specifically, the tariff data file HESA provide for the 24056 and 25056 (when released) collection, and regulated qualification data from GOV.UK.
These data sources are available free of charge, subject to their own respective licenses, and in the case of the LRS API, subject to application beforehand.
Information Sources
LRS API URL: https://www.gov.uk/government/publications/lrs-web-services-for-management-information-system-developers
HESA Data URL: https://www.hesa.ac.uk/collection/coding-manual-tools/ucasdata/tariff-data
OFS Data URL: https://www.gov.uk/find-a-regulated-qualification
[bookmark: _Toc207907684]5.4 (Optional) Human Resources
The researcher and the manager of the researcher are the two individuals mostly involved in the project development. A colleague in the same team will only be involved in the data collection element; to be interviewed for requirements gathering. User acceptance testing (UAT) will be conducted primarily by the researcher and manager, those who are not the researcher will be contacted via institutional email.
[bookmark: _Toc207907685]5.5 Project Plan
[bookmark: _Toc207907686]GANTT Chart
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[bookmark: _Toc207907637]Figure 2 | GANTT Chart for the timeline of the project.


[39] 


[bookmark: _Toc207907687]Solution Planned Workflow
[image: ]
[bookmark: _Toc207907638]Figure 3 | An image showcasing the individual processes and logic of the planned solution.


[bookmark: _Toc207907688]Expected Financial Costs
The solution should be implemented at no extra cost to the industrial partner over the regular expected course of their operations. Financial costs only include the payroll cost of the principal researcher; all data sources are accessible free of cost.
[bookmark: _Toc207907689]Personal Reflection
The creation of this project proposal has provided a lot of opportunity for understanding the in-depth processes associated with ensuring a project is ethically sound and backed by industrial requirements. The next step of creating the solution as a major project in the final year is a task that will be vastly enjoyed and will demonstrate the skill and passion possessed by the principal researcher.
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