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Threats to cyber security are malevolent and intentional actions by a person or a company to gain entry to a different person's or company's system to harm, interrupt, or acquire IT resources, computer systems, proprietary information, or other confidential material. Cyber risks might originate from within an organisation or from unknown persons in remote areas. According to this study, internal actors, disgruntled employees, and malware are likely security vulnerabilities that led to the network predicament at Batman Textiles. The report also goes over the many forms of risks, vulnerabilities, and attacks, giving a general idea of how important cyber security is. The study also shows how security may be incorporated in its network architecture and provides guidelines for Batman Textiles' employees and clients to utilize their digital space responsibly. Finally, the report offers recommendations for future cyber security research and combat cyber security threats.
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Cyber threats are becoming increasingly widespread, putting many businesses in danger. Every firm is constantly under attack from a variety of sources. Internal actors, malware, angry workers, and unpatched security vulnerabilities are just a few of the cyber security dangers firms must contend with. To combat cyber security assaults, businesses must guarantee a foolproof network system. A good network security system is critical for securing an organisation's data and lowering the chance of being a victim of data theft or sabotage. As a result, this research examines the most frequent cyber security dangers, vulnerabilities, and threats, as well as how an organisation might address them.
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Internal actors
In the situation above, for Bruce to decrease operational costs, he chose to remove the two sales heads and delegate sales management to the two sales executives. As a result, all sales executives had complete access to all business systems, indicating that all business users had complete access to all business programs. Internal actors are responsible for 30% of all cyber security attacks worldwide [1]. Internal actors face the challenge of accessing the systems they need to conduct their tasks. Abuse of privilege, or illegal access to the company's databases, is the most common result of this access. Internal breaches are more difficult to identify than breaches performed by external adversaries.
When it comes to internal actors, one mistake, such as sending an email to the incorrect person or falling for a compelling message, is all it takes to compromise the company's data and harm its reputation. Giving all users access to the organisation's systems is dangerous since they can cause damage to the company through personal gain or reputational loss. Internal actors can work alone or collaborate with external threats such as competitors [1]. Corporations invest in specific teams and programs that monitor actions because of their damaging intents. As a result, allowing all users access to the organisation's apps exposed the company to the threat of internal actors.
Disgruntled employees
In the scenario above, Alfred decided to remove the two sales heads and delegate sales management to the sales executives. One of the sales managers who lost his job is displeased with the decision and is considering interrupting Batman Textiles' activities. This sales manager is an example of an unhappy employee because he still has access to the company's applications to tamper with the company's files. The corporation failed to immediately block the former sales director's computer access, putting the company at risk of revenge attacks on its computers, which might cost a lot of money to fix. 
One of the most costly hazards to businesses is a disgruntled current or former employee who steals intellectual property or acts purposeful sabotage. If the sales managers could enhance the company's revenues to justify the expansion Batman Textiles had, they can also crash down if they are not given access when fired. Organisations recognize that their workers and security knowledge play a critical role in protecting their assets [1]. Human mistakes and negligence are known to put a company's values at risk. As a result, the corporation should have been aware of the former sales executive's risk to its data if it did not block their access to the files after being fired.

Malware
In the case above, one of Batman Textiles' workstations had all of its key documents and services encrypted with the ".rekt" file format one fine morning. REKTLocker is ransomware-like software that sneaks into the system and encrypts the files. The vulnerable files have ".rekt" extensions during encryption, making it easy to identify the affected files. Ransomware is a cyber-security threat to a firm because there's a good chance that paying won't solve the problem. It means transferring money to the cybercriminal, supporting their business, and losing your money.
Malicious software is a cyber-security issue because cybercriminals and hacktivists use it to meddle with computer operations, steal personal or professional data, circumvent access limits, and create system disruption. Malware is at the heart of many occurrences affecting many sectors, accounting for up to 30% of all incidents recorded in the United States [1]. The majority of these instances allow unauthorised access to a network or information stored on it, making it the world's most serious cyber-security concern. The cyber-criminal threatens to publish or prohibit the company from accessing its data or computer system awaiting the victim to pay redemption money to the invader, as described in this scenario. As a result, the organisation should be concerned about losing data or money due to the cybercriminal encrypting the files.
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Threats
A cyber security threat is any harmful attack that attempts to gain unauthorised access to data, interrupt digital actions, or destroy information. Potential cyber risks are corporate spies, terror groups, hacktivists, hostile national states, lone hackers, criminal organisations, and disgruntled workers [2]. Cyber attackers can use a person's or a firm's important information to steal the data or obtain access to financial records, among other things, which is why cyber security experts need to protect private information.
Malware, including ransomware, spyware, worms, and viruses, is malicious software [1]. Emotet is a sophisticated, modular banking Trojan that mainly functions as a downloader or carrier of other financial transactions Trojans. It is also the most costly and devastating malware. Phishing is a cyber-threat that involves sending a phony email to trick the recipient into opening it and following the attached commands, such as revealing personal information [2]. An SQL injection happens when malicious code is introduced into a system that uses SQL. When a system is infected, it issues information. One can submit the malicious code by typing it into a search field on a susceptible website.
Because of the growing reliance on technology, businesses must protect all aspects of internet data and information. A good network security system is critical for securing an organisation's data and lowering the chance of being a victim of data theft or sabotage. As seen in the case above [2], robust network security would assist the company in protecting its workstations from spyware and ransomware. It also maintains the security of shared data. Tiers of protection to avert MIM attacks include dividing data into many components, encrypting these portions, and transferring them across independent pathways by preventing scenarios like spying and network security infrastructure.
A vulnerability is a cyber threat; unlike a cyber threat, a computer system vulnerability is present on the network asset [2]. Furthermore, the vulnerability is not the product of an intentional effort on the attacker's part. However, cybercriminals use these weaknesses in their attacks; therefore, some confuse the two phrases. The method a cyber criminal exploits a computer vulnerability is decided by the vulnerability's nature and the attacker's drives.
Computer vulnerabilities are categorized according to their existence and what caused them and exploited them. Network vulnerabilities are weaknesses in the hardware or software of a system that enable an intruder to gain entry to it [2]. In various cyber security architectures, human vulnerabilities are the weakest link. The firm must implement various procedures to defend the firm from network vulnerabilities. The organisation must improve its access control system by using a strong password system and developing a robust access control policy [2]. The organisation must also keep all software up to date, including antivirus and operating systems. By standardizing software and guaranteeing that users cannot put software onto the system without permission, the organisation can keep the systems safe. There is a significant security risk without knowing what software is installed on the network. Employee training and network security measures are both crucial. The organisation should guarantee that staff understand network security, spot dangers, and know who to notify to avoid a security breach.
Attacks
With the introduction of network-based ransomware worms, attackers may launch campaigns without the need for human interaction. A cyberattack occurs when a person or group deliberately and maliciously attempts to breach another person's or company's information system [2]. Although the purpose is usually to save money, some attacks now destroy data. Malicious assaults, like the one described above, are frequently carried out for ransom or other forms of financial gain, but they can also be carried out for other reasons, such as political action.
Malware such as spyware, ransomware, viruses, and worms are examples of cyber-attacks that limit access to essential network components, collect information via recovering data from the hard drive, and disruptor render the system unworkable. Phishing attacks entail sending bogus emails to naïve consumers who appear to be trustworthy sources to gather personal information [2]. When an attacker intercepts a two-party transaction and inserts himself in the center, this is a “man-in-the-middle attack." Cyber-attacks can then use traffic disruption to steal and modify data. Password thieves employ a variety of techniques to deduce a user's password.
Cyber-attacks can be prevented in various methods, just like threats and vulnerabilities. It is critical to educate employees on preventing cyber-attacks and keep them informed about current cyber-attacks. As previously said, keeping software and systems up to date reduces vulnerabilities that hackers could exploit. Endpoint protection, which secures networks with remotely connected devices, should also be ensured by the firm [2]. Furthermore, the firm must install a firewall to prevent any brute force attacks on the network from causing harm. In a calamity or a cyber-attack, backing up data prevents significant downtime, data loss, and financial damage. Finally, each employee must log in for each application and program, reducing the number of attack vectors. The account is closed when an employee leaves the company.
“.rekt” file format attack
REKTLocker is ransomware-like software that infiltrates the system and encrypts various data [2]. The malicious program changes the names of the encrypted files to ".rekt" extensions during encryption, making it easy to identify the encrypted files. REKTLocker alters the desktop wallpaper and saves a text folder entitled "Readme.txt" on the desktop after successful encryption. Because the description key is kept on a remote server controlled by criminals, decrypting the files requires paying a ransom. There are currently no tools to restore files encrypted with an asymmetric algorithm. As a result, the company's sole option for restoring the system and contents is to use a backup.
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Fig 1: Physical and logical topology
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Assessing the network, creating, and installing a network security plan are all part of the process. A top-notch security solution should follow a well-defined approach to securing the network. Isolating and segmenting networks, building a security-focused culture, safeguarding wireless networks, and contracting a managed service provider are all part of this strategy [3]. A firewall is a security device that, when installed on a network, helps secure it by filtering traffic and preventing unauthorised access to the company's computers' sensitive data [2]. The firewall functions as a gatekeeper, preventing harmful malware from infecting PCs. Only trusted sources or IP addresses are allowed through a firewall. IP addresses are used to identify a computer or data source.
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This set of standards outlines the norms and regulations that apply to Batman Textiles' employees and consumers when using the digital realm. The rules aid in protecting the company, its personnel, and its consumers. Employees and customers will know that visiting specific websites or downloading files is prohibited. They must follow the instructions, or harsh consequences will arise, reducing security risks due to an employee or consumer ignorance [4]. Violations of the guidelines could result in legal action, resulting in the fired person and the consumers being charged in court.
The guidelines are as follows:
· Employees of the company should use the internet responsibly and productively. The internet is exclusively restricted to work-related tasks with no personal use. 
· Customers who use the company's internet must create an account with their personal information to be monitored.
· All internet data generated, transmitted, and received by the company's computer systems is considered its asset and considered part of the company's official data.
· Emails received through the company's network infrastructure should not include offensive information, such as obscene or abusive language or images.
·  Software installation on the firm's systems is outlawed. The corporation may check or restrict all websites and downloads if they are deemed damaging to the business or useless to the general public.
Employees and workers who unacceptably use the internet comprise, but are not restricted to:
· Using the company's network systems to send or post discriminatory, harassing, or threatening remarks or pictures on the internet.
·  Using computers to commit any crime or piracy of software, movie, or music
· Taking, suing, or exposing another person's secret word without their consent.
· Sending or posting personal material, proprietary information, or trade secrets outside the organisation.
·  Not adhering to license agreements.
· Performing unauthorised transactions may result in financial loss to the company or initiating undesired internet services and communications.
·  Sending or uploading messages or materials that may be detrimental to the company's image or reputation.
· Watching or posting pornography or other indecent items.
·  Attempting to gain entry to a different individual's or company's computer network
· When something comes up, refusing to comply with the security inquiry.
· Recognizing or posting chain letters, solicitations, or adverts that damage the business.
· Disparaging the products or services of another organisation by sending or posting messages.
· Misrepresenting personal opinions as those of the business
· Sending unidentified email messages and other unlawful acts
· Attempting to gain access to other people's websites.
If an employee or a customer has any questions about the standards above, they should seek clarification from management. All of the preceding instructions apply to everyone who uses the company's network system and internet connection. These rules should be controlled and interpreted per the outlined policies and procedures. Any internet user who violates these regulations will face disciplinary action if the company deems it necessary.

[bookmark: _Toc92457083]Conclusions, Recommendations, and Future Work
Cyber security dangers and attacks are becoming more widespread, and businesses must learn to defend against them. Pandemic-related assaults have occurred, with cybercriminals continuing to use the coronavirus pandemic and similar themes in their phishing and social engineering activities. Ransomware attacks have also escalated, as seen in the case study. As a result, organisations require patching devices that can correct vulnerabilities or other types of defects in their systems. To reduce security concerns, everyone should be cyber-aware and cautious at all times. Antivirus software is also required to protect exposure to risky or destructive applications, programs, and software. Because cyber security is such a pressing issue in today's world, academics must devote greater attention to cyber warfare threats so that businesses are ready to combat them.
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IT- Information Technology
SQL- Standard Query Language
MIM attacks- Man-in the-middle attacks
PC-Personal Computers
IP- Internet Protocol
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