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[bookmark: _Toc237807549]Abstract
The purpose of this report is to critically evaluate cybersecurity incidents in Marks & Spencer and UK-based Co-operative Group. The incidents have been characterised as part of the same cyber campaign in the Retail sector due to the close temporal proximity commonalities in the attacks on the retail sectors, presence of ransomware and extortion elements in attacks, and the categorisation of the incidents by the Cyber Monitoring Centre as a Category 2 systemic cyber event (SWE) by the sector industry. Analysis: The campaign cannot be seen as a one-off malware attack. Rather, it is an identity-centric, “modern” extortion model of social engineering, valid-account abuse, potential remote access misuse, data extraction and operational disruption all worked together to present the enterprise level risk. M&S confirmed, Click & Collect and online services were disrupted, whilst Co-op confirmed member personal data was extracted[1]–[3]. It looks at the timeline of the attack, aligns adversarial actions with MITRE ATT&CK, identifies root causes, analyzes the limitations in detecting and responding to attacks, and suggests strategic prevention, detection, and resilience controls for UK retail organizations.
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[bookmark: _Toc236231480][bookmark: _Toc237807550]Task 1: Strategic Threat Analysis - The M&S & Co-op UK Cyber Attack

[bookmark: _Toc236231481][bookmark: _Toc237807551]1. Introduction
As the M&S and Co-op cyber incidents illustrate, cyber incidents can escalate from technical compromise to board-level crises in retail. UK retailers rely on seamless e-commerce platforms, customer records, payment processes, loyalty, warehouses and supplier connections as well as IT helpdesks. The interdependence can easily impact on confidentiality, service availability and support processes, revenue continuity and public trust when identity is compromised or access or support processes are disrupted. Throughout all of April 2025, M&S has issued a number of notifications announcing disruptions to contactless payments, Click & Collect and online delivery services, and on 25 April 2025, it announced disruptions to the website and app for orders placed during the month. It has later been confirmed by Co-op that member personal information, such as their names, addresses, e-mail addresses, phone numbers and date of birth had been removed [1]. 
The disclosures reveal that the campaign did more than just disrupt operations, it had a dimension of data theft as well. Instead of treating these incidents as one-offs. The examples should be looked upon as a strategic effort of the retail sector in general, and not just a small effort by way of a malware attack. This report examines the M&S and Co-op incidents with a threat-intelligence and a defensive-control perspective, outlines a timeline using evidence-based details, maps the incidents to the MITRE ATT&CK TTPs, evaluates their root cause, provides a characterization of the threat actors, evaluates detection and response limitations, and delivers threat prioritised recommendations. This analytical context is informed by ransomware research which revealed that ransomware campaigns are increasingly hybrid in nature and aim to leverage victims through a variety of methods from service disruption and reputational harm, to data theft and account take-over that involve parties conducting social engineering operations. The aim of this section is to highlight key issues from the incidents regarding the lack of identity security, segmentation, monitoring and resilience and to translate such issues into board-owned priorities of security controls and proportion [2].
[bookmark: _Toc236231482]

[bookmark: _Toc237807552]2. Incident Summary and Timeline
A cyber incident timeline is not just a chronology but an analytical framework to uncover the escalation points, delays in containment, business impact and evidence of confidence. The incidents affecting both M&S and Co-op demonstrate that how a technical breach escalated to a strategy-driven retail disruption which reached the online trading, fulfilment, trust, and data protection landscape. M&S subsequently revealed that contactless payments, Click & Collect and their online delivery offer were disrupted, before the website and app orders were paused [3]. Once member information was extracted, Co-op confirmed this aspect of confidentiality and who had the possibility of being seen as the extortioner [3]. 
The incidents have also highlighted that they are not just IT outages and nationwide in scale, as illustrated by the NCSC's involvement [4]. In a cyber-risk sense, this series is akin to the new 'malicious pattern' of the ransomware and extortion, which involves establishing a threat not by encryption only, but by the difficulties and costs of recovering from business function disruption and reputational harm [4].
[bookmark: _Toc236231483][bookmark: _Toc237807553]2.1 Table 1. Evidence-Based Incident Timeline for the M&S and Co-op Cyber Attack Campaign
	Date / period
	Event
	Confidence
	Strategic significance

	Easter period 2025
	Abnormal disruption began affecting M&S operations
	Medium
	Indicates probable intrusion-to-impact phase before full public detail

	23 April 2025
	M&S confirmed contactless payment disruption, paused Click & Collect and online delivery delays
	High
	Shows direct customer-service and fulfilment impact

	25 April 2025
	M&S paused website and app orders
	High
	Confirms containment required suspension of revenue-generating services

	1 May 2025
	NCSC stated that disruption affecting retailers was a cause for concern
	High
	Confirms national cyber-security relevance

	May 2025
	Co-op confirmed member data extraction
	High
	Confirms privacy, data-theft and extortion risk

	21 May 2025
	M&S estimated about £300 million operating-profit impact before mitigation, insurance and trading actions
	High
	Shows material board-level financial exposure

	20 June 2025
	Cyber Monitoring Centre classified M&S and Co-op as a Category 2 systemic event
	High
	Confirms wider sectoral and economic significance

	July 2025
	Public reporting linked M&S to DragonForce ransomware involvement
	Medium
	Supports ransomware/extortion assessment but attribution remains cautious
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Table 1. Evidence-Based Incident Timeline for the M&S and Co-op Cyber Attack Campaign
[bookmark: _Toc236231484]

[bookmark: _Toc237807554]3. Threat Actor Profile and Motive
Financial extortion is the most defensible motive assessment. Public reporting indicated that M&S publicly indicated was being carried out by Dragon Force, and extensive reporting and official advisories attributed to the tradecraft to identity-focused activity conducted by “Scattered Spider.” As full forensic attribution work has yet to be made public, this attribution should be maintained at a medium confidence. A more robust academic analysis, in contrast, would find that the campaign exhibited the characteristics of a ransomware campaign, including the use of DragonForce-style and some social-engineering techniques (Scattered Spider), but not necessarily the actions of any one actor [5].
Within financially motivated cybercrime the presumed capability of a target actor is high. However, Scattered Spider attacks often rely on the use of phishing, push bombing, SIM-swap attacks, credential theft, remote access tools and MFA bypass exploits. This is important as it moves the focus of MFA recovery abuse identity trust, helpdesk governance and remote access validation and third-party access control. Social-engineering studies also reveal that attackers will play on the same kind of procedure as software vulnerabilities, as they will seek to exploit organisational procedure, staff trust and urgency with deliberate intent [6]. 
Thus, the failures of M&S and Co-op involved much more than technical security failures, it was also an identity and resilience failure.
[bookmark: _Toc236231485][bookmark: _Toc237807555]4. MITRE ATT&CK TTP Mapping
MITRE ATT&CK offers an organized way to share public incident evidence as adversarial behavior. This is essential since media coverage of an incident will include general terminology like ransomware attacks, data breaches, or cyber attacks, while ATT&CK will divide the attacks into Attack Tactics and Attack Techniques throughout the attack life cycle of the attack. The insights gained from the mapping in this case should be deeply evidence sensitive. Confirmed data extraction data from co-op supports fairly high level of collection/exfiltration mapping at certain sites [7]. 
In contrast, phishing/bad log-in credentials, abuse of multi-factor authentication methods as well as remote-access tooling and lateral movement are mapped at medium confidence, as these were consistent with tradecraft observed in Scattered Spider operations reported from CISA, but the victims have not yet released complete forensic evidence.
This is supported by the research of ATT&CK, which maintains that over-mapping can create false sense of security when there is not enough public evidence [8].
[bookmark: _Toc236231486][bookmark: _Toc237807556]4.1 Table 2. MITRE ATT&CK TTP Mapping for the M&S and Co-op Campaign
	Phase
	MITRE tactic
	Technique
	ID
	Confidence
	Justification

	Initial access
	Initial Access
	Phishing
	T1566
	Medium
	Consistent with Scattered Spider social-engineering tradecraft

	Identity abuse
	Initial Access
	Valid Accounts
	T1078
	High
	Identity compromise is central to suspected actor behaviour

	MFA abuse
	Credential Access
	MFA Request Generation
	T1621
	Medium
	CISA reports push bombing and MFA bypass by Scattered Spider

	Remote access
	Command and Control
	Remote Access Software
	T1219
	Medium
	Common method for maintaining legitimate-looking access

	Account mapping
	Discovery
	Account Discovery
	T1087
	Medium
	Required for identifying users, groups and privileges

	Service mapping
	Discovery
	Network Service Discovery
	T1046
	Medium
	Plausible step before movement across corporate systems

	Lateral movement
	Lateral Movement
	Remote Services
	T1021
	Medium
	Likely method for movement through integrated environments

	Data access
	Collection
	Data from Information Repositories
	T1213
	High for Co-op
	Co-op confirmed member data extraction

	Data removal
	Exfiltration
	Exfiltration Over Web Service
	T1567
	Medium
	Inferred from confirmed data extraction

	Ransomware impact
	Impact
	Data Encrypted for Impact
	T1486
	Medium
	Supported by DragonForce reporting

	Service disruption
	Impact
	Service Stop
	T1489
	Medium
	M&S and Co-op restricted or paused services during containment
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Figure 2. MITRE ATT&CK TTP Mapping for the M&S and Co-op Cyber Attack Campaign.
[bookmark: _Toc236231487]

[bookmark: _Toc237807557]5. Root Cause and Security Control Failures
The most likely cause was a series of failures of identification, process and resiliency instead of a single technical weakness. The first being due to the potential for social engineering suggests that there are specific identities that could possibly be weak, and then that password reset, MFA (multi-factor authentication) recovery, privileged account governance and helpdesk procedures might also be weak. When an attacker can exploit a support process to gain access, or register a new authentication process, then the attack path is through the valid credentials and perimeters are no longer so effective [9].
Second, there is a lack of separation of operationally sensitive access areas and business-critical retail services and this has caused disruption. Co-op took protective measures to limit access to systems and M&S ceased online ordering [10].
This means this containment may have meant more than just narrow containment, it required the interruption of the system overall. Last but not least, the risk from third parties and suppliers needs to be taken into account. This is certainly not a proof that a supplier caused the breach the evidence is concrete in the public sphere and that doesn't lead to such a conclusion. But it is managed services, cloud platforms and logistics integration and external administration, which play a key role in retail systems. When internal risk levels are high, external risk can be magnified as illustrated by third party cyber incident research in the areas of governance, monitoring and least privilege [11].
The overall control failure situation is thus strategic. Service-Desk assurance, supplier access, network segmentation and detection engineering seem to be all at once uncovered. The campaign demonstrates that cyber resilience cannot be achieved through isolated security tooling. The campaign illustrates why cyber resilience can't be the outcome of individual tools providing security. It is reliant on the ability for identity, access, monitoring and recovery controls to work together in the event of an adversarial attack [12].
[bookmark: _Toc236231488]

[bookmark: _Toc237807558]6. Detection and Response Analysis
The reaction to this situation indicated decisiveness in containing the incident, however, the events in response to the situation also indicated the possibility of the detection time being delayed. Some actions taken in response to both the incidents at M&S and Co-op, which were reported to NCSC and ICO and confirmed to have been aware[4]. A detection standpoint, however, the adversary may have progressed way sufficiently far to disrupt operations, be able to complete data exfiltrations before containment.
The most probable domain of lack of correlation was the lack of integration between the log of an identity provider, helpdesk events, VPN/remote management sessions, EDR telemetry, proxy data, DNS logs and file access data. Mature SOCs should identify each of the anomalies described above as elements of a single attack chain, and not individual alerts. Research in the field of ransomware early detection methods backs behavioral monitoring of authentication, process execution, file activity and network traffic [10]. Additionally, SOC gap-analysis empirical research reveals that the organisations cannot trust that the deployment of a tool yields true protection, but that new ATT&CK-mapped attack paths create new challenges for its detection [13]. These monitoring signatures of exfiltrating data from the repository further reinforce this body of data when looking at extortion campaigns [15].
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Figure 3. Detection and Telemetry Mapping for Identity-Led Retail Cyber Attacks.
[bookmark: _Toc236231489]

[bookmark: _Toc237807559]7. Strategic Recommendations
Strategic remediation should address the campaign’s most probable attack path rather than applying generic security controls. The M&S and Co-op incidents indicate that identity security, service-desk governance, segmentation, monitoring and recovery maturity are central risk areas. The first priority is phishing-resistant MFA because identity-led actors frequently target weak authentication, MFA fatigue and recovery workflows.
The second priority is stronger helpdesk control, because a technically secure identity system can still fail if support staff can be manipulated into resetting credentials or enrolling new MFA devices. The third priority is ATT&CK-aligned detection engineering. A mature SOC should correlate suspicious identity events, remote-access activity, privilege changes, repository access and outbound transfers into one attack narrative [14].
Finally, segmentation and immutable recovery reduce blast radius and business interruption, which is critical in retail environments where online ordering, loyalty systems and fulfilment platforms are operationally interdependent.
[bookmark: _Toc236231490][bookmark: _Toc237807560]7.1 Table 3. Strategic Remediation Prioritisation for UK Retail Organisations
	Priority
	Recommendation
	Risk reduced
	Effort / cost band

	Critical
	Deploy phishing-resistant MFA for privileged, service-desk and third-party access
	Identity takeover
	Medium–High

	Critical
	Harden helpdesk identity-reset and MFA-recovery procedures
	Social engineering
	Medium

	High
	Correlate identity, VPN, EDR, proxy, DNS and file-access logs in SIEM
	Late detection
	Medium–High

	High
	Segment e-commerce, fulfilment, loyalty, corporate IT and supplier zones
	Operational blast radius
	High

	High
	Monitor account creation, privilege changes and remote-access tool execution
	Privilege escalation
	Medium

	Medium
	Implement immutable backups and rehearsed recovery exercises
	Ransomware impact
	Medium

	Medium
	Enforce least-privilege and time-bound third-party access
	Supplier-path compromise
	Medium



[bookmark: _Toc236231491][bookmark: _Toc237807561]8. Task 1 Summary
Retail attacks are now strategic business events and the M&S and Co-op attacks prove this point. The value of their importance is in the impact that they have on customer data, on the online trading system, on online fulfilment, on the continuity of the business, on public trust, on regulatory access, and on identity trust. The campaign was the best reflected in an “identity-led extortion” model, one based on social engineering, the use of valid accounts, likely Remote Access Tooling, extraction of data, and disruption from ransomware. Building cyber resilience must be more than perimeter security or noting malicious activity. UK retailers need phishing-resistant identity controls, hardened helpdesk procedures, segmented architectures, monitoring based on the ATT&CK framework, immutable recovery and fortressing the governance of third-party access.


[bookmark: _Toc236231492][bookmark: _Toc237807562]TASK 2 - Red Team Engagement: ABCD Ltd - Complete Penetration Testing
[bookmark: _Toc236231493][bookmark: _Toc237807563]1. Engagement Overview
ABCD Ltd is evaluated as being a medium sized retail company in the UK, with web facing services and their internal corporate system. The aim of this red team exercise was for the team to plan, design, execute and report on their attack on a virtualised lab environment in a simulated environment ABCD Ltd environment for web, identity and file access. The assessment brief involves an end-to-end attack chain across three (or more) separate virtual machines – three attacks to separate systems, services or attack surfaces. Also include Rules of Engagement, Threat Emulation Plan, operational evidence, containment proof, Logs, Screenshots, Detection-gap analysis and remediation suggestions.
The virtualised assessment environment consisted of four systems Kali Linux (red-team workstation), Ubuntu Linux (vulnerable web and DVWA server), abcd.local (Active Directory Domain Controller Windows Server), Windows 10 Pro (domain joined client and file-share host). The lab evidence shows host-only IP configuration for Ubuntu 192.168.56.109, Kali 192.168.56.105, Windows Server 192.168.56.110 and Windows 10 192.168.56.111, with connectivity restricted to the isolated 192.168.56.0/24 network. The following scenarios require that you use Figure 1–9 to show the use of host-only addressing, Figure 1–6 to show inter-VM connectivity, or use Figure 1–9 to show failed external routing. There is also literature on the process of looking into the literature of red team methodology which helps support such an approach since this adversary emulation exercise should attack likely paths, and not just specific vulnerabilities [16].
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Figure 4. ABCD Ltd isolated penetration-testing laboratory topology showing controlled host-only segmentation between attacker, web, identity and file-service environments.
[bookmark: _Toc236231494][bookmark: _Toc237807564]2. Rules of Engagement Summary
The Rules of Engagement had set up testing in only the isolated lab 192.168.56.0/24 virtual laboratory. As assets within scope, we had Kali, Ubuntu and DVWA, Windows Server AD and Windows 10. The public Internet, third-party systems, personal accounts or production networks and IP address outside of the host-only lab was Out of Scope. Actions that were allowed: discovery of hosts, enumeration of services, and security assessment of HTTP, an SQL injection in the DVWA (controlled), validation of privilege-misconfiguration in Active Directory, enumeration of SMB shares and access to dummy data. The list of prohibited actions listed: destructive malware, denial of service not controlled, persist out of lab, real credentials theft, real data exfiltration and real publication of payloads [17].
Any sign of external connectivity, VM instability, unintended data exposure or system instability were all reasons for a kill switch. There was minimal evidence available like screenshots, saved scan outputs, Apache web server logs, and Windows Security logs, as well as dummy customer logs artefacts. For Ubuntu/DVWA, Windows Server and Windows 10, snapshots/backups must be maintained prior to the intrusive testing to be able to roll back if user accounts, DB state, file permissions become unstable during the test. Adversary-centric testing needs to be proportionate, scoped and legally defensible [1] and this safety framing is essential to make sure it is proportionate [18].
[bookmark: _Toc236231495][bookmark: _Toc237807565]3. Threat Emulation Plan
The goal of the campaign was to investigate if there was enough time, available intelligence, and potential to exploit the simulated ABCD Ltd’s simulated retail environment through a chained network, identity and file-access method. The emulated adversary sought controlled access to information on an orderly basis from the samples of customers on each layer and show how this could escalate to a business risk if they have weak controls at each layer. The success criteria were: First: Show that it is possible to disclose database records using a vulnerable web application; Second: Verify that an excessive privilege Active Directory could allow to control those accounts; Third: demonstrate that it is possible to disclose dummy customer data using a "misconfigured" SMB share [19].
[bookmark: _Toc236231496][bookmark: _Toc237807566]3.1 Table 1. Threat Emulation Objectives and Evidence
	Objective
	Target
	Success criterion
	Evidence placement

	Web exploitation
	Ubuntu/DVWA
	Database records returned through controlled SQL injection
	Figures 23–34

	Domain privilege abuse
	Windows Server AD
	Alice HR creates/verifies a domain user through excessive privilege
	Figures 35–63

	Sensitive data access
	Windows 10 SMB
	Dummy customer file downloaded from misconfigured share
	Figures 65–74



This approach on the path is not as weak as the vulnerability testing on the spot which shows no cumulative risk. Automated penetration testing and post-exploitation research also demonstrates that it's how vulnerability severities can be related to an operational impact that governs how important a vulnerability [20].
[bookmark: _Toc236231497]

[bookmark: _Toc237807567]4. Lab Environment Design and Containment
The lab configuration was meant to simulate a small business retail network. Ubuntu/DVWA was used to showcase a web application host, Windows Server to showcase a centralised identity/services host, and Windows 10 was used for user workstation and dummy sensitive data for file shares. Kali is the attacker workstation. The evidence shows that this lab was confined to a host-only network and that there was no external route, which in turn was consistent with ethical containment that is to say [21].
[bookmark: _Toc236231498][bookmark: _Toc237807568]4.1 Table 2. ABCD Ltd Virtual Lab Configuration
	System
	IP address
	Role
	Evidence placement

	Kali Linux
	192.168.56.105
	Red-team workstation
	Figures 2, 6, 9–22

	Ubuntu Linux
	192.168.56.109
	DVWA web application server
	Figures 1, 12–17, 23–34

	Windows Server
	192.168.56.110
	abcd.local Active Directory Domain Controller
	Figures 3, 18–22, 35–63

	Windows 10
	192.168.56.111
	Domain client and SMB file-share host
	Figures 4, 57–74



Assumption: the equivalent VM roles mentioned in the scenario are set up manually in the practical lab to meet the scenario's desired functionalities. A separate appendix screen shot that demonstrates the source of the VulnHub VM or written permission for other, manually-built VMs must be included if the lecturer is particularly dedicated to the requirement of having the VM installed and used from a specific source. Also, segmentation research has been used to explain the use of controlled attack-path labs, which are used to demonstrate that blast radius can be minimized when designing the isolation and access-control [22].
[bookmark: _Toc236231499]

[bookmark: _Toc237807569]5. Reconnaissance and Enumeration
The activities started with the discovery of hosts and services in the isolated network.The first activity was to discover host and service of the isolated network. Figures 10-11 illustrate evidence/activity discoveries and saved evidence. Figures 12-17 show the Ubuntu Web Target, Apache Service, HTTP Headers, Apache Default Page and Nikto Observations. Now, what Figure 18-22 points out is that there's a Windows Server and a bunch of Active Directory-related services, plus that SMB signing status is set to "Disabled," and that LDAP RootDSE is exposed and has a bunch of Active Directory information, and that WinRM exposure is "Active" and "Unencrypted. This reconnaissance phase resulted in the production of the evidence to select 3 attack surfaces — DVWA/web, Active Directory privileges, SMB file access.
Reconnaissance was kept under control, and was kept within the confines of the host-only laboratory. This becomes important as it is suggested that web security testing results need to be complemented by manual testing, not based on scan result [23].
[bookmark: _Toc236231500]

[bookmark: _Toc237807570]6. Exploit A: DVWA SQL Injection on Ubuntu Web Server
The exploit was targeted to an Ubuntu-hosted DVWA application hosted at IP address 192.168.56.109 for the Ubuntu application. The preconditions were: Apache being available, PHP runtime available, MariaDB backend available, DVWA installation in Apache web root and DVWA security level to low for controlled academic testing. Evidence supported by figures 23–29 should be inserted or referenced as a piece of evidence for the Setup. Figure 30 is a "normal" query which returns no records from the DVWA database, and Figure 32 is SQL injection which returns more than one record from the DVWA database. Figures 33–34 depict the Apache access log artefacts of the activities on the DVWA setup log-in/gadget and SQL injection endpoint.
Inadequate input validation to the DVWA SQL injection function was found to be vulnerable. Only a high-level description of the exploit method is included: The application returned database records for more than one requested user, by controlling the input from users. The content of the payload should not be copied in the report. Within the context of ABCD Ltd this lack would compromise customers' information, authentication data and transactions. According to the recent study on SQL injection [24]. SQL injection is still a significant threat to web applications, directly connecting input-validation failures with compromising the confidentiality of the database.
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Figure 5. Exploit A evidence showing SQL injection returning multiple DVWA database records from the Ubuntu web server at 192.168.56.109.
[bookmark: _Toc236231501][bookmark: _Toc237807571]7. Exploit B: Active Directory Privilege Misconfiguration Abuse
The Active Directory is located on the Windows Server machine at 192.168.56.110, this is called Exploit B. The discovery ought not be called an "exploit" of the software, but an "exploit" of the privilege: Privilege escalation due to directory-service misconfiguration. Figures 35-39 demonstrate deployment of the abcd.local forest as well as verification of the domain controller. Alice HR, Bob Finance and Charlie IT are domain users and organisational units as illustrated below in figures 40 to 48. The key misconfiguration is that “Alice HR” is included in “Account Operators” account rights and as a result has an unnecessary amount of account management rights. (See Figures 49-50). The following figures will then show the login, membership, creation or verification of a new domain user and the Windows Security logs showing activity on the account:
The set-up was excessive account-management authority to an account management right to a non-IT HR user. High level exploit method was to try to either create a new domain account or to validate an existing account for the user (Alice HR) using valid domain permissions granted to users and user groups which were too high. This illustrates a realistic attempt to overcome identity governance one where lack of malware is of little significance given that legitimate rights allow for legitimate administrative outcomes that are in fact invalid. The Link between Active Directory privilege escalation and over-permissioned accounts and group relationships is highlighted by the research on attack graphs of Active Directory [25].
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Figure 6. Alice HR Creating and Verifying a New Domain User Through Excessive Account Operators Privilege
[bookmark: _Toc236231502][bookmark: _Toc237807572]8. Exploit C: Misconfigured SMB Share Access to Dummy Customer Data
Exploit C was used to exploit the file-share host at 192.168.56.111 (Windows 10). It was a matter of Alice HR having proper domain credentials, Windows 10 domain connection, a dump file containing sample customer data file and a misconfigured SMB share with Domain Users being set read-only status. Figures 65 – 67 demonstrate the creation of the customer dummy file and the share misconfiguration, as well as the verification thereof. Figures 68-71 indicate that audit policy and detailed file-share auditing is enabled at this time. Figures 72–73 illustrate kali running the command enums_shares from the HR privilege to find the shares and download the dummy customer file on the basis of the Alice HR username/password. In Figure 74, the Windows Security Log hosts evidence about the access to customer_sample.csv, along with alice.hr and the source IP address 192.168.56.105, which is the IP address of the sensitive data storage device.
Even with proper credentials and weak access control, this exploit shows that the sensitive data can be exposed through weak access control. From the business point of view it is a lack of permissions and improper role based access. This is confirmed by the studies of access-control testing and lateral movement, which can see a compromised user serve to be the data-loss event if they have weak internal authorisation capabilities [26].
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Figure 7. Kali Downloading Dummy Customer Data from Misconfigured SMB Share
[bookmark: _Toc236231503][bookmark: _Toc237807573]9. MITRE ATT&CK Mapping
	Stage
	Evidence
	MITRE tactic / technique
	ID

	Host/service enumeration
	Figures 10–22
	Network Service Discovery
	T1046

	Web testing
	Figures 13–16
	Active Scanning
	T1595

	DVWA SQL injection
	Figures 29–34
	Exploit Public-Facing Application
	T1190

	Valid domain credential use
	Figures 58–63, 72–74
	Valid Accounts
	T1078

	Excessive privilege use
	Figures 49–63
	Account Manipulation
	T1098

	Domain/LDAP discovery
	Figures 18–22
	Account Discovery
	T1087

	SMB enumeration
	Figure 72
	Network Share Discovery
	T1135

	Sensitive file access
	Figures 73–74
	Data from Network Shared Drive
	T1039

	Data preparation
	Figures 65–67
	Data Staged
	T1074

	Internal movement path
	Figures 58–74
	Remote Services / SMB
	T1021



The mapping to the Att&CK is the link, tying all the practical screenshots in to build a chain of adversary action. Attack simulation literature demonstrates the feasibility of this approach, as attack simulation is used as a way of defining the technical activity in structured adversary behaviour and the attack detection requirements [15].
[bookmark: _Toc236231504]

[bookmark: _Toc237807574]10. Tools and Techniques Justification
[bookmark: _Toc236231505][bookmark: _Toc237807575]10.1 Table 4. Real and Simulated Tools Used in the Engagement
	Tool / technique
	Used or simulated
	Purpose
	Justification

	Nmap
	Used
	Host/service discovery
	Identify exposed lab services

	Nikto
	Used
	Web server assessment
	Identify HTTP security observations

	curl
	Used
	Manual HTTP validation
	Confirm web responses and headers

	DVWA
	Used
	Controlled vulnerable app
	Safe SQL injection testing

	Windows AD tools
	Used
	Domain configuration and account validation
	Demonstrate privilege misconfiguration

	SMB tools from Kali
	Used
	Share enumeration and file access
	Validate file-share exposure

	Apache logs
	Used
	Web artefacts
	Confirm SQLi-related requests

	Windows Event Viewer
	Used
	AD and SMB artefacts
	Confirm account and file-access events

	C2 framework
	Simulated / not deployed
	Operator-control concept
	Avoid unnecessary payload risk



Cobalt Strike, Sliver or Metasploit-style payloads were not considered since the goal of the lab was to control evidence in-place, not to deploy a live payload. A defensible operational compromise, due to the variables of tools choice that should be appropriate for scope, safety level and evidence quality [27].
[bookmark: _Toc236231506]

[bookmark: _Toc237807576]11. Detection Gap Analysis
	Phase
	Expected detection
	Evidence observed
	Gap
	Improvement

	Reconnaissance
	Alert on scanning
	Nmap/Nikto evidence
	No SIEM alert shown
	Centralise host, web and firewall logs

	SQL injection
	WAF/web alert
	Apache logs
	No app-layer alert shown
	WAF rules and SQLi detection

	AD privilege abuse
	Alert on group/account change
	Windows logs
	No privileged-group alert shown
	Alert on Account Operators changes and user creation

	SMB data access
	Alert on sensitive share access
	File-share audit logs
	No DLP alert shown
	Sensitive-file monitoring and least privilege

	Data retrieval
	Alert on unusual user/source
	Windows Security log
	No correlation shown
	Correlate user, source IP, share and file name



It's not a lack of evidence that's the main problem. A centralised detection/alerting was not shown, although there were logs. The detection of mature requires a correlation of the data from web logs, AD events, endpoint activity and file-share audit data[28].
[bookmark: _Toc236231507]

[bookmark: _Toc237807577]12. Remediation Recommendations
[bookmark: _Toc236231508][bookmark: _Toc237807578]12. 1 Table 6. Prioritised Remediation Recommendations for ABCD Ltd
	Priority
	Recommendation
	Risk reduced
	Owner

	Critical
	Remove Alice HR from Account Operators and enforce least privilege
	AD privilege abuse
	IAM / IT Security

	Critical
	Fix SQL injection using parameterised queries and input validation
	Database exposure
	Application Team

	High
	Restrict SMB access to role-based groups only
	Sensitive data exposure
	Infrastructure Team

	High
	Centralise Apache, AD, Windows and SMB logs into SIEM
	Late detection
	SOC

	High
	Alert on privileged-group changes and new account creation
	Identity abuse
	IAM Team

	Medium
	Segment web, domain and file-share systems
	Attack-chain movement
	Network Team

	Medium
	Add WAF and secure coding review
	Web exploitation
	AppSec Team

	Medium
	Retest quarterly using the same attack chain
	Control assurance
	Governance



The remediation strategy should be implemented at multiple stages in the attack chain. All of the above can help reduce the web risk through secure coding, validation and WAF monitoring. Minimize the risk to identities with least privilege, privileged access management and alerting for account changes. Role-based access and sensitive-data monitoring will help decrease the risk of file-share misuse. Generally segmenting should minimise the movement between web, identity and data systems [29].
[bookmark: _Toc236231509]

[bookmark: _Toc237807579]13. Conclusion
The ABC business group was run by an opponent, known as the red team, in an isolated virtual lab (VL) configured in the 192.168.56.0/24 range. Host containment and internal network connectivity were configured with Kali Linux, Ubuntu/DVWA, Windows Server or Windows 10 as an attacker, web, identity and file-access host, and evidence was found to support this. It is possible to obtain database records in Exploit A in DVWA, by exploiting the input validation to obtain the records. Exploit B demonstrated how inappropriate levels of membership in the Account Operators group enabled a non-IT user (Alice HR) to carry out account-management tasks, while not being necessary for the business. Exploit C was verified against Kali and presented the fact that many of these privileges in SMB would reveal dummy customer info above and beyond a legitimate login into the domain. Risk was not stand-alone and so, the overall risk was a process of multiplying what was weak in Web validation by what was high in identity privilege and weak in the governance of the file-shares to eventually arrive at some viable possibility of business impact. To minimise exposure and enhance detection maturity, ABCD Ltd needs to ensure that parameterised queries are used, that access to SMBs is based on roles, that there is access monitoring for a privileged group, that SIEM is used to correlate events, that events can be segmented and that recovery is performed by snapshots and is performed regularly and checked from the privileged user's point of view. Such controls integrate ethical testing with technical remediation and operational resilience and accountability for the Board members on cyber risk.
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[bookmark: _Toc237807581]Appendix 1: Rules of Engagement for ABCD Ltd Penetration Testing Lab
[bookmark: _Toc236231512][bookmark: _Toc237807582]1.1 Engagement Authorisation
This Rules of Engagement document is designed to permit for a controlled simulation and penetration-testing of the ABCD Ltd Virtual Lab only. This engagement is done for academic evaluation or for a specific set of systems, IP addresses, services and exploit scenarios provided for in this report. No activity is approved on any of the public Internet host, third party service, personal account, institutional network, production environment, or cloud account or environment.
[bookmark: _Toc236231513][bookmark: _Toc237807583]1.2 Engagement Objective
The goal of the engagement is to determine if a simulated attacker can navigate the ABCD Ltd's web, identity and file and access environment by exploiting three weaknesses that have been controlled: insecure web input handling, excessive Active Directory privilege assignment and misconfigured SMB file and share access. The idea of the engagement is to produce technical artifacts such as evidence, detection artifacts and remediation suggestions, while avoiding real-world harm.
[bookmark: _Toc236231514][bookmark: _Toc237807584]1.3 Authorised Scope
	Asset
	IP address
	Role
	In scope?

	Kali Linux
	192.168.56.105
	Red-team workstation
	Yes

	Ubuntu Linux / DVWA
	192.168.56.109
	Web application server
	Yes

	Windows Server
	192.168.56.110
	abcd.local domain controller
	Yes

	Windows 10
	192.168.56.111
	Domain client and SMB share host
	Yes

	Host-only network
	192.168.56.0/24
	Isolated lab network
	Yes

	Public Internet
	N/A
	External systems
	No

	University, employer or third-party systems
	N/A
	External infrastructure
	No

	Real personal accounts or real customer data
	N/A
	Real data
	No


[bookmark: _Toc236231515][bookmark: _Toc237807585]1.4 Permitted Activities
The following activities are permitted within the 192.168.56.0/24 host-only lab:
	Activity
	Status
	Conditions

	Host discovery
	Permitted
	Only against 192.168.56.0/24

	TCP service enumeration
	Permitted
	Non-destructive scanning only

	HTTP enumeration
	Permitted
	Only against Ubuntu/DVWA

	DVWA SQL injection testing
	Permitted
	Controlled academic testing only

	Active Directory user/group validation
	Permitted
	Only abcd.local lab accounts

	Account Operators misconfiguration validation
	Permitted
	No destructive changes

	SMB share enumeration
	Permitted
	Only Windows 10 lab host

	Dummy data access
	Permitted
	Only synthetic files created for assessment

	Log review
	Permitted
	Apache and Windows Security logs only

	Screenshots and evidence capture
	Permitted
	Sanitised evidence only


[bookmark: _Toc236231516][bookmark: _Toc237807586]1.5 Prohibited Activities
The following activities are not authorised:
	Prohibited activity
	Reason

	Testing outside 192.168.56.0/24
	Prevents unauthorised external activity

	Denial-of-service testing
	Avoids VM instability and destructive impact

	Malware deployment
	Not required for academic evidence

	Live C2 payload deployment
	Excessive risk for the lab objective

	Credential theft from real users
	Illegal and outside scope

	Real data exfiltration
	Ethical and legal violation

	Persistence mechanisms
	Not required and could destabilise VMs

	Destructive file modification
	Contradicts safety objective

	Publishing weaponised payloads
	Inappropriate for academic report

	Testing institutional or third-party networks
	Outside authorisation


[bookmark: _Toc236231517][bookmark: _Toc237807587]1.6 Safe Word and Kill Switch
1. During tests, all VMs get Internet access outside its scope. 
2. Any scan or command targets an address outside 192.168.56.0/24. 
3. All VMs are unstable and unrecoverable. 
4. Any real credential, personal file or non-lab data is exposed. 
5. a tool behaves unpredictably or attempts unauthorised external communication.
6. Logs show unintended access outside the test boundary. 
Safe word: STOP-ABCD-LAB
Kill-switch action: Suspend or shutdown affected target VM after shutting down Kali. When uncertainty exists as to the integrity, restore from the latest clean snapshot.
[bookmark: _Toc236231518][bookmark: _Toc237807588]1.7 Evidence Handling
All evidence screenshots, saved text of scan file contents, apache logs, Windows security logs, audit-policy evedence, and network configuration evidence and apache proof of dummy data are allowed for all evidence. Final report should not contain sensitive credentials, payload strings and real personal data. If credentials arerequired to describe the scenario, they should be described by their role within the account (HR credentials, in case of Alice HR) and should not always be published.
[bookmark: _Toc236231519][bookmark: _Toc237807589]1.8 Communication and Escalation
Since it is an academic simulation, therefore escalation is an internal part of the assessment process. If a safety incident should arise, testing should come to a halt, the affected VM should be isolated and the incident should be reported as a containment incident. It is important that the lab is safe and have only internal connections, if it has external connections accidentally, it needs to be re-configured back to a safe host-only mode before testing can begin.
[bookmark: _Toc236231520][bookmark: _Toc237807590]1.9 Legal and Ethical Statement
The engagement itself is legal merely because it is conducted on a virtual lab owned by one (private) user, and physically located in one place, given that they are not on public land nor do they reside with a competitor. These defensive techniques are added for the following purposes: Defensive education, risk analysis, academic reporting. The report doesn't include any weapons' payloads, and instead uses dummy data. The aim is to increase awareness of insecure control failure, security control shortcomings and remedial priorities.
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[bookmark: _Toc237807591]Appendix 2: Evidence of host-only isolation and safe lab containment
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Figure 1. Ubuntu Linux host-only network configuration showing IP address 192.168.56.109 and no external default route.
[image: ]
Figure 2. Kali Linux host-only network configuration showing IP address 192.168.56.105 and no external default route.
[image: ]
Figure 3. Windows Server host-only network configuration showing IPv4 address 192.168.56.110.

[image: ]
Figure 4. Windows 10 host-only network configuration showing IPv4 address 192.168.56.111 with no default gateway or external route.
[image: ]
Figure 5. Successful connectivity verification from Ubuntu Linux to Kali Linux, Windows Server and Windows 10 within the isolated host-only network.
[image: ]
Figure 6. Successful connectivity verification from Kali Linux to Ubuntu Linux, Windows Server and Windows 10 within the isolated host-only network.
[image: ]
Figure 7. Successful connectivity verification from Windows Server to Kali Linux, Ubuntu Linux and Windows 10 within the isolated host-only network.
[image: ]
Figure 8. Successful connectivity verification from Windows 10 to Kali Linux, Ubuntu Linux and Windows Server within the isolated host-only network.
[image: ]
Figure 9. Kali Linux routing table and failed external connectivity test confirming isolation of the penetration-testing laboratory.
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[bookmark: _Toc237807592]Appendix 3: Reconnaissance and service enumeration evidence
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Figure 10. Nmap host-discovery scan identifying active systems within the isolated 192.168.56.0/24 laboratory network.
[image: ]
Figure 11. Nmap host-discovery results preserved in normal, grepable and XML evidence formats.
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Figure 12. TCP service, version and operating-system enumeration of the Ubuntu target at 192.168.56.109.
[image: ]

Figure 13. Nmap HTTP enumeration of the Apache web service hosted on Ubuntu at 192.168.56.109.
[image: ]
Figure 14. Manual retrieval of HTTP headers and HTML source from the Ubuntu web server using curl.
[image: ]
Figure 15. Apache2 Ubuntu default web page accessed from Kali Linux at 192.168.56.109.[image: ]
Figure 16. Nikto web-server assessment identifying HTTP security-header and information-disclosure observations.
[image: ]
Figure 17. Preserved Ubuntu service and web-enumeration evidence files.
[image: ]
Figure 18. Detailed TCP service and operating-system enumeration identifying Windows Server at 192.168.56.110 as an Active Directory Domain Controller.
[image: ]
Figure 19. Full TCP-port scan identifying Active Directory, WinRM and dynamic RPC services on Windows Server at 192.168.56.110.
[image: ]
Figure 20. SMB protocol and security-mode enumeration showing that SMB signing is enabled and required on the Windows Server domain controller.
[image: ]
Figure 21. LDAP RootDSE enumeration identifying the Active Directory domain, directory naming contexts and domain-controller hostname.
[image: ]
Figure 22. WinRM service enumeration confirming Microsoft HTTPAPI 2.0 on TCP port 5985 of the Windows Server domain controller.
[bookmark: _Toc236231523]

[bookmark: _Toc237807593]Appendix 4: Exploit A: DVWA SQL injection and Apache log artefacts
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Figure 23. Apache2 Service Status on Ubuntu Confirming Active Web-Server Operation
[image: ]
Figure 24. DVWA Source Code Cloned into the Ubuntu Apache Web Root

[image: ]
Figure 25. MariaDB Service Status Confirming Active Database Backend for DVWA
[image: ]
Figure 26. PHP Version Verification on Ubuntu for DVWA Runtime Support


[image: ]
Figure 27. MariaDB Verification Showing the DVWA Database Available to the DVWA User
[image: ]
Figure 28. DVWA Login Page Accessed from Windows 10 over the Host-Only Lab Network
[image: ]
Figure 29. DVWA Security Level Set to Low for Controlled SQL Injection Testing

[image: ]
Figure 30. DVWA SQL Injection Page Showing Normal Query Behaviour for User ID 1


[image: ]
Figure 31. DVWA Home Page After Successful Administrative Login[image: ]
Figure 32. Exploit A evidence showing SQL injection returning multiple DVWA database records from the Ubuntu web server at 192.168.56.109.

[image: ]
Figure 33. Apache access logs showing DVWA setup and login requests from Windows 10 client 192.168.56.111.

[image: ]
Figure 34. Apache access-log artefacts showing HTTP requests to the DVWA SQL injection endpoint during controlled exploitation testing.
[bookmark: _Toc236231524][bookmark: _Toc237807594]Appendix 5: Exploit B: Active Directory setup and excessive Account Operators privilege
[image: ]
Figure 35. Active Directory Domain Services Configuration Wizard Showing New Forest Deployment for abcd.local
[image: ]
Figure 36. Domain Controller Options showing DNS Server, Global Catalog and Directory Services Restore Mode configuration.
[image: ]
Figure 37. NetBIOS domain name ABCD confirmed during Active Directory configuration.
[image: ]
Figure 38. Active Directory Domain Services installation and domain controller promotion in progress.

[image: ]
Figure 39. Successful domain controller verification showing the ABCD domain and host-only IP address 192.168.56.110.






[image: ]
Figure 40. Creation of Employees Organisational Unit in Active Directory Users and Computers
[image: ]
Figure 41. Creation of HR Organisational Unit in Active Directory

[image: ]
Figure 42. Creation of Finance Organisational Unit in Active Directory

[image: ]
Figure 43. Creation of IT Organisational Unit in Active Directory

[image: ]
Figure 44. Creation of Server Organisational Unit in Active Directory
[image: ]
Figure 45. Creation of Workstations Organisational Unit in Active Directory
[image: ]
Figure 46. Creation of Alice HR Domain User in the HR Organisational Unit
[image: ]
Figure 47. Creation of Bob Finance Domain User in the Finance Organisational Unit


[image: ]
Figure 48. Creation of Charlie IT Domain User in the IT Organisational Unit
[image: ]
Figure 49. Active Directory misconfiguration showing Alice HR added to Account Operators with excessive account-management privileges.
[image: ]
Figure 50. Active Directory Account Operators group showing Alice HR assigned excessive account-management privileges.
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Figure 51. Windows 10 Static IP and DNS Configuration Pointing to the Domain Controller
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Figure 52. Windows 10 IP Configuration Showing Domain DNS Server as 192.168.56.110

[image: ]
Figure 53. Windows Server DNS Registration and Netlogon Service Restart
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Figure 54. DNS Lookup of abcd.local from Windows Server

[image: ]
Figure 55. Windows Firewall Rules Allowing DNS Traffic for the AD Lab
[image: ]
Figure 56. Windows 10 Successful Ping to abcd.local

[image: ]
Figure 57. Windows 10 Domain Join Configuration for abcd.local
[image: ]
Figure 58. Successful Domain Login as Alice HR on Windows 10
[image: ]
Figure 59. Windows 10 domain verification showing Alice HR logged into the ABCD domain and successfully communicating with the domain controller at 192.168.56.110.

[image: ]
Figure 60. Windows 10 Successfully Locating the Domain Controller and Updating Computer Group Policy
[image: ]
Figure 61. Alice HR Confirmed as Member of Account Operators Group in Active Directory
[image: ]
Figure 62. Alice HR Creating and Verifying a New Domain User Through Excessive Account Operators Privilege
[image: ]
Figure 63. Windows Security Logs Showing Domain Account Creation and Authentication Events
[bookmark: _Toc236231525][bookmark: _Toc237807595]Appendix 6: Exploit C: SMB misconfiguration and dummy customer-data access
[image: ]
Figure 64. Windows 10 Connectivity Verification to the Domain Controller
[image: ]
Figure 65. Dummy Customer Data File Created on Windows 10

[image: ]
Figure 66. Dummy Customer Data File Verified in Notepad
[image: ]
Figure 67. Misconfigured SMB Share Granting Domain Users Read Access

[image: ]
Figure 68. Windows Audit Logon Policy Enabled for SMB Access Monitoring

[image: ]
Figure 69. Windows File Share Auditing Enabled for Exploit C

[image: ]
Figure 70. Windows Detailed File Share Auditing Enabled for Exploit C
[image: ]
Figure 71. Audit Policy Verification Showing Logon, File Share and Detailed File Share Enabled

[image: ]
Figure 72. Kali Enumerating Windows 10 SMB Shares Using Alice HR Credentials
[image: ]
Figure 73. Kali Downloading Dummy Customer Data from Misconfigured SMB Share

[image: ]
Figure 74. Windows Security Log Showing Alice HR Accessing customer_sample.csv Through alice.hr, 192.168.56.105, SensitiveData, and customer_sample.csv
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DN s

D 0 Tue Jul 28 17:29:10 2026
- D @ Tue Jul 28 1 0 2026
customer_sample. csv A 140 Tue Jul 28 1 3 2026

12963341 blocks of size 4096. 4567611 blocks available
\> get customer_sample.csv
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smb: \> exit

customer_sample.csv
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PING 192.168.56.110 (192.168.56.110) 56(84) bytes of data
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— 192.168.56.110 ping statistics —
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PING 192.168.56.112 (192.168.56.112) 56(84) bytes of data
64 bytes from 192.168.56.112: icmp_seq=1 ttl=128 time=11.0 ms
64 bytes from 192.168.56.112: icmp_seq=2 ttl=128 time=10.9 ms

— 192.168.56.112 ping statistics —
2 packets transmitted, 2 received, 0% packet loss, time 101l4ms
rtt min/avg/max/mdev = 10.900/10.962/11.025/0.062 ms
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[sudo] password for kali:
Starting Nmap 7.95 ( https://nmap.org ) at 2026-07-23 01:48 EDT
Nmap scan report for 192.168.56.100
Host is up (0.00021s latency)
MAC Address: 08:00:27:04:98:1C (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.56.101
Host is up (0.00093s latency)
MAC Address: 0A:00:27:00:00:15 (Unknown
Nmap scan report for 192.168.56.109
Host is up (0.00071s latency)
MAC Address: 08:00:27:81:E4:57 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.56.110
Host is up (0.0063s latency)
MAC Address: 08:00:27:38:7C:ES (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.56.111
Host is up (0.0047s latency)
MAC Address: 08:00:27:C4:0A:2C (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.56.105
Host is up
Nmap done: 256 IP addresses (6 hosts up) scanned in 34.87 seconds
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Nmap scan report for 192.168.56.100
Host is up (0.00047s latency)
__ MAC Address: 0 C (PCS systemtechnik/Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.56.101
Host is up (0.00032s latency)
MAC Address: 0 5 (Unknown)
Nmap scan report for 192.168.56.109
Host is up (0.00100s latency)
MAC Address: 0 7 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
“ Nmap scan report for 192.168.56.110
Host is up (0.011s latency)
MAC Address: 0 5 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.56.111
Host is up (0.0097s latency)
MAC Address: 0 C (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Stats: 0:00:21 elapsed; 255 hosts completed (5 up), 255 undergoing Host Discovery
parallel DNS resolution of 1 host. Timing: About 0.00% done
Nmap scan report for 192.168.56.105
Host is up
Nmap done: 256 IP addresses (6 hosts up) scanned in 32.46 seconds
total 12K
~rw-r—r— 1 root root 452 Jul 23 01:57 host-discovery.gnmap
-rw-r 1 root root 987 Jul 23 01:57 host-discovery.nmap
oot 2.5K Jul 23 01:57 host-discovery.xml
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Starting Nmap 7.95 ( https://nmap.org ) at 2026-07-23 01:58 EDT
Nmap scan report for 192.168.56.109
Host is up (0.011s latency)
Not shown: 999 closed tcp ports (reset)
PORT  STATE SERVICE VERSION
80/tcp open http  Apache httpd 2.4.52 ((Ubuntu))
MAC Address: 08: :57 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Device type: general purposelrouter
Running: Linux 4.XI5.X, MikroTik Router0s 7.X
05 CPE: cpe:/o:linux:linux_kernel:4 cpe:/0:1i inux_kernel:5 cpe:/o:mikrotik:routeros:7 cpe:/o:linux:linux_kernel:5.6.3

05 details: Linux 4.15 - 5.19, OpenWrt 21.02 (Linux 5.4), MikroTik Router0S 7.2 - 7.5 (Linux 5.6.3)
Network Distance: 1 hop

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 21.93 seconds

~/ACCA7033-Lab





image21.png
Session Actions Edit View Help
File System ek}
http-title,http-headers, http-methods, http-enum \
192.168.56.109 \
~/ACCA7033-Lab/scans/ubuntu-http-enun
[sudo] password for kali:
Starting Nmap 7.95 ( https://nmap.org ) at 2026-07-23 02:02 EDT
Nmap scan report for 192.168.56.109
Host is up (0.0012s latency)

PORT  STATE SERVICE
80/tcp open http

| http-methods:

I_ Supported Methods: HEAD GET POST OPTIONS

| http-headers:

| Date: Thu, 23 Jul 2026 06:02:36 GNT

| server: Apache/2.4.52 (Ubuntu)
| Last-Modified: Wed, 15 Jul 2026 12:18:53 GNT
| ETag: "29af-656a5532d3502"
| Accept-Ranges: bytes
| Content-Length: 10671
| Vary: Accept-Encoding
| Connection: close

| Content-Type: text/html
|

|

(Request type: HEAD)

I http-title: Apache2 Ubuntu Default Page: It works.
MAC Address: 08:00:27:81:E4:57 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 14.73 seconds
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HTTP/1.1 200 0K

Date: Thu, 23 Jul 2026 06:04:21 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Wed, 15 Jul 2026 12:18:53 GMT

ETag: "29af-656a5532d3502"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Content-Type: text/html

http://192.168.56.109 30
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" “http://wws.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://wm.w3.0rg/1999/xhtml">
il
Modified from the Debian original for Ubuntu
Last updated: 2022-03-22
See: https://launchpad.net/bugs/1966004
=
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>Apache2 Ubuntu Default Page: It works</title>
<style type="text/css" media="screen>

margin: @px Opx Opx Opx;
padding: Opx Opx Opx 0pX;

}

body, html {
padding: 3px 3px 3px 3px

background-color: #DSDBE2;

font-family: Ubuntu, Verdana, sans-serif
font-size: 11pt;
text-align: center;

}

div.main_page {
position: relative;
display: table;
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Apache2 Default Page

Ubuntu

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache?2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
| -- apache2.conf
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' Nikto v2.5.0

Target Ip: 192.168.56.109
Target Hostname:  192.168.56.109

Target Port 80

start Time: 2026-07-23 02:06:50 (GMT-4)

Server: Apache/2.4.52 (Ubuntu)
The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME

type. See: https://wmi.netsparker.com/web-vulnerability-scanner/vulnerabilities/missing-content-type-header/
+ No CGI Directories found (use '~C all’ to force check all possible dirs)
+ Apache/2.4.52 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch.

Server may leak inodes via ETags, header found with file /, inode: 29af, size: 656a553ad3502, mtime: gzip. See: http://cve.mitre.org/cgi-bin/cvena
me. cgi?name=CVE-2003-1418
+ OPTIONS: Allowed HTTP Methods: HEAD, GET, POST, OPTIONS .
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File System

~/ACCA7033-Lab/scans/ubuntu:
root root 523 Jul 23 01:59 /home/kali/ACCA7033-Lab/scans/ubuntu-detailed.gnmap

root root 951 Jul 23 /home/kali/ACCA7033-Lab/scans/ubuntu-detailed.nmap
root root 11K Jul 23 /home/kali/ACCA7033-Lab/scans/ubuntu-detailed.xml
root root 387 Jul 23 02:02 /home/kali/ACCA7033-Lab/scans/ubuntu-http-enum.gnmap

root root 931 Jul 23 /home/kali/ACCA7033-Lab/scans/ubuntu-http-enun.nmap

root root 2.5K Jul 23 /home/kali/ACCA7033-Lab/scans/ubuntu-http-enum.xml

kali kali 813 Jul 23 02:07 /home/kali/ACCA7033-Lab/scans/ubuntu-nikto. txt
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192.168.56.110 \
~/ACCA7033-Lab/scans/windows-server-detailed

Starting Nmap 7.95 ( https://nmap.org ) at 2026-07-23 02:12 EDT

Nmap scan report for 192.168.56.110

Host is up (0.0125 latency)

Not shown: 988 filtered tcp ports (no-response)

PORT  STATE SERVICE VERSION

53/tcp  open domain simple DNS Plus

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2026-07-23 18:42:49Z)

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: abcd.locale., Site: Default-First-Site-Name)

445/tcp open microsoft-ds?

464/tcp open  kpasswds?

593/tcp open ncacn http  Microsoft Windows RPC over HTTP 1.0

636/tcp open tcpwrapped

3268/tcp open 1ldap Microsoft Windows Active Directory LDAP (Domain: abcd.locale., Site: Default-First-Site-Name)

3269/tcp open tcpurapped

5985/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPnP

MAC Address: 08:00:27:38:7C:ES (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port

Device type: general purpose

Running (JUST GUESSING): Microsoft Windows 202211112016 (97%

05 CPE: cpe:/o:microsoft:windows_server_2022 cpe:/o:microsoft:windows 11 cpe:/o:microsoft:windows_server 2016

Aggressive 05 guesses: Microsoft Windows Server 2022 (97%), Microsoft Windows 11 21H2 (91%), Microsoft Windows Server 2016 (91%

No exact 0S matches for host (test conditions non-ideal)

Network Distance: 1 hop

Service Info: Host: WIN-CLIGQGERI2D; 0S: Windows; CPE: cpe:/o:microsoft:windows

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 36.60 seconds
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File System

192.168.56.110 \
~/ACCA7033-Lab/scans/windows-server—full-tcp
Starting Nmap 7.95 ( https://nmap.org ) at 2026-07-23 02:14 EDT
Nmap scan report for 192.168.56.110
Host is up (0.0225 latency)
: 65516 filtered tcp ports (no-response)
STATE SERVICE
open domain
open kerberos-sec
135/tcp  open msrpc
139/tcp  open netbios-ssn
389/tcp  open ldap
445/tcp  open microsoft-ds
464/tcp  open  kpasswds
593/tcp  open http-rpc-epmap
636/tcp  open ldapssl
3268/tcp open globalcatLDAP
3269/tcp open globalcatLDAPssL
5985/tcp open wsman
9389/tcp open adws
49664/tcp open unknown
49669/tcp open unknown
49670/tcp open unknown
49671/tcp open unknown
49680/tcp open unknown
49694/tcp open unknown
MAC Address: 08:00:27:38:7C:ES (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 188.86 seconds
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Session Actions Edit View Help

139,445 \
smb-protocols, smb2-security-mode, smb2-time, smb-os-discovery \
192.168.56.110 \
~/ACCA7033-Lab/scans/windows-server-smb-enun. txt
Starting Nmap 7.95 ( https://nmap.org ) at 2026-07-23 02:18 EDT
Nmap scan report for 192.168.56.110
Host is up (0.0028s latency)

PORT  STATE SERVICE
139/tcp open netbios-ssn
445/tcp open microsoft-ds
MAC Address: 08:00:27:38:7C:E5 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Host script results:
| smb2-time:

| date: 2026-07-23T18:48:51
I_ start_date: N/A
| smb2-security-mode:
I3 :

I_ Message signing enabled and required
| smb-protocols:

| dialect:
I

|

|

I

Nmap done: 1 IP address (1 host up) scanned in 15.11 seconds
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lali@Tushar: ~

Session Actions Edit View Help

389,636,3268,3269 \
1dap-rootdse \
192.168.56.110 \
~/ACCA7033-Lab/scans/windows-server-ldap-rootdse. txt
starting Nmap 7.95 ( https://nmap.org ) at 2026-07-23 02:26 EDT
Nmap scan report for 192.168.56.110
Host is up (0.29s latency)

PORT  STATE SERVICE
389/tcp open ldap

636/tcp open ldapssl

3268/tcp open globalcatLDAP

3269/tcp open globalcatLDAPssl

MAC Address: 08:00:27:38:7C:ES (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 25.94 seconds

\
1dap://192.168.56.110 \
base \
Y
defaultNamingContext rootDomainNamingContext dnsHostName supportedLDAPVersion
extended LDIF

LDAPV3
base & with scope baseObject

filter: (objectclass

requesting: defaultNamingContext rootDomainNamingContext dnsHostName supportedLDAPVersion

supportedLDAPVersion: 3
supportedLDAPVersion: 2

dnsHostName: WIN-CLIGQGERJ2D.abcd. local
rootDomainNamingContext: DC=abcd,DC=local
defaul tNamingContext: DC=abcd,DC=local

# search result
search: 2
result: 0 Success

# nunResponses: 2
# numEntries:
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5985 \
http-title,http-headers \

192.168.56.110 \
~/ACCA7033-Lab/scans/windows-server-winrm-enum. txt

starting Nmap 7.95 ( https://nmap.org ) at 2026-07-23 0

Nmap scan report for 192.168.56.110

Host is up (0.80s latency)

PORT  STATE SERVICE VERSION
5985/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
| _http-server-header: Microsoft-HTTPAPL/2.0

I http-header:

| Content-Type: text/html; charset-us-ascii

] Server: Microsoft-HTTPAPI/2.0

| Date: Thu, 23 Jul 2026 19:06:02 GHT

] Connection: close

| Content-Length: 315

I

I_ (Request type: GET)
|_http-title: Not Found

MAC Address: 08:00:27:3B:7C:E5 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Service Info: 0S: Windows; CPE: cpe: icrosoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 30.01 seconds

10 http://192.168.56.110:5985/wsman
curl: (28) Operation timed out after 10002 milliseconds with 0 bytes received
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vboxuser@Tushar: ~

$ sudo systemctl status apache2

apache2.service - The Apache HTTP Server

Loaded:
Active:
Docs:
Main PID
Tasks
Memory:
CPU:
CGroup:

loaded (/lib/systemd/system/apache2.service; enabled; vendor presell
since Wed 2026-07-15 17:48:56 IST; 3min 40s ago
https://httpd.apache.org/docs/2.4/
41844 (apache2)
55 (limit: 7315)
5.2m
74ms
/systen.slice/apache2.service
41844 /usr/sbin/apache2 -k start
41847 /usr/sbin/apache2 -k start
41848 /usr/sbin/apache2 -k start

Jul 15 17:48:56 Tushar systemd[1]: Starting The Apache HTTP Server..
Jul 15 17:48:56 Tushar apachectl[41841]: AHO@558: apache2: Could not reliably df
Jul 15 17:48:56 Tushar systemd[1]: Started The Apache HTTP Server
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Activities () Terminal

Gt

2116 1605

m vboxuser@Tushar: fvarfwww/html Q=

(Reading database ... 241697 files and directories currently installed.)
Preparing to unpack .../Uberror-perl_8.17029-1_all.deb
Unpacking Liberror-perl (6.17029-1)
Selecting previously unselected package gLt-nan
Preparing to unpack .../git-man_1¥3a2.34.1-lubuntul.17_all.deb .
Unpacking git-man (1:2.34.1-1ubuntu1.17) -
selecting previously unselected package git
Preparing to unpack -../git 1%3a2.34.1-1ubuntul.17_anded.deb
Unpacking git (1:2.34.1-1ubuntu1.17)
Setting up Liberror-perl (0.17629-1)
Setting up git-man (1:2.34.1-1ubuntul.17)
Setting up git (1:2.34.1-1ubuntu1.17)
Processing triggers for man-db (2.10.2-1) .
S cd Jvar /wmw/htal

S sudo git clone https://github.con/digininja/OVa
s
Cloning into 'DvA
renote: Enunerating objects: 5745, done.
renote: Total 5746 (delts 0), reused 6 (delta @), pack-reused 5
Receilving objects: 106% (5745/5746), 2.76 MiB | 1.02 MiB/s, done
Resolving deltas: 100% (2857/2857), done

sis

s

46 (fron 1)

tndex. htnl
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Activities () Terminal Jul16 16:09

M vboxuser@Tushar: /var/www/html Q =

mariadb.service - MariaDB 10.6.23 database server
Loaded: loaded (/lib/systend/systen/mariadb.service; enabled; vendor preset: enabled)
Active: since Thu 2026-87-16 16:07:44 IST; 1imin 1s ago
Docs: man:mariadbd(8)
https://mariadb.con/kb/en/library/systend/
Main PID: 2799 (mariadbd)
Status: "Taking your SQL requests now..."
Tasks: 10 (limit: 48278)
Memory: 61.6M
CPU: 5.863s
CGroup: /system.slice/mariadb.service
L2799 Jusr/sbin/mariadbd

Tushar mariadbd[2799]: 2026-067-16 16:07:44 0 [Note] InnoDB: 10.6.23 started; log sequen(i
Tushar mariadbd[2799]: 2026-67-16 16:07:44 0 [Note] InnoDB: Loading buffer pool(s) from &
Tushar mariadbd[2799]: 2026-07-16 16:07:44 0 [Note] Plugin 'FEEDBACK' is disabled

Tushar mariadbd[2799]: 2026-67-16 16:07:44 0 [Warning] You need to use --log-bin to makel
Tushar mariadbd[2799]: 2026-67-16 16:07:44 0 [Note] Server socket created on IP: '127.0.2
Tushar mariadbd[2799]: 2026-67-16 16:07:44 0 [Note] InnoDB: Buffer pool(s) load completeg
Tushar mariadbd[2799]: 2026-67-16 16:07:44 0 [Note] /usr/sbin/mariadbd: ready for connecg
Tushar mariadbd[2799]: Version: '16.6.23-MariaDB-@ubuntu6.22.04.1' socket: '/run/mysqlds
Tushar systemd[1]: Started MariaDB 10.6.23 database server

Tushar /etc/mysql/debian-start[2815]: Upgrading MysQL tables if necessary

®
[
©
e}
A
s

[Lines 1-23/23
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vboxuser@Tushar: ~

15 php -v
PHP 8.1.2-1ubuntu2.24 (cli) (built: May 25 2026 15:08:06) (NTS)
Copyright (c) The PHP Group
Zend Engine v4.1.2, Copyright (c) Zend Technologies
with zend opcacie v8.1.2-1ubuntu2.24, Copyright (c), by Zend Technologies
S

)
®
[
©
e}
A
s
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) Terminal

G

Jul16 16:47

M vboxuser@Tushar: ~

vboxuser@Tushar:-$ mysql -u dvwa -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 38

Server version: 10.6.23-MariaDB-Oubuntu0.22.04.1 Ubuntu 22.04

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
MariaDB [(none)]> SHOW DATABASES;

fooe et

| Database

2

| information_schema |

— E et

2 rows in set (0.017 sec)

MariaDB [(none)]>

=&

3 [#JRight Ctr
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& G [ A Notsecure 192.168.56.109/DVWA/security.php v 7= & o Qyom v
Home DVWA Security ®
Instructions
Setup  Reset DB Security Level
Securiy level is currently: low.
Brute Force
SE== ' You cansetthe security level to low, medium, high or impossible. The security level changes the vulnerabity
Command Injection level of DVWA:
CSRF 1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
e as an example of how web application vulnerabilties manifest through bad coding practices and to serve
e lon as a platform to teach or leam basic exploitation techniques.
File Upload 2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
Insecure CAPTCHA exploitation techniques.
- 3. High - This option is an extension to the medium diffculty, with a mixture of harder or alternative bad
SQL Injection practices to attempt to secure the code. The vulnerability may not allow the same extent of the
= exploitation, similar n various Capture The Flags (CTFs) competiions.
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Weak Session IDs. source code to the secure source code.
Prior to DVWA v1.9, this level was known as ‘high'.
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= folder or any Internet facing servers, as they wil be compromised. It is recommend using a virtual machine
JavaScript Attacks (such as VirtualBox or VMware), which is set to NAT networking mode. Inside a guest machine, you can
TS download and install XAMPP for the web server and database.
‘Open HTTP Redirect
é Disclaimer
Cryptography
We do not take responsiblty for the way in which any one uses this application (DVWA). We have made the
LI purposes of the application clear and it should not be used maliciously. We have given warnings and taken
measures to prevent users from installing DVWA on to live web servers. If your web server is compromised via an
DVWA Security installation of DVWA it is not our responsibility it s the responsibilty of the personis who uploaded and installed it

About More Training Resources

DVWA aims to cover the most commonly seen vulnerabilties found in today's web applications. However there

e are plenty of other issues with web applications. Should you wish to explore any addiional attack vectors, or want
more difficult challenges, you may wish to look into the following other projects:
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Username: ad
Security Level: Security Level: impossible
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vboxuser@Tushar: ~ Q

:-$ sudo tail -n 26 /var/log/apache2/access.log

192.168.56.111 - - [25/Jul/2626:15:54:43 +0530] "GET /DVWA/index.php HTTP/1.1" 200 2824 "http://192.168.56.169/DVHA/login
.php" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.0.6 Safari/537.36 Ed
9/156.6.0.0"

192.168.56.111 - - [25/Jul/2626:15:55:36 +0530] "-" 468 0 "-" "-"

192.168.56.111 - - [25/Jul/2626:15:57:01 +0530] "POST /DVWA/login.php HTTP/1.1" 302 476 "http://192.168.56.169/DVHA/login
.php" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.0.6 Safari/537.36 Ed
9/156.6.0.0"

192.168.56.111 - - [25/Jul/2626:15:57:01 +0530] "GET /DVWA/index.php HTTP/1.1" 200 2824 "http://192.168.56.169/DVHA/login
.php" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.0.6 Safari/537.36 Ed
9/156.6.0.0"

192.168.56.111 - - [25/Jul/2626:15:57:06 +0530] "GET /DVWA/vulnerabilities/sqli/ HTTP/1.1" 200 1850 "http://192.168.56.10
9/DVWA/index.php” "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.6.6 Safa
ri/537.36 £dg/150.0.0.0"

192.168.56.111 - - [25/Jul/2626:15:57:54 +0530] "-" 468 0 "-" "-"

192.168.56.111 - - [25/Jul/2626:15:58:10 +0530] "GET /DVWA/security.php HTTP/1.1" 260 2254 "http://192.168.56.109/DVHA/vu
Tnerabilities/sqli/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.0.6 S
afari/537.36 Edg/150.0.0.0"

192.168.56.111 - - [25/Jul/2626:15:58:10 +0530] "GET /DVWA/dvwa/images/lock.png HTTP/1.1" 200 1045 "http://192.168.56.109
/DVHA/security.php” "Mozilla/5.0 (Windows NT 10.6; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.6.6.0 Sa
fari/537.36 Edg/150.0.0.0"

192.168.56.111 - - [25/Jul/2626:15:58:15 +0530] "POST /DVWA/security.php HTTP/1.1" 302 491 "http://192.168.56.109/DVHA/se
curity.php” "Mozilla/5.6 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/156.6.0.0 Safari/537
.36 Edg/150.0.0.0"

192.168.56.111 - - [25/Jul/2626:15:58:15 +0530] "GET /DVWA/security.php HTTP/1.1" 200 2269 "http://192.168.56.109/DVWA/se
curity.php” "Mozilla/5.6 (Windows NT 10.0; WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/156.6.0.0 Safari/537
.36 Edg/150.0.0.0"

192.168.56.111 - - [25/Jul/2626:15:58:21 +0530] "GET /DVWA/ HTTP/1.1" 200 2796 "http://192.168.56.109/DVWA/security.php"
"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.0.6 Safari/537.36 Edg/15
0.0.0"

192.168.56.111 - - [25/Ju1/2626:15:58:46 +0530] "GET /DVWA/vulnerabilities/sqli/ HTTP/1.1" 200 1789 "http://192.168.56.10
9/DVWA/" "Mozilla/5.6 (Windows NT 16.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/156.0.0.0 Safari/537.36
Edg/150.6.6.0"

192.168.56.111 - - [25/Jul/2626:15:58:50 +0530] "GET /DVWA/vulnerabilities/sqli/?id=1&Subnit=Submit HTTP/1.1" 200 1810 "h
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$ sudo grep "sqli" /var/log/apache2/access.log | tail -n 20

192.168.56.105 - - [23/Ju1/2626:11:31:53 +0530] "HEAD ..%2f..%2f..%2f..%2f..%2f..%2f. .%2f. .%2f /var/mobile/Library/Address
Book/AddressBook.sqlitedb HTTP/1.1" 400 161 "-" "-"
192.168.56.105 - - [23/Ju1/2626:11:32:36 +0530] "HEAD ..%2f..%2f..%2f..%2f..%2f..%2f. .%2f. .%2f /var/mobile/Library/Address
Book /AddressBook.sqlitedb HTTP/1.1" 400 161 "-" "-"
192.168.56.105 - - [23/Jul/2026:11:36:48 +0530] "GET /QnhGHFLd.sqlite HTTP/1.1" 404 492 "-" "Mozilla/5.6 (Windows NT 10.6
5 Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36"
192.168.56.105 - - [23/Jul/2626:11:37:35 +0530] "GET /ezsqliteadmin/ HTTP/1.1" 464 492 "-" "Mozilla/5.0 (Windows NT 10.0
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.6.3729.169 Safari/537.36"
192.168.56.105 - - [23/Ju1/2626:11:37:38 +0530] "GET /mobileadmin/db/MobileAdninDB.sqlite HTTP/1.1" 404 492 "-" "Mozilla/
5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36"
192.168.56.111 - - [25/Ju1/2626:15:57:06 +0530] "GET /DVWA/vulnerabilities/sqli/ HTTP/1.1" 200 1850 "http://192.168.56.10
9/DVWA/index.php” "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.6.6 Safa
ri/537.36 £dg/150.0.0.0"
192.168.56.111 - - [25/Jul/2626:15:58:10 +0530] "GET /DVWA/security.php HTTP/1.1" 260 2254 "http://192.168.56.109/DVHA/vu
Tnerabilities/sqli/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.0.6 S
afari/537.36 Edg/150.0.0.0"
192.168.56.111 - - [25/Jul/2626:15:58:46 +0530] "GET /DVWA/vulnerabilities/sqli/ HTTP/1.1" 200 1789 "http://192.168.56.10
9/DVWA/" "Mozilla/5.6 (Windows NT 16.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/156.0.0.0 Safari/537.36
Edg/150.6.6.0"
192.168.56.111 - - [25/Jul/2626:15:58:50 +0530] "GET /DVWA/vulnerabilities/sqli/?id=1aSubnit=Submit HTTP/1.1" 200 1810 "h
ttp://192.168.56.169/DVHA/vulnerabilities/sqli/" "Mozilla/5.6 (Windows NT 16.0; Win64; x64) AppleWebKit/537.36 (KHTML, 11
ke Gecko) Chrome/150.0.6.6 Safari/537.36 Edg/150.0.0.0"

"GET /DVWA/vulnerabilities/sqli/?1d=1%27+0R+%271%3D1%27&Submit=Submit HTT
P/1.1" 200 681 " 1 1&5ubmit=Submit” "Mozilla/5.6 (Windows NT 16.0; Win6a
5 x64) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/150.0.6.6 Safari/537.36 Edg/150.0.0.0"
192.168.56.111 - - [25/Jul/2026:15:59:59 +0530] "GET /DVWA/vulnerabilities/sqli/?1d=1%27+OR+%271%30%271&Submit=Subnit HTT
P/1.1" 200 678 "http://192.168.56.169/DVWA/vulnerabilities/sqli/?id=1&Submit=Submit" "Mozilla/5.0 (Windows NT 10.0; Win64
5 x64) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/150.0.6.6 Safari/537.36 Edg/150.0.0.0"
192.168.56.111 - - [25/Ju1/2626:16:00:13 +0530] "GET /DVWA/vulnerabilities/sqli/?1d=1%27+OR+%271%27+%3D%27+1&Subnit=Subni
t HTTP/1.1" 260 1821 "http://192.168.56.109/DVWA/vulnerabilities/sqli/?id=1aSubnit=Subnit" "Mozilla/5.0 (Windows NT 10.0
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.6.6 Safari/537.36 Edg/150.0.0.0"
192.168.56.111 - - [25/Jul/2026:16:00:35 +0530] "GET /DVWA/vulnerabilities/sqli/?1d=1%27+OR+%271%3D1%27&Submit=Subnit HTT
P/1.1" 200 681 "http://192.168.56.169/DVWA/vulnerabilities/sqli/?1d=1%27+0R+%271%27+%3D%27+1&Submit=Submit" "Mozilla/5.0
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