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Audit table are used to track the transactions.
By implementing the Audit tables and triggers the System Administrator will have a better view regarding the activity that is taking place in the database. Audit tables will act like an ongoing log.
By using the Audit system, management of the To-Rent will be able to see if there are fraudulent activities taking place within the renting and leasing services. Everything will be recorded in the audit tables.
The issue of the system was that the staff was able to drop and insert tables into the system and also had the ability of deleting the data from tables.
· Describing Triggers from To Rent database:
1. The first Audit table that has been created for tracking the DDL activity (CREATE, ALTER, DROP table) is called PRGDatabaseAudit to store the following details 
Database Name  Table Name  Event Type  Login Name  SQL Command  Audit Date & Time
	For this specific table, trPreventTblChange trigger has been associated.
We created the LeaseTest1 table and interrogate the PRGDatabaseAudit table.
The Table stores the log will all the information needed.
[image: ] 
2. Table PRGPropertyAudit has been created in order to store ID of Client and leased property inserted, deleted or updated, client affected by the staff, staff responsible for the transaction and the date of transaction.
[image: ]
3. LeaseAuditInsert trigger and LeaseInsert table has been created in order to store the data that has been inserted in the Lease table.
A test has been applied. In the Lease table has been inserted a new row for propertyid 22
[image: ]
The LeaseAuditInsert trigger automatically inserted the values in the LeaseInsert Table like shown below.
	[image: ]
4. LeaseDelete trigger and LeaseAuditDelete table has been created in order to store the data that has been deleted in the Lease table.
A test has been applied. In the Lease table a delete has been made for leasenumber 5
[image: ]
The LeaseDelete trigger automatically inserted the values in the LeaseAuditDelete Table like shown below
[image: ]
5. LeaseUpdatetrigger and LeaseAuditUpdate table has been created in order to store the data that has been updated in the Lease table.
A test has been applied. In the Lease table an update has been made for the client from number 1 to number 3 where leasenumber=4.
[image: ]
The LeaseUpdatetrigger trigger automatically inserted the values in the LeaseAuditUpdate Table like shown below.
[image: ]
· Advantages gained:
1. Every DDL command is logged and everything is visible for the DB Administrator.
· By using the following select, the Admin will identify the DDL commands:
select * from PRGDatabaseAudit
2. Every DML command on Lease table is logged and is visible for the DB Administrator.
· Inserts into Lease 
select * from LeaseInsert;
· Deletes from Lease 
select * from LeaseAuditDelete;
· Updates on Lease 
select * from LeaseAuditUpdate;
3. Every fraud can be detected with the new triggers and Audit Tables.

[bookmark: _Toc60841859]Concurrency control helps to coordinate many transaction executions at the same time in a database processing. The aim of the concurrency is to ensure that the transactions are done in series in many types of environment. 
Concurrency control methods:
· Locking – using Locks assigned to data be controlling the access 
· Serializability – Defines how transactions get or leave locks
· Time Stamp ordering – It can check and control the access to data by timestamp order and can assignee timestamps to transaction 
· Commitment – It can check and control the committed events in chronological order to be compatible with the precedent order [1]



[bookmark: _Toc60841860]Database Transaction is a group of tasks within a database management system against another database. Transactions into a database has two purposes:

· To provide reliability on recovering affected data in case of system failure;
· To provide isolation, durability, consistency, atomicity and serializability between programs that get accessed the data at the same time;
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1. Atomicity is the property where all the modifications to the data perform as a single operation. This property is necessary for transferring a data from one place to another 
2. Consistency defines when a transition starts and when it ends.
3. Isolation is the process where the intermediate state of transaction is not viewable to the other transaction.
4. Durability helps when a transaction to be successfully done even if the system fails
5. Serializability is the property responsible for user which can concurrent execution of numerous transactions produce consistent results [2]
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Dirty Read take place when a transaction able to read data from a row modified by another transaction in process and still not committed 




	ID
	Name
	Age

	1
	Claudiu
	20

	2
	Roxana
	22


Example:
      Transaction 1                                                                                                        Transaction 2
[image: ]                 [image: ]
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Unrepeatable problem comes when two or more operations of the same transaction read different values of the same variable 

Example:
	T1
	T2

	
Read(y)

Write(y)
	

Read(y)

Read(y)







 
        Fig1
In Fig 1 once T2 reads the variable y, a write operation in T1 changes the value of y so when another read operation take place by T2, it will read the new value of y that was updated by T1
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Lost update problem occurs when two concurrent transactions update and read the same data
Example:
	T1
	T2

	Read_item(Y)
Y=Y+N
	

Y=Y+10
Write_item(Y)












                                          Fig 2
 In Fig 2 T1 change the value of Y but gets overwritten by the update done by T2 on Y so the update done by T1 is lost



[bookmark: _Toc60841865]Two-phase locking is a concurrency method of control that can guarantee serializability. 
· Expending phase: no locks are released and locks are required
· Shrinking phase: no locks are required and locks are released

Dirty read cannot happen when
	“ XTm (O) restricts STn (O)
	XTm (O) released at transaction complete”
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/*Query 1+/
SELECT Age FROM users WHERE id= 1;
/% will read 20 */
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/*Quexry 1%/
UPDATE users SET age = 2. WHERE i
/* No commit here */
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/*Query 2*/
SELECT age FROM users WHERE i
/* WILL READ 21 */
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