Investigating Cybercrime: Challenges and Police Responses to Online Child Sexual Exploitation

Cybercrime has transformed modern day policing by forcing police forces and other agencies to require new skills in digital forensics. Cybercrime is forever rapidly changing due to its many different forms, which are used by offenders. These types of cybercrime ranging from low-level fraud all the way up to online child sexual exploitation (OCSE). Cybercrime is a particularly challenging issue for police forces and higher agencies due to its high complexity, the serious harm caused to victims and the cross-border elements. These reasons, as well as many more, are why policing cybercrime is such a time consuming and technically difficult thing to do. In this paper there will be a focus on online child sexual exploitation (OCSE). There will be a focus on what exactly OCSE is, investigative challenges associated with OCSE, policing responses to OCSE as well as case examples highlighting the importance of multi-agency collaboration and the importance of thorough investigations to ensure everyone involved is punished. 

[bookmark: _Int_lBnJVXxA]Online child sexual exploitation (OCSE) is a very serious form of cybercrime which targets the most innocent of victims. As stated by Child Exploitation and Online Protection (2020) ‘it involves forcing or enticing a child to take part in sexual activity, whether or not the child is aware of what is happening’. OCSE covers a wide range of criminal activities where children are harmed, groomed or exploited through any internet-enabled technology. There are many different types of OCSE, some of these are being in possession and distributing images, grooming and contacting children and dark web productions. Each of these forms of OCSE brings its own challenges for police forces and investigators. As mentioned by Skidmore, 2022, ‘it is no exaggeration to say that it is taking place on the industrial scale’. This shows the sheer size of OCSE which is a challenge for police forces because of the amount of manpower and resources needed to be able to bring down the people who distribute this material. Firstly, being in position of images of children is becoming disgustingly more common. ‘Over 38,000 child sexual abuse image crimes were logged by forces in England and Wales in the past year, according to Home Office data’, says NSPCC (2025). This evidence supports the previous point where one of the main challenges in investigating crimes against children, such as the one mentioned above, is the time and resources available to do so. Another major issue involved in the investigation of distribution of child images is the encryption used by perpetrators is end to end encryption (E2EE) which makes to increasingly hard to find cases of this matter unless it is reported to the police. The Home Office, 2023, published that ‘the implementation of E2EE, without robust child safety measures in place, poses a catastrophic risk to the safety of children online’. In the wrong hands E2EE allows chats to become untraceable and to be used for the purpose of hiding things, such as images of children, rather than its intended use of protecting people data. 
[bookmark: _Int_GLMHUUWE][bookmark: _Int_GOIVb91s]Grooming and contacting children online is an issue where ‘someone builds your trust and makes a connection with you to get you to do something sexual or illegal’, as stated by ChildLine, 2019. Again, the amount of grooming cases in the UK is disgustingly high. As stated by NSPCC, 2023, there was an ‘82% rise in online grooming cases in the last 5 years’. They also state that ‘almost 34,000 online grooming cases against children were reported’. A major investigative boundary police forces face is that the children are often too embarrassed to speak up and tell someone about what is going on because of many factors, such as being blackmailed by the perpetrator or not wanting their parents to find out about what is happening to them. A real example of this is a teenager going by Immy, found herself being blackmailed and forced to perform sexual acts, within days, by someone posing to be someone else online. She states, ‘although I was embarrassed to tell my mum I have never regretted for a second speaking out to get help’, PSNI,2025. Although fortunately Immy spoke up about the abuse and the perpetrator was arrested, many children go unheard and the abuser never gets punished for the suffering they cause. 
Dark web productions are ultimately the underworld for illegal activity, in this case for exploiting young children. One of the many reasons why the dark web is so dangerous and untraceable is because it relies on ‘hidden sites which can only be accessed using a specialised overlay networks and anonymising dark web browsers like Tor’ as stated by Buxton, 2025. Many of the sites that perpetrators exploiting children have, are only to be accessed through invitations from other likeminded people to see and share child sexual abuse material. This creates an impossible situation for the police forces and other agencies to investigate this because of the anonymity and privacy these people have created. Another reason why it is so hard to investigate this form of child exploitation is because ‘dark web hosts often are overseas in multiple legal domains. Investigations often require NCA coordination and foreign warrants which slows response times and is legally complex’ as mentioned by Shanmugaesan (2025). These two points creates a major headache for crime agencies and is the reason why when dark web productions are taken down it requires years of investigation. A dark web case linked to child exploitation as stated by the CPS, 2024, is ‘William Yates, 45, admitted running The Annex, a membership-only forum which hosted several areas dedicated to child sexual abuse. The site worked by promoting users from guests to members by live chat participation and sharing imagery’. This case shows the time it takes to investigate dark web productions as investigations began in ‘2019’ and he was ‘sentenced in 2024’, also mentioned by CPS, 2024, which demonstrates the detail, time and evidence you need to prosecute these perpetrators. 
Each form of cyber-crime has its own unique challenges which creates difficulty when investigating such crimes. OCSE can be a very sensitive and emotional topic to investigate not only for the victims involved but for the officers who are there to support the victims. One of the reasons why it can be physically and emotionally straining on officers is because of, as briefly mentioned, the sheer workload they must get through. One of the most pressing issues surrounding OCSE is the volume of people offending with the National Crime Agency (NCA, 2025) estimating that ‘between 710,000 and 830,000 adults in the UK pose varying degrees of sexual risk to children online’. This is a number which will continue to rise with more people becoming digitally connected. With rapid growth of platforms with image sharing enabled, peer to peer networks and encrypted messaging services the quantity and complexity of indecent image cases is overwhelming police capacity (HMICFRS, 2023). This overflow of data has created a huge workload resulting in the backlog of cases in police forces growing larger with lots of unprocessed evidence (IWF, 2023). This magnitude of cases has major safeguarding consequences with victims and potential offenders remaining unidentified. This could potentially result in the further risk for re-victimisation. 
Closely linked to the scale of cases is the challenge of identifying victims of OCSE, investigators must analyse thousands of indecent child images to try and identify real children and victims. According to the NCA (2023) ‘only a small proportion of victims depicted in online material are ever formally identified’. This statement is staggering but can be down to a result of many factors such as the nature of digital images being anonymous as well as images of OCSE being dispersed globally making it hard to track down exactly where it has come from. Taking down distributers of OCSE can highlight the enormity of data recovered from offenders. Identifying victims of OCSE requires vast multi-agency collaborations with agencies such as the NCA’s Child Exploitation and Online Protection (CEOP) command, local police forces and even international partners to name a few. An example of a huge multi-agency operation with internation partners was Operation Stream (Europol,2022). This operation which was heavily supported by Europol collaborated with the likes of the NCA and other international partners. This platform used for distributing indecent images, and more, of children was used by an estimated ‘1.8million’ users and contained ‘72,000 videos at the time’ shows the disgusting quantity of children at risk being abused by these offenders. From this, so far, ‘1,400 suspects have been identified worldwide’ and has resulted in ‘39 children being protected’. The role the NCA has played in this was huge with them identifying ‘63 UK-based offenders’ with information passed through Europol (NCA, 2025). Operations such as this highlight the sheer quantity of OCSE that takes place as well as the robust collaborations, both national and internation which are essential for fighting crime. 
This brings the paper to one of the more challenging investigative aspects which is digital forensics and the difficulty of the challenge it takes to crack devices. Each OCSE suspect usually possesses many digital devices such as laptops, mobile phones and back up devices etc. Each one of these devices has the potential to contain terror bites of data. HMICFRS (2023) has found that digital forensic units (DFUs) across England and Wales face chronic resource shortages, with average analyses time reaching up to 9 months in some forces. The operational risks because of this could go on but to name a few would be delays in sentencing, possible loss of evidence and a longer time which a victim may be vulnerable and uneasy. In 2023, an inspection into the northwest Regional Organised Crime Unit (ROCU) shows that ‘backlogs in digital triage delayed safeguarding interventions for dozens of at-risk children’, HMICFRS (2023). Going back to the first point of workload, this again shows that police forces in England and Wales are struggling to keep up with the magnitude of crime highlighting the need for intervention and reform within these forces for how cases of OCSE are dealt with. Failure for improvement will ultimately result in offenders being free for longer and safeguarding of victims being compromised which is unacceptable in the modern era with digital crimes, such as OCSE, becoming increasingly common.
To conclude, online child sexual exploitation remains one of the most complex areas of modern-day policing in England and Wales. It is a highly sensitive area with many victims which demands a balance between police capabilities, ethical responsibility and legal authority. Whilst there are specialist units, such as DFUs, and international collaborations, the advancement of the digital underworld will continue to grow making it even more challenging to investigate with limited resources and manpower. There are also other issues which will persist such as anonymisation, improved encryption and victim safeguarding making the job of police forces and agencies harder than ever to crack down and investigate OCSE. The technological aspect of criminality will continue to rise, the number of vulnerable victims will rise and as police forces face backlash, it brings the question, what truly do police forces have to do to combat OCSE?
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