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[bookmark: _Toc239362173]Introduction
Modern organisations rely on application delivery infrastructure to provide reliable, secure and efficient access to business-critical applications and services. Application Delivery Controllers (ADCs), such as NetScaler, can provide functionality including load balancing, traffic management, health monitoring, reverse proxying and SSL/TLS (Secure Socket Layer / Transport Layer Security) termination [1]. These capabilities are particularly important within enterprise data-centre environments, where the availability and performance of applications can have a direct impact on business operations.
Bridgend County Borough Council (BCBC) currently utilises NetScaler technology to support its application delivery requirements. The existing solution supports the delivery and availability of applications hosted within the organisation's data-centre environment, including internal web-based applications and sites hosted on the organisation's intranet.
However, the existing solution presents two significant challenges. Firstly, the cost associated with renewing the current NetScaler solution is no longer considered financially sustainable within the organisation's available budget. Secondly, the existing NetScaler environment is incompatible with an upcoming data-centre infrastructure upgrade. Consequently, continuing with the current solution may result in both increased financial expenditure and technical compatibility issues.
This project will investigate the feasibility of replacing the existing NetScaler infrastructure with an alternative application delivery solution. The project will examine the organisation's technical requirements and evaluate suitable alternatives against criteria including functionality, compatibility, performance, security, availability and cost. Following this investigation, a suitable solution will be designed and implemented, allowing its capabilities to be evaluated against the requirements identified. If testing is successful, the solution will be implemented within the organisation's network, subject to the appropriate organisational approval and change management processes.
The project therefore combines academic research with a substantial practical implementation. The proposed outcome is a technically viable and financially sustainable alternative to the existing NetScaler environment.
The researcher has developed relevant technical knowledge through previous academic work in networking, infrastructure and virtualisation, including network configuration, IP addressing and the creation of virtualised infrastructure. These skills provide a suitable foundation for investigating, designing and implementing an application delivery solution within a virtualised data-centre environment. The project also provides an opportunity to apply and further develop these networking, infrastructure and problem-solving skills within a real-world organisational context.
[bookmark: _Toc239362174]Background to the Proposed Research
[bookmark: _Toc239362175]Literature Review
[bookmark: _Toc239362176]Application Delivery Controllers
Traditional load balancers were primarily concerned with distributing network traffic between multiple servers. As web applications became more complex, application delivery technologies developed to provide additional functions at the application layer. Modern ADCs therefore extend beyond basic load balancing by incorporating functions such as reverse proxying, SSL/TLS offloading, health monitoring and application traffic management [1].
Technological Features (Reverse Proxy, Load Balancing and SSL/TLS)
Reverse proxying is a main feature of ADCs. It provides an intermediary layer between clients and backend application servers. Lei et al. demonstrated the use of NGINX as a reverse proxy to integrate multiple backend technologies, allowing client requests to be handled through a central proxy while also supporting HTTPS using a certificate installed on the proxy [2]. This functionality will be required within the proposed replacement to provide a controlled interface between users and backend web applications.
Shreyas et al. explain that load balancing is achieved by utilising multiple servers that provide the same service [3]. The ADC allows multiple backend servers to be assigned a virtual IP address (VIP). This way, when incoming requests for a service provided by these servers reach the ADC, the traffic can be balanced between the servers that share a VIP. This will be significant to the project, allowing the organisation to manage traffic across its intranet and web-based applications while improving performance and reliability. 
Load balancing can also contribute to application availability when failures occur. Adewojo and Bass investigate load balancing within cloud-based web applications under conditions including resource failure, demonstrating the importance of maintaining performance and distributing workloads when infrastructure resources become unavailable [4]. This will be particularly relevant to the proposed replacement, as failover and the ability to maintain application availability following a failure have been identified as requirements within the organisation.
In addition to forwarding requests to backend applications, an ADC can also provide a central point for managing secure client connections. This is particularly important for web-based applications, where hypertext transfer protocol secure (HTTPS) is used to protect communication between clients and application delivery infrastructure. Dowling et al. explain that TLS is widely used to protect web communications by providing authentication, confidentiality and integrity of application data [5]. Within an application delivery environment, TLS can be terminated at the ADC, allowing the device to manage secure client connections before forwarding requests to backend applications. As the existing NetScaler environment provides SSL/TLS certificate management for the organisation's web-based applications, the proposed replacement will need to provide equivalent HTTPS and certificate management functionality. This will therefore form an important requirement when evaluating potential replacement technologies.
The role of an ADC and its key application delivery functions are illustrated in Figure 1. Figure 1 - Proposed application delivery architecture. Author’s own diagram based on [2], [3], [5].
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[bookmark: _Toc239362177]NetScaler and Alternative Technologies
As organisations seek alternatives to proprietary application delivery platforms, software-based solutions provide an alternative approach to traffic management. Dymora et al. conducted a comparative study that evaluated several open-source load-balancing solutions, including HAProxy and NGINX, using a range of performance measurements under different traffic conditions [6]. The study demonstrated that the performance of traffic-balancing solutions can vary depending on the technology and workload, suggesting that the selection of an application delivery platform should consider the requirements and operating conditions of the intended environment. This is particularly relevant to the proposed NetScaler replacement, as the selected solution cannot be based solely on whether it provides the required functionality. Performance, scalability and resource utilisation will also need to be evaluated within an environment representative of the organisation's infrastructure. 
Han and Ye also investigated the use of NGINX for load balancing within a server cluster, demonstrating improvements in system stability and performance during periods of concurrent access [7]. The study further highlights the importance of selecting load-balancing approaches based on the requirements of the system in which they will operate [7].
[bookmark: _Toc239362178]Modern Application Delivery
Modern application delivery is increasingly moving away from dedicated hardware appliances towards software-based and virtualised infrastructure. Sun et al. explain that Network Function Virtualization (NFV) allows functions to operate as software-based virtual network functions. This approach can provide greater flexibility while potentially reducing capital and operational costs [8]. Such characteristics are relevant to organisations seeking to replace traditional proprietary application delivery platforms while maintaining the functionality required by their existing infrastructure.
Virtualisation also allows network functions such as load balancing to operate within general-purpose virtualised environments rather than requiring dedicated hardware. Rathore et al. identify load balancers as an example of network functions that can be implemented using virtualised infrastructure [9]. This approach is particularly relevant to the proposed project, as the replacement solution will initially be hosted within the organisation's existing VMware environment. The ability to deploy the application delivery platform as a virtualised solution may therefore provide greater flexibility when transitioning towards the organisation's planned future data-centre infrastructure.
More recent application delivery architectures are also increasingly influenced by software-defined and cloud-native technologies, with application infrastructure becoming more distributed and dynamically managed [10]. Yang et al. also demonstrate that proxy-based communication within modern service mesh environments can introduce additional latency and resource overhead, highlighting the importance of considering performance when implementing application delivery technologies [11]. Although these technologies are beyond the immediate scope of the proposed implementation, they demonstrate the importance of selecting a replacement that can provide flexibility and compatibility with future infrastructure requirements. Therefore, the proposed solution will be evaluated not only against the functionality currently provided by NetScaler, but also its suitability for the organisation's future data-centre environment.

[bookmark: _Toc237942285][bookmark: _Toc239362179]Project Aim, Objectives and Success Criteria
[bookmark: _Toc239362180]Project Aim
The aim of this project is to investigate, design and implement a suitable replacement for the organisation's existing NetScaler application delivery infrastructure, providing the functionality required by the organisation while addressing the financial and compatibility limitations of the current solution.
[bookmark: _Toc239362181]Project Objectives
1. Analyse the existing NetScaler infrastructure and identify the functional, technical, security and operational requirements that must be met by a replacement solution.
2. Research and evaluate suitable alternative application delivery technologies against the identified organisational requirements, including functionality, compatibility, security, performance and cost.
3. Design an application delivery architecture using the selected replacement technology that is compatible with the organisation's planned data-centre environment.
4. Implement and configure the selected replacement solution to provide the key functionality required by the organisation, including internal application delivery, reverse proxy functionality and SSL/TLS certificate management.
5. Test and evaluate the implemented solution against defined success criteria and compare its technical and financial suitability with the existing NetScaler solution.
[bookmark: _Toc239362182]Minimum Viable Project
The minimum viable project (MVP) will be the successful implementation of an alternative application delivery solution capable of replicating the core functionality required from the existing NetScaler infrastructure. The MVP will include the configuration of internal web application delivery, reverse proxy functionality and SSL/TLS certificate management within an appropriate test environment.
The implemented solution must successfully process requests from clients to backend applications and demonstrate that the required traffic can be securely and reliably managed. Testing will be undertaken to verify the functionality of the implemented solution and identify any significant limitations.
The MVP will also require the selected technology to be compatible with the organisation's planned data-centre environment and provide a financially viable alternative to renewing the existing NetScaler solution.
Additional functionality, performance optimisation, automation, enhanced monitoring and other improvements identified during the project will be considered as potential extensions beyond the MVP, subject to the available project timeframe and resources.
[bookmark: _Toc239362183]Success Criteria
The success of the project will be measured against the following criteria:
	Criteria
	Measurement

	Core application delivery
	The replacement successfully delivers requests between clients and the required backend applications.

	Reverse proxy functionality
	The replacement successfully operates as a reverse proxy for the required internal applications.

	SSL/TLS functionality
	Secure HTTPS connections can be established using certificates managed by the replacement solution.

	Backend availability
	The solution correctly identifies unavailable backend services and prevents traffic from being directed towards failed services, where this functionality is required.

	Data-centre compatibility
	The implemented solution can operate within the technical architecture planned for the organisation's upgraded data centre.

	Security
	The solution meets the defined security requirements and uses appropriate secure management and communication configurations.

	Performance
	The solution provides acceptable application response times and traffic handling performance based on agreed testing criteria.

	Reliability
	The solution operates consistently during the defined testing period and demonstrates appropriate resilience where required.

	Financial viability
	The proposed solution demonstrates a lower or more sustainable projected cost compared with renewal of the existing NetScaler solution.

	Overall feasibility
	The evaluation demonstrates whether the selected technology could realistically be progressed towards replacing the existing NetScaler infrastructure.





[bookmark: _Toc239362184]Methodology
[bookmark: _Toc239362185]Research Methodology
A positivist research philosophy will be adopted for this project, as the investigation will primarily use objective and measurable evidence to evaluate the suitability of an alternative to the organisation's existing NetScaler infrastructure. This will allow conclusions to be based on technical and financial evidence rather than subjective interpretation [12].
A deductive research approach will be used, as the project will begin by establishing the requirements that the replacement solution must satisfy. These requirements will then be used to assess potential technologies and evaluate the selected solution against defined criteria [12].
A case study strategy will be used to investigate the specific application delivery requirements and existing infrastructure within Bridgend County Borough Council. Information will initially be gathered from existing organisational documentation, including relevant technical and infrastructure documentation. Where available, the existing NetScaler environment will also be examined to validate the documented requirements.
An experimental strategy will then be used during the implementation and evaluation stages of the project. A selected replacement solution will be implemented within a controlled environment and tested against measurable criteria including application delivery, reverse proxy functionality, SSL/TLS operation, backend availability, performance, reliability and security.
The project will primarily use quantitative data obtained from technical testing and financial analysis. Results will be recorded and compared against the defined requirements and success criteria to determine the technical and financial feasibility of the proposed replacement.
[bookmark: _Toc239362186]Risks and Limitations
A potential limitation of the project is the level of access available to the organisation's existing NetScaler environment and supporting documentation. Although access is expected to be provided, organisational or security restrictions may limit the information that can be examined. Where access is restricted, existing technical documentation and information provided by relevant technical staff will be used to establish the required functionality of the replacement solution.
Testing will primarily be conducted within a controlled virtualised environment. While this will allow the functionality and performance of the selected solution to be evaluated, the test environment may not fully represent the traffic volumes and operating conditions experienced within the production network. Where possible, testing will therefore be designed to represent realistic application delivery scenarios based on the organisation's requirements.
A further limitation is the available project timeframe, which may restrict the number of alternative technologies that can be practically implemented and tested. Potential solutions will therefore be evaluated against the identified requirements before selecting the most suitable technology for practical implementation. Any deployment within the live organisational environment will also be dependent on the appropriate BCBC approval and change management processes.
[bookmark: _Toc239362187]Ethical Issues
The project will involve access to organisational infrastructure, technical documentation and configuration information relating to BCBC's application delivery environment. This information may include sensitive details regarding the organisation's network and security configuration. The BCS Code of Conduct highlights responsibilities relating to privacy, security, confidentiality and acting in accordance with the requirements of the relevant authority [13]. These principles will be followed throughout the project, with organisational information only being accessed and used where necessary for the research.
The ethical principles established by the Engineering Council and Royal Academy of Engineering also identify responsibilities relating to confidentiality, cyber security, data protection and the appropriate management of risk [14]. Sensitive information such as credentials, internal addresses and security-related configuration details will therefore not be unnecessarily included within the final project documentation. Where information is required to demonstrate or discuss the implementation, sensitive details will be removed or anonymised where appropriate.
The project is not expected to involve the collection of personal data from users or research participants.
[bookmark: _Toc239362188]Validity, Reliability and Generalisability
Validity will be considered by ensuring that the tests carried out during the project directly measure the requirements and success criteria identified for the replacement solution. Testing will therefore focus on areas including application delivery, reverse proxy functionality, SSL/TLS operation, backend availability, performance, reliability and security. This will help ensure that the evidence collected is relevant when determining whether the selected solution meets the organisation's requirements.
Reliability refers to the ability of research methods to produce consistent findings when repeated [12]. To improve reliability, testing procedures and results will be documented throughout the project. Where appropriate, tests will be repeated under the same conditions to determine whether consistent results are produced.
The generalisability of the findings will be limited because the project is a case study based on the specific infrastructure and requirements of BCBC. The results may provide useful information regarding the capabilities of the technologies evaluated, but they will not necessarily represent their performance within other organisations or infrastructure environments. Conclusions will therefore primarily relate to the suitability of the selected solution for BCBC.
[bookmark: _Toc239362189]Data Evaluation Methods
Data collected during the project will primarily be evaluated using quantitative analysis. Technical test results will be compared against the defined requirements and success criteria, including functionality, performance, reliability and security. Where appropriate, tests will be repeated to provide more representative results.
Financial data will also be evaluated by comparing the estimated cost of the proposed replacement against the cost of renewing the existing NetScaler solution. These technical and financial results will then be used to determine the overall feasibility of the proposed replacement.
[bookmark: _Toc239362190]Development Methodology
An iterative development approach will be used to design, implement and evaluate the proposed replacement for the organisation's existing NetScaler infrastructure. Iterative development allows a solution to be developed through repeated stages rather than relying on a single sequential development process [15]. This will allow the solution to be tested in stages, with the results informing subsequent configuration and refinement.
The development process will begin with an investigation of the existing NetScaler environment and confirmation of the technical requirements identified during the research stage. Suitable replacement technologies will then be evaluated and a preferred solution selected. The selected technology will initially be designed and implemented within a controlled environment using the available VMware infrastructure.
Development will progress through a series of stages covering system design, initial configuration, functional testing, refinement and further testing. The minimum viable project will be prioritised initially, ensuring that essential application delivery, reverse proxy and SSL/TLS functionality can be demonstrated before additional functionality is considered.
Testing will take place throughout the implementation rather than being restricted to the final stage. This will allow technical issues to be identified and addressed during development, reducing the risk of significant problems being discovered only after the solution has been completed.

[bookmark: _Toc239362191]Resources and Planning
[bookmark: _Toc239362192]Hardware Resources
The primary hardware resource will be the researcher's Lenovo ThinkPad X1 Carbon Gen 13, which will be used for system access, configuration, testing, analysis and project documentation.
The practical implementation will utilise remote server infrastructure provided by the organisation. This will provide the virtualised environment required to host and test the proposed application delivery solution. Access to the remote infrastructure will be provided through the organisation's existing network and remote access facilities.
No specialist hardware or dedicated physical server is expected to be required. Using existing organisational infrastructure will minimise additional costs while providing an environment representative of the intended deployment architecture.
[bookmark: _Toc239362193]Software Resources
The primary software resource will be the selected replacement technology, which will be determined following the evaluation of suitable alternatives against the organisational requirements identified during the project.
The researcher's work laptop operates using Windows 11 and will provide the primary administration and management platform for the project. This will include Microsoft Office365 applications. 
The implementation will utilise the organisation's existing VMware virtualisation environment to host the selected solution. The Windows command line will also be utilised for connectivity testing. 
The replacement solution will also be required to remain within the £21,000 budget available for the project, with software licensing and any associated implementation costs considered when evaluating potential technologies.
[bookmark: _Toc239362194]Information Resources
The project will require access to information relating to the organisation's existing application delivery infrastructure and the requirements of the proposed replacement. The primary source of information will be existing organisational documentation relating to the NetScaler environment, network infrastructure, applications and services. This information will be used to establish the functionality and technical requirements that the replacement solution must provide.
Where available, documentation will be supplemented by examination of the existing NetScaler environment to validate the documented requirements and identify any additional technical requirements.
Information relating to the planned data-centre upgrade will also be required to ensure that potential replacement solutions are compatible with the future infrastructure. Financial information, including the existing NetScaler renewal cost and the estimated costs associated with potential replacement technologies, will be collected to support the financial evaluation.
Additional data will be generated through the practical implementation and testing of the selected replacement solution. This will include test results relating to application delivery, reverse proxy functionality, SSL/TLS operation, backend availability, performance, reliability and security. These results will be compared against the requirements and success criteria defined for the project.
[bookmark: _Toc239362195]Human Resources
The researcher will be responsible for conducting the research, analysing the existing environment, evaluating potential technologies, implementing and testing the selected solution, and producing the final project documentation.
The university project supervisor will provide academic guidance throughout the project, including feedback on the research methodology, project progress and final outcomes.
Relevant technical staff within Bridgend County Borough Council will provide organisational input, including access to the existing NetScaler environment, technical documentation and information regarding the organisation's infrastructure and requirements. They will also provide guidance regarding the planned data-centre upgrade and work with the researcher when configuring the replacement system. 
Any changes to the live organisational environment will require appropriate involvement and approval from relevant BCBC personnel. The researcher will not make changes to production systems without the necessary authorisation.
[bookmark: _Toc239362196]Project Plan
[bookmark: _Toc239362197]Gantt Chart
The project is expected to be completed over an eight-week period. Activities will overlap where appropriate to allow research, implementation, testing and documentation to progress throughout the project. The proposed project schedule is shown in Figure 2.
[image: ]
Figure 2 - Gantt Chart created in MS Excel
[bookmark: _Toc239362198]Impact and Further Development
The successful completion of this project could provide BCBC with a technically suitable and financially sustainable alternative to the existing NetScaler infrastructure. The project will provide evidence regarding the suitability of the selected replacement for the organisation's current and future application delivery requirements.
Further development could include performance optimisation, enhanced monitoring and automation. If the solution is considered suitable following evaluation, it could also be expanded to support additional applications and services within the organisation.
[bookmark: _Toc239362199]Personal Reflection
Developing this proposal has improved my understanding of application delivery technologies and the role that ADCs have within an enterprise environment. Before beginning the project, my experience was primarily focused on networking, virtualisation and general infrastructure. Researching the existing NetScaler environment and potential replacement technologies has therefore allowed me to develop my knowledge in an area that I have had limited previous experience with.
I feel that this project will be challenging due to the technical requirements and the responsibility involved in working with infrastructure used within a real organisational environment. However, I am looking forward to applying the knowledge developed throughout my degree to a genuine problem within BCBC. I believe the project will also provide an opportunity to improve my practical technical skills, independent research and problem-solving abilities while producing an outcome that could provide value to the organisation.
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