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Abstract—IoT is growing rapidly in popularity, covering a whole new genre of technology. However, with the rise in popularity comes the rise in threats that it faces. Some of these threats include DDoS and MITM attacks, however there are ways to prevent these attacks such as encryption and authentication. This report presents a scenario for a ‘smart university campus’ and implements that model using Cisco Packet Tracer. The model includes different IoT technologies and network infrastructure. This model has then been evaluated, with a conclusion drawn at the end of the report.
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I.  Introduction

The Internet of Things (IoT) is a technology that aims to connect most devices to the internet [1], to enable communication between one another, whether it is a mobile phone, or a lightbulb. One of the most popular IoT based concepts are Smart Cities. A city becomes a smart city when the infrastructure around the city becomes interconnected, such as traffic lights, waste management, city-wide WIFI coverage, etc. However, with the rise of these internet-based technologies, the number of threats that they face, with internet security becoming crucial, especially when dealing with entire cities. This report covers some of the different threats that IoT in general faces, as well as more specific threats towards smart cities, while providing potential solutions to these threats.

The second part of this report provides a simulated concept of a ‘Smart University Campus’, utilising different IoT technologies. This simulation will be presented and discussed, covering some of the potential security threats facing the model, and what security measures have been put in place to prevent the risks discussed. An example of a network security policy has also been provided to cover the Bring Your Own Device (BYOD) policy that forms part of the concept.
II. Related Works
IoT is still a relatively new and emerging technology, meaning research is readily available as more and more people try to unlock and discover the full potential of this technology. The authors in [2] present a broad scope of information based on IoT security, covering some of the threats to IoT such as DDoS and Hacking, while also discussing what the requirements are of IoT devices to secure themselves. 

Another paper, by Chahid, Benabdellah and Azizi [3], breaks down IoT into its separate layers, then discusses security threats to each of those layers, while presenting some solutions to those threats, along with solutions provided by other authors. This paper was useful when finding the potential threats to IoT.
III. Internet of Things (IoT)

A. What is the Internet of Things (IoT)?
As stated previously, the purpose of IoT is to connect everyday objects to the internet, to make them more interactive and to allow them to communicate with other devices. One of the biggest examples of this is the rise of smart devices in the home, such as, smart light bulbs which allows the user to control the lighting of a room from a mobile device. One of the major components of IoT are Wireless Sensor Networks (WSNs), these networks are made up of sensors which collect and store data [4], this data is used to trigger processes such as, temperature regulation, setting off alarms, turning on lights. The aims of WSNs are to automate processes to make them more accurate and efficient, to save money, to reduce environmental impact and to make the lives of people better. WSNs are arguably the most vulnerable parts of IoT and will be discussed further in the next section.
B. Security Threats to IoT
This section covers some of the security risks that IoT in general faces. One of the biggest risks to IoT is hacking. Hacking is when someone with malicious intent gains access to a device, or software, with the intention of stealing, sabotaging or deleting information to cause harm to an individual or organisation. WSNs are a prime target for hackers as the primary purpose of a WSN is to collect and store data, this data can be very vague, such as room light levels or temperatures, to personal information such as User ID’s and details. WSNs can store the entire daily routine of users, from what time they wake up and go to bed, to what time they use other devices [5]. Information on how to prevent attacks on WSN can be found in the next section.

One of the next major threats to IoT is Denial of Service (DoS) or Distributed Denial of Service (DDoS). DoS is a type of attack in which an attacker floods a network with requests and traffic to attempt to deny access to legitimate users on the network [6]. The goal of a DoS attack is to render the network un-able to function. A DDoS is a DoS attack on a larger scale, in a DDoS attack, hundreds of computers are infected with a virus to turn them into ‘Zombies’ which can then be used to target a network all at the same time, ultimately bringing the network down. DoS attacks are particularly potent in IoT as sensors within the networks are constantly sending data and making requests, this means that network links can easily become overwhelmed by traffic.
C. IoT Threat Prevention
This section looks at how to prevent the two attacks previously mentioned, Hacking and Denial of Service. There are many steps that can be taken to prevent the hacking of IoT devices. One of the simplest steps is to ensure basic device security has been implemented such as complex passwords, regularly changing passwords and regularly updating security patches. Another step is to implement encryption on data transmission [7], this ensures that hackers cannot intercept data packets to find information to use to break into devices. Another method is to ensure the use of Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) [8].

Due to the importance of preventing DDoS attacks, there are many methods available. One of these methods is to separate IoT traffic onto separate networks so that the traffic cannot overwhelm the main network [9], this can also be done using VLANs on Layer 2 and 3 switches. Another method of prevention is to make use of authentication servers. These servers use a system called a three-way handshake, this means that when a packet is sent, a hello packet is sent to initiate communication, next the destination sends back an acknowledgement that it can receive the information, the source then sends another acknowledgement alongside the original data. Although this can slow down transmission speeds, it ensures the packets are coming from legitimate sources. Using Access Control Lists (ACLs) is another method of preventing DDoS attacks, as the ACLs can restrict specific traffic such as ICMP (ping) to and from different addresses and interfaces.



IV. Smart Cities
A. What is a Smart City?
A smart city is a city that is interconnected, this means that infrastructure within the city is connected to a network, and uses sensors to automate different processes and provide on demand information such as; the number of spaces available in a smart car park, smart waste collection where bins send a signal to the waste management company when they are full which reduces the need for unnecessary collections, and another use is smart traffic systems which use sensors to determine the traffic needs and when to change the lights [10]. Smart cities make use of WSNs to connect sensors and devices together. WSNs can be vulnerable to many different security threats and are prime targets for attackers, especially when gaining access to the network means they can affect the processes of an entire city.
B. Security Threats to Smart Cities
As stated, smart cities are prime targets for attacks due to the amount of sensitive data their WSNs contain and due to the important infrastructure controlled by these WSNs. The biggest threat to smart cities are DDoS attacks. Conducting these attacks means that city infrastructure can be brought to a standstill, causing potentially fatal issues with traffic systems, waste management, etc. Due to the number of nodes within a smart city WSN and the amount of traffic moving across the network, it can be easy for attackers to overload the network.

Another major threat to smart cities are Man-In-The-Middle (MITM) attacks [11]. In a MITM attack, the attacker gains access to the communication channel between to hosts, once the attacker has gained access, they are able to intercept data packets, modify them, and even to destroy them [12]. This means that the attacker can gain access to sensitive data and to modify data packets to send malicious information. Wireless Sensor Networks are particularly vulnerable to this type of attack as attackers can easily gain access to the data being transferred wirelessly.

C. Smart City Threat Prevention

As stated above, the two major threats to smart cities are; DDoS and MITM attacks. As discussed in section 3.3, there are many methods that can be used to prevent DDoS attacks, such as separating sensor traffic onto different networks, using authentication techniques such as the three-way handshake, etc.

MITM is a well-documented and researched attack, meaning there are methods available to prevent MITM attacks. One of these methods includes breaking data packets up and sending them separately [13]. In this method, a packet is broken up into segments which are then scrambled, the two hosts will share a key which allows the hosts to descramble and re-assemble the packets, this ensures that anyone intercepting the packets cannot read their contents. Another popular method of prevention is to use Intrusion Detection Systems (IDS). These systems scan the network and detect whether there are any suspicious or unknown nodes/devices connected to the network, they are also able to encrypt and authenticate data transmission over different links [14].
V. University IoT Smart Campus Concept

A. Introduction

This chapter presents a scenario on which the simulation found in section 5.B is based, the scenario was created in the Cisco Packet Tracer program. The scenario is as follows; A university intends on building a smart campus which makes use of IoT based technologies, including a smart car park, a smart garden, and smart classrooms. The network supporting the new campus must be capable of; allowing IoT communication and allowing Bring Your Own Devices (BYOD) for staff/students to work in different areas of the campus. The network must be fully secured from different threats, some of which were presented in chapters 2 and 3 
and must make use of existing network technologies such as DHCP, Web server, Database server.

Section 5.B outlines the simulation created to meet the above criteria, with the results from the simulation being covered in section 5.C. Section 5.D provides an example of a BYOD policy to be integrated into an existing network policy.

B. Design

Figure 1 below shows the network topology created for the scenario. The network has been split into three VLANS, VLAN 10 for the campus network, VLAN 20 for all unused ports and devices to restrict their access to the rest of the network, and VLAN 30 for the remote network. The original intention was to have each room and IoT devices in the campus on separate VLANs, however due to issues with DHCP configuration, this was not possible. Each device in VLAN 10 is part of the 192.168.1.0/24 network, with addresses being distributed via a DHCP server in the server room. All devices in VLAN 30 are part of the 192.168.2.0/24 network, with each other link having separate IP addresses such as 209.165.200.0/30 between two routers. Every switch and router on the network is configured to allow SSH remote access. Each switch in the topology has been connected to two separate Layer-3 switches each, this is to ensure redundancy in case of one of the devices failing.
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Fig. 1. Full network topology.

The core of the network can be found below in figure 2. It is comprised of four, Layer-3 switches, each of which is connected to one another to ensure redundancy and disaster recovery. Each switch is configured with a VLAN 10 IP address, and OSPF is used to enable routing between the switches. OSPF also performs load-balancing which reduces the impact of DDoS attacks. All un-used ports on the switches have been shut down to stop any backdoor entry into the network.
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Fig. 2. Core of the network design.

As shown at the top of the core is a firewall. This has been created in the form of a router due to constraints in configuring the Cisco Packet Tracer firewall device. The firewall is responsible for filtering traffic coming in and out of the network. The firewall has been configured with Access Control Lists (ACL), one of which includes restricting the OSPF routing process, the ACL is set up so that only the remote network can take part in the central network’s OSPF process, to allow reliable communication, this can stop unauthorised networks from discovering the network topology and network devices. The firewall has also been configured with an Intrusion Prevention System (IPS) on the interface connecting to the ISP. This system logs any activity that tries to access the Cisco IOS files of the devices on the network and saves this activity to a SYSLOG server in the server-room. This can help discover where the attack came from to stop any vulnerabilities in the network.

Figure 3 below shows, the classroom, an example of one of the ‘rooms’ in the topology. Each room has been set up in a similar way, using the same principles. As shown, the devices in the classroom are connected to a switch, which then connects back to the core of the network, the switch connects to two separate Layer-3 switches to ensure redundancy if one goes down. All devices connected to the switch receive an IP address through DHCP to avoid IP clashes. All unused ports on the switch are shut down and assigned to VLAN 20 to ensure they cannot communicate with the rest of the network and to stop backdoor entry into the network. Each IoT device is connected remotely to a Registration server in the server room, this controls how the devices operate and interact with each other. Each IoT device performs different functions such as the motion sensor activating the lights, temperature sensor activating the Air Conditioning, etc. The WI-FI access point connects wireless devices to the network to allow the BYOD policy required by the scenario, it is configured with the latest security WPA2-PSK to ensure only authorised users with a passkey can access it.
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Fig. 3. Classroom segment of the network.

In figure 4 below, the design of the server room can be found. There are four servers which provide services for the central network; DHCP server to provide IP addressing, Database server which provides FTP and TFTP services to allow users to back-up and retrieve work from one central place, a registration server which is used to configure and monitor IoT devices, and a Web server which hosts the UWTSD website. The server room connects to the core of the network in the same way as the classroom, with the same security provisions. The registration server allows IoT devices to work together, in the server conditions can be set to decide what information from sensors trigger the other IoT devices, this can be seen in figure 5. Due to configuration constraints, the DNS service on the web-server was not operational, which would have been used to set up the domain name ‘www.uwtsd.com’.
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Fig. 4. Server room segment of the network.
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Fig. 5. Registration server IoT device conditions.

Another segment of the network is the remote office segment. This segment connects a remote-office to the central network. As shown in figure 6, the firewall connects to a router, which in-turn connects to another router to provide access to the remote office, however a GRE VPN tunnel has been set up to skip the middle router, this provides a securely encrypted, direct connection from the remote-office to the central network, while still going through the firewall to ensure security. The remote office has its own registration-server for IoT devices as it is on a separate VLAN to the central network. Separating the VLANs ensures traffic is contained and secure.
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Fig. 6. Remote office segment.

Figure 7 below provides an example of a link to an ISP. The ISP link goes through the firewall to reach the central network to filter any suspicious packets. The routers use the OSPF routing process to communicate.
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Fig. 7. Link to ISP.

C. Outcome

Overall the network was functional, each device was able to ping each other, all devices were able to connect to the servers to receive DHCP IP addresses or to connect to the registration server to allow IoT monitoring and configuration. All devices have basic security installed as well as more complex security such as a physical firewall, VPN tunnel, ACLs, etc. Although the author intended on having separate rooms on separate VLANs and IP subnets, due to configuration constraints, that wasn’t
 possible. Figure 8 below shows the movement of packets around the simulation, to show network operativity. The envelopes representing different packets being sent.
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Fig. 8. Packet movement.

D. Network Security Policy

Network usage policies are extremely important to organisations. If followed, they ensure that the network is as secure as possible from the inside. They are also useful as they help to educate users of the network. Bring Your Own Device (BYOD) is a concept that states that users should be able to bring their own devices in from home such as laptops or mobile phones and be able to use the network and its services as if it was directly connected to it using an already configured device. As BYOD becomes more popular, it is crucial to ensure that these external devices comply with the security standards of the network. Below is a list of policies that can be implemented to ensure this security;
1. You MUST allow IT technicians to perform an initial inspection of the device before connecting to the network.

2. You MUST install anti-virus software that is approved by the IT department.

3. Anti-Virus software MUST be regularly updated.

4. It is advised that you do not use the university network for websites such as Internet Banking or any site where sensitive data is involved.

5. Your browsing activity WILL be stored on the network and is accessible by IT staff if required.

6. DO NOT upload any ‘.exe’ executable files to the network. 

7. If you leave your position in the university your network access WILL be revoked.

8. Users MUST immediately report any suspicious activity, on your device or from other members of staff, to a supervisor or IT staff.

9. If you think your account has been breached, you MUST contact IT staff immediately.

VI. Conclusion

In conclusion, this report has looked at some of the security threats surrounding the Internet of Things and Smart Cities, such as, DDoS attacks and MITM attacks, and has provided some potential methods of preventing these attacks, such as, encryption, authentication, IDS/IPS systems.

The report has also presented a scenario based around the concept of a smart university campus. This has been implemented in a packet tracer simulation, making use of different IoT devices, network services such as DHCP, FTP, TFTP, HTTP, SYSLOG. The simulation also focuses heavily on security, relating back to chapters three and four, with a GRE VPN tunnel, ACLs, separate VLANs, Intrusion Prevention Systems, and basic device security. Although some of the intended implementations were unable to be done such as; VLANs for every room, IP Subnets for each room, IoT on a separate network, the simulation presented is a good example of network security, with room for future research to be conducted into the use of VLANs.
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	                 marking criteria and Student FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 

awarded

	1. Research-informed Literature 

Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	Outstanding knowledge of research informed literature.  High level of referencing skills consistently applied (Grade mark: 93.33%)
	15
	14

	
	
	

	2. Knowledge and Understanding of Subject

Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	High detailed knowledge & understanding of the main theories and concept (Grade mark: 93.33%)
	15
	14

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	Very high quality analysis developed.  Conclusion done with some future recommendations. (Grade mark: 93.33%)
	30
	28

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	An excellent implementation showcasing the skills to securely design a strong network. The inclusion of a router configured as a firewall and using ACLs to ensure that the network intrusion is minimalised is very strong. The only slight missing element is an extensive BYOD network.  All areas are clearly defined and operate as expected, a very well done implementation.  (Grade mark: 96.67%)
	30
	29

	
	
	

	5. Skills for Professional Practice 

Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	Can communicate with an exceptionally high level of professionalism

 (Grade mark: 100.00%)
	10
	10

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	95%

	
	Up to four weeks late
	
	

	
	First Attempt?
	
	


� PAGE \# "'Page: '#'�'" ��Exellently done, capturing all area necessary for this assignment.  High standard written skills.


� PAGE \# "'Page: '#'�'" ��Very good cross referencing your research aspect.


� PAGE \# "'Page: '#'�'" ��You have tested your design and evaluated it, well done.


� PAGE \# "'Page: '#'�'" ��Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!





Write " not" instead of "n't".





Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm





