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Design for Construction of UWTSD Enterprise Network
Internet Server Farm (not controlled by UWTSD)
· Gateway Router 
· Firewall Switch (AS05)
· Layer 2 Switch
· Internet (DNS, Email, Web Server)
Extranet Farm (Influenced by UWTSD)
· Gateway Router 
· Firewall Switch (AS05)
· Layer 2 Switch (Two for Redundancy)
· Extranet Server Farm (Web server, TFTP server, NTP server, Backup Server, AAA Server, Moodle)
Networking 
· Private WAN used to connect UWTSD Campuses in UK 
· ISP used to connect Malaysia Campus to UWTSD network  
Campus Design
The main campus will contain;
· Gateway Router 
· Firewall Switch (AS05)
· Core Switch (Two Layer 3 Switches for Redundancy)
· Distribution (Two Layer 3 Switches for Redundancy)
· Access (Two Layer 2 Switches for Redundancy)
· Access point for wireless (BYOD)
· Management (VoIP phones (VLAN10), PCs, Remote access (Dean), Printer (Colour/ Mono))
· IT Department (VoIP phones (VLAN10), PCs, Remote access (IT ADMIN), Printer)
· Intranet (Swansea) (DHCP, System Log, File Server, Back Up)
· Server Room (Other Campuses) (DHCP, System Log, File Server, Back Up)


IP Addressing
	[bookmark: _Hlk503315206]Name
	Swansea
	Carmarthen
	Lampeter
	London
	Malaysia

	VLAN Voice
	172.16.10.0/24
	172.16.10.0/24
	172.16.50.0/24
	172.16.15.0/24
	172.16.55.0/24

	DATA1
	172.16.30.0/24
	172.16.30.0/24
	172.16.60.0/24
	172.16.35.0/24
	172.16.65.0/24

	DATA2
	172.16.40.0/24
	172.16.40.0/24
	172.16.70.0/24
	172.16.45.0/24
	172.16.75.0/24

	VLAN 1
	172.16.1.0/24
	172.16.2.0/24
	172.16.3.0/24
	172.16.4.0/24
	172.16.5.0/24



	Name
	IP Address/ Subnet Mask

	Extranet – Private WAN
	10.1.1.0/24

	Private WAN – Swansea
	10.1.1.0/30

	Private WAN – Lampeter 
	10.1.1.8/30

	Private WAN – Carmarthen
	10.1.1.4/30

	Private WAN – London
	10.1.1.54/30

	ISP – Internet
	55.55.55.56/30

	ISP - Malaysia
	68.110.171.252/30

	ISP - Extranet
	68.110.171.132/30

	ISP
	172.18.3.0/24

	Internet 
	4.2.2.0/24


Concept Design for Enterprise Network (No configuration)
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