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Abstract 

This report presents a comprehensive cybersecurity and data governance framework for SteelForm Manufacturing Ltd (SFM), a medium-sized manufacturing company that has recently adopted Industry 4.0 technologies, including Internet of Things (IoT) devices, automated production systems, and cloud-based manufacturing platforms. As digital transformation has increased the organisation’s operational efficiency, it has also exposed critical assets to evolving cyber threats such as ransomware, phishing attacks, malware infections, unauthorised network access, and industrial espionage. To address these challenges, the report identifies key internal and external security threats and proposes a set of security policies aligned with recognised industry frameworks, including the NIST Cybersecurity Framework, ISO/IEC 27001, the CIA Triad, and UK GDPR principles. It further outlines practical mitigation measures, an incident monitoring and response strategy, and a staff cybersecurity awareness programme to strengthen organisational resilience. Overall, the proposed framework provides a structured and practical approach to improving SFM’s cybersecurity posture, protecting sensitive information, and supporting secure and reliable manufacturing operations.
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1. [bookmark: _Toc235409820]Introduction

[image: ]Cybersecurity has become a fundamental requirement for organisations as digital technologies continue to transform business operations across the world. The increasing use of cloud computing, Internet of Things (IoT) devices, automation, and interconnected networks has improved productivity and efficiency, but it has also introduced new security challenges [6]. Cyberattacks such as ransomware, phishing, malware, and data breaches have affected organisations globally, causing financial losses, operational disruption, and reputational damage [7],[8]. These risks are particularly significant in modern manufacturing environments, where smart technologies and connected production systems are widely adopted. 

As shown in Figure 1, Industry 4.0 combines technologies such as IoT, cloud computing, big data, and autonomous robots to support intelligent manufacturing. While these innovations enhance operational performance, they also increase the exposure of organisations to cyber threats [6]. Therefore, effective cybersecurity policies and governance are essential to protect critical systems, sensitive data, and ensure business continuity [3].Figure 1: Core technologies supporting Industry 4.0 and smart manufacturing



2. [bookmark: _Toc235409821]         Task

2.1 [bookmark: _Toc235409822]Identification of Modern Threats 
The digital transformation of SteelForm Manufacturing Ltd (SFM) through the adoption of Industry 4.0 technologies has significantly improved operational efficiency but has also increased its exposure to sophisticated cyber threats [6]. As the organisation relies on IoT-enabled sensors, cloud-based production systems, and interconnected manufacturing networks, it faces both internal and external risks that could compromise the confidentiality, integrity, and availability of its critical assets [3].
Internal threats primarily arise from employees, contractors, or authorised users who intentionally or unintentionally compromise organisational security. Human error, weak password practices, misuse of privileged accounts, and accidental disclosure of sensitive information remain common causes of security incidents [8]. Additionally, insider threats involving disgruntled employees may result in data theft, sabotage of production systems, or unauthorised access to proprietary manufacturing information [11].
External threats have become increasingly sophisticated. Ransomware-as-a-Service (RaaS) enables cybercriminals to launch ransomware attacks with minimal technical expertise, potentially encrypting production systems and disrupting manufacturing operations [5]. AI-powered social engineering, including vishing (voice phishing), exploits artificial intelligence to create convincing fraudulent communications that deceive employees into revealing confidential information or authorising fraudulent transactions. Supply chain attacks also present a significant risk, as attackers may compromise trusted software vendors or third-party suppliers to gain access to SFM's network [6]. Furthermore, the adoption of cloud services and hybrid working environments introduces additional risks, including cloud misconfigurations, compromised credentials, insecure remote access, and unauthorised data exposure [1]. Collectively, these threats highlight the need for a comprehensive cybersecurity strategy that combines technical controls, effective governance, and continuous security awareness to protect organisational assets and maintain business continuity.

Table 1. Internal and External Cybersecurity Threats Affecting SteelForm Manufacturing Ltd
	Internal Threats
	External Threats

	Human error
	Ransomware-as-a-Service (RaaS)

	Insider threats
	AI-powered phishing and vishing

	Weak passwords
	Malware attacks

	Privilege misuse
	Supply chain compromises

	Unpatched IoT devices
	Cloud security attacks

	Poor access control
	Hybrid work vulnerabilities






2.2 [bookmark: _Toc235409823]Modern Security Policies
To strengthen SteelForm Manufacturing Ltd’s (SFM) cybersecurity posture, security policies must be developed using a structured approach that protects critical systems, sensitive data, and manufacturing operations. As traditional perimeter-based security models are no longer sufficient due to cloud adoption, IoT integration, and remote working, SFM should adopt a Zero Trust security model based on the principle of “never trust, always verify” [2]. This approach requires continuous verification of users, devices, and applications before granting access, reducing the risk of unauthorised access to critical production environments.
The proposed security policies should align with recognised cybersecurity frameworks, including the NIST Cybersecurity Framework (CSF) and ISO/IEC 27001, to ensure effective governance and risk management [1],[3]. The NIST CSF provides a structured approach through its core functions: Govern, Identify, Protect, Detect, Respond, and Recover, while ISO/IEC 27001 provides requirements for establishing and maintaining an Information Security Management System (ISMS). Together, these frameworks help SFM develop policies that support confidentiality, integrity, and availability of organisational assets [3].
A key policy area is Identity and Access Management (IAM), which ensures employees, contractors, and suppliers receive only the minimum level of access required for their roles. This follows the Zero Trust principle of least privilege and reduces the likelihood of insider misuse or compromised accounts affecting production systems [2]. An MFA Policy should also be implemented to strengthen authentication and reduce risks associated with stolen credentials [2].
SFM should establish a Data Protection and Classification Policy to identify sensitive information, including engineering designs, customer data, and production records. This policy supports confidentiality by ensuring appropriate protection measures are applied based on data sensitivity. Additionally, a Network Security Policy should enforce segmentation between corporate IT networks and operational technology (OT) environments, reducing the possibility of cyberattacks spreading to manufacturing systems [3].
A Vulnerability and Patch Management Policy is essential due to the increasing exploitation of known software vulnerabilities. This policy should require regular security assessments and prioritisation of critical vulnerabilities identified through resources such as the CISA Known Exploited Vulnerabilities (KEV) Catalogue [4]. Furthermore, Backup, Disaster Recovery, and Incident Response Policies should be established to maintain operational availability and ensure rapid recovery from incidents such as ransomware attacks [5].
The implementation of these policies supports the CIA Triad by maintaining confidentiality through access controls and encryption, integrity through secure configuration and vulnerability management, and availability through backup and recovery processes [10]. By adopting these practical and framework-aligned policies, SFM can establish a resilient security foundation suitable for a modern manufacturing environment.
Table 2. Proposed Security Policies for SteelForm Manufacturing Ltd
	Security Policy
	Purpose and Application in SFM
	Alignment

	Identity and Access Management Policy
	Ensures employees only access systems required for their roles
	Zero Trust, ISO 27001

	Multi-Factor Authentication Policy
	Reduces risk of compromised credentials
	NIST Protect

	Network Segmentation Policy
	Separates production networks from corporate systems
	NIST CSF

	Vulnerability Management Policy
	Ensures timely patching of critical vulnerabilities
	CISA KEV, ISO 27001

	Data Protection Policy
	Protects sensitive manufacturing and customer data
	CIA Triad, GDPR

	Backup and Recovery Policy
	Ensures availability during ransomware incidents
	CIA Availability






2.3 [bookmark: _Toc235409824]Technical Mitigation Measures

Although security policies provide the governance framework for protecting organisational assets, effective cybersecurity requires the implementation of practical technical and administrative controls. For SteelForm Manufacturing Ltd (SFM), mitigation measures must address the risks associated with ransomware, credential theft, malware, cloud adoption, IoT devices, and unauthorised access to manufacturing systems. These controls should be achievable within the resources of a medium-sized manufacturing organisation while aligning with modern cybersecurity practices [1].








Table 3. Technical Mitigation Measures for SteelForm Manufacturing Ltd

	Threat
	Mitigation Measure
	Implementation Approach

	Credential theft and phishing attacks
	Multi-Factor Authentication (MFA)
	Enforce MFA for employees, administrators, cloud services, and remote access accounts

	Ransomware attacks
	Immutable backups
	Maintain protected backup copies that cannot be modified by attackers and regularly test recovery procedures

	Malware infections
	Endpoint Detection and Response (EDR)
	Deploy endpoint monitoring tools to detect and isolate suspicious activities

	Production network compromise
	Network segmentation
	Separate operational technology (OT) networks from corporate IT systems to limit attack movement

	Exploitation of vulnerabilities
	Patch management using CISA KEV Catalogue
	Prioritise remediation of actively exploited vulnerabilities through regular updates

	Cloud security risks
	Cloud Security Posture Management (CSPM)
	Continuously identify and correct cloud misconfigurations and access risks


Multi-Factor Authentication should be prioritised as a fundamental security control because compromised credentials are frequently used in successful cyberattacks [8]. By requiring additional verification beyond passwords, MFA reduces the likelihood of unauthorised access to SFM’s cloud systems and production environments [2]. Similarly, implementing Endpoint Detection and Response (EDR) solutions enables continuous monitoring of devices and provides early detection of malware and ransomware behaviour [8].
Network segmentation is particularly important for SFM because connected manufacturing environments combine traditional IT infrastructure with operational technology systems. Separating these environments reduces the possibility that an attacker gaining access to business systems can directly disrupt production machinery [3]. Furthermore, immutable backups provide resilience against ransomware by ensuring that critical production data can be restored without relying on attackers’ demands [5].
Effective vulnerability management should also be implemented through regular scanning, security assessments, and prioritisation of vulnerabilities listed within the CISA Known Exploited Vulnerabilities (KEV) Catalogue [4]. This ensures that SFM focuses resources on vulnerabilities actively targeted by attackers rather than relying only on general patching schedules. Together, these measures provide a layered security approach that improves SFM’s ability to prevent, detect, and recover from cyber incidents [1].



2.4 [bookmark: _Toc235409825]Proactive Monitoring and Incident Response
Modern cyber threats require organisations to move beyond reactive security practices and adopt continuous monitoring and rapid incident response capabilities [1]. For SteelForm Manufacturing Ltd (SFM), a proactive monitoring strategy is essential due to its reliance on interconnected manufacturing systems, cloud platforms, and IoT-enabled devices. A 24/7 security monitoring approach should be implemented using technologies such as Security Information and Event Management (SIEM) and Security Orchestration, Automation and Response (SOAR) platforms to collect security events, identify suspicious activities, and automate appropriate responses [1],[3].
[image: ]Figure 2: Proposed Incident Response Lifecycle for SteelForm Manufacturing Ltd (SFM).


Figure 2 illustrates the proposed incident response lifecycle for SFM. The process begins with continuous monitoring, where security logs from endpoints, networks, cloud services, and production systems are analysed to detect unusual behaviour. When a potential threat is identified, security teams should verify and investigate the incident before applying containment measures. For example, during a ransomware attack, affected devices should be isolated immediately to prevent further spread across manufacturing networks [5].
Following containment, eradication activities should remove malicious software, address vulnerabilities, and restore affected systems from secure backups. The recovery phase ensures business operations are safely resumed, while post-incident reviews identify improvements to prevent similar incidents in the future [3]. By combining SIEM, SOAR automation, and a structured response process, SFM can improve threat visibility, reduce response times, and strengthen overall cyber resilience [1].
2.5 [bookmark: _Toc235409826]Continuous Training and Awareness
Human error remains one of the leading causes of cybersecurity incidents, making continuous security awareness essential for SteelForm Manufacturing Ltd (SFM) [8]. Rather than relying on annual compliance training, the organisation should implement an ongoing, role-specific programme that reflects current cyber threats and promotes a strong security culture [11].
All employees should receive cybersecurity awareness training during onboarding, followed by quarterly refresher sessions covering phishing, vishing (voice phishing), password security, data handling, and safe use of cloud-based applications. Employees working in high-risk departments, such as procurement, finance, and IT, should receive additional role-specific training focused on business email compromise, supplier fraud, and privileged access management. Regular phishing and vishing simulations should also be conducted to evaluate staff awareness and identify areas requiring further support [8].

Figure 3: Continuous cybersecurity awareness training lifecycle
To maintain engagement, SFM should provide short monthly security updates highlighting emerging threats, recent cyber incidents, and practical guidance for protecting organisational assets. Training effectiveness should be monitored through simulated attack results, knowledge assessments, and employee feedback, enabling continuous improvement of the programme [11]. By embedding cybersecurity awareness into everyday business operations, SFM can strengthen its human defences, reduce successful social engineering attacks, and encourage employees to actively support the organisation's overall cybersecurity strategy.
3. [bookmark: _Toc235409827]Conclusion 

This report identified the key cyber threats affecting SteelForm Manufacturing Ltd and proposed practical security policies, mitigation measures, continuous monitoring, and staff awareness initiatives aligned with Zero Trust, NIST CSF, and ISO/IEC 27001. It is recommended that SFM prioritise multi-factor authentication, network segmentation, continuous employee training, and regular vulnerability management to strengthen cyber resilience. Future improvements should include adopting AI-assisted threat detection, conducting regular penetration testing, and reviewing security policies periodically to address evolving cyber threats and support the organisation's long-term digital transformation.
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This section includes PowerPoint presentation 
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               INTRODUCTION  Industry 4.0 technologies have transformed manufacturing through IoT, automation, and cloud computing [1].  SteelForm Manufacturing Ltd (SFM) has experienced malware, phishing attacks, and unauthorised access attempts.  These evolving cyber threats require stronger governance, technical controls, and employee awareness.  This presentation outlines the key threats, recommended security policies, mitigation measures, monitoring strategy, and staff training programme to improve SFM's cybersecurity resilience.   
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               PROACTIVE MONITORING & INCIDENT RESPONSE Key Features:  24/7 Security Monitoring  SIEM & SOAR Integration  Rapid Incident Containment  Continuous Improvement through Lessons Learned Continuous monitoring enables early threat detection, rapid response, and improved cyber resilience. [1], [3]   
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               CONTINUOUS TRAINING & AWARENESS  Continuous cybersecurity awareness programme  Role - specific training for high - risk departments  Regular phishing and vishing simulations  Monthly security updates and refresher sessions  Performance monitoring and continuous improvement Continuous awareness training strengthens employees' ability to recognize and respond to evolving cyber threats. [8], [11]   
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O The proposed cybersecurity strategy strengthens the confidentiality, integrity, and availability
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          RECOMMENDATIONS & CONCLUSION Key Recommendations :  Adopt a Zero Trust security model across all business systems .  Implement MFA, SIEM, SOAR, and network segmentation to strengthen cyber resilience .  Prioritise vulnerability management using the CISA KEV Catalogue .  Establish a continuous security awareness programme for all employees . Conclusion :  The proposed cybersecurity strategy strengthens the confidentiality, integrity, and availability (CIA) of organisational assets .  Implementing these recommendations will reduce cyber risks, minimise operational disruption, improve regulatory compliance, and support long - term business continuity .  A proactive cybersecurity culture will help SteelForm Manufacturing Ltd remain resilient against evolving cyber threats and support sustainable business growth .
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