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The labs given within this module are geared to assist you in carrying out vulnerability assessments and penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. This is similar to what an attacker would do or what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.


Task: From Clues to Conclusions
INTERPOL – UK DIVISION
Case File: OPERATION KEPLER
Classification: CONFIDENTIAL
Date: 08 June 2025
Location: INTERPOL UK Headquarters, London
Background
Summer 2025: London is bustling with festivals, protests, and cultural events, drawing large crowds and global attention. These gatherings pose security risks due to their scale and openness.
Last week, Portuguese intelligence shared a tip with INTERPOL UK's cyber unit. A Portuguese male may be planning to disrupt upcoming London events. No name, photo, or travel record was provided – only a digital identifier: kepler.1999
Its nature (username, email, alias, etc.) is unclear, but analysts suspect it may be linked to online activity suggesting potential unrest. Verification is ongoing.
Mission Brief
As an INTERPOL UK summer intern, your task is to:
· Investigate kepler.1999
· Determine if it belongs to a credible threat or an innocent individual
· Help decide whether to escalate the case or dismiss it
Context
With major public events approaching, even minor leads matter. Authorities are on high alert. Your work must reflect the care and precision of an active intelligence officer, as errors could waste resources or endanger lives.
· Outline how you would start your investigation in finding the username: kepler.1999
· Hint (what site or tools would you use to carry out an advance search queries) Use the Internet to help you.
· Once you carry out the search, document everything you can possibly find on kepler.1999. Did you find more than one account for this username?  If so list as much post made from the accounts, the sites they were on such as social media and any personal information.


Following up from last week's lab session “From Clues to Conclusions”:

Compare your solution with the below outcomes, if you did not gather or find any details on the username, redo the lab using the solution given.  Document your findings in a report format.


The Core Concepts OSINT (Open-Source Intelligence, primary objective of this lab is to provide an understanding of how to focus on analysing fragmented data from online identities and drawing reasoned inferences, while emphasizing the responsible use of publicly available data. It is crucial to understand that gathering OSINT is more than just about collecting maximum amount of information available publicly. Questioning the accuracy and completeness of open data sources is equally important.

While gathering information about any system or person using OSINT, one must think critically and holistically, considering the impact of surveillance, unintended exposure, and profiling using digital footprints in a sociopolitical context. The risk of assumptions, misinformation, and violating ethical boundaries would result in severe consequences.


Solution to the scenario

Using basic Google Dorks, use the url: https://www.instagram.com/kepler.1999/
You will find that the username (kepler.1999) is associated with an Instagram account.
On exploring this account, two posts shall be discovered:
a. One of the posts shows a river, which can be identified using Google Image Search to determine its name and location. That would be the river Odeleite in Portugal.
[image: A screenshot of a map

AI-generated content may be incorrect.]

b. The second post includes a description containing a clue that leads to the next digital identity.
[image: A screenshot of a computer screen

AI-generated content may be incorrect.]


c. X (formerly Twitter), the username found in the second post is associated with an X.com account, url: https://x.com/R_keplar99

Among many posts, one of them discloses the person’s professional social media account ID, see screenshot below.
[image: A screenshot of a phone

AI-generated content may be incorrect.]
In the account Bio, the user’s Pinterest account can be found, see below.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

d. LinkedIn - the user’s LinkedIn profile can be found at the URL:
https://www.linkedin.com/in/ron-antonio-895aa9381/
Note the following:
i. His real name
ii. Real profile pic
iii. Current location
iv. Where he works
v. His school and college
vi. Hint to another social media in the About section
[image: A white rectangular object with black text

AI-generated content may be incorrect.]

e. Pintrest - the user’s Pintrest profile can be found at the URL:
https://www.pinterest.com/ronrocks877/
The first post talks about the river used to visit during childhood, see screenshot below.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
The second post contains a Google Drive link. Take note of this.
[image: A screenshot of a screenshot of a river

AI-generated content may be incorrect.]

f. Facebook - from his LinkedIn account, you would identify the profile ID on one of the oldest social media platforms, i.e. Facebook, see url:  
https://www.facebook.com/profile.php?id=61580265772378
On the Facebook profile, you should be able to identify the post with a hint to a password. See screenshot below.
[image: A screenshot of a computer screen

AI-generated content may be incorrect.]

g. Google Drive – on the Google Drive, there is a ZIP archive file that’s password-protected, and the password hint is in the Facebook post above.  See screenshot below showing the zip drive “crackME.zip”

[image: A screenshot of a computer

AI-generated content may be incorrect.]
The password hint is:
· Name of river from my childhood: Odeleite (Instagram & Pintrest Posts)
· First name of famous German astrologer: Johannes (Instagram & X.com Profile Pic)
· First part of company I work for: Rocket (LinkedIn Profile)
· My Birth Year: 1999 (Instagram Username)
· Password: Odeleitejohannesrocket@1999

See if you can now access the zip file.  The zip file contains an invitation.

Google dorks, also known as Google hacking, refers to using advanced search queries to identify hidden or exposed information through the Google search engine. For years, professional hackers have used these search strings to discover sensitive data, unsecured databases, and web application. 

On your own time practice using google dorks and any other advanced intelligence search engine.


h. Now write full documentation of your findings, providing references.  Try to find credible sources to help with your written documentation and provide a full reference listing using the IEEE referencing for both in-text citation and reference listing.
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The Restoration War (Portuguese: Guerra da Restauragéo).
historically known in Portugal as the Acclamation War (Guerra da
AciamagZo).[7] was the war between Portugal and Spain that
began with the Portuguese revolution of 1640 and ended with
the Treaty of Lisbon in 1668, bringing a formal end to the Iberian
Union.

The period from 1640 to 1668 was marked by periodic skirmishes.
between Portugal and Spain, as well as short episodes of more
serious warfare, much of it occasioned by Spanish and
Portuguese entanglements with non-lberian powers. Spain was
involved in the Thirty Years' War until 1648 and the Franco-
‘Spanish War until 1659, while Portugal was involved in the
Dutch-Portuguese War until 1663.

In the seventeenth century and afterwards, this period of
sporadic conflict was simply known, in Portugal and elsewhere,
as the Acclamation War. The war established the House of
Braganza as Portugal's new ruling dynasty, replacing the House
of Habsburg who had been united with the Portuguese crown
since the 1580 succession crisis.
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