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Abstract – The tasks carried out to complete worksheet 2 led to the successful deployment of Network Directory services within Server 1. Configuring and utilising Active Directory within the server evidently allowed for user domain accounts to be created which can also be accessed from the Client 1 machine. 
[bookmark: _Toc65700609]I. INTRODUCTION
Enabling and efficiently utilising Active Directory services within a network provides a variety of beneficial features that can be widely advantageous to the organisation and development of a network. The purpose of this worksheet is to explore some the primary uses for Active Directory and consider how they impact the everyday operation of a network, such as the implementation of user accounts, assigning admin permissions, and the utilisation of the Domain Admins group.
[bookmark: _Toc65700610]II. PREREQUISITE TASKS
[bookmark: _Toc65700611]A. Static Server IP & DNS Setup
By entering the Control Panel through the Windows search bar and accessing the Network and Sharing Centre, it is possible to see that both the PrivateNet1 and PublicNet networks have pre-defined static IP’s and there is no DNS setup. These preferences were edited through the ‘Change Adapter Settings’ option, selecting the ‘Properties’ tab on each network and navigating to the ‘Internet Protocol Version 4’ section on the properties list.
[image: ]
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[bookmark: _Toc65700612]B. Firewall Status
	By using the Windows search bar to access the Windows Defender Firewall, and then selecting “Turn Windows Defender Firewall on or Off”, the firewall was confirmed to be disabled.
[bookmark: _Toc65700613]C. Changing Computer Name
Accessing the system properties via the ‘Advanced system settings’ option in ‘This PC’ allows a multitude of options to be changed, including user profiles, performance settings and start-up and recovery settings. Selecting the ‘Computer Name’ tab in this menu provides the option to change the computers name, which has been done as shown in the screenshot.
[image: ]
[bookmark: _Toc65700614]III. DEPLOYING ACTIVE DIRECTORY AS A ROLE OR FEATURE BASED INSTALLATION
[bookmark: _Toc65700615]A. Creating the Administrator Account
Following the steps in task 2 the domain level account was successfully created through the Windows Server Manager and can be logged in using the set password.
[image: ]
[bookmark: _Toc65700616]IV. CREATING USER ACCOUNT OBJECTS USING ACTIVE DIRECTORY USERS AND COMPUTERS SNAP-IN CONSOLE
[bookmark: _Toc65700617]A. Domain Controller
Accessing the Active Directory Users and Computers folder located in the Administrative Tools section of System and Security within the Control panel clearly displays the nwtraders domain on the left-hand side. Within this section, by selecting the Domain Controllers option it is possible to see that DC1-NWT is listed as the server domain controller, as shown in the provided screenshot.
[bookmark: _Toc65700618]B. Creating a New User Account
By navigating  and right clicking the Users tab and selecting ‘New’ and additional user account was created ready to be added to the Domain Admins group as an additional failsafe account. The password was also set to never expire and follows Microsoft’s complexity requirements.
[image: ]
[bookmark: _Toc65700619]C. Adding the New User Account to Domain Admins group
Selecting the Domain Admins security group, by navigating to the member section and searching for the name of the newly created user account, it was successfully added to the group and the account will now have all administrative abilities.
[image: ]
[bookmark: _Toc65700620]IV. OBJECT ATTRIBUTES OF INTEREST
[bookmark: _Toc65700621]A. Basic User Account Creation
Following the previous steps when creating the first user account, another user account has been created called ‘Michael Ross’ which was automatically listed under the Members tab of the Domain User Properties folder.
[image: ]
[bookmark: _Toc65700622]B. Restricting Logon Hours
The newly created user account will have a few permission restrictions in place. The first restriction implemented is the logon hours, which have been set to allow logon between 8AM and 5PM Monday-Thursday, with logon denied between 1PM and 2PM. This feature was changed by right clicking the user account, selecting properties and navigating to the account section, where the logon hours can be adjusted.
[image: ]
[bookmark: _Toc65700623]C. Additional Change of Permissions
As this can be done at the Admin level and for security purposes, the new user account has had the ability to change their password disabled, a feature located on the same page where the logon hours were adjusted.
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[bookmark: _Toc65700624]V. ADJOINING THE DOMAIN AND TESTING USER LOGINS
[bookmark: _Toc65700625]A. Creating a Computer Account
Selecting the Computers tab on the left-hand side of the Active Directory Users and Computers showed that there were no previously created computer accounts. As shown in the screenshot, one has been created called WS1-NWT.
[image: ]
[bookmark: _Toc65700626]B. DNS Configuration for Client
Accessing the Client 1 Control panel and navigating to ‘Change adapter settings’ in the Network and Sharing Centre, the network named PrivateNet1 can be viewed. By selecting the properties tab when right clicking the network, the DNS server address could be configured via the IPv4 tab.
[image: ]
[bookmark: _Toc65700627]C. Domain Login from Client 1
Using the Administrator credentials created on Server 1, it was possible to login to the admin account once the nwtraders domain was entered in the Computer Name/Domain Changes menu. The DNS address was previously entered incorrectly in the Client 1 network settings, which was causing an error to be displayed when trying to make the connection to Server 1. Once this was changed, the connection was successfully made, and the computer restarted as required.
[image: ]
[bookmark: _Toc65700628]D. Client 1 Registered in Server 1 Active Directory
Once the Client 1 computer was logged in as previously shown, the computer name was allocated to the Computers section of the Active Directory under the nwtraders domain.
[image: ]
[bookmark: _Toc65700629]E. User Account Logged into Domain
When Client 1 restarted, by selecting ‘Other User’ the user account that was created earlier in the server 1 configuration could be successfully logged into from Client 1. As shown in the above screenshots, the domain NWTRADERS appears and using the pre-set username and password, the account can be accessed.
[image: ]
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[bookmark: _Toc65700630]F. User Account Login Disallowed
Attempting to log-in to Server 1 using the user account NWT-MR will not be successful due to the permissions that were set earlier in the account configuration. This account can only be accessed through Client 1 because it is not a Domain Admin account.
[image: ]
[bookmark: _Toc65700631]VI. DNS – WHAT IT IS, HOW IT WORKS AND ITS SIGNIFICANCE WITHIN ACTIVE DIRECTORY
The Domain Name System is the functionality behind the translation of a domain name to an IP address that allows people to access online resources through a web address. DNS servers make memorising and accessing online resources easier and more human-friendly by eliminating the need to memorise an IP address, by instead automatically converting it to a hostname. DNS works by the user first sending a query by searching for a web address via a browser such as Google Chrome. The query interacts with the recursive resolver which will subsequently interact with a root server that holds DNS information regarding TLD’s. The query will then reach a TLD name server which will provide the domain name servers IP address, at which point the recursive resolver will forward the query to the domain name server, which holds the IP address for the domain the user is attempting to reach. When the IP address is returned to the recursive resolver the website will appear. 
[image: What is DNS, How it Works + Vulnerabilities | Varonis]
Fig.1. How DNS Works
Source: Adapted from [1]
Active Directory automatically installs DNS when a new forest and domain is setup, at which point DNS can then be utilised by Active Directory Domain Services (AD DS) as the primary domain controller. DNS is a necessity for Active Directory as without DNS, a server cannot be promoted or installed to a domain controller. There are many benefits to AD DS, including the ability to manage AD DS from any computer on the network, the customisability of how data is organised and the ability to keep access rights centralised.
[bookmark: _Toc65700632]VII. ROLE OR FEATURE BASED INSTALLATION ROLES WITHIN AN ENTERPRISE NETWORK
[bookmark: _Toc65700633]A. Hyper V
Hyper V within Windows Server 2019 is a ‘Role or Feature Based Installation’ that can be installed by the network administrator. Hyper V provides the ability to create virtualized computing environments that enable virtual machines to be hosted by the user. This feature is particularly useful for hosting multiple different operating systems while maintaining in-house hardware efficiency by minimising the amount of physical storage and resources being used. Hyper V is easily installed through the Server Manager and is a quick, costs-effective solution to hardware scalability [2]. As well as providing an adaptable virtual infrastructure, Hyper V will prove to be useful as a disaster recovery and backup solution as it fundamentally acts as a private virtual cloud. Some other primary aspects of Hyper V include the portability factor that features live storage migration as well as the ability to import and export media which can be easily moved to another machine. Hyper V also features a high-level of security by using shielded virtual machines and secure boot to protect against viruses and unauthorised access.
[bookmark: _Toc65700634]B. Network Policy and Access Services
Network Policy and Access Services (NPAS) can be installed via the ‘Role or Feature Based Installation’ menu in Windows Server 2019, and upon completion of the installation, Network Policy Server (NPS) will be also installed. NPS is considered a critical role within a network as it enables the network admin to configure and enforce a centralised set of connection authentication and access policies that play a vital part in the security of the network, creating a RADIUS infrastructure [3]. NPS is an effective way of managing network access for any size organisation and enables network admins to only configure each policy once, rather than multiple times for individual servers across a network. NPS provides the ability to manage connections to an organisations network, be it from a wireless, VPN, wired or even dial-up connection from a variety of devices, included non-company owned computers. Connections to outside networks can also be controlled internally through NPS, whether it be to other networks owned by the organisation or to an internet hosted service. Having a RADIUS infrastructure in-place provides added security benefits to any network by allowing for unique credentials to be used for each user, disregarding the requirement for shared passwords or regular password changes. RADIUS also allows for control over who has access to specific information, reducing the risk of unauthorised user access or data leakage.
[bookmark: _Toc65700635]VIII. THE IMPORTANCE OF ACCESS/ROLES WITHIN USER ACCOUNT GROUPS
Having the ability to assign users to specific role-integrated groups allows network administrators to incorporate a basic, yet beneficial level of security that is essential to the everyday operation of a network [4]. Limiting certain user accounts, especially those that require lower-level permission access, such as restricted Guest accounts within the Domain Guest or Domain Users groups, ensures that only authorised users can access specific information, configuration settings and network management facilities. Utilising the security groups within Active Directory provides network administrators with the functionality to determine the appropriate user rights for a specific group. Some of these rights are automatically assigned to certain security groups, however they can be adjusted to suit the requirements of the users within a role. Different levels of access within a network, when used efficiently, will make managing the network a lot easier. Built in User Account groups provide a type of hierarchy that can be changed with ease, allowing permissions to be granted and taken away as deemed necessary by the administrators. This also provides extra security as these groups display the members that reside within them, making it easy to see if certain individuals should not have the access they have been granted, or if mistakes have been made.
[bookmark: _Toc65700636]IX. MICROSOFT’S RECOMMENDATIONS FOR AGDLP AND AGUDLP FOR ASSIGNING PERMISSIONS
Abbreviated as AGDLP, “account, global, domain local, permission” is a summary of Microsoft’s recommendations for assigning permissions, otherwise known as role-based access controls (RBAC). AGDLP supplies admins with a simple strategy that aims to reduce account management related problems while also making permission management more straight-forward within user groups. The AGDLP strategy is perfect for use within environments that only have a single or small number of domains within a forest, which is the primary differentiating factor in comparison to AGUDLP, a strategy better used within more complex network environments that require a higher level of flexibility. Further considering the importance of RBAC, it could be considered more closely related to the AGUDLP strategy as it is the most popular model incorporated by larger organisations, while also being supported by Active Directory (AGDLP) [5]. RBAC’s purpose is to group users in roles that have a specific set of permissions, making it a popular procedure for assigning user privileges within a computer network. From the view of a System Administrator, both AGDLP and AGUDLP is an essential strategy to incorporate into any network, however selecting either one will depend on how many domains are required. Both strategies will prove to be beneficial to the Systems Administrator, especially when considering the benefits they provide with regards to assigning local resource access within other domains, configuring resource access to be removed from specific users or groups, and the time that can be saved by pre-configuring group permissions.
[bookmark: _Toc65700637]X. CONCLUSION
[bookmark: _Toc65700638]Active Directory serves a vital role within any network, no matter how small or large. The advantages it provides within the areas of user management and domain control makes it an essential piece of software that is widely utilised by network Administrators. Enterprise networks rely of role or feature based installation software such as AD to assist in numerous areas of the network, especially where resource limitations may be a concern, an issue that can be solved by utilising Hyper V. Considering network management, it is also apparent that Microsoft’s recommendations on AGDLP and AGUDLP are essential to Systems Administrators that are passionate about effect user management. In summary, the VM’s work as required by the end of this worksheet, and the configurations were entirely successful.
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