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Lynis has identified 3 Warnings
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Lynis has identified 34 Warnings

From all the warnings I have identified that the device does not have a password set to prevent unauthorised log ons
[image: ]

https://www.techrepublic.com/article/how-to-password-protect-the-grub-boot-loader-in-ubuntu/
I have identified the following guide which shows how to set a GRUB password
I have used the below command to set a password for GRUB
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I have updated the GRUB file now I will try to reboot the VM and see whether a secondary password is required to boot the VM
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My device is now asking for a username upon booting
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Once it recognises the username it then asks for the password
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As I have encountered the screen above, this indicates that my GRUB has been corrupted and I have therefore had to rebuild my VM.

The GRUB password will work much like the BIOS password and will prevent any users from accessing the boot options. 
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cisco@ubuntu:~$ grub-mkpasswd-pbkdf2

Enter password

Reenter password:

PBKDF2 hash of your password is grub.pbkdf2.sha512.10600.6A6A572BD529EEA51B65E3C
527C94BOD2EF366C68648984FC7FD41176356B5169D38433849E1FCAGE2760392EBEGDBEDE2F1CES
CC5B356A150077092E71CF45B. 0BF3DFEDDIDE302694394AB12FC387A0182BCOAB39AD8119BFFBEL
©501F1508A4854E03BC1651560CA639844AACBCD1C8F815E77E604A0548742D784BFD37B1C
cisco@ubuntu:~$ [l
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cisco@ubuntu:~$ sudo nano /etc/grub.d/66_header
[sudo] password for cisco:
Use "fg" to return to nano.

[1]+ Stopped sudo nano /etc/grub.d/6e_header
cisco@ubuntu:~$ sudo nano /etc/grub.d/ee_header
cisco@ubuntu:~$ sudo update-grub

Generating grub configuration file ...

Warning: Setting GRUB_TIMEOUT to a non-zero value when GRUB_HIDDEN_TIMEOUT is se
t is no longer supported.

Found linux image: /boot/vmlinuz-4.4.0-24-generic

Found initrd image: /boot/initrd.img-4.4.0-24-generic

Found linux image: /boot/vmlinuz-4.4.6-21-generic

Found initrd image: /boot/initrd.img-4.4.0-21-generic

Found memtest86+ image: /boot/memtest86+.elf

Found memtest86+ image: /boot/memtest86+.bin

done

cisco@ubuntu:~$
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Enter username:




image7.png
Enter username:
admin
Enter password:
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GNU GRUB version 2.02°heta2-36ubuntu3

Advanced options for Ubuntu
Memory test (memtestge+)
Memory test (memtest@6+, serial console 115200)

Use the T and | keys to select which entry is highlighted

Press enter to boot the selected 03, "e' to edit the commands

before booting or ¢! for a command-line.





image1.png
-[ Lynis 2.2.0 Results ]-

Warnings (3

- Version of Lynis is very old and should be updated [LYNIS]
https://cisofy.com/controls/LYNIS/

- Found one or more vulnerable packages. [PKGS-7392]
https://cisofy.con/controls/PKGS-7392/

- Couldn't find 2 responsive nameservers [NETW-2705]
https://cisofy.con/controls/NETH-2705/
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Suggestions (34)
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- Set a password on GRUB bootloader to prevent altering boot configuration (e.g. boot in single
user mode without password) [BOOT-5122]
https://cisofy.com/controls/BOOT-5122/





